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Enforcement-based Verification of CPS

Add simpler (verifiable) 

runtime enforcer to make 

algorithms predictable

Formally: specify, verify, and 

compose multiple enforcers

• Logic: Enforcer intercepts/ 

replaces unsafe action 

• Timing: at right time

• Physics: verified physical effects

Protect enforcers against 

failures/attacks
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Verifying Physics (Control Theory)

Recoverable Set: 𝜀𝑆𝐶𝑗(1)

Safety Set: 𝜀𝑆𝐶𝑗 𝜖𝑠 ≜ 𝜖𝑠 𝜀𝑆𝐶𝑗(1)
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Analysis of Mission Progress Enforcing Unsafe Behavior

6 DOF  12 state variables

Linear design:

• linearize at equilibrium

• assume full state available

• LQ state feedback design

• reference points = equilibrium states
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Drone Experiment
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Enforcing Unverified Components

𝑠 𝛼



8
© 2020 Carnegie Mellon University [DISTRIBUTION STATEMENT A] Approved for public release and 

unlimited distribution.

Enforcing Unverified Components

𝑠 𝛼

Ant illustration by Jan Gillbank, license by Creative Commons Attribution 3.0 Unported

https://creativecommons.org/licenses/by/3.0/deed.en
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Enforcing Unverified Components

𝑠 𝛼

Untrusted

Trusted?
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But enforcer can be corrupted (bug or cyber attack)

𝑠 𝛼

Untrusted

Trusted?
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Add Memory Protection

𝑠 𝛼

Untrusted

Trusted

Trusted  = Verified & Protected
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Periodic Execution Must Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠 𝛼 𝑠 𝛼

time
Untrusted

Trusted
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Periodic Execution Must Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠 𝛼 𝑠 𝛼

time
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Periodic Execution Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠 𝛼

Miss deadline: 
crash

time

Untrusted Trusted
Memory

Trusted
Timing
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Periodic Execution Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠 𝛼

Miss deadline: 
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Periodic Execution Finish by Deadline
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Real-Time Mixed-Trust Computation
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- Verified space protection

- Timing guarantees for temporal enforcer

VM scheduler

- Timing guarantees in absence of failures

- In sync with hypervisor scheduler

Mixed-Trust Task
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Real-Time Mixed-Trust Computation
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- Verified space protection / Root-of-Trust

- Timing guarantees for temporal enforcer

VM scheduler

- Timing guarantees in absence of failures

- In sync with hypervisor scheduler

Mixed-Trust Task
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Verified Protection at Hypervisor, Kernel, Application

CPS Application

Middleware

Device Drivers

OS Kernel

HW

Root-of-Trust

HW

signal callers
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code; 

data; 

stack;

resource

CPU state; 

memory; 

device;

behavior + 

resource manifest

üobject
 Singleton object guarding exclusive 

indivisible system resource

 Principled entry, interruption, legacy 

code invocations and üobject 

invocations

 execution trace respecting program 

control-flow enables use of state-of-the-

art program verification tools

 facilitate AG reasoning and composition

 Call-return Interfacing

 Handle various CHIC programming 

idioms

 Resource Interface Confinement

 Resource protection and access control

 Support Shared memory concurrency -> 

multi-threaded execution and reasoning

Cost-effective

Innocuous [9]

+ 

Provable+ 


