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Welcome!

15 min - Opening

20 min - Intro to ethics and technology
60 min - Activity

25 min - Discussion / Q&A

All times are approximate
Be patient and kind - technology will likely fall
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W &S O

X

u' Raise Hand

% | | O i &

Security Participants re Screen Record Breakout [ ooms  Reactions

ZO0IMm

Carnegie Mellon University Ethical Design Matters [DISTRIBUTION STATEMENT A] This material has been approved for public
7 © 2021 Carnegie Mellon University release and unlimited distribution. Please see Copyright notice for non-US 5

Software E ng ineerin g Institute Government use and distribution.



Why does ethical design matter?
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Emerging Technology

Ring Video Doorbell

i cmem— =

Smart security starts | | .
at the front door ¥, " 7 5 78
- . i’ 7
-
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Great potential - develop with caution

@NEWS €he New JJork Eimes
Thermostats, Locks and Lights:

Digital Tools of Domestic Abuse

Ring security camera hacks see
homeowners subjected to racial abuse,
ransom demands

A spate of incidents has seen homeowners in four states fall victim to hackers.

Hy Mark Hanraban n

Jecotiber | OI9, 956 PM ¢ N ead

Ring camera systems being hacked

Multiple U.S. families have reported incidents of Ring camera systems being hacked in recent dayx,
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Assuming That Math Reduces Bias

Vetting applicant resumes

{..t REUTERS

BUSINESS NEWS

Amazon scraps secret Al recruiting tool that
showed bias against women

SAN FRANCISCO (Reuters) - Amazon.com Inc’s (AMZN.O) machine-learning

specialists uncovered a big problem: their new recruiting engine did not like women.
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Embedding Existing Bad Behaviors

Determining interest rates for mortgage lenders

B€r1<eley N e WS Research ¥ People ¥  Campus & community

IIIIIIIIIIIIIIIIIIIIIIIIIII

Mortgage algorithms perpetuate racial bias in
lending, study finds

Carnegie Mellon University Ethical Design Matters [DISTRIBUTION STATEMENT A] This material has bee appro ved for oo bI
. ©2021Came gie Mellon University release and ui Im| ed disf b . Plea e Copyr gh for non

Software Engineering Institute Government use and distribut



Dehumanizing thru Math

Predicting future criminal
activity

Machine Bias
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lgnoring Systemic Inequalities

Determining follow up care

l PBSO
NEWS
HOUR

WEEKEND

Widely used algorithm for
follow-up care in hospitals is
racially biased, study finds
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Ignoring Abusability

Opting in everyone to messaging
THE WALL STREET JOURNAL

Sld(k Bd( ldm( ks on Nuw “d\ to Message ()ur Hdmssm(nl Concern

t pioneer says it made a ake i w it rolled out direct-m g function
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Perpetuating Bias

Determining gender by name

Service that uses Al to identify gender based on
names looks incredibly biased

Meghan Smith is a woman, but Dr. Meghan Smith is a man, says Genderify

By James Vincent [ Jul 29 2020 6 44am EDT

28] genderify

Integrate our
gender verification
API directly

into your platform!

API Documentation

Integrate our gender verification API directly into your piatform
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Categories of Harm

Use these categories of harm to evaluate how a product, service, or technology could cause harm.

CATEGORIES OF HARM

DEFINITION

FINANCIAL Negative impact on finances, property, or other resources

HEALTH Negative impact on mental, emotional, or physical health

TIME Inefficient or unproductive activities, processes, or systems

FAIRNESS/EQUITY Perpetuating or facilitating prejudice, bias and/or unfairness

SAFETY Physical and/or emotional wellbeing compromised by fear, danger, or uncertainty
PRIVACY Lack of control over personal information

MISINFORMATION '(Ij'zieci\r/eeation, spread and/or amplification of false or inaccurate information intended to
CONTROL Inability to freely direct information, activities, or systems

TRANSPARENCY Lack of disclosure of information, activities, or systems Service

Carnegie Mellon University
Software Engineering Institute
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Responsible,
Intentional
Design

Just because you can,
doesn’t mean you should.
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Early, purposeful work

What is the challenge being faced?

For whom? What are their needs?

What kind of improvements are expected?

What might a machine do better or faster?

What is not going to be improved (out of scope)?
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Humans Make Technology
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All systems have some form of bias

Complete objectivity is misleading.
Bias can have purpose and can be helpful.
The goal Is to reduce unintended and/or harmful bias.
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Diverse, talented and multi-disciplinary

Bringing their varied skills sets,
problem framing approaches,
and knowledge together.

Gender, race, culture

Education (school, program, etc.)
Experiences

Thinking process, skill set

Age, disability and health status,
and more...

Representatively diverse leadership for retention

Carnegie Mellon University Ethical Design Matters
Software Engineering Institute
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Not lowering bar
extending It
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Great Minds Think Different
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High value In diverse teams

Diverse teams

» focus more on facts
 process facts more carefully
e are more innovative

“...become more aware of their own potential biases —

entrenched ways of thinking that can otherwise blind them
to key information and even lead them to make errors
In decision-making processes.”

David Rock, Heidi Grant. 2019. Why Diverse Teams Are Smarter. Harvard Business Review. November 4, 2019. https://hbr.org/2016/11/why-diverse-teams-are-smarter
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Adopt Technology Ethics

e Harmonize cultural variations

- Balance to pace of change,
Industry pressure

 Explicit permission to consider

and guestion breadth
of implications =" Microsoft Go g|€

(/’?%) Montréal Declaration
Respon31b1e Al_

Association for N O \/\/

Computing Machinery
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Diverse,
Inclusive
leaders

Diverse,
Multi-
Disciplinary
Teams

Shared
Tech Ethics
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Frameworks & Checklists
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Conversations for Understanding

Guide teams through difficult Topics
What do we value?
*Who could be hurt?
*What lines won't our Al cross?
How are we shifting power?*
How will we track our progress?

*”Don’t ask if artificial intelligence is good or fair, ask how it shifts power.” Pratyusha Kalluri.
https://www.nature.com/articles/d41586-020-02003-2

(S]a;negie lglellpn Unliver|°sityl **How is this ML model shifting power?" @riakall
oftware Engineering Institute  4\jar1PS2019
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New uncomfortable work

“Be uncomfortable”

- Laura Kalbag

Ethical design is not superficial.
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Frameworks & checklists to prompt conversations

Pair with technical ethics
« Bridge gaps between “do no harm” and reality

Reduce risk and unwanted bias
Support inspection and mitigation planning
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3Q-Do No Harm Framework

3Q-Do No Harm Framework

HOW WILL
VULNERABLE GROUPS
BE NEGATIVELY
IMPACTED?

WHO’S NOT HERE?

Framework addresses:
1) Lack of diverse perspectives

2) No examination of what harm
or misuse could occur

3) Lack of consideration of what
could go wrong within the
context of customers’ life

Create Inclusive Teams and Identify Unintended Consequences Ensure the path to resolving oy ey
Diversify Research Participants and Mitigate beforehand problemsis clear and fast 4) LaCk Of reSpOnSIblllty fOI’ the
problems created
5) Poor implementation and poor
INFO: Lisa D. Dance, UX Designer/Founder of ServiceEase created the "3Q-DO NO HARM Framework" in 2019. www. ServiceEase.net ServiceEase p ro b I em reso I utl on
Carnegie Mellon University 3Q-Do No Harm Framework: [EIISTRIBU(;I'IO:\Ini:'Ad'I;jEI\:IEbNI Al Tgl ma t Ich pybght ptp ved df p bI 30
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Designing Ethical Al Experiences:
Checklist and Agreement

UX Framework

1) Accountable to humans

2) Cognizant of speculative risks

and benefits

3) Respectful and secure

4) Honest and usable

Carnegie Mellon University

Designing Ethical Al Experiences: Checklist and Agreement

USE THIS DOCUMENT TO GUIDE THE DEVELOPMENT of actountatile, desisked 1o pe
honess, and usabde arificial noelligence (AD sysTems with a diverse toam algr

s dot b vars presented with the pape

G 5

Carnegie Mellon University
Software Engineering Institute

Checklist and Agreement - Downloadable PDF:
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Categories of Harm

Use these categories of harm to evaluate how a product, service, or technology could cause harm.

CATEGORIES OF HARM

DEFINITION

FINANCIAL Negative impact on finances, property, or other resources

HEALTH Negative impact on mental, emotional, or physical health

TIME Inefficient or unproductive activities, processes, or systems

FAIRNESS/EQUITY Perpetuating or facilitating prejudice, bias and/or unfairness

SAFETY Physical and/or emotional wellbeing compromised by fear, danger, or uncertainty
PRIVACY Lack of control over personal information

MISINFORMATION '(Ij'zieci\r/eeation, spread and/or amplification of false or inaccurate information intended to
CONTROL Inability to freely direct information, activities, or systems

TRANSPARENCY Lack of disclosure of information, activities, or systems Service

Carnegie Mellon University
Software Engineering Institute
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Activity in Mural
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Breakout Rooms and Mural

1. View Zoom Breakout Room Assignment (Team 1, 2, 3)

2. Open Mural

3. Look for Mural square that matches Zoom Breakout Room
(Team 1...)

1. Choose to be a "guest” in Mural

- - |
2. New to Mural? Review hints in Mural
o Team1-3Q £33 Team 2 - DHMT
Carnegie Mellon University Ethical Design Matters [DISTRIBUTION STATEMENT A] This material has been approved for public
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https://app.mural.co/invitation/room/1624934181221?code=3af41df7af1a4e48883da385388900fe&sender=uaae8d64991800af8d14c6288

Activity Instructions

1. Team member introductions
2. Read scenario

3. As individuals, write sticky notes to answer prompts from the specified checklist or framework
- Either the "3Q-Do No Harm Framework"® or the "Designing for Ethical Al Checklist"
- Use "Categories of Harm" to generate ideas

4. Discuss as a group
- Questions, themes, Aha moments, etc.
5. Identify top 3 priorities to address
- Severity, frequency, risk, etc.
6. Take a 5-minute break as a team
7. Repeat steps 3, 4 & 5 using the second option

* For the discussion/share out decide on a spokesperson for the team.
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Activity

Team members:

3Q-Do No Harm Framework
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3Q-Do No Harm Framework

Desligning for Ethical Al Checklist
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Sharing Time
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Evangelize
for human values

Ethical.
Transparent. Fair.
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We aren’t perfect, systems won't be perfect

Empower diverse teams, inclusive environments
Adopt technical ethics

Encourage deep conversations (Checklist)
Activate curiosity; be speculative; imaginative
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Carol J. Smith & Lisa D. Dance
Twitter: @carologic Twitter: @ServiceEase

LinkedIn: /in/carolismith/ LinkedIn: /in/ldance/
Website: www.ServiceEase.net
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Resources
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Activate curiosity

UX research methods to activate curiosity:
* Abusability Testing (Dan Brown)

« “Black Mirror” Episodes (Casey Fiesler)
(inspired by British dystopian sci-fi tv series of same name)

*Flip it to test it
 Implicit Association Test from Harvard University

Speculate about system misuse and abuse
*What are potential unintended/unwanted consequences?

https://hbr.org/2015/05/outsmart-your-own-biases
https://implicit.harvard.edu/implicit/takeatest.html
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Reward team members for finding ethics bugs

Dr. Ayanna Howard
- on the Artificial Intelligence Podcast with Lex Fridman

Ayanna
Howard

Artificial
Intelligence
with Lex Fridman
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deon: An ethics checklist for data scientists

A. Data Collection
Data Storage

Analysis
. Modeling

m O O W

. Deployment

o Buckground and pers

your dat

About

Using this tool

Supported e typex

Commumnd line opti

Prerequisites
Installation
Simple usage

Proudly display yo

Deon badge

s HTML badgs

e Markdown

Defnult checklist

Data Science Ethics

Checklist

deon/

e

s A Data Collection

Analvsis

D. Modeling

E

Deployment

peclive

An ethics checklist for data scientists

deon is a command line tool that allows you to easily add an ethics checklist to your data
science projects, We support creating a new, standalone checklist file or appending a

checklist 1o an existing analysis in many common formats.
Stov « (déon) [n.] (Ancient Greek) wikitiunary
Duty; that which is binding, needful, right, proper.
The conversation about ethics in data seience, machine learning. and Al is increasing|y
important. The goal of deon is 1o push that conversation forward and provide concrete,

actionable reminders to the developers thal have influence over how data science gets

l}nﬂc'

Background and perspective

We have a particular perspective with this package that we will use to make decisions

about contributions, issues, PRs, and other maintenance and support activities,

First and foremost, our goal is not to be arbitrators of what ethical concerns merit

inclusion, We have a process for changing the default checklist, but we believe that

many domain-specific concerns are not included and teams will benefit from developing

custom checklists. Not every checklist item will be relevant. We encourage teams to

remove items, sections, or mark items as N/A as the concerns of their projects dictate

Carnegie Mellon University

Software Engineering Institute https://deon.drivendata.org/
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Coalesce on Shared Set of Technology Ethics

. Well-being
. Respect for autonomy
. Protection of privacy and intimacy
. Solidarity
. Democratic participation
. Equity
. Diversity inclusion
. Prudence
. Responsibility
10. Sustainable development

esponsible AI_

\
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