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Welcome!

15 min - Opening

20 min - Intro to ethics and technology

60 min - Activity

25 min - Discussion / Q&A

All times are approximate

Be patient and kind - technology will likely fail 
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Why does ethical design matter?
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Emerging Technology
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Great potential - develop with caution



9
Ethical Design Matters
© 2021 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public 

release and unlimited distribution.  Please see Copyright notice for non-US 

Government use and distribution.

Assuming That Math Reduces Bias

Vetting applicant resumes
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Embedding Existing Bad Behaviors

Determining interest rates for mortgage lenders
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Dehumanizing thru Math

Predicting future criminal 
activity
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Ignoring Systemic Inequalities

Determining follow up care
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Ignoring Abusability

Opting in everyone to messaging
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Perpetuating Bias

Determining gender by name 
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Categories of Harm

CATEGORIES OF HARM DEFINITION

FINANCIAL Negative impact on finances, property, or other resources

HEALTH Negative impact on mental, emotional, or physical health

TIME Inefficient or unproductive activities, processes, or systems

FAIRNESS/EQUITY Perpetuating or facilitating prejudice, bias and/or unfairness

SAFETY Physical and/or emotional wellbeing compromised by fear, danger, or uncertainty 

PRIVACY Lack of control over personal information 

MISINFORMATION 
The creation, spread and/or amplification of false or inaccurate information intended to 

deceive

CONTROL Inability to freely direct information, activities, or systems 

TRANSPARENCY Lack of disclosure of information, activities, or systems

Use these categories of harm to evaluate how a product, service, or technology could cause harm.
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Responsible,
Intentional 
Design

Just because you can, 
doesn’t mean you should.
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Early, purposeful work

What is the challenge being faced?

For whom? What are their needs?

What kind of improvements are expected?

What might a machine do better or faster?

What is not going to be improved (out of scope)?
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Humans Make Technology
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All systems have some form of bias

Complete objectivity is misleading.

Bias can have purpose and can be helpful.

The goal is to reduce unintended and/or harmful bias.
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Diverse, talented and multi-disciplinary

Bringing their varied skills sets, 

problem framing approaches, 

and knowledge together.

• Gender, race, culture

• Education (school, program, etc.)

• Experiences

• Thinking process, skill set

• Age, disability and health status, 

and more…

Representatively diverse leadership for retention
Photo by Christina @ wocintechchat.com on Unsplash
https://unsplash.com/@wocintechchat?utm_source=unsplash&amp;utm_medium=referral
&amp;utm_content=creditCopyText  
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Not lowering bar 
extending it
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Great Minds Think Different
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High value in diverse teams

Diverse teams

• focus more on facts

• process facts more carefully

• are more innovative

“…become more aware of their own potential biases —

entrenched ways of thinking that can otherwise blind them 

to key information and even lead them to make errors 

in decision-making processes.”

David Rock, Heidi Grant. 2019. Why Diverse Teams Are Smarter. Harvard Business Review. November 4, 2019. https://hbr.org/2016/11/why-diverse-teams-are-smarter

https://hbr.org/2016/11/why-diverse-teams-are-smarter
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Adopt Technology Ethics

•Harmonize cultural variations

•Balance to pace of change, 

industry pressure

•Explicit permission to consider 

and question breadth 

of implications
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Diverse, 
inclusive 
leaders 

Diverse, 
Multi-
Disciplinary 
Teams

Shared 
Tech Ethics
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Frameworks & Checklists
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Conversations for Understanding

Guide teams through difficult Topics

•What do we value?

•Who could be hurt?

•What lines won’t our AI cross?

•How are we shifting power?*

•How will we track our progress?

*“How is this ML model shifting power?" @riakall
#NeurIPS2019

Photo by Pam Sharpe https://unsplash.com/@msgrace?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText On Unsplash -
https://unsplash.com/s/photos/business-woman-smiling?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText

*”Don’t ask if artificial intelligence is good or fair, ask how it shifts power.” Pratyusha Kalluri.
https://www.nature.com/articles/d41586-020-02003-2

https://www.nature.com/articles/d41586-020-02003-2
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New uncomfortable work

“Be uncomfortable”
- Laura Kalbag
Ethical design is not superficial.
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Frameworks & checklists to prompt conversations

Pair with technical ethics 

•Bridge gaps between “do no harm” and reality

Reduce risk and unwanted bias

Support inspection and mitigation planning
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3Q-Do No Harm Framework

Framework addresses:

1) Lack of diverse perspectives 

2) No examination of what harm 

or misuse could occur

3) Lack of consideration of what 

could go wrong within the 

context of customers’ life

4) Lack of responsibility for the 

problems created

5) Poor implementation and poor 

problem resolution

3Q-Do No Harm Framework: 
https://serviceease.net/3q-do-no-harm-framework
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Designing Ethical AI Experiences: 
Checklist and Agreement

UX Framework

1) Accountable to humans

2) Cognizant of speculative risks 

and benefits

3) Respectful and secure

4) Honest and usable

Checklist and Agreement - Downloadable PDF: 
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=636620

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=636620
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Categories of Harm

CATEGORIES OF HARM DEFINITION

FINANCIAL Negative impact on finances, property, or other resources

HEALTH Negative impact on mental, emotional, or physical health

TIME Inefficient or unproductive activities, processes, or systems

FAIRNESS/EQUITY Perpetuating or facilitating prejudice, bias and/or unfairness

SAFETY Physical and/or emotional wellbeing compromised by fear, danger, or uncertainty 

PRIVACY Lack of control over personal information 

MISINFORMATION 
The creation, spread and/or amplification of false or inaccurate information intended to 

deceive

CONTROL Inability to freely direct information, activities, or systems 

TRANSPARENCY Lack of disclosure of information, activities, or systems

Use these categories of harm to evaluate how a product, service, or technology could cause harm.
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Activity in Mural
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Breakout Rooms and Mural

1. View Zoom Breakout Room Assignment (Team 1, 2, 3)

2. Open Mural

3. Look for Mural square that matches Zoom Breakout Room 

(Team 1…)

1. Choose to be a “guest” in Mural

2. New to Mural? Review hints in Mural

https://app.mural.co/invitation/room/1624934181221?code=3af41df7af1a4e48883da385388900fe&sender=uaae8d64991800af8d14c6288
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Activity Instructions

1. Team member introductions

2. Read scenario

3. As individuals, write sticky notes to answer prompts from the specified checklist or framework

- Either the "3Q-Do No Harm Framework“ or the "Designing for Ethical AI Checklist“

- Use "Categories of Harm" to generate ideas

4. Discuss as a group 

- Questions, themes, Aha moments, etc.

5. Identify top 3 priorities to address

- Severity, frequency, risk, etc.

6. Take a 5-minute break as a team

7. Repeat steps 3, 4 & 5 using the second option

* For the discussion/share out decide on a spokesperson for the team.
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Sharing Time
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Evangelize 
for human values

Ethical. 
Transparent. Fair.
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We aren’t perfect, systems won’t be perfect

Empower diverse teams, inclusive environments

Adopt technical ethics

Encourage deep conversations (Checklist)

Activate curiosity; be speculative; imaginative
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Carol J. Smith & Lisa D. Dance

Twitter: @carologic Twitter: @ServiceEase

LinkedIn: /in/caroljsmith/ LinkedIn: /in/ldance/

Website: www.ServiceEase.net

https://www.linkedin.com/in/caroljsmith/
http://www.linkedin.com/in/ldance
http://www.serviceease.net/
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Resources
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Activate curiosity

UX research methods to activate curiosity:

•Abusability Testing  (Dan Brown)

• “Black Mirror” Episodes (Casey Fiesler)

(inspired by British dystopian sci-fi tv series of same name)

•Flip it to test it

• Implicit Association Test from Harvard University

Speculate about system misuse and abuse 

•What are potential unintended/unwanted consequences?

More methods to “Outsmart Your Own Biases.”: https://hbr.org/2015/05/outsmart-your-own-biases
Implicit Association Test (IAT): https://implicit.harvard.edu/implicit/takeatest.html

https://greenonions.com/ux-in-the-age-of-abusability-797cd01f6b13
https://howwegettonext.com/the-black-mirror-writers-room-teaching-technology-ethics-through-speculation-f1a9e2deccf4
https://hbr.org/2015/05/outsmart-your-own-biases
https://implicit.harvard.edu/implicit/takeatest.html
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Reward team members for finding ethics bugs

Dr. Ayanna Howard 

- on the Artificial Intelligence Podcast with Lex Fridman
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deon: An ethics checklist for data scientists

A. Data Collection

B. Data Storage

C. Analysis

D. Modeling

E. Deployment

deon ethics checklist for data scientists: 
https://deon.drivendata.org/
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Coalesce on Shared Set of Technology Ethics

1. Well-being

2. Respect for autonomy

3. Protection of privacy and intimacy

4. Solidarity

5. Democratic participation

6. Equity

7. Diversity inclusion

8. Prudence

9. Responsibility

10. Sustainable development

Montréal Declaration for a responsible development of artificial intelligence.  
https://www.montrealdeclaration-responsibleai.com/the-declaration

https://www.montrealdeclaration-responsibleai.com/the-declaration

