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BLUF

Develop a prototype implementation of a policy-based admission controller for
Kubernetes, using technologies such as Open Policy Agent, Sysdig, and Anchore
Gatekeeper as needed, and a prototype policy to demonstrate compliance with Anchore
scan results for cluster admission. Must have the ability to allow administrative override

of scan decisions.
* Multiple possible solutions to the problem

* Demonstration of the following:
* How to configure Anchore Admission Controller
« How to write a basic Anchore policy bundle

* A basic demonstration of an image denial by policy, followed by an
exemption
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Filtering Vulnerable Images Using an Admission Controller
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Step One: Deploy a Cluster in Azure and Deploy Anchore

~/D/p/1/admission_controller V¥ #'? azure/opa-demo - helm UPGFEAEE --install anchr-adm-ctrlr a
26:26 2021
WO629 20:26:37.087298 35452 warnings.go:70] admissionregistration.k8s.io/vlbetal ValidatingWebhookConfi
WO629 20:26:37.109378 35452 warnings.go:70] admissionregistration.k8s.io/vlbetal ValidatingWebhookConfi
WO629 20:26:37.137290 35452 warnings.go:70] admissionregistration.k8s.io/vlbetal ValidatingWebhookConfi
Release "anchr-adm-ctrlr" has been upgraded. Happy Helming!
NAME: anchr-adm-ctrlr

LAST DEPLOYED: Tue Jun 29 20:26:36 2021
NAMESPACE: anchore

STATUS: deployed

REVISION: 5

TEST SUITE: None

NOTES:

Anchore admission controller is now installed.
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Step Two: Configure Helm Chart For Policy Bundles

existingCredentialsSecret: anchore-credentials
anchoreEndpoint: https://anchore-opa-demo.eastus.cloudapp.azure.com/v1l/
policySelectors:
Selector:
Resourcelype: namespace
The Va|ueS SelectorKeyRegex: name
. . SelectorValueRegex: “emoji$
F)r()\/ICjEE(j (j[]flf]g} PolicyReference:
Username: admin
(:f]firt (jEB[)|())/rT1EBT1t PolicyBundleId: allowlist001

Mode: polidy

provide Selectors Selector:

ResourceType: "im

fOf POlICy Bundles SelectorKeyRegex:

SelectorValueRegex:

They’re |n an Order F’OUCyRefereQCQ;

Username: "admin"

()f F)rEE(:EB(jEEr](:EE' PolicyBundleId:v"chg ;3‘~_f5;.u

Mode: policy
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Configure a Policy Bundle (Anchore Admission Controller)

Default policy is to fail

emojivoto for emoji

dale . A L
1 : : " T ' ey . 2 ] - . . "
any ‘hlgh” VUlnS. ThlS comment”: "A ist fna(’ emojivoto when deployed to emoji ns",

"whitelisted _images": [

policy bundle allows a
whitelist exemption for : .
an image deployed to a | fepostionyl | [bucyantio, ”:DI;-ES??-Q{’EOJ'@-‘ivC",
specific namespace. y o T T e

This Is a version-
controlled artifact.
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Policy Bundles Can Be Changed, Based on Environment

Test —VS—- Prod

Example:

 List Available Policies

« Activate a Policy, based on the deployment target

ve? azure/opa-demo = anchore-cli policy list

Active Created Updated
True 2021-06-29T20:11:297 2021-06-29T20:24:30Z
2c53a13c-1765-11e8-82ef-23527761d060 False 2021-06-29T16:11:21Z 2021-06-29T20:24:30Z

~/D/p/1/admission_controller ¥ #'? azure/opa-demo
27:09 2021
Success: 2c53al13c-1765-11eB-82ef-23527761d066 activated
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This Image Will Falil Policy, Based on High Vulns
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Deployment Fails to Default Namespace

22 -/D/p/l/admission_controller V #'? azure/opa-demo  kubect ubeconfig 1amespace default apply
31:43 2021

Error from server: error when creating "emojivoto_in_the cloud.yaml": admission webhook "anchore-admission-controller-admiss
af3b56f958fe48e99a84bbfc15a768e15546" FAILED policy checks for policy bundle "2¢53313¢-1765-11e8-82ef-23527761d060"

Decision time:

« Determine how to handle the failure. By default, items simply do not
deploy.

« If it must be deployed, a policy exemption must be written.
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Deployment Succeeds to Targeted Namespace

~/D/p/1/admission_controller ¥ #'? azure/opa-demo = kubectl --kubeconfig --namespace emoji apply

31:32 2021
pod/emojivoto created

« A determination was made to deploy this container anyway.
« The policy bundle from slide seven allows this to deploy to the
custom namespace.

« The policy bundles are placed into version control and applied using
automation.
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Questions?
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