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BLUF

Develop a prototype implementation of a policy-based admission controller for 
Kubernetes, using technologies such as Open Policy Agent, Sysdig, and Anchore 
Gatekeeper as needed, and a prototype policy to demonstrate compliance with Anchore 
scan results for cluster admission. Must have the ability to allow administrative override 
of scan decisions.

• Multiple possible solutions to the problem

• Demonstration of the following:

• How to configure Anchore Admission Controller

• How to write a basic Anchore policy bundle

• A basic demonstration of an image denial by policy, followed by an 

exemption
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Filtering Vulnerable Images Using an Admission Controller

Basic 

Architecture
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Step One: Deploy a Cluster in Azure and Deploy Anchore
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Step Two: Configure Helm Chart For Policy Bundles

The values 

provided during 

chart deployment 

provide Selectors 

for Policy Bundles. 

They’re in an order 

of precedence.
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Configure a Policy Bundle (Anchore Admission Controller)

Default policy is to fail 

any “high” vulns. This 

policy bundle allows a 

whitelist exemption for 

an image deployed to a 

specific namespace. 

This is a version-

controlled artifact.
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Policy Bundles Can Be Changed, Based on Environment

Test –VS– Prod 

Example:

• List Available Policies

• Activate a Policy, based on the deployment target
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This Image Will Fail Policy, Based on High Vulns
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Deployment Fails to Default Namespace

Decision time:

• Determine how to handle the failure. By default, items simply do not 

deploy.

• If it must be deployed, a policy exemption must be written.
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Deployment Succeeds to Targeted Namespace

• A determination was made to deploy this container anyway.

• The policy bundle from slide seven allows this to deploy to the 

custom namespace.

• The policy bundles are placed into version control and applied using 

automation.
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Questions?


