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1.0 SUMMARY

The sophistication of today's computing system gives rise to the increasing threats of malicious
and coordinated attacks targeting both software and hardware vulnerabilities. To address this se-
curity challenge in this project, we successfully conduct fundamental research on building a holis-
tic anomaly detection framework by leveraging the inherent cross-layer system infrastructure of
power delivery network (PDN). PDN is an essential and ubiquitous component in electronic sys-
tems. It connects every component across multiple levels (e.g. chip, package, board), and hence is
able to comprehensively sense any disturbances within the integrated system. In this project, we
developed PDN-Pulse, a unified detection framework for malicious hardware insertions across
chip-, board-, and system-levels in commercial-off-the-shelf (COTS) products. Our method fun-
damentally relies on detecting the changes of PDN impedance profile induced by anomalies at
different levels. To demonstrate its effectiveness, we conducted proof-of-concept experiments on
customized System-on-Chip (SoC) development boards and COTS products, both with successful
detection results. We have further developed a system-level security-oriented PDN modeling tool
(PowerScout) and a systematic benchmarking method (PCBench) to comprehensively and quanti-
tatively evaluate printed circuit board(PCB)-level attacks. Overall, our project has thoroughly ex-
plored the potential of a holistic PDN-based approach for system anomaly detection.
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2.0 INTRODUCTION

The sophistication of today's computing system gives rise to the increasing threats of malicious
and coordinated attacks targeting both software and hardware vulnerabilities [1]-[3]. To address
this security challenge, we propose to conduct fundamental research on building a holistic anomaly
detection framework by leveraging the inherent cross-layer system infrastructure of power deliv-
ery network (PDN) that is an essential and ubiquitous component in any electronic systems. Such
framework would not only provide a unified approach to detect anomalous software behaviors and
malicious hardware insertions across chip-, board-, and system-levels in commercial-off-the-shelf
(COTS) products, it also has the advantage of being light-weight and compatible with legacy sys-
tems by reusing the feedback/sensing mechanism and power management knobs inherent in the
PDN subsystems. Existing detection methods often focus on a single system layer and cannot eas-
ily extend to spot anomalies across different design layers [4]—[7]. For example, chip-level hard-
ware Trojan detection adopts different methods from those at the board level; whereas software-
based anomaly detection methods often have high overheads which cannot be applied to resource
constraint devices. Therefore, a series of different detection approaches are needed in order to
ensure the trustworthiness of a complex platform which may contain multiple chip modules along
with a number of discrete components on a multi-layer printed-circuit board (PCB) board.

To overcome the limitations of existing one-hot detection schemes, we propose a unified anomaly
detection approach leveraging an inherent full system-level infrastructure which exists universally
in any complex System-on-Chip (SoC) and COTS products, the Power Delivery Network (PDN).
The proposed unified PDN framework, named PDN-Pulse, will characterize the PDN impedance
profile. Specifically, we will try to detect hardware anomalies including hardware Trojans, and
counterfeit PCBs.
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Figure 1. PDN architecture of a sample FPGA implementation.

The proposed unified framework will provide a comprehensive assurance of COTS security across
all design layers in the entire system. It is the first detection method that can be generalized for
monitoring full-system cross-layer anomalies. Our proposed PDN-Pulse aims to construct a uni-
fied detection framework built upon existing PDN infrastructure using both frequency and time-
domain side-channel analysis. The PDN is an essential subsystem in modern electronic systems
that is designed to distribute stable supply voltage and reliable electric power to each functional
unit in a complex integrated system. Figure 1 provides an example of the organization and structure
of the PDN across multiple physical levels from the board to the chip in a real field programmable
gate array (FPGA) implementation. It contains board-level voltage regulator modules (VRMs),
interconnects from the VRMs to the package pins and bonding pads, on-chip power grids to dis-
tribute power locally across the die, and decoupling capacitors along various stages of the PDNs.
The PDN connects every part across multiple levels (e.g. chip, package, board) of the system, and
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hence is able to comprehensively sense any disturbances in the integrated ecosystem, much like
the role arteries/veins play in human body to circulate blood and transport oxygen and nutrients.
Therefore, even minuscule changes to the system, be it hardware insertion at the board, package,
or chip levels, or power management abnormalities initiated in the software domain, can affect the
PDN characteristics and load current behaviors simultaneously and manifest themselves in accu-
rate PDN measurements. This sensitivity of the PDN has in fact already been exploited in part by
attackers for invoking side-channel information leakages.

Different from existing PDN exploitations, we plan to leverage such PDN sensitivity for hardware
anomaly detection. PDN-Pulse’s ability to detect anomalous behavior relies fundamentally on the
PDN characteristics. Figure 2 illustrates the typical frequency response profile of an example PDN,
where the X-axis is the frequency and the Y-axis represents the magnitude of equivalent complex
impedance of the PDN. Such PDN profile can serve as a natural candidate for system fingerprint
that can uniquely identify the status of the system in normal operation. Anomalies at different
levels will inevitably introduce changes to the original PDN profile, thus can be modeled either as
exogenous resistor-inductor-capacitor (RLC) components or abnormal load currents, as conceptu-
ally illustrated in Figure 2. The proposed PDN-Pulse utilizes measurements to monitor a variety
of subtle changes in the PDN profile to speedily identify system anomaly at any stage and across
any level in an SoC/COTS platform.

Compared to existing anomaly/intrusion detection methods, our PDN-Pulse framework has several
unique advantages:

e First, we can provide a unified approach for detection across the system stack, from user space
in the software domain all the way to different system levels in the hardware domain,;

e Second, PDN-Pulse has the potential for higher detection accuracy by using both frequency
and time domain information;

e Third, PDN-Pulse implementation has low overhead without modification to existing
SoC/COTS platform.
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Figure 2. A sample PDN circuit model and its profile in the frequency domain.
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3.0METHODS, ASSUMPTIONS, AND PROCEDURES

3.1 PDN-Pulse Proof-of-Concept Experiment

To validate the capability of PDN-Pulse, we first obtain the proof-of-concept results and validated
the both off-line detection methodology and the power supply background noise based on-line
detection method on custom demo PCB boards. Two types of board-level anomaly have been im-
plemented on the PCB and are detected by comparing the PDN impedance profiles and noise spec-
trum.
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Figure 3 (a) The setup for measuring the PDN impedance of customized board. (b) The layout of the customized
board with Trojans inserted. (c) The simplified PDN schematic of the board.

Figure 3 (b) shows the layout of the customized board with Trojans inserted. The customized board
designed for demonstration is a microcontroller development board which contains a STM32
ARM-based SoC chip and its peripheral circuit. As the proof-of-concept board, two subminiature
version A (SMA) adapters connected to the PDN are added to the PCB. The board can be directly
connected to the vector network analyzer (VNA) using coaxial boards. An 10hm malicious sam-
pling resistor and a malicious microcontroller (MCU) ATtiny85 chip are implemented in the sys-
tem with switches to set up different configurations. The ATiny85 has the current consumption as
small as 300uA, which has been used in the attack to the firewall board [1]. Thus three different
configurations can be set for the demo board. When configured in Golden Model, none of the
malicious components are included into the original circuit, which works as the reference design.
While in Malicious Resistor, the 10hm malicious sampling resistor is in-series connected to the
PDN to enable the power side-channel attacks such as correlation power analysis (CPA) and dif-
ferential power analysis (DPA) [8], [9]. For the Malicious Chip configurations, the ATtinyS85 is
powered on with the its power supply pins connected to the PDN and the its functional pins con-
nected to the target signal wireline. The ATtiny85 can perform multiple attacks. For example, it
can monitor the communication of the system bus, and once triggered, drive the ERASE pin to
delete the firmware of the SoC. The PDN of the system is designed according to the guidance of
the SoC datasheet. A board switching VRM converts the 5V system supply to 1.2V to power the
SoC. A decoupling capacitor array is implemented between the VRM and the SoC. Besides the
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malicious resistor for power side-channel attacks, the ATtingy85 also need to be connected to the
PDN due to it is not self-powered.

For the experimental setup of off-line detection using VNA (as shown in Figure 3 (a)), we use the
Keysight ES063A VNA, which supports the measurement from 100KHz to 3GHz. The bandwidth
of interest is I00KHz to 1GHz. The VNA is set to 2-port shunt-through measurement. Two SMA
cables are used to connect the Portl and Port2 to the J1 and J5 of the demo board respectively.
Before the measurements, the standard 2 port calibration is performed on VNA to calibrate the
errors caused by the SMA cables. In this experiment, we measure the PDN impedance of several
custom demo boards from 100KHz to 1.5GHz under different configurations. For each measure-
ment, the conversion from S-parameters and Z-parameter is performed.

For the experiment of on-line detection based on measuring the spectrum of power supply noise,
the Keysigth N9020B spectrum analyzer is utilized with enabling built-in low noise pre-amplifier,
which can support the measurements form 10Hz to 3.6GHz. The bandwidth of interest for this
experiment is from 100MHz to 1.1GHz. Meanwhile, the power supply Tektronix 2231A-30-3 con-
nected to the board through a power cable. An SMA cable connects the spectrum analyzer and the
J1 port of the demo board. The board is set to idle mode without any programs running. Similarly,
the background power noise spectrum of the PDN is measured among the demo boards under
different configurations. Both the Trace Average and the Power Average are enabled. We also
implement the average filter to the measured data to smooth the curve. Three boards are measured
and for each board we measure 2 times.

Moreover, we test PDN-Pulse on the COTS PCBs - Arduino Uno. It is an open-source design of a
general microcontroller development board based on the ATmega328P. This board is popular in
the market for its low cost. It has been fabricated and sold by many manufacturers. We purchase a
total of 36 Uno boards from three different vendors (13 from each vendor): Arduino.cc, Elegoo,
and Kuman. All three designs share the same schematic and almost the same layout. In our exper-
iment, we mimic the board-level counterfeiting situation by referring Elegoo and Kuman Arduino
Uno boards as suspicious boards while official Arduino Uno boards from Arduino.cc are treated
as genuine ones. We measure the PDN of the 5V voltage domain which is the main supply voltage
of the PCB and perform anomaly detection.

3.2 Systematic Benchmarking Method

When conducting the experiments of testing PDN-Pulse on COTS PCBs, we notice that even
though board-level attacks are emerging hardware threats [10], [11], the attack and defense tech-
niques at the board level have not yet been systemically explored and thus require a thorough and
comprehensive investigation. In the absence of standard board-level attack benchmark, current
research on perspective countermeasures is likely to be evaluated on proprietary variants of ad-
hoc attacks, preventing credible and verifiable comparison among different techniques.

To comprehensively and quantitatively evaluate PDN-Pulse, in this task, we systematically define
and categorize a broad range of board-level attacks. For the first time, the attack vectors and con-
struction rules for board-level attacks are developed. Four rules are proposed to facilitate the de-
velopment of board-level benchmarking.

Approved for Public Release; Distribution Unlimited.
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Figure 4 : Benchmark Generation Workflow for Board-Level Attacks (P1 - P4 are the steps of the workflow)

Based on these rules, we develop a methodology for generating benchmarks of board-level attacks
and a workflow using the method (see Figure 4). The first step is to collect the signals with rare
activities for trigger selection. The candidate trigger wires come from two parts: inputs/outputs
(I/Os) with rare activities and unconnected pins of the chips. Since the 1/O activities of the chips
are highly related to the pro-grams of the chips, we perform code analysis based on the code and
the architecture of the chips. Wires are further selected as candidate trigger wires (note that the
number of trigger wires are decided by attackers). Then the specifications of the wires are looked
up from the reference design. Meanwhile, the payload can be specified by attackers or picked from
the victim pool. In this step, both the traditional digital Trojans and the attacks based on analog
properties are considered for the payload. Once the candidate payload wires are selected, corre-
sponding specifications are also looked up from design files and datasheets. The malicious circuit
is designed based on the information of trigger/payload wires specifications, available power de-
livery system voltage domains, types of other chips/components, and the available chips/compo-
nents. If there exists a malicious circuit design that meets all these rules, an infected schematic can
be generated. For layout level benchmark, packages of the malicious circuit are selected according
to the packages of other chips (PCB spare area is a constraint here). Then the placing and routing
feasibility are checked, following the signal integrity check. The signal integrity check is not nec-
essary for the board with low speed. Therefore, we set up a threshold to determine whether to
perform the check, as:

k x L, = 6inch/ns < 1/f, (1)

where f, is the clock frequency of the signal, L, is the board perimeter, and k is the safety factor.
If the infected layout passes the checks, the benchmark can then be generated. Otherwise, we will
return to previous steps (marked as P1, P2, P3, and P4) and re-design the malicious circuit.

3.3 System-Level Security-Oriented PDN Modeling Methodology and Simulation Tool

The PDN-Pulse is based on detecting the changes of characteristics (e.g., impedance profile, back-
ground noise spectrum) of PDN. To increase the performance of PDN-Pulse, we further develop
a security-oriented PDN modeling methodology and simulation tool named PowerScout. Pow-
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erScout performs fast nodal analysis of complex PDNs at the system level to quantitatively evalu-
ate the severity of side-channel vulnerabilities. We validate PowerScout by replicating PDN side-
channel attacks in literature through simulation results. Further, we are able to quantitatively meas-
ure the security impact of PDN parameters and configurations. For example, towards information
leakage, removing near-chip capacitors can increase intra-chip information leakage by a maximum
of 23.23dB at mid-frequency and inter-chip leakage by an average of 31.68dB at mid- and high-
frequencies. Aided by PowerScout, we are able to find new features of the PDN to help perform
anomaly detection. We prove that the new feature can detect the malicious changes that are not
able to detect from circuit perspective.
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Figure 5 (a) The system diagram of the proposed PowerScout framework. (b) Security-oriented modeling of dif-
ferent PDN components.

The diagram of the proposed PowerScout is shown in Figure 5 (a). PowerScout contains three
main parts: the parameter panel, the PDN generator, and the vulnerability analyzer. Users can call
modules inside PowerScout with pre-defined PDN templates, which determines the topology of
the PDN. The parameter panel abstracts the PDN parameters from electronic component datasheets
and technology libraries. For example, for the chip-level PDN topology, users can define several
parameters such as the number of the power grids and controlled collapse chip connection (C4)
pads and the loads' types and locations. Given these inputs, the developed PDN generator will
automatically generate and simulate a full-system PDN netlist that specifies the complex hierar-
chical network. The raw outputs are parsed according to user-defined security analysis objectives
and the side-channel vulnerability results are then reported by the vulnerability analyzer.
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The structure of PDN model is shown in Figure 5 (b). The model aims to fully reflect the power
supply paths for critical devices with sufficient details. The board-level supply wireline is modeled
as an inductor and a resistor, whose parameters depend on its length, width, and metal material
characteristics. The PCB planes use the planar model with lumped capacitor and resistor, since the
distributed effect is minimal at this scale. For the board-level capacitors, we model the character-
istics of each capacitor. The frequency response of a single real capacitor is a band-pass filter
instead of an ideal low-pass filter due to the parasitic effects. The capacitor is thus modeled as the
equivalent series inductor (ESL), equivalent series resistor (ESR), and an ideal capacitor. For the
chip-level PDN, we use the widely accepted package and die models [12], [13]. The package is
modeled as an RLC network, and the C4 bumps are modeled as parallel RL pairs that connect the
grid to the package. The on-chip grid (i.e., the die model) is represented as an RL network. The
on-chip capacitance is evenly distributed between the power supply (VDD) and ground (GND)
grids. In previous works and industrial models [14], [15], VRMs are typically modeled as a fixed
voltage source or a fixed voltage regulator in series connected to the equivalent inductor, capacitor,
and resistor. But this kind of model is not suitable for security-oriented PDN modeling since it
ignores the interactions between different voltage domains. In PowerScout, we model the bi-di-
rectional interactions of different VRM topologies, including low-dropout regulators (LDOs),
buck converters, and switched-capacitor converters. We also provide three different load models
that are suitable for different attack types and analysis objectives.
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4.0 RESULTS AND DISCUSSION

4.1 Results of Proof-of-Concept Experiment

Figure 6 shows the proof-of-concept results of anomaly detection based on VNA. We first measure
the PDN impedance of 6 boards under Golden Model configuration to decide the bound for process
variations. The X + 30 are set as the upper and lower bounds, where the X is the average value and
o is the standard variations of the data. The bound is used to setup the region of abnormal imped-
ance profile. It can be seen that there is a large process variation at low frequency (<IMHz) and
the high frequency (> 200MHz) due to the noise and electromagnetic (EM) infections. The process
variation at the mid frequency (IMHz< f< 200MHz) range is small and can provide accurate de-
tection. Under Malicious Resistor configuration, with 10hm malicious resistor included, the im-
pedance lower than 10MHz increase significantly. While under Malicious Chip configuration. The
impedance profile at mid-frequency range also significantly changed. For both types of anomaly,
we can directly identify the malicious modifications by measuring the PDN impedance profile,
which validate the off-line detection methodology.
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Figure 6 Proof-of-concept results of customized PCB showing PDN sensitivity for board-level hardware Trojans

Figure 7 shows the results on-line detection by using spectrum analyze to measure the power noise
spectrum. According to the background noise spectrum under Golden Model configuration, the
bound of process variations is also calculated as X + 30. As configured in Malicious Chip the noise
spectrum is changed, where the changes are introduced at the range from 600MHz to 1.1GHz. This
malicious modification can also be directly identified through the visual examination of the noise
spectrum. Note that we find the SA-based method cannot detect the sampling resistor due to its
quite small noise contribution.
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Figure 7 Proof-of-concept results of customized board using spectrum analyzer. The colored lines are the spec-
trum when malicious chip is inserted into the board.

Figure 8 illustrates the results of testing PDN-Pulse on the COTS PCBs - Arduino Uno. We show
the impedance profile comparison of boards from three vendors, respectively. During the meas-
urements, we notice that there are two batches of Elegoo boards. The two batches of Elegoo boards
are marked as Elegoo-I and Elegoo-II. They could either be different versions of the boards, or
just due to the changes of passive components vendors. The green, red, blue, and orange lines
represent the mean impedance profile of the boards from Arduino, Elegoo-I, Elegoo-II, and Ku-
man, respectively. We cannot recognize any differences by examining the appearance of boards
and discrete components. However, we can confirm the two batches from the impedance profiles.
Since the differences of impedance profiles are mostly at the low frequency below the board res-
onance region, we infer that for the two types of boards they have the same PCB layout, but the
discrete components may be from different vendors or have different specifications. In addition,
we can distinguish the Arduino boards and Kuman boards from the impedance profiles. Therefore,
based on the PDN-Pulse framework, we can identify not only the same PCB design manufactured
by different vendors, but the PCBs of different batches even from the same manufacturer. We
further perform the counterfeit detection by examining whether the PDN impedance profile of
board-under-test exceeds the X + 30 bound of genuine Arduino boards. We test 36 boards and
achieve up to 93.75% PD (possibility of detection) and 0% PFA (possibility of false alarm) with 5
training samples and 31 testing samples.
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Figure 8 The comparison of impedance profile of Arduino Uno boards from different vendors.

4.2 Implementation of Systemic Benchmarking Method

To facilitate the development of board-level attack benchmarks, representative circuit boards are
chosen as the victim designs. Open-source hardware projects are mainly selected due to their mod-
ern design styles, the availability of PCB designs as well as detailed documents, firmware, and/or
application software. As a result, researchers can easily reconstruct the board-level security eval-
uation benchmarks. Based on the workflow, we can generate a variety of different board-level
attacks to compile a full set of benchmark suite. In this project, we implement two sample bench-
marks: the benchmark based on Arduino Due micro-processor development board, and the bench-
mark based on the A13-OLinuXino single board computer (see Figure 9). For each benchmark,
we insert three different types of Trojans. More benchmarks can be found at https://github.com/xz-
group/PCBench.
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Figure 9 The PCB layout of (a) original reference design and (b) malicious design of Olimex A13-OLinuXino; (c)
The malicious circuit receives the interrupt signal from a real-time clock chip and reset system; (d) The mali-
ciously programmed ATtiny microcontroller

4.3 Validation of Security-Oriented PDN Modeling and Simulation Tool

We then validate PowerScout based on replicating the experiments in the literature [8], [16]-[18].
For the security perspective of PDN, the results show that PowerScout can correctly predict the
performance of the attack. Further aided by PowerScout, we are able to perform nodal analysis
and systemically evaluate the side-channel vulnerability under multiple PDN configurations. For
example, we revel that removing near-chip capacitors can increase intra-chip information leakage
by a maximum of 23.23dB at mid-frequency and inter-chip leakage by an average of 31.68dB at
mid-and high-frequencies (as shown in Figure 10 (a)). And for inter-chip information leakage,
near-chip capacitors increase information strength at both mid and high frequencies by an average
of 31.68dB (as shown in Figure 10 (b)).
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Figure 10 The information strength of (a) intra-chip and (b) inter-chip information leakage under two configura-
tions.

Based on PowerScout, we also can find the features of PDN impedance profile (i.e., high-fre-
quency part of impedance profile) that cannot be fully modeled by discrete components. The high
frequency part of the PDN impedance is due to both board resonance and the discrete components.
We further prove that due to the board resonance, the PDN is sensitive to the malicious modifica-
tions that negligibly impact PDN from a circuit perspective. As shown in Figure 11, we compare
the impedance between the different booting configurations of the customized board. There are
three configurations available: B0, B1, and BO+BI1, since there are two booting configuration pins.
Under each configuration, the corresponding pins (B0 and/or B1) are connected to the supply of
the PDN to assign the pins a logic high. Since the jumper connects a high-impedance pin to the
PDN, which cannot be detected from the circuit view due to the impedance of PDN is much smaller
compared to the impedance of the pin. However, these three booting configurations greatly affect
the board resonance and can be clearly recognized from the impedance changes at high frequency
range. We are able to achieve 100% detection rate for detecting different configurations on cus-
tomized boards.

1024 — Reference ;
j — Cfg BO
] — Cfg B1
£ § Cfg BO+B1)| W
L
O 4014
O -
C —
= ]
J: o / \ “\“
g' 10 E N Bo ° |
- ] J/ B1+B0 ‘
y —
10_ IIIIII| 1 IIIIIII| 1 IIIIIII| 1 IIIIIII|
10° 107 108 10°
Frequency/Hz

Figure 11 Proof-of-concept results of customized PCB showing PDN sensitivity for different board-level configu-
rations.
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5.0 CONCLUSIONS

Our results have proven that the proposed PDN-Pulse method can overcome the limitations of
existing ad-hoc detection schemes. We have demonstrated two detection approaches using either
network analyzer measurements when the suspect system is powered off (off-line) or spectrum
analyzer measurements when the system if powered on (on-line). We can successfully detect and
distinguish multiple types of anomalies such as power side-channel analysis attacks, malicious
chip implants, in-filed hardware configuration tampers, and counterfeit PCB designs, as captured
by our board-level attack benchmark. We achieved a 100% probability of detection (PD) and 0%
probability of false alarm (PFA) on customized boards by correctly identifying Trojans existence
among 36 samples, and achieved up to 93.75% PD and 0% PFA with 5 training samples and 31
testing samples on COTS products (i.e. Arduino Uno boards). In addition, the proof-of-concept
experiments also illustrate that the PDN profile is much more sensitive to the system design than
the process variation, further proving that PDN-Pulse methods has a high SNR. Our modeling tool
and benchmarking method also prove instrumental in enabling an effective evaluation framework
for PDN-based detection. Our framework exhibits excellent extensibility with broad coverage of
anomalies that arise from modifications on discrete components and power planes/traces layout,
and can further expand to provide impedance-based detection on all traces and signal nets of the
system. Future improvement of scalability can be achieved through multi-point probing and
golden-model-free detection.

Accomplishments: To the best of our knowledge, PDN-Pulse is the first method that unifies the
monitoring and detection of anomaly at the full system level and across design layers. Our exper-
imental platform that is based on rigorous testing on both custom boards and COTS products with
statistically significant repeatability crucially establishes the viability and practicality of our ap-
proach. Our work has also been highly recognized by the research community, winning Best Paper
Award at AsianHOST 2020 and Best Paper Nomination at ASP-DAC 2021.
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LIST OF SYMBOLS, ABBREVIATIONS, AND ACRONYMS

PDN Power Delivery Network
COTS Commercial-off-the-shelf
SoC System-on-Chip

PCB Printed Circuit Board
FPGA Field Programmable Gate Array
VRM Voltage Regulator Module
RLC Resistor-Inductor-Capacitor
SMA Subminiature version A
VNA Vector Network Analyzer
MCU Microcontroller

CPA Correlation Power Analysis
DPA Differential Power Analysis
EM Electromagnetic

PD Possibility of Detection
PFA Possibility of False Alarm
/O Input/Output

C4 Controlled Collapse Chip Connection
ESL Equivalent Series Inductor
ESR Equivalent Series Capacitor
VDD Power Supply

GND Ground

LDO Low-dropout Regulators
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