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even If some agents may be compromised

« Validate proof by modeling and simulation Table 1: SCADA Attack Matrix
« Implement proof-of-concept on SCADA devices

Adapted from [2], which appears in [1].

Impact Rating

(1 = largest Estimated Time
Description . Impact to immediate Items Needed to Implement
. Attack Motive a3 . = 3
Other EMS Functions L. . of Attack Victim impact 5 = least for Attack Once System is
SCADA Agents Other Control Distribution immediate Compromised
OPF CA AGC of Other Areas Centers Grid Denial of System Wish to take down SCADA Server locks up and 2 Ability to flood the 5 min.
Service Shutdown server and cause must be rebooted. When server with TCP/IP
see OCC-A DG-A immediate shutdown SCADA Server comes back on- calls, the IP Address of
OPF-A CA-A AGC-A situation line, it locks up again. SCADA Server, and
Operations can no longer the path to the server
monitor or control process
conditions, and the system will
_________ -——— ultimately need to be shut down
I I Take Control Gain Control Gain control of SCADA | Highest impact, since attacker 1 IP Address of SCADA | 1 hr.
| ! of SCADA System to impact can then manually override Server, path to server,
I Agent Model I System damage on industrial safety systems, shut down the and either Trojan or
| fthe C | | systems, possibly system, or takes control of the back door installed.
I of the Contro I causing environmental | plant operational conditions. (Can also use
| Center | impact, and damage PCAnywhere,
I I corporate identity Terminal Services,
through public exposure SMS, or other system
: SCADA T : s admin se:rwit:t—:s.ifs
I Agent-2 I Change Data | Information Desire to modify Higher impact since modified 2 IP Address of SCADA | 45 min.
I . I Points or Tampering corporate data or setpoint or control points can Server, access to
I Control Center: I Change process setpoints for have adverse effects on these servers, and
| Bad Data | Setpoint(s) in malicious purposes controlled process, and some knowledge of
| ) | SCADA potentially cause a shutdown SCADA software
[ Detection, State I System condition system inner workings
I Estimation ! Modify Data System Cause danger to the Operations can no longer trust IP Addresses of
I I points on Shutdown facility or company by the SCADA System, and the SCADA servers, and
! I SCADA staging a false alarm attacker has deceived the access to them
I ! graphics to shutdown of the plant or | Operator into thinking that there through the company
| 1 deceive facility was an emergency condition in network
I | Operators that the plant
I | system is out
| Bus | of control and
I I must ESD
l I (Emergen
I Ground Truth I
1 | Capture, Information Desire to modify Higher impact since modified 3 IP Address of SCADA | 45 min.
B O = 4 Modify, or Tampering corporate data or setpoint or control points can Server, path to
Delete Data process setpoints for have adverse effects on database server, and
Logged in malicious purposes controlled process, and knowledge of SCADA
A D A A A h -’ Operational potentially cause a shutdown software structure
SC gent Architecture hasane S01 Fovto
Server, Pl
Historian,
Oracle,
Sybase, etc.)
O Red box highlights: This research directly responds to this threat.
Orange / yellow box highlights: This research has the potential of responding to this threat.
The potential response is not yet under investigation.
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4.7 Capabilities for automated response to cyber incidents, 4
. . . . . 41 67 68 ? 69 @ Line No = 8
including best practices for implementing these

O

capabilities available O

Line Utilization = 106.

ARt Power Flow on the power line, expresse
Control of line capacity.
Center

&.A;: : nE‘:ﬁ E x ; A‘E:nt:-j; ( Legend for Load == X ] (@ Legend for Genera...E@iJ\ ( Legend for Bus E

4 4 4 <4 < <«

OOOOOO

J - . 0.0-15.0 0.0-50.0
Control Center: 15.0 - 30.0 000
Bad Data 30.0 - 45.0 100.0 - 150.0
Detection, State 45.0-60.0 150101-.200.0
RTU-1 RTU-2 Estinggtion
i -T 75.0-90.0 250.0 - 300.0
90.0 + 300.0 +

Line

Bus Bus

Ground Truth: Achieved via simulation: PSS/E, Matlab, etc.
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