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The PulseOx Forwarding Example

i PulseOx_Forwarding_System_imp_Instance*

Pulse oximeter reads blood-oxygen saturation from a patient,
monitoring software displays an alarm if values are out of expected
range
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The PulseOx Forwarding Example
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The PulseOx Forwarding Example
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The PulseOx Forwarding Example
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The PulseOx Forwarding Example
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The PulseOx Forwarding Example

= PulseOx_Forwarding_System_imp_Instance” )
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« Safety problem to avoid: Incorrect SpO, displayed
 AADL's “Error Modeling” (EMV2) annex can model these error
propagations
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STPA & SAFE

2) Model 3) Identify 4) Identify

the Control Unsafe Control Loss
Structure Actions Scenarios

\
\
I
!
!
|
|
83—
|}
I
!
|
!
!
:
.
1
1
|
|
11
. 2
|
!

Identify Losses, Hazards ' ' ' : :
Define : L : . 1
System ' - | [~ '

: : o ' : : ! .
: System : : : - :
P " ' : 1 ' |

' \ ' L

P e RS

Figure 2.1: Overview of the basic STPA Method
© John Thomas Nancy Leveson STPA Handbook, March 2018
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Viewpoint 1. Fundamentals
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Figure 2.1: Overview of the basic STPA Method
© John Thomas Nancy Leveson STPA Handbook, March 2018
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Viewpoint 1. Fundamentals (Hierarchy)
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Viewpoint 1. Fundamentals

How can we tie our rather abstract fundamentals hierarchy to
our very concrete system architecture?

SAFE (paraphrased, via STPA) uses the definition of a hazard:
a system state, and a worst-case environment state.
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Vlewpomt 1: Fundamentals (Llnkto system)
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Vlewpomt 1: Fundamentals (Llnkto system)
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Viewpoint 2: Connected Neighbors

2) Model 3) Identify 4) Identify
the Control Unsafe Control Loss
Structure Actions Scenarios
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Figure 2.1: Overview of the basic STPA Method
© John Thomas Nancy Leveson STPA Handbook, March 2018
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Viewpoint 2: Connected Neighbors
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Viewpoint 2: Connected Neighbors
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Viewpoint 2: Connected Neighbors

-

PulseOx_Forwarding_System_imp_Instance*

ClinGetAdvice
doCtor  pocGiveAdvice /b
[ = ClinViewSp02

cliniclan

ClinTreatment

L

pulseOx*
Sensorinput

applogic*

appDisplay®

Oapplogic

l

—_— I pulseOx pemne

>

T appDisplay

Carnegie Mellon University Architecture-Supported Audit Processor
. . . © 2021 Carnegie Mellon University
Software Engineering Institute

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited

distribution.

27




Viewpoint 3: Unsafe Control Actions

STPA

1) Define 2) Model 4) Identify
Purpose of =i the Control safe Control e Loss
the Analysis Structure Scenarios
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Figure 2.1: Overview of the basic Method
© John Thomas, , STPA Handbook, March 2018
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Viewpoint 3: Unsafe Control Actions

Communication Channels Top-Level Errors
(ie, control actions and (ie, abstract guidewords)
sensor feedback) <4 ItemValueError < ItemTimingError < ViolatedConstraint < ServiceError

4 patient.PatientFingerclip -> pulseOx.Sensorinput

4 pulseOx.POOutSpO2 -> electronicHealthRecord.ehrSp02

4 doctor.DocGiveAdvice -> clinician.ClinGetAdvice

4 pulseOx.POOuUtSp0O2 -> applLogic.StoreSpO2Thread.incoming_spo2
4 appDisplay.DispShowSp02 -> clinician.ClinViewSp02 errors in this family can
4 clinician.ClinTreatment -> patient.PatientTreatment propagate on this channel
<% applLogic.CheckSpO2Thread.Alarm -> appDisplay.HandleAlarmThread.Ala...
4 pulseOx.POOuUtSpO2 -> appDisplay.UpdateSpO2Thread.Sp02

X means one or more
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Future Work

1. The “Focus” Action

2. Discovering accident causation
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