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EXECUTIVE SUMMARY

In 2014, the Center for the Study of Weapons of Mass Destruction at National Defense University pub-
lished a paper on the future of weapons of mass destruction (WMD).! It projected WMD-relevant geopo-
litical and technological trends and made judgments as to how those trends would shape the nature and
role of WMD in 2030. Significant geopolitical and technological developments bearing on the future of
WMD have emerged since the 2014 paper or were largely not addressed in that study. This paper addresses
six baskets of such developments. They include 1) the shifting roles of the great powers; 2) new pressures
on arms control and nonproliferation regimes; 3) more roles for chemical and biological weapons; 4)
expanding use of financial sanctions as an instrument of nonproliferation and other policies; 5) new types
of delivery vehicles and more scope to develop and deploy them; and 6) other emerging and disruptive
technologies with WMD relevance including artificial intelligence, biotechnology, quantum systems, and
additive manufacturing. This paper was finalized in early November 2020 so does not address later events
like the 2020 U.S. presidential election result.

The emergence of more capable and assertive great power rivals coupled with a United States that is more
focused on its parochial interests than perhaps at any time since World War II can be expected to lead some
other states, especially some U.S. allies and partners, to explore more earnestly alternatives to reliance upon
U.S. leadership and protection to ensure their security in a more uncertain world. Nuclear weapons, and
perhaps other forms of WMD, are among the alternatives available to them, and there is evidence that

some are considering such options.

An apparent retreat from nuclear arms control, unraveling of the Joint Comprehensive Plan of Action
(JCPOA), continued expansion and enhancement of nuclear arsenals in North Korea and South Asia, and
recent extensive use of chemical weapons are reducing legal, normative, and practical barriers to WMD
proliferation and use. The increasing and increasingly contentious wielding of U.S. financial clout through
financial sanctions is sowing the seeds of its own demise, promising to diminish over time the utility of this

powerful weapon against proliferation and other bad behavior.

The end of the Intermediate-Range Nuclear Forces (INF) Treaty and technological and engineering
advances bearing on hypersonic and unmanned systems, remote sensing, and perhaps also nuclear propul-
sion are enabling development and deployment of ways to deliver nuclear and conventional payloads over
longer distances with greater speed, maneuverability, and precision. These developments are blurring the
lines between nuclear and conventional operations and between strategic and operational effects. Emerging
or disruptive technologies, including artificial intelligence, biotechnology, quantum systems, and additive
manufacturing, are expected to enhance these capabilities, enable the creation of new ones, and make some

existing capabilities more accessible.
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These developments pose more challenges than opportunities for countering WMD, but the United States
can make choices and pursue approaches that mitigate challenges and accentuate opportunities. To that
end, the following policy considerations are offered:

* The United States needs to again provide leadership to states that share its values and most import-
ant interests and restore their confidence in its commitment to leadership. In a world where U.S.
rivals are increasingly powerful and assertive, the United States has greater need for dependable and
capable allies and partners. The United States must insist, however, that allies and partners make
greater contributions to collective security, and it can do so without alienating them. Providing
leadership will help restore allies’ and partners’ confidence in U.S. security guarantees and will mit-
igate incentives for them to pursue alternative security arrangements, which for some could include
nuclear weapons or other WMD development or hedge programs.

* The United States is right to pursue strategic discussions and negotiations with both Russia and
China that cover a broader range of weapons systems and feature strong monitoring and verifica-
tion provisions. China is becoming too powerful to be left out; it will weigh heavily on strategic
discussions and negotiations whether it is at the table or not, so better to find a way to bring it
in. The United States, however, will have to be prepared to include systems that are of particular
concern to its great power rivals if it is to productively engage those countries. This will take time;

in the meantime, the United States should agree to extend the New Strategic Arms Reduction
Treaty (New START).

* The United States will need to continue to oppose clear and significant violations of nonprolif-
eration agreements and norms, like those perpetrated by Syria and Russia with their chemical
weapons use, to deter further violations and shore up nonproliferation regimes. Violators must be
exposed and costs imposed, even if they are unlikely to change the violators’ behavior, because the
audience also includes other potential violators. Positive responses need to be acknowledged (and
rewarded if significant enough) and succor withheld in their absence.

* The United States needs to reevaluate its approach to the North Korean and Iranian nuclear pro-
grams. It is increasingly apparent that the United States and like-minded nations are not able to
compel or induce North Korea to eliminate a nuclear weapons program that Pyongyang considers
essential to its survival. It also is not evident the United States can prevent Iran from acquiring
a nuclear weapons capability without the active and coordinated support of other major powers.
The United States may need to accord more emphasis to negotiating restrictions on the size and
nature of the North Korean program than to insisting on denuclearization. The United States also
should refocus on how it can come together with its erstwhile JCPOA partners on a new approach
that will provide greater assurance that Iran will never acquire a nuclear weapon. In both cases, the
United States will need to continue military and other measures to deter, defend against, and apply
pressure to North Korea and Iran in order to move each toward agreement while guarding against
the possibility of failure.
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e The United States must pay more attention to the dangerous combination of expanding nuclear
weapons programs and continuing—and periodically heightening—tensions in South Asia. An
India-Pakistan conflict that escalates to the nuclear level not only would be an immense humani-
tarian and environmental disaster that the United States could not ignore, but it would upset the
United States’ growing investment in strategic alignment with India, along with Japan and Austra-
lia, to balance China’s rising power.

*  The United States needs to assess whether its expanding resort to financial sanctions in the pursuit of
parochial and controversial aims is counterproductive. If other international actors view the United
States as abusing its dominant position in the international financial system, they will be more moti-
vated to pursue workarounds to the dollarized economy, which will undermine U.S. financial power
over time and the many benefits that arise from such power, including the ability to use that power
to counter WMD proliferation. This is already underway. For its own long-term interest, the United
States should be more judicious in the use of financial sanctions, applying them for purposes shared
by at least our key allies or in defense of critical national interests.

e U.S. leaders need to consider carefully what they are prepared to go to war over with great power
rivals and ensure they have the U.S. public’s understanding and backing for doing so. This is
especially important in the Indo-Pacific theater where the United States faces a rising peer rival in
China with near-term designs on territory and waters that are not self-evidently vital to the United
States and where geography and new types of conventional weapons may lead one or more great

powers to wager that they can fight a war without escalating to the nuclear level.

* The United States must remain at the forefront of developing, utilizing, and understanding the
national security implications of emerging or disruptive technologies, such as artificial intelligence,
biotechnology, quantum systems, and additive manufacturing, because these technologies may
dramatically impact the character of conflict, the economic fortunes of countries, and the balance

of power in the international system.

This paper ends with a word on the coronavirus pandemic. The pandemic may provide added motiva-
tion to some malign actors for the development and use of biological weapons. At the same time, it has
shown that pandemics are as likely to disrupt or even devastate one’s friends as one’s adversaries. It also has
shown how new and emerging scientific and technological capabilities can be exploited to develop medical
countermeasures much faster than has been the case in the past. On balance, the net effect of the pandemic
on the motivations and ability of malign actors to pursue and use biological weapons may prove to be
minor. Less ambiguously, the pandemic has accentuated pre-existing deficiencies in international leader-

ship and cooperation, but these deficiencies are amenable to remedy.
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INTRODUCTION

In 2014, the Center for the Study of Weapons of Mass Destruction at National Defense University
published a paper on the future of weapons of mass destruction (WMD).? It projected WMD-relevant
geopolitical and technological trends and made judgments as to how those trends would shape the nature
and role of WMD in 2030. Those projections and judgments, summarized in the next section, largely
remain viable. Since 2014, however, significant developments bearing on the future of WMD have
occurred, which this paper explores.

THE 2014 PAPER

Geopolitically, the 2014 paper projected that the United States would remain the world’s most powerful coun-
try through 2030 but be less dominant in an increasingly multipolar international system. Non-state groups,
potentially including violent extremist organizations, would grow in capabilities and importance. Sources
of international conflict would remain and could intensify, and the risks for armed conflict, both inter- and
intra-state, would grow. The “battle of narratives” would be an increasingly important part of armed conflict.?

Technologically, there would be lower obstacles to the covert development of nuclear weapons and to the
development of more sophisticated nuclear weapons. Chemical and biological weapons likely would be 1)
more accessible to both state and non-state actors; 2) more capable, particularly in terms of their ability
to defeat current and currently emerging defensive countermeasures; 3) more discriminate; that is, more
precisely targeted and/or more reliably low- or nonlethal; and 4) harder to attribute (utilizing hitherto
unknown agents and/or delivery mechanisms) than the traditional forms known in 2014.

From these projections, the 2014 paper anticipated that longstanding efforts of the international com-
munity writ large to exclude WMD from international competition and conflict could be undermined
by 2030. Proliferation likely would be harder to prevent and thus potentially more prevalent. Nuclear
weapons likely would play a more significant role in the international security environment, and current
constraints on the proliferation and use of chemical and biological weapons could weaken. There would
be greater scope for WMD terrorism, though it is not possible to predict the frequency or severity of
any future employment of WMD. New forms of WMD—beyond chemical, biological, radiological, and
nuclear weapons—were unlikely to emerge by 2030, but cyber weapons would probably be capable of
inflicting such widespread or severe disruption that the United States may become as reliant on the threat
to impose unacceptable costs to deter large-scale cyberattacks as it currently is to deter the use of WMD.
The definition of weapons of mass destruction would remain uncertain and controversial in 2030, and its

value as an analytic category would be increasingly open to question.*
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THIS PAPER

Significant geopolitical and technological developments bearing on the future of WMD that have emerged
since the 2014 paper or that were largely not addressed in that study include: 1) shifting roles among the
great powers; 2) new pressures on arms control and nonproliferation regimes; 3) more roles for chemical
and biological weapons; 4) expanding use of U.S. financial sanctions as an instrument of policy; 5) new
types of delivery vehicles and more scope to develop and deploy them; and 6) other emerging or disrup-
tive technologies with WMD relevance. To examine these developments, this paper is organized with the

following sections:

Shifting Roles at the Top discusses the changing relationships among China, Russia, and the United
States and their implications for WMD.

*  Regimes Under Pressure: Nuclear addresses nuclear arms control and nuclear nonproliferation devel-
opments and, in so doing, looks at the evolving nuclear postures of China, India, Iran, North
Korea, Pakistan, Russia, and the United States.

*  Regimes Under Pressure: Chemical and Biological assesses recent chemical weapons use and looks at
challenges for chemical and biological weapons nonproliferation, including potential implications
of the coronavirus pandemic.

»  Expanding Use of Financial Sanctions considers the implications of the United States’ increasing

resort to financial sanctions to advance nonproliferation and other national interests.

*  New Delivery Vehicles discusses how the end of the Intermediate-Range Nuclear Forces (INF)
Treaty, the emergence of new hypersonic and nuclear-powered strike systems, and further develop-
ment of unmanned systems and remote sensing capabilities may impact strategic competition and

prospects for great power war.

*  Other Emerging or Disruptive Technologies considers WMD implications of artificial intelligence,
biotechnology, quantum systems, and additive manufacturing.

* The Conclusion summarizes these developments and offers policy considerations going forward.

This paper was finalized in early November 2020 so does not reflect later events like the 2020 U.S. presi-
dential election result.
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SHIFTING ROLES AT THE TOP

The post-World War II U.S.-led international security order is being challenged sooner and more aggres-
sively than anticipated in the 2014 paper, and not just by the United States’ principal rivals but also as a
function of U.S. policy choices. This development is expected to lend more impetus to some other states’
consideration of WMD as a security alternative in a more uncertain world.

CHINA

China surpassed the United States in gross domestic product (GDP) measured in purchasing power parity
in 2013, and some expect it will overtake the United States in GDP measured in market exchange rates
this decade.> Other, broader measures of aggregate power, such as a modified version of the Global Power
Index developed by RAND, similarly forecast the possibility that China will surpass the United States in a
number of key metrics of state power in the years ahead.® China may stumble along the way, but no other
country currently combines such a large population with sustained economic growth. While the coronavi-
rus pandemic has hurt both the Chinese and U.S. economies, China is likely to have gained further ground
on the United States during 2020.”

Since Xi Jinping became China’s President in 2013, Beijing has more openly displayed its growing power
and ambition and has more aggressively asserted its interests than it had prior to his accession. In his land-
mark address to the 19" Congress of the Chinese Communist Party in October 2017, President Xi laid out
ambitious goals for his rising country, including to “become a global leader in terms of composite national
strength and international influence” and to develop a “world class military force” by 2050. Xi’s report
effectively acknowledged what had been increasingly evident for some years: China no longer adheres to
the earlier Chinese leader Deng Xiaoping’s strategy of “hide our capabilities and bide our time.”® As one
scholar has observed, “In a nutshell, to read [Xi’s address to the 19 Party Congress]...is to realize that
Beijing’s aim is nothing less than preeminent status in the global order.

Under Xi’s leadership, China has declared its intent to dominate key technologies of the future, including
artificial intelligence, genomics, and quantum computing, and has initiated major investments to that
end.’ China also is extending its influence within and beyond its region through its ambitious Belt and
Road Initiative (BRI), which invests in infrastructure projects and special economic zones around the
world. Through BRI, China is building and securing access to strategic infrastructure, such as ports in
Burma, Sri Lanka, and Pakistan." Xi announced the initiative in 2013. A January 2020 backgrounder
by the Council on Foreign Relations (CFR) estimated that China already had spent $200 billion on BRI
projects and referenced a Morgan Stanley projection of more than $1 trillion of spending by China over
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the life of the initiative. Though BRI is derided by critics as promising more than it delivers and saddling
beneficiaries with exploitable debt, the CFR report also indicated that more than 60 countries had signed
on to BRI projects or indicated an interest in doing so, including some U.S. allies in Europe.'

Xi’s China is more aggressively asserting its longstanding sovereignty claims in the South and East China
Seas. It rejected a 2016 ruling by an international tribunal against its claim to sovereignty over most of the
South China Sea on the basis of a Chinese map featuring the “nine-dash-line.”"® It artificially expanded
and militarized disputed islets in the Spratly Islands. China’s maritime forces and civilian vessels harass
and occasionally perpetrate violence against the vessels and crews of regional states in disputed waters. Its
civilian vessels, often with naval escorts, conduct commercial activities, such as resource surveying, in the
exclusive economic zones claimed by Southeast Asian countries.'* China’s maritime and aviation forces
regularly challenge the territorial seas and airspace surrounding the disputed Senkaku Islands that Japan
administers."”” China also makes frequent displays of force in an attempt to intimidate Taiwan and threatens
forceful reunification should Taiwan move towards independence.'®

Lending increasing weight to China’s more assertive posture in its region is the steady growth of its military
capabilities, the product of an impressive, decades-long modernization effort that Beijing put on display
during a military parade on 1 October 2019 marking the 70" anniversary of the founding of the People’s
Republic of China.'” As a result, U.S. defense experts are more circumspect about the prospects for U.S.
victory in a military conflict with China. The 2018 U.S. National Defense Strategy Commission, for exam-

ple, assessed that the United States “might struggle to win, or perhaps lose, a war against China or Russia.”*®

RUSSIA

Unlike China, Russia does not threaten to overtake the United States as the world’s preeminent power, but
it concentrates its more limited economic resources on its military and has more directly challenged the
U.S.-led international order.” Since 2014, Russia under President Vladimir Putin seized and annexed the
Crimean peninsula from Ukraine and initiated and sustained a frozen conflict in eastern Ukraine, adding
to those it earlier created in Georgia and Moldova. It intervened militarily in the Syrian civil conflict and
eventually enabled the Assad regime to regain control of most of Syria, whereas the United States limited
its role to ousting Islamic State from its self-declared caliphate. In so doing, Russia has gained new power
and influence in the Middle East at the expense of the United States. It also is playing a major role in the
ongoing conflict in Libya, where the United States has absented itself.* Russia further intervened in the
2016 U.S. presidential elections to, inter alia, exacerbate divisions within the U.S. electorate and did so
again in the 2020 elections.”! It has intervened in European elections, too.**

Russia is far along in a broad-scoped reform and modernization of its military, which it initiated after
serious deficiencies were exposed during its 2008 intervention in Georgia. The Russian military today
is a smaller, more mobile, and balanced force demonstrably capable of projecting power along Russia’s
periphery and in the Middle East, even if it does not pose as great a threat as the Soviet military did.* It
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is updating and may be expanding its nuclear forces while also developing long-range precision-guided
conventional weapons systems.* In 2018, President Putin announced the development of five new strate-
gic weapons systems, including a heavy intercontinental ballistic missile; a nuclear-capable, air-launched
ballistic missile; a hypersonic glide vehicle; a nuclear-propelled cruise missile; and a nuclear-propelled,

nuclear-armed unmanned underwater vehicle.?

Nuclear weapons are more central to Russia’s military strategy than that of the United States or China. Rus-
sia has made nuclear threats against European NATO states and simulated nuclear attacks against NATO
targets as part of large-scale military exercises.? It has also expressly threatened nuclear attacks against the
U.S. homeland.” In addition to strategic nuclear forces that overall are on a par with the United States,
Russia has long possessed an arsenal of nonstrategic nuclear weapons® and dual-capable delivery systems
larger than that of its American rival. It is modernizing these systems and adding new types not seen since
the Cold War, which the United States worries may reflect a greater willingness by Moscow to resort to
limited nuclear strikes during a major conflict.”” Some believe Russia has an “escalate-to-deescalate” doc-
trine by which it would initiate limited nuclear strikes with theater systems if losing a regional conventional
conflict so as to compel its adversary to back down.”

SINO-RUSSIAN STRATEGIC COOPERATION

Growing strategic cooperation between Russia and China against the United States compounds the chal-
lenge each poses to the U.S.-led international order. While Sino-Russian relations had improved markedly
since the end of the Cold War, including a 1991 agreement resolving their border disputes, cooperation has
accelerated since 2014. Their bilateral relationship has focused on increased military cooperation, including
arms sales and military exercises; closer economic ties, mainly involving energy; and coordinated responses
on international issues,’’ including those concerning North Korea, Iran, Syria, and Venezuela. Russia and
China each views the United States as its principal rival and threat, and they share antipathy for the United
States’ traditional promotion of democracy and human rights and what they hold to be its associated crit-
icism of, and interference in, the sovereign affairs of other states. Notable developments in their bilateral
relationship since 2014 include Russia’s sale of its advanced S-400 air defense system and Su-35 combat
aircraft to China;* the participation of Chinese troops in two large-scale Russian military exercises on
Russian territory;* the first joint, long-range Russian-Chinese air patrol in the Asia-Pacific, skirting both

South Korean and Japanese airspace;* and Chinese President Xi’s referral to Russian President Putin as his
“best friend.”

Russia and China’s strategic cooperation against the United States fits a realist’s balance of power paradigm
where lesser states align to offset the system’s dominant power. Most analysts do not expect Russia and
China’s strategic alignment to progress to a formal military alliance, though.** Neither state is under suf-
ficient direct threat to require the protection of a formal security pact, while the establishment of such an
alliance could impede the ability of each to work with the United States and its allies in areas of common

interest. Divergent interests also serve as a brake on a formal alliance, particularly Russia’s unwillingness
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to be perceived as the junior partner and its suspicions of how China’s ambitions may expand as its power
grows.”” On 22 October 2020, Putin said about a military alliance with China, “We don’t need it, but the-
oretically it’s quite possible to imagine it.”*® Strategic alignment serves both countries’ interests for now in
constraining their shared U.S. rival and is likely to endure through 2030.

UNITED STATES

China and Russia are not the only disruptors of the post-World War II international order. The 2016 U.S.
presidential election produced a new U.S. approach to international relations. The resultant administra-
tion criticized the international trade system and U.S. allies for taking advantage of the United States,
opposed various aspects of globalization, and called on states always to put their own interests first.*
Yet, the administration’s National Security Strategy and National Defense Strategy also reinforced the
need for a strong framework of allies and partners to compete with revisionist states and ensure military
advantage.”’ The ensuing mismatch of strategy, action, and rhetoric has led to confusion and doubt among
traditional U.S. allies and partners, weakened Western cohesion, and possibly emboldened or created
opportunities for adversaries.

The United States withdrew support or forced renegotiation of major international trade agreements or
mechanisms, including the Trans-Pacific Partnership (withdrew), North American Free Trade Agreement
(renegotiated and replaced by the U.S.-Mexico-Canada Agreement), U.S.-Republic of Korea (ROK) Free
Trade Agreement (renegotiated), and Appellate Body of the World Trade Organization (denied its ability
to function by blocking the filling of vacancies*"). The United States also made unprecedented use of tariff
authorities in recent years, wielding them against friends and rivals alike to extract economic concessions,
especially against China, but also broadly on a number of others states with regard to steel, aluminum, and
other products.*?

The value of U.S. alliances, particularly NATO and the U.S.-ROK alliance, was questioned, and greater
allied financial contributions to those security relationships more forcibly demanded.” The European
Union (EU) and major European allies, especially Germany, were characterized at times more as economic
competitors than as security allies.* In June 2020, a major reduction in the U.S. force presence in Ger-
many was announced and attributed to Germany’s deficient defense spending.” The United States broke
with allies and other Western states to effectively end its participation in the Paris Climate Agreement and
to withdraw from the JCPOA on the Iranian nuclear program. Admiration and empathy were expressed
at times for leaders of illiberal regimes that threaten or challenge the integrity of U.S. alliances, including
Russian President Putin, Chinese President Xi, North Korean Chairman Kim Jong Un, Hungarian Prime
Minister Viktor Orban, and Turkish President Recep Tayyip Erdogan.*

Disruptive views expressed by top political leadership have been variable, though, and, in some cases,

apparently at odds with more traditional policies articulated and executed by U.S. departments and agen-
cies. For example, top political leadership initially described NATO as obsolete and did not affirm its
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Article 5 mutual defense guarantee, but more traditional positions were reaffirmed later.”” Expressions of
admiration and empathy for illiberal world leaders sit awkwardly with U.S. actions, some required by law,
punishing those leaders’ regimes, such as tariffs against China for predatory economic practices, sanctions
against Russia for its intervention in Ukraine, and sanctions against Turkey for procuring the Russian
S-400 air defense system. The result is uncertainty about the true direction and durability of U.S. policy.

Most recently, the United States declined to provide the global leadership in responding to the 2020 novel
coronavirus pandemic that it had in the 2008 global financial crisis and the 2014-16 Ebola outbreak
in West Africa. In 2008, the United States created and utilized the G20 group of nations and worked
closely with multilateral organizations, like the International Monetary Fund, in responding to the global
financial crisis.*® During the 2014-16 Ebola outbreak, the United States worked closely with affected
countries, European allies, and the World Health Organization (WHO) in coordinating the response.”
In 2020, neither the G20 nor the smaller G7 group of leading Western nations has figured prominently
in the pandemic response.”® The United States also announced its intent to withdraw from the WHO
for that organization’s failures in responding to the pandemic and “alarming lack of independence” from
China.’! The United States further chose not to participate in an effort (COVAX) involving roughly 150
nations to develop, manufacture, and distribute coronavirus vaccine, at least in part because it is co-led

by the WHO.>

The lack of U.S. leadership on the 2020 pandemic response has been conspicuous and much commented
upon.” German Foreign Minister Heiko Maas warned in April 2020, with regard to the United States’
withdrawal from the WHO, “Every inch that the U.S. withdraws from the wider world, especially at this
level, is space that will be occupied by others—and that tends to be those that don’t share our values of
liberal democracy.”* Public polling of Americans, French, and Germans done jointly by the Bertelsmann
Foundation, The German Marshall Fund of the United States, and Institut Montaigne in January and
May 2020 indicated a significant decrease in perceptions of the United States as the world’s most influ-
ential nation and a larger increase in perceptions of China in that regard, though the United States still
remained on top.”

The purpose of the above delineation of U.S. statements and actions in recent years is not to judge their
appropriateness or efficacy; rather, it is to demonstrate that they represent a significant departure from the
U.S. policy and practice of exercising and bearing the costs of leadership of the liberal, rules-based inter-
national order established at the end of World War II. It is not that prior U.S. administrations had not
challenged or undermined significant aspects of that order; e.g., the Nixon administration abandoned the
gold standard that hitherto had underpinned the international monetary system. However, none has done
so across such a broad front, so aggressively, and as part of an explicit philosophy of nationalist self-interest.
There are valid arguments for and against the new directions taken by the United States in recent years, but
few will argue that they are not significant and that they stand to be much more so if continued.

It is not entirely clear to what extent the United States’ current disruptive approach to the international

order is more the product of one administration’s unique views and way of conducting itself or of larger
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forces within the United States and abroad. If more of the former, some reversion to the mean is likely in
successor administrations, but if more of the latter, a disruptive approach likely will endure or even inten-
sify in some form beyond the Trump administration’s tenure.

A harder line toward China is most likely to endure, as it has broad and bipartisan support among the U.S.
polity, but that is not necessarily inconsistent with a renewed U.S. leadership role for a liberal, rules-based
international order. The Soviet challenge galvanized U.S. leadership of the Western world during the Cold
War, and a strong majority of Americans still consider NATO important for their security.”® Other realities,
however, militate against such a leadership imperative over time, particularly the nation’s high debt, exac-
erbated by the fiscal response to the 2020 pandemic; an inward-looking tendency of the progressive wing
of the Democratic Party and the libertarian wing of the Republican party, if not to the same purposes; and
broader weariness with the high costs and meager returns from nearly two decades of conflict in the Middle
East and Afghanistan.

Because of these factors and the shift in relative power among the United States, China, and Russia dis-
cussed earlier, it is now more likely than anticipated in the 2014 paper that the United States will be less
able, and perhaps less willing, than it was under earlier administrations to exercise international leadership
and to dependably extend security guarantees to allies and partners, regardless of the identity of the next
several U.S. presidents. As two British scholars observed about the United States’ closest allied relationship,
“The UK’s relationship with the US is now less reliable than at any time over the last half-century ... it
would be complacent to assume that relations with the US could easily revert to where they were before.””
As there are no good alternatives to U.S. leadership in the foreseeable future, though, future U.S. admin-
istrations will need to offer leadership and make the case for doing so to the U.S. public, and allies and

partners will need to bolster the case by making greater contributions to the common defense.

IMPLICATIONS FOR WMD

If the United States steps away from its leadership of the Western group of nations and its other security
partners at the same time that China and Russia are asserting their power,’® then the proliferation and use
of WMD may become significantly less constrained in the new order that emerges—and sooner than antic-
ipated in the 2014 paper. U.S. protection, extended deterrence guarantees, and defense agreements have
long enabled many of its allies and partners to forswear WMD capabilities. Some may soon pursue their
own nuclear weapons rather than continue to rely upon the protection of a less committed United States
in a more uncertain international security environment.” Some U.S. allies and partners are likely to recall
comments during the 2016 presidential election that more countries, including U.S. allies and partners,
may need to acquire their own nuclear weapons given nuclear proliferation in their regions and the inability
or unwillingness of the United States to continue to bear the costs of protecting them.®

In 2018, Saudi Crown Prince Muhammed bin Salman stated that Saudi Arabia would acquire its own
nuclear weapons should Iran do s0.°’ Saudi Arabia, which intends to build nuclear reactors to generate
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power, has resisted U.S. pressure to foreswear uranium enrichment and plutonium reprocessing capabilities
and to conclude an enhanced safeguards agreement (Additional Protocol) with the International Atomic
Energy Agency.” In 2019, Turkish President Erdogan said it is unacceptable that some states can have
nuclear weapons and Turkey cannot.® Polling has indicated over the past few years that a majority of South
Koreans support either the return of U.S. nuclear weapons to their country or the development of their
own nuclear weapons.*

Usually without reference to nuclear weapons, leaders of some prominent European states and numerous
European security experts have spoken with greater urgency over the last three years on the need for Europe
to reduce its reliance upon the United States for security. A few, however, have raised the possibility of a
European nuclear deterrent.®> That almost certainly would require a larger role for France’s nuclear force
beyond just defending itself, particularly now that the United Kingdom has left the European Union.
It also is worth recalling that the Federal Republic of Germany (FRG), the Cold War predecessor to the
current German state, sought assurance from the United States during the negotiation of the Nuclear
Non-Proliferation Treaty (NPT) that it would consider the FRG to have adequate reason to withdraw from
the NPT in the event that the U.S. security guarantee to NATO ended.®

Also without reference to nuclear weapons, recent Japanese Prime Minister Shinzo Abe persevered in his
efforts to accord to the Japanese Self-Defense Forces the same role that militaries play in other democracies
and made progress in that regard.”” His goal most likely was to strengthen his country’s alliance with the
United States against threats from China and North Korea by demonstrating that Japan can make a larger
contribution to the common defense. Nonetheless, Japan’s possession of the largest store of fissile material
of any U.S. ally or partner who is not a nuclear weapons state is an ace card available to Tokyo in case of
sufficiently deteriorating security circumstances. Continuity is expected from Abe’s close ally and successor
as prime minister, Yoshihide Suga.®® For its part, Australia, in its 2020 Defence Strategic Update, reiterated
its dependence upon U.S. nuclear and conventional capabilities to offer effective deterrence against poten-
tial nuclear threats to Australia, but added new language on Australia’s need to take “greater responsibility”
for its own security and to “grow its self-reliant ability to deliver deterrent effects.”®

Acquiring nuclear weapons, or even other forms of WMD enabled by new technologies, is not the only
or necessarily the preferred means for U.S. allies and partners to ensure their security in a more uncertain
international security environment. Most presumably would prefer to reinforce their security bonds with
the United States, given the economic and political costs of attempting to replace that security on their
own.” That is likely an important reason why a number of NATO allies have been responsive to inten-
sified U.S. demands for greater defense spending. Other options available to allies and security partners
are to balance with other countries against common rivals (though few other countries can or are willing
to extend a nuclear deterrent to an ally) or to accommodate the interests and demands of their rivals.
But those options may not be available or palatable, and when that is the case, the possession of nuclear
weapons and potentially other WMD is a unilateral alternative, and one especially accessible to advanced
industrial states.
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REGIMES UNDER PRESSURE:
NUCLEAR

Pillars of nuclear arms control and nonproliferation have fallen or become wobbly since the 2014 paper,
endangering their contribution to mitigating the threats of WMD.

NUCLEAR ARMS CONTROL

The United States followed by Russia withdrew from the Intermediate-Range Nuclear Forces (INF) Treaty”!
in 2019. The United States’ withdrawal was precipitated by Russia’s refusal, after years of discussion, to
acknowledge much less rectify its testing of the IM729 (SCC-8) ground-launched cruise missile in excess
of the ranges permitted by the treaty.”” In May 2020, the United States announced it would withdraw in six
months from the Open Skies Treaty” in response to a history of Russian violations, unless Russia returned
to compliance.” Recent expressions of U.S. suspicion that Russia and China have conducted very low-yield
nuclear tests in contravention of the broadly-accepted U.S. “zero-yield” standard under the Comprehen-
sive Test Ban Treaty (CTBT),” followed by reports that senior U.S. officials have discussed the possibility
of resuming U.S. nuclear testing,’® also have raised concerns about the future of that accord (which the
United States has signed but not ratified) and nuclear testing moratoria.

The New Strategic Arms Reduction Treaty” is the last standing pillar of U.S.-Russian nuclear arms control,”
and it will expire in February 2021 unless both the United States and Russia exercise the option to extend
it for up to five years.”” Russia had called for New STARTs extension without conditions,* but the United
States had sought assurances that a new agreement will be negotiated that includes China and controls a
broader range of nuclear weapons.®' In October 2020, there were indications that the United States and
Russia were discussing a one-year extension of the treaty with a politically-binding freeze on the number of
nuclear weapons.®? If New START expires without replacement, it will be the first time since 1972 that there
will be no international legal constraint on the size and composition of key elements of the U.S. and Russian
nuclear forces.*” This would reduce transparency and predictability in the U.S.-Russian strategic nuclear
balance. It could even precipitate a significant change in the size and composition of the U.S. and Russian
nuclear arsenals and spur a compensating change in China’s nuclear posture.

United States

In 2020, the United States identified two general concerns with the existing New START agreement which

1.84

it seeks to address via trilateral arms control.®* First is the ongoing expansion of the Russian and Chinese
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arsenals, which contrasts with no growth in the U.S. nuclear force. U.S. officials have said that the expan-
sion of the Russian arsenal is occurring primarily in nonstrategic nuclear weapons (NSN'W), which are
not subject to controls under New START or any other formal agreement,* and new strategic delivery
vehicles under development, only some of which would be accountable under New START rules (if still
in force) as they are deployed.® China, which is not a party to New START, is building a range of new
strategic and nonstrategic delivery systems, including heavy intercontinental ballistic missiles (ICBMs),
hypersonic delivery vehicles, a new ballistic missile submarine, an air-launched ballistic missile, and other
generally theater-range missiles capable of carrying nuclear or conventional warheads. China is expected
to double the size of its nuclear warhead arsenal this decade, according to U.S. Department of Defense
(DoD) estimates.?

The second U.S. concern is with transparency and future compliance. While the United States considers
Russia to be in compliance with New START,®® a senior U.S. official said that the treaty has verification
weaknesses and expressed concern about Russia’s history of violating other arms control and security agree-
ments, including the INF and Open Skies treaties.*” This official identified those New START verification
weaknesses as including the absence of a requirement for Russia to provide telemetry on strategic systems
under development and too much time between when the United States requests an onsite inspection and
when Russia is required to allow the U.S. inspectors access to the site.”” In the case of China, the issue is
the opacity of all aspects of its nuclear posture, including systems and doctrine. China is not party to any
agreement obligating it to provide to the United States information on, and access to, its strategic forces,
nor does it volunteer any. China has repeatedly rebuffed U.S invitations to discuss matters bearing on its
strategic forces.” Chinese officials reportedly view nuclear transparency as a tool of the strong (the United
States) to bully or maintain advantage over the weak (China).”

Russia

Russia has its own concerns and goals for nuclear arms control. It fears that the United States aims to
defeat its nuclear deterrent through integrating national and theater missile defenses and conventional
prompt strike systems and wants these U.S. capabilities limited.”” The United States has been unwilling to
consider limitations on its missile defense systems as part of formal arms control agreements with Russia;
it insists that its missile defense posture is geared only toward, and effective against, the smaller ballistic
missile forces of North Korea and Iran.”* A related Russian concern is that the United States intends to
place missile defense sensors and interceptors, and perhaps even conventionally armed land attack systems,
in space.”” In 2008, Russia and China proposed to the United Nations a treaty to ban the placement of all
weapons in outer space (existing treaties only ban nuclear weapons and tests in outer space, and all weapons
only on celestial bodies), and they continue to advocate for it. ° The United States opposes Russia and Chi-
na’s proposed space treaty, most importantly because it does not limit ground-based anti-satellite weapons,
like the kind that Russia and China possess, which the United States currently considers to be the greatest
threat to satellites (though it is increasingly concerned about Russian “interceptor” satellites functioning as
weapons against other satellites).”
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Russia has expressed little interest in U.S. efforts over time to set limits on nonstrategic nuclear weapons and
has said that the United States first needed to remove its own weapons from Europe. As noted earlier, Russia
possesses many more and a greater variety of nonstrategic nuclear weapons than does the United States,

and these weapons play a larger role in Russia’s nuclear doctrine than they do in U.S. concepts and plans.”

If New START expires, Russia would be able to exceed the agreement’s limits on strategic offensive nuclear
forces more quickly than would the United States. While both Russia and the United States have warheads
in storage that could be uploaded on existing delivery systems, Russia is currently producing nuclear war-
heads and delivery systems while the United States is not. The Kremlin also would not have to contend
with the type of domestic opposition that a U.S. administration would encounter if it moved to expand
the U.S. nuclear arsenal.”

Yet it is Russia that is calling for the extension of New START and the United States that has been
reluctant. While Russia might reap political utility from achieving a quantitatively-superior nuclear force,
in that quantitative superiority could complicate U.S. relationships with some allies to whom the U.S.
extends deterrence, Russia likely understands that such a force would not deny the United States a secure,

1% and may complicate Moscow’s relationship with China. Russia also likely appre-

second-strike capability
ciates that it cannot afford to compete with the United States (or China) if an arms race did ensue over
the longer term. Moreover, Russia already is enhancing its nuclear arsenal in areas that are not accountable
under New START. Such factors could explain why Russia prefers the stability of extending New START
to the risks and costs of seeing it expire and suggests it would be a willing party to the negotiation of a

follow-on accord.

Moscow previously has acknowledged a need for multilateral nuclear arms control but has been cool to
the United States” recent call for a trilateral engagement with China and has dismissed the U.S. contention
that Russia needed to help bring China to the table.'”" While it is conceivable that Russia would welcome
China’s participation, Beijing has flatly refused to do so, and Russia is unwilling to antagonize the Chinese
on the matter.'”” Moreover, Russia already has agreements with China that afford it more insight than the
United States into Chinese military activities and capabilities, including on ballistic missile launches.'*
Russia also has said that France and the United Kingdom would have to be part of multilateral nuclear
arms control.'*

China

China apparently sees little or no benefit in subjecting itself to the transparency and limitations of nuclear
arms control at this time. It holds that there is no basis for it to participate as long as the U.S. and Russian
nuclear arsenals remain much larger than its own.'” While the U.S. Ofhice of the Secretary of Defense
projects China’s nuclear warhead stockpile to at least double in size over the next decade, that would still
leave it at only a quarter of the level of the deployed strategic warheads (let alone non-deployed and tac-
tical warheads) permitted to the United States and Russia under the New START treaty.'®® Beijing also
points to its long-established policy of no first-use of nuclear weapons and eschewing nuclear arms racing
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as demonstrating that it is a responsible nuclear power. China concluded long ago that it did not require
nuclear parity with the United States and Russia to deter nuclear attack and coercion and built a smaller and
more affordable force. It is adapting that force now to the evolving strategic environment, particularly the
more precise strike systems and improving missile defenses of the United States, by making its arsenal larger,
more capable, and more survivable.”” While China may continue to eschew quantitative nuclear parity with

the United States and Russia, it also may be loath to lock in such asymmetry in a formal agreement.'*

Could China be induced to engage in trilateral nuclear arms control? When that question was put to the
U.S. special envoy for arms control in May 2020, his response was two-fold: First, China, as one of the five
nuclear weapons states recognized by the Nuclear Non-Proliferation Treaty, has an obligation to negotiate
over its nuclear forces. If China fails to honor this obligation, the United States is prepared to take unspec-
ified economic or defense measures to affect China’s calculus. Second, China should welcome the oppor-
tunity that joining the United States and Russia at the nuclear negotiating table affords to demonstrate the
great power status that Beijing desires.'” It is not evident that these considerations will motivate China to
engage in nuclear arms control with the United States and Russia. China’s NPT obligations have existed
since it joined the treaty in 1992. It increasingly is recognized as a great power despite it not engaging in
nuclear arms control. China also already is the subject of punitive and coercive economic pressure from
the United States, and China’s growing military might is the primary justification for recently enacted and
requested U.S. defense budget increases.

Implications for Nuclear Arms Control Going Forward

The context for nuclear arms control is quite different going forward than what had transpired before, and
China is an important reason why. Nuclear arms control has been bilateral for most of its history, not only
because the United States and Russia had by far the largest and most consequential nuclear arsenals, but
also because each was the other’s greatest security threat. That was true even during the United States’ “uni-
polar moment” after the Cold War ended because Russia still possessed the only nuclear arsenal comparable
to that of the United States, and China’s military challenge at the time was more potential than realized.
Now, though, China generally is recognized to be the world’s second leading power and is closing the gap
with the United States, while Russia, though militarily more capable and daring than during its 1990s
nadir, is expected to slip further behind China and the United States in the years to come. Whether or not
China sits at the negotiating table, it will weigh far more heavily in the calculations of those that would,
especially the United States, than was the case in the past.

China, however, is only one of the factors that is making nuclear arms control more complex and harder
to achieve, yet probably more important, than in the past. As will be discussed more below, technological
developments are enabling new nuclear and conventional weapons and supporting systems, such as hyper-
sonic missiles and more ubiquitous sensors, which will operate in and across more domains, including
space and cyberspace. The reach, speed, and precision of new delivery systems and often their ability to be
fitted with nuclear or conventional payloads will blur thresholds separating nuclear and conventional sys-

tems as well as the strategic and operational levels of conflict. More precise conventionally armed weapons
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systems are gaining the ability to execute missions formerly restricted to nuclear weapons and are becoming
more integrated (by design or de facto) with nuclear weapons systems in states’ deployments and opera-
tions. Escalation challenges accordingly will be exacerbated. In addition, it is reasonable to expect that
India (discussed more in the next section) will bear more on the calculus of the great powers and eventually
become one of them, though not during this decade.

In this more complex geopolitical and technological environment, nuclear arms control will increasingly
need to be about both nuclear and advanced conventional capabilities. It also will need to consider the
capabilities and interests of more actors, whether or not all of those actors agree to participate. Such strategic
arms control will be increasingly important for instilling a measure of transparency, restraint, predictability,
and stability to a complex international security order, but it also will be correspondingly harder to achieve.
If not achieved, there will be more pressure upon the great powers (and those who aspire to be great powers)
to conduct and act on worse-case planning, which could heighten tensions and the likelihood of conflict
among them, while reducing the resources that each can invest in meeting pressing non-military needs.

NUCLEAR NONPROLIFERATION

The apparent retreat from nuclear arms control discussed above is one of a series of developments in recent
years that have complicated the international community’s ability to work together to prevent the fur-
ther proliferation of nuclear weapons. Others include the United States’ withdrawal from the multilateral
JCPOA on Iran’s nuclear program; the lack of progress in U.S.-North Korean denuclearization negotia-
tions; the expansion of South Asian nuclear arsenals; the upcoming entry into force of the Treaty to Prohibit
Nuclear Weapons; and, as already discussed, shifting great power dynamics that may foster proliferation.

Iran

The JCPOA was concluded in 2015 among China, the European Union, France, Germany, Iran, Russia,
the United Kingdom, and the United States. It limits Iran’s ability to produce fissile material through a set
of physical constraints and intrusive monitoring and verification measures. The agreement also reaffirms
Iran’s existing NPT commitment never to acquire nuclear weapons. The JCPOA, however, allows Iran
to retain a substantial nuclear infrastructure and the capacity to expand its enrichment program after the
physical constraints on fissile material production and most of the verification and enforcement provisions
expire in 10 to 15 years from the accord’s start.'' Most importantly for Iran, the JCPOA resulted in the
lifting of more than a decade’s worth of accumulated sanctions directly related to its nuclear program.

Iran, an NPT member, has consistently stated that it has no intention of developing nuclear weapons.'" In
2002, however, the International Atomic Energy Agency (IAEA) began to investigate reports of undeclared
Iranian nuclear activities at Natanz and Arak. The next year, the IAEA concluded that Iran had indeed
engaged in a variety of clandestine nuclear-related activities, some of which violated Iran’s safeguards agree-
ment with the agency. In 2005, the IAEA adopted a formal resolution finding Iran to be in non-compliance
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with its safeguards agreement. The following year, the IAEA referred the matter to the United Nations
Security Council (UNSC)."'* In 2007, the United States released an intelligence assessment indicating that
Iranjan military entities had been working to develop nuclear weapons until fall 2003, and that these entities
were continuing to develop a range of technical capabilities (including Iran’s civilian uranium enrichment
program) that could be applied to producing nuclear weapons, if a decision was made to do so."”* The
UNSC adopted six resolutions between 2006 and 2010 demanding Iran suspend its uranium enrichment
program and undertake several confidence-building measures to address the IAEA’s concerns, including with
regard to the reported military dimensions of Iran’s nuclear work.'"4

Iran has the largest and most diverse missile force in the Middle East, which could provide the means to deliver
nuclear weapons if Iran acquires them. Iran’s missile force includes hundreds of short- and medium-range
ballistic missiles. It also is acquiring land-attack cruise missiles and developing space-launch vehicles with

direct relevance to the development of longer-range ballistic missiles if Iran moves in that direction.'

When the JCPOA was agreed to in 2015, it was widely viewed as a mixed but net positive development for
nuclear nonproliferation and regional stability; however, it also had numerous and influential detractors,
particularly hard-liners in Iran and Israel and conservatives in the United States.!® Principal objections to
the JCPOA included its retention of Iran’s uranium enrichment infrastructure; the temporary nature of
its restrictions on Iran’s ability to enrich uranium and to acquire conventional arms from abroad; and the
absence of restrictions on Iran’s destabilizing activities in the region, including interference in Iraq and
support for the Syrian regime, Hizballah, Hamas, and the Houthis.!"” It also did not significantly constrain

Iran’s missile program.''®

The United States withdrew from the JCPOA in 2018 notwithstanding Iran’s compliance with the agree-
ment at the time, as certified by the IAEA,"" and the opposition of the accord’s other parties.'* The United
States also renewed unilateral economic sanctions and political pressure with the expressed aim of inducing
Iran to negotiate a much broader and more restrictive agreement.'*’ However, the United States subse-
quently was unsuccessful in persuading other UNSC members to extend an international arms embargo
on Iran'??, and, failing that, to accept the United States’ standing to be able to “snap back” UN sanctions
on Iran that had been waived pursuant to UNSC 2231.'%

Renewed U.S. sanctions are having a highly adverse impact on Iran’s economy, not least because of the
reluctant compliance of non-U.S. and mainly Western firms who fear being punished by Washington
despite their own governments’ continued support for the JCPOA and largely unsuccessful efforts to estab-
lish sanctions workarounds.'** The United States” unilateral pressure campaign, however, has had less suc-
cess in ostracizing and politically isolating Iran than when all of the world’s leading nations were aligned
against Iran’s nuclear program prior to the U.S. withdrawal from JCPOA.

Since the U.S. withdrawal, Iran has progressively exceeded JCPOA limits on its nuclear program. Accord-

ing to a September 2020 Institute for Science and International Security estimate, Iran’s low enriched
uranium (LEU) stock is now ten times more than the JCPOA limit. Whereas the JCPOA was designed
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to keep Iran at least one year away from being able to produce enough weapons-grade uranium for one
nuclear weapon, in its lapse, Iran may be able to produce that much weapons-grade uranium within three
and a half months, and a second weapon two months later.'” In January 2020, Iranian Foreign Minister
Javad Zarif threatened that Iran would withdraw from the NPT if the Europeans refer Iran’s violations of
the JCPOA limits to the United Nations Security Council.'? Iran apparently seeks to demonstrate that the
United States’ actions undermine the accord’s goal of preventing it from developing nuclear weapons while
at the same time keeping the other parties motivated to find a way to blunt the impact of U.S. sanctions.
Iran also may hope for a new U.S. administration in 2021 that will return the United States to the JCPOA
and reverse or at least ease the recent re-imposition of U.S. sanctions.'*’

If Iran continues to move closer to being able to build a nuclear weapon, covert action against Iran’s nuclear
program may intensify. A series of incidents impacting Iranian infrastructure during 2020, including a
fire at a facility at Natanz that produces centrifuges, raised suspicions that they were acts of sabotage.'”®
The Iranian nuclear program long has been the object of suspected acts of sabotage, including the Stuxnet
computer worm attack launched in 2009'* and the assassination of Iranian scientists during 2010-12."%°
It also is prudent to anticipate that Iran’s regional rivals will pursue their own countermeasures, which may
include developing or otherwise arranging to acquire their own nuclear weapons capabilities. As previously
discussed, Saudi Crown Prince Salman has bluntly stated that his country will acquire its own nuclear
weapons if Iran does, and Turkish President Erdogan has implied that he may not continue to abide by the
NPT’s prohibition on acquiring nuclear weapons if others do not. It is possible that Iran will refrain from
building a nuclear weapon, even if poised to do so, or at least not do so openly to forestall regional rivals
acquiring their own.

North Korea

Since the 2014 paper, the estimated size of North Korea’s nuclear arsenal has grown from as few as 10
weapons to more than 50 in 2020."' Pyongyang conducted three additional nuclear weapons tests, each
with greater magnitude and yield than the one before.' Some experts estimated that the most recent test
(September 2017) produced a yield of around 100 kilotons; North Korea claimed it was a test of a hydro-
gen bomb, though it could have been of a boosted fission weapon.'®®

Pyongyang also expanded the size, reach, diversity, survivability, and reliability of its ballistic missile force.
During 2016 and 2017, it conducted over 40 launches of short-, medium-, intermediate-, intercontinen-
tal-range, and submarine-launched ballistic missile systems."* It is reported to have miniaturized nuclear
devices that likely fit across the spectrum of its ballistic missiles and that also could allow for the incorpora-
tion of penetration aids or the development of multiple warhead systems.'? It also is fielding mobile mis-
siles and has demonstrated a maneuvering warhead capability.’*® In October 2020, it displayed at a military
parade a previously-unseen mobile ICBM which, if real, will be its largest.'”” These developments indicate
that North Korea is pursuing a nuclear-armed ballistic missile force that can survive preemptive attacks and
overcome missile defense systems.*® They also suggest North Korea is not only acquiring the means to put
the United States at risk, but also options to conduct limited nuclear strikes within its region.'
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North Korea’s nuclear weapon and ballistic missile activities and its bellicose rhetoric fed increasing ten-
sions with the United States at the end of the Obama and beginning of the Trump administrations, to the
point where there was active talk of war in 2017. In contrast to its consistently coercive policy toward Iran,
however, the Trump administration pivoted from an initially intimidating approach to North Korea toward
a more conciliatory one in its effort to persuade Pyongyang to halt and reverse its WMD programs.'*’ Pres-
ident Trump became the first U.S. president to meet with his North Korean counterpart; they met a total
of three times from June 2018 to June 2019.

Following their initial meeting in Singapore in June 2018, President Trump and Chairman Kim issued
a statement that, inter alia, reafirmed prior commitments to denuclearize the Korean peninsula.'®! Yet
North Korea and the United States appear to have had different interpretations of the term “denucleariza-
tion” where North Korea’s concept includes withdrawing the U.S. nuclear umbrella from South Korea.'®?
Moreover, North Korea reportedly expected significant sanctions relief in advance of taking major denucle-
arization measures, which the United States was unwilling to provide.'®® Subsequent negotiations quickly
bogged down over such differences and the two later summit meetings did not get them back on track.

North Korea has continued to abide in practice, as of the time of this writing, with its April 2018 moratoria
on nuclear tests and launches of long-range ballistic missiles—activities of greatest concern to the United
States as they pose the most direct threat to it.'"** In 2019, however, North Korea resumed launches of
short-range ballistic missiles and rockets, including new types; tested a new submarine-launched ballistic
missile; and displayed a submarine under construction that might carry ballistic missiles. It also contin-
ued maintenance and construction of its nuclear facilities.'® In 2020, Pyongyang conducted additional
short-range missile and rocket tests, and North Korean leaders spoke of expanding their nuclear weapons
program.'* Despite optimistic statements by U.S. leaders, North Korea has indicated it is not interested in
resuming negotiations with the United States until Washington changes its approach on sanctions relief.'"

It is becoming ever harder to imagine that Pyongyang will agree to surrender its hard-earned nuclear arsenal
absent a fundamental change in the regime and/or geostrategic circumstances. Like other states determined
to acquire nuclear weapons to address an external threat perceived as existential (e.g., Pakistan), North
Korea will hold on to its weapons to deter attack and withstand intimidation. The Kim regime may nego-
tiate limits on its nuclear arsenal for economic and political gain but is unlikely to countenance denucle-
arization as that term is understood by the United States.'®® If there ever had been a window to negotiate
the end of the Kim regime’s nuclear weapons program, it most likely has closed. This suggests that the U.S.
imperative is deterrence, and its fundamental policy choice is between maximizing pressure to precipitate
regime change and offering inducements to negotiate nuclear limitations.

South Asia

South Asia also is a source of new as well as continuing concerns about nuclear proliferation and use. New
concerns are more a matter of vertical than horizontal proliferation. Continuing concerns involve the
security of nuclear weapons in the region and longstanding enmity and periodic border clashes between
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India and Pakistan that could escalate to a nuclear confrontation." India and China also recently have
150

clashed again along their disputed border,"° though it is less likely that those clashes would rise to the level

of nuclear confrontation.

Since 2015, India has added 40-50 nuclear warheads to its arsenal for an estimated total of 150."°' While
fighter-bombers remain prominent among India’s nuclear weapons delivery vehicles, modernization efforts
concentrate on missiles, with an emphasis on longer range and sea-based systems that indicate more atten-
tion to China than to Pakistan. In terms of land-based ballistic missiles, India completed testing on its
IRBM (Agni-IV), conducted further tests of its first ICBM (Agni-V), and began development of an even
longer-range ICBM (Agni-VI with range of 8,000-10,000 kilometers). It fielded a ballistic missile subma-
rine (Arihant SSBN) and submarine-launched ballistic missile (K-15 SLBM), plans to build additional
SSBNs, and is developing a second type of SLBM (K-4 with 3,500 kilometers range). India also operates
a short-range, nuclear-armed ballistic missile (Danush) from surface ships and is developing a potentially
dual-capable cruise missile (Virbhay with 1,000 kilometer range) with ground, air, and sea-launched vari-
ants.””” There are reports that the air variant of India’s current BrahMos cruise missile may get a nuclear
payload and operate with India’s new Su-30 fighters.'>

A 2018 estimate of Pakistan’s nuclear arsenal put the number of warheads at 140-150, 20-40 more than

was estimated in 2015.1%

Land-based missiles are the mainstay of Pakistan’s nuclear weapons delivery
vehicles, but Islamabad also utilizes fighter-bomber aircraft and is developing both a sea- and air-launched
variant of its Babur ground-launched cruise missile. Pakistan operates six short- and medium-range,
land-based ballistic missile systems, the latter of which can range all of India and is developing several
others.” In 2017, Islamabad tested a new land-based MRBM (Ababeel) said to be capable of delivering

multiple warheads.">

If one of the most notable aspects of India’s modernization efforts is the increasing range of its missiles, it
is the very short range of Pakistan’s Nasr ballistic missile that garners particular attention. Ranging only 60
kilometers, Nasr cannot reach significant targets in India; rather, it would target Indian conventional forces
invading Pakistan with low-yield nuclear weapons. The Nasr is understood to be a response to India’s “Cold
Start” strategy, wherein India’s army would be poised to quickly take a fight into Pakistan in an effort to
deter Pakistani provocations."” Pakistan, which has not foresworn the first use of nuclear weapons, aims to
deter India by holding battlefield targets at risk with tactical weapons and strategic ones with longer-range
systems. Critics, including the United States government, fear that forward-deployed weapons will be less

secure and more readily employed during conflict.'®

Aspects of India’s nuclear posture also are generating concern. In 1998, the Indian government released
a “draft” nuclear doctrine of no first use (NFU) and “credible minimum deterrence.” Though “credible
minimum deterrence” was vaguely defined, it was generally understood, like China’s nuclear doctrine,
to emphasize countervalue vice counterforce capabilities and to minimize nuclear armaments. Yet, again
like China, subsequent rhetoric and investments by Indian leaders concerning their nuclear force have
led some, including in Pakistan, to wonder if India is moving away from NFU and toward a more
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counterforce-capable posture. In terms of rhetoric, India’s Ministry of External Affairs caveated the
NFU policy in 2003 to allow for nuclear weapons use to protect Indian forces operating in Pakistan
as well as in response to biological or chemical attack. In August 2019, India’s Minister of Defense,
Rajnath Singh, implied during remarks at India’s Pokran nuclear test site that India would not abide
by NFU indefinitely.” In terms of investments, India’s creation of a submarine nuclear ballistic mis-
sile force, fielding of a two-tiered missile defense system, testing of an anti-satellite weapon, use of a
sealed-canister launch system for the mobile Agni-V ICBM under development (which enables faster
firing of the missile), and interest in multiple independently-targeted reentry vehicle (MIRV) technol-
ogy are viewed in Pakistan as threats to its nuclear deterrent, even if India undertook them mainly in
response to China’s nuclear modernization.'®

There does appear to be a dynamic within what Lori Saalman refers to as the “South Asia nuclear trian-
gle” (China, India, and Pakistan) where one actor’s reactions to a second one’s activities leads to coun-
tervailing reactions by the third actor, even if the third actor is not the intended target.'*! The triangle
also could be viewed as a quadrilateral or even a pentagon because it involves the United States and, to
a lesser degree, Russia. As Toby Dalton and Tony Zhao describe, China’s nuclear activities are largely
in response to those of the United States and perhaps also in part to Russia’s. Chinese experts largely
are dismissive of India’s nuclear developments, not considering them a significant threat to their coun-
try. India, on the other hand, views China as a threat and follows its nuclear developments closely.'®
When China modernizes its nuclear force in response to U.S. developments, like missile defense and
conventional prompt strike, India perceives a requirement for compensating changes to its posture, like
those identified in the above paragraph. (Of course, some Chinese actions more directly impact India,
particularly assistance to Pakistan’s nuclear and missile programs.) Pakistan, in turn, perceives dangers
in India’s posture changes and make its own adjustments. Pakistani adjustments can then prompt new

or reinforce earlier Indian actions.

This South Asia nuclear polygon dynamic suggests a need for discussions at least among China, India,
and Pakistan to gain insights into the perceptions and interests of each and to look for opportunities
to enhance stability. Yet, as Salmaan notes, China does not recognize the triangular relationship much
less want to be part of it. As earlier described and as the United States has found, China also generally
is resistant to transparency measures on military matters, which it views as a potential vulnerability. The
June 2020 Galwan Valley border clash between China and India only makes it harder for them to come
together, even if it increases the need. As ever, there is no shortage of obstacles to security dialogue between
India and Pakistan.

Treaty on the Prohibition of Nuclear Weapons

In 2017, more than a year before the United States announced its intention to withdraw from the INF
Treaty due to Russian noncompliance, a group of non-nuclear weapons states, already dissatisfied with the
progress of nuclear-armed states to achieve nuclear disarmament, secured United Nations General Assem-
bly approval to open for ratification a Treaty on the Prohibition of Nuclear Weapons (TPN'W). The TPN'W
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comprehensively prohibits nuclear weapons to each state party. Having achieved the requisite ratification
by at least 50 states on 24 October 2020, the treaty will enter into force on 22 January 2021.'

For TPN'W proponents, waiting on the nuclear weapons states to eliminate nuclear weapons pursuant to
the NPT has been shown to be a false hope. Disarmament advocates heartened by U.S. President Barack
Obama’s commitment in his 2009 Prague Speech to work toward nuclear disarmament and conclusion the
following year of the New START agreement with Russia subsequently would have been disillusioned by
renewed tensions between the nuclear superpowers and the apparent retreat from arms control. TPN'W
proponents hope that a treaty that imposes positive obligations on states to disarm will ultimately achieve
this goal. Entry into force alone, though, will not cause those non-signatories who possess nuclear weapons
to give them up. Nuclear weapons states possess nuclear weapons to deter perceived threats to their most
vital interests and do not view ratification as removing or sufficiently ameliorating those threats. TPNW
proponents nonetheless look to the treaty to increase moral, political, and economic pressure upon nuclear

weapons states that eventually will lead them to disarm.!%*

The TPNW is opposed by all states that possess nuclear weapons and U.S. allies who depend on the protec-
tion of the U.S. nuclear umbrella.'®® The United States considers the TPN'W to be ineffective, unrealistic,
and counterproductive, in part because it believes the proposed treaty will distract from and undermine
nonproliferation efforts under the NPT and also because it could undermine extended deterrence.'*® Wash-
ington has advanced a competing multilateral initiative, Create the Environment for Nuclear Disarmament
(CEND), which focuses on practical measures to reduce incentives for, and the risks associated with,

nuclear weapons.'

7 At the heart of the CEND effort is the conviction that real progress toward nuclear
disarmament can only be achieved by addressing the security conditions underlying states’ motivations
to acquire and retain nuclear weapons. It has three lines of efforts concerning 1) incentives for countries
to possess or eliminate nuclear weapons, 2) mechanisms to bolster and sustain nonproliferation and dis-
armament, and 3) how to manage and reduce nuclear risks until nuclear weapons are eliminated. As of
September 2020, CEND involved the diplomatic participation of 43 countries, including states that have
and have not supported the TPNW.'® CEND’s most important audience is U.S.-aligned democracies with

significant anti-nuclear sentiment.

The TPNW reflects differences between the nuclear weapons “haves” (including non-nuclear weapons
states that rely on the protection or stability afforded by extended nuclear deterrence) and “have nots” over
the legitimacy of nuclear weapons and the utility of the current nuclear nonproliferation regime. These
differences can adversely impact cooperation on specific measures to prevent proliferation, such as further
restricting the availability of enrichment and reprocessing capabilities; adequately resourcing safeguards,
monitoring and verification activities; and sanctioning violators. Disputes over aspirational matters already
interfere with practical cooperation among NPT members states, such as when those member states did
not issue a concluding statement at the 2015 Review Conference after failing to agree on language on a
Middle East WMD Free Zone.'® The environment may be even less conducive to practical cooperation
when NPT states convene for the next Review Conference in 2021'7° absent positive developments regard-
ing arms control and/or nuclear nonproliferation efforts regarding Iran and North Korea.
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Implications for Nuclear Nonproliferation Going Forward

Prospects for halting and unwinding nuclear proliferation are less encouraging in 2020 than in 2014 or at
some points in between. Despite pursuing at various times coercive and conciliatory approaches to ending
nuclear weapons programs in North Korea and Iran, the United States has yet to achieve that purpose or
looks close to doing so. Nuclear threats—one actualized and one potential—continue to hang over regional
allies and partners of the United States in East Asia and the Middle East, and to generate concern that
some of those allies and partners may end up pursuing their own nuclear weapons programs. At the same
time, nuclear risks grow in South Asia. Disappointed by such developments as well as an apparent retreat
by the nuclear superpowers from arms control and disarmament, many of the world’s nuclear weapons
“have nots” now are pursuing those ends through a quixotic new treaty to outlaw all nuclear weapons. This
could possibly be at the expense of cooperation with the nuclear weapons “haves” under the NPT on more
practical and incremental measures to reduce nuclear risks. By 2030, it is more likely that the number of
nuclear weapons states, as well as the number of nuclear weapons, will have grown rather than diminished.
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REGIMES UNDER PRESSURE:
CHEMICAL AND BIOLOGICAL

The integrity of the Chemical Weapons Convention (CWC)'”" has come under further pressure in recent
years by the employment of chemical weapons by several actors, most significantly Syria and Russia. The
Biological and Toxin Weapons Convention (BWC)'7 has suffered no comparable violation, but the biolog-
ical weapons nonproliferation regime is challenged to keep pace with burgeoning developments in the life
sciences and enabling technologies. The coronavirus pandemic may have implications for biological threats
going forward and the international communities’ ability to respond to them.

CHEMICAL THREATS

The integrity of the CWC has been called into question since the 2014 paper as the result of chemical
weapons use, especially by two CWC states parties, Syria and Russia, in direct violation of their CWC
obligations. Other CWC states parties, led by the United States and its European allies, have worked
together and in innovative ways to hold the violators to account and to deter future use but have had
only limited success. Russia and Syria, working together and with the support of Iranian and Chinese
partners, have opposed accountability efforts and managed to escape severe consequences. The two other
actors that have used chemical weapons in recent years lie outside of the convention and are already
heavily sanctioned (North Korea) or under attack (Islamic State) for other reasons. Any use of chemical
weapons, even by actors not a party to the CWGC, is an affront and corrosive to the international norm
against the possession and employment of chemical weapons. As will be discussed later, how these four
actors (Syria, Russia, North Korea, and Islamic State) used chemical weapons, for what purpose, and

with what effect may also serve to motivate others to acquire and use such weapons and thereby com-
pound challenges to the CWC.

Chemical Weapons Use in Armed Conflict

According to an analysis by the Global Public Policy Institute, by May 2020, chemical weapons had been
used on at least 349 occasions over the course of the Syrian civil war, almost all of which are attributable
to the Syrian regime of Bashar al-Assad.'”® Over 90 percent of the attacks attributed to the Syrian regime
through 2018 involved the toxic industrial chemical chlorine; the rest involved the nerve agent sarin.'”*
Unsurprisingly, given sarin’s extreme lethality, the small number of sarin attacks caused by far the most
deaths. The most lethal was the sarin attack in Eastern Ghouta in August 2013, resulting in approximately
1,400 fatalities.” The second most lethal attack, against Khan Shaykhun in April 2017, also involved sarin
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and caused approximately 100 deaths.”® In contrast, more than 300 chlorine attacks resulted in about
200 deaths combined, although more than 5,000 other casualties have been linked to those attacks.'”” The

most consequential chlorine attack took place in Douma in April 2018, involving about 50 deaths and
hundreds wounded.'”®

The Global Public Policy Institute study found that chemical weapons have “proven a small but essential
component of the Assad regime’s war strategy, which revolves around campaigns of civilian punishment
and displacement.” Referring to this strategy as “collective punishment,” the study observed, “Seeping into
trenches, tunnels, and shelters, chemical agents complement the specific effects of conventional bombard-
ment, leaving civilian populations no option but to leave opposition-held areas while depriving insurgents
of popular legitimacy and resources.”'”” The regime’s chemical attacks were concentrated on soft civilian
targets in rebel-held areas beyond the immediate front lines and exploited the populace’s exceptional fear of
chemical effects.® Though the number of chemical attacks was very small compared to conventional ones,
they had outsized impact. A veteran member of a Syrian rebel group is quoted in the study as concluding,

“The use of chemical weapons settled the equation in favor of the regime.”'®!

Only the three most lethal attacks—Eastern Ghouta in 2013, Khan Shaykhun in 2017, and Douma in
2018—prompted actual or threatened international military action against the Syrian regime. Having
earlier warned Syria that its movement or use of a “whole bunch of chemical weapons” would constitute
a “red line” for the United States,'®* U.S. President Obama responded to the August 2013 sarin attack by
threatening targeted military strikes against the Syrian regime.'®® He relented when the Syrian regime,
under pressure from Russia, agreed to join the CWC. Syria formally acceded to the convention in Sep-
tember 2013, and, in accordance with its obligations, made a declaration of its chemical weapons pro-
gram (including precursor chemicals, warheads, aerial bombs, production equipment, and storage sites) to
the Organization for the Prohibition of Chemical Weapons (OPCW). The destruction of Syria’s declared
chemical weapons under international supervision was declared completed in January 2016.'% As it turned
out, however, Syria had not made a complete declaration of its chemical weapons program nor did it cease
chemical weapons-related activities. Reports of renewed Syrian (chlorine) chemical attacks emerged in the
first part of 2014. Indeed, approximately 90 percent of Syria’s use of chlorine weapons would occur after
the 2013 sarin attack.'® At President Trump’s direction, the United States conducted missile strikes against
Syria within days of both the April 2017 sarin and April 2018 chlorine attacks. The response to the April
2018 attacks was executed jointly with France and the United Kingdom.'$¢

With the exception of those two military strikes against the Syrian regime (and other strikes against Islamic
State chemical capabilities in the context of the international community’s broader war against that violent
extremist organization), the United States and larger international community’s response to Syria’s more
than 300 chemical weapons attacks has been diplomatic and economic. They have focused on document-
ing and attributing chemical attacks to hold Syria accountable and to deter future attacks, not just by the
Syrian regime but by others, anywhere. The United States and EU also have sanctioned culpable Syrian
individuals and entities for a range of sanctionable behavior, including committing mass atrocities.'®’
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It has been difficult to ascertain and attribute chemical weapons attacks to the exacting standards of inter-
national organizations whose membership includes states allied or sympathetic to Syria.'® International
inspectors have needed to build technical cases so strong that they could not be dismissed by biased actors
and would support effective action against those responsible. However, Syrian authorities and an unsta-
ble security environment often delayed—or in some cases denied—access by international inspectors to
suspect chemical weapons use locations and witnesses. Chlorine also is hard to detect after the fact as it
dissipates quickly in the environment.'®? The situation furthermore was unprecedented: repeated and con-
tinuing chemical weapons use by a state initially outside and then inside the CWC.

Nonetheless, the United States and like-minded OPCW members adapted to the situation and achieved
a measure of success. In 2014, the OPCW established two teams to investigate Syrian actions. First, the
Declaration Assessment Team (DAT) addressed questions about Syria’s declaration of its chemical weapons
program. The DAT made numerous visits to Syria, met with Syrian authorities, visited chemical weapons
sites, and took samples for further evaluation. Meanwhile, the Fact-Finding Mission (FFM) collected infor-
mation on alleged uses of chemical weapons in Syria, though with no mandate to determine responsibility.
The FFM recorded many potential incidents (e.g., 65 just from December 2015 to November 2016), and
reported as of 1 March 2019 that toxic chemicals were used or likely used in more than 30 incidents at 11
different locations, including chlorine at seven, sarin at three, and sulfur mustard at two.'”

Since determining an attack likely occurred was necessary but not sufficient to hold perpetrators account-
able, a Joint United Nations-OPCW Investigative Mechanism (JIM) was established pursuant to UNSC
Resolution 2235 in 2015 to determine if any cases investigated by the FEM could be attributed. During
its one-year mandate, the JIM determined that the Syrian regime was responsible for one sarin and three
chlorine attacks, and additionally attributed three sulfur mustard attacks to Islamic State. The JIM expired
in November 2017 after Russia blocked renewal of its mandate in the UNSC. In 2018, however, a special
session of the CWC’s Conference of States Parties (CSP), established by majority vote (and over the dis-
senting vote of Russia)"! the Investigation and Identification Team (IIT). The ITT was commissioned to
determine responsibility for attacks that the FFM had determined involved the use or likely use of chemical
weapons in Syria and on which the JIM had not reached a final conclusion.'” In its first report, issued in
April 2020, the ITT concluded that there were reasonable grounds to believe that the Syrian regime had
conducted a sarin attack in southern Ltamenah on 24 March 2017 and again on 30 March, and a chlorine
attack on the Ltamenah hospital on 25 March.'””> The OPCW continues to pursue the Syrian case in an
effort to hold the regime accountable.'*

Beyond the OPCW and the United Nations, France founded the International Partnership Against Impu-
nity for the Use of Chemical Weapons on 23 January 2018. This intergovernmental initiative brings together
40 states (including the United States, but not Russia or China) and the European Union “to supplement
the international mechanisms to combat the proliferation of chemical weapons. It deals exclusively with the
issue of impunity for the perpetrators of chemical attacks worldwide, and is a forum for cooperation among
participating governments.”'” In a format similar to the multilateral Proliferation Security Initiative,"®

members ascribe to a “declaration of principles” and conduct regular meetings of experts.
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Throughout the Syrian conflict, the Assad regime and its Russian and Iranian allies, with support from
China, endeavored to shield the regime from culpability and consequence for its use of chemical weapons.
As described in the reports of the international inspectors, Syria consistently delayed or in some cases
denied access and information to international inspectors or failed to provide adequate security for those
inspectors in the conduct of their investigations. Syria and Russia also consistently denied their respon-
sibility for chemical attacks in Syria and blamed rebel forces without providing supporting evidence (an
exception was Islamic State’s use of sulfur mustard in Um-Housh in September 2016'”). The Syrian
regime additionally alleged numerous rebel chemical attacks that the FFM investigated but could not
verify."”® Russia, Iran, and China obstructed and narrowed the scope of investigative efforts at the OPCW
or UNSC."”

Russia also is understood to be the principal purveyor of disinformation through social and other public
media about Syrian chemical attacks. An analysis of disinformation efforts following the 7 April 2018
chemical attack in Douma found that synthetic online actors, i.e., bots, primarily utilized several thematic
tactics, including efforts to “defame Western institutions in order to discredit their claims about Syrian use
of chemical weapons; suggest jihadist responsibility for the attacks; hint that a destructive (often nuclear)
escalation would result from a Western retaliatory strike; and to prey on Western religious and cultural
sympathies for supposedly besieged Christians and the secular Bashar al-Assad regime.”** Disinformation
also can undermine confidence in the OPCW generally.

Chemical Weapons Use for Assassination

In 2018, Russia became more than a defender of Syria’s perpetration of chemical attacks; it was exposed as
conducting its own. On 4 March 2018—a year after the North Korean regime had used VX to assassinate
Kim Jong Un’s half-brother in Malaysia*®'—two Russian agents employed a “novichok” nerve agent in an
attempt to assassinate a former Russian military intelligence officer, Sergei Skripal, where he lived in Salis-
bury, UK. Novichok is a class of chemical warfare agents developed by the Soviet Union during the Cold
War that was not widely known nor listed on the CWC Schedules of Chemicals at the time of attack.?
Skripal and his daughter, Yulia Skripal, were seriously injured, and a police detective also became ill from
exposure to the agent.””® Three months after the Salisbury attack, a man from Amesbury, UK, who had
unwittingly found the discarded perfume bottle that the Russian agents used to dispense the agent, gave
the dispenser to his partner, who applied the contents and died.**

Notwithstanding Russian denials of involvement and an active disinformation campaign that would con-

tinue for months after,?®

the UK uncovered and publicized compelling evidence of Russia’s responsibility.
Before the end of March 2018, more than 20 western countries, in a coordinated response, condemned
Russia for the novichok attack and expelled over 100 Russian diplomats (60 by the United States).?® The
next month, the OPCW’s Technical Secretariat publicly confirmed the UK’s finding of the agent that had
been used but did not attribute the attack.?” The United States later imposed additional sanctions on Rus-

sia as mandated by the Chemical and Biological Weapons Control and Warfare Elimination Act.*®
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In October 2018, Canada, the Netherlands, and the United States moved to add two families of novichok
agents to the CWC’s Schedule of Chemicals, which had never been amended. The Russians countered
with their own, longer list of chemicals to add, including novichoks as well as a different class of nerve
agents (carbamates) that the United States had investigated but abandoned decades before. In Novem-
ber 2019, the Conference of States Parties approved the Western group’s list and a modified version of
the original Russian one, resulting in the addition of two families of novichoks, two of carbamates, and

another, single novichok.?”

Then, on 20 August 2020, Russia apparently again used a novichok-type of agent in an attempted assassi-
nation, this time against Alexei Navalny, the most prominent figure of the Russian opposition to the Putin
regime. Navalny fell ill during a flight within Russia and eventually was allowed to be evacuated to Ger-
many, where he was treated at a Berlin hospital. On 2 September 2020, the German government announced
that Navalny’s illness was caused by a chemical agent from the novichok group.?’ G7 foreign ministers
shortly thereafter called upon Russia to provide transparency on who is responsible for the attack, though
that is unlikely as Russia disavows any involvement.’' On 6 October 2020, the OPCW confirmed that
Navalny had been exposed to a novichok-type agent.?'> On 15 October 2020, the European Union imposed
sanctions on six senior Russian officials and a Russian research institute.””® Russia’s action expresses deep
disdain for the OPCW and can be expected to further undermine the norm against chemical weapons use.

Assessing the International Response to Chemical Weapons Use

The foregoing demonstrates that the CWC, OPCW, and the states committed to prohibiting chemical
weapons proliferation and use have never been so challenged as in recent years, but they have adapted and
innovated to remain relevant. Existing authorities have been more fully utilized to overcome an inability to
achieve consensus among key players with divergent interests, and new mechanisms have been established
and exercised to ascertain and attribute chemical weapons use. Official bodies benefited from the investiga-
tions and reporting of nongovernmental organizations, and all took advantage of far greater real- or near-
real- time, on-the-ground information shared via social media.*'* Shaming, sanctions, and, in a few cases,

military force have been applied to punish perpetrators and in an effort to deter future use.

Against these achievements in the cause of prohibiting chemical weapons proliferation and use must be
weighed what the perpetrators achieved and avoided with their chemical attacks. Despite the actions of the
OPCW, United Nations, and a number of individual nations, the Syrian regime, as U.S. Secretary of State
Michael Pompeo observed in April 2020, “has repeatedly used chemical weapons every year since [acceding
to the CWC in 2013] to retain its grip on power.”*"> Moreover, the Syrian regime used chemical weapons
as an integral part of a brutal but winning military strategy. In the case of Russia’s use of novichok, Western
states’ rapid and coordinated response may have surprised and stung Moscow,*'® but did not appreciably
add to Russia’s political and economic burdens resulting from its actions in Ukraine. Indeed, three months
after the Skripal incident, President Trump called for Russia to rejoin the G7 group, from which it had
been suspended in 2014.%"7 As a 2019 report on recent chemical weapons use and response by the Center
for Strategic and International Studies found, “Syria and Russia have not met significant consequence for
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their continued violation of the [CWC] treaty from within the institution, a highly corrosive outcome for
these norms and their restraining value.”*'®

On balance, more actors today than a decade ago may judge chemical weapons to be a useful, and most
likely covert, part of their arsenal, which can be employed with greater effect than cost under certain
circumstances. Such circumstances, which differ from the large-scale, state-on-state battlefield use that
occurred in World War I and a few instances since, will be considered next.

Implications for Chemical Weapons and Internal Control

Syria may not have originally acquired chemical weapons to use against its own citizens. The regime of
Hafez al-Assad, father of the current Syrian president, is believed to have initiated Syria’s chemical weapons
program in the late 1970s as a strategic deterrent against external foes, especially an Israel thought to pos-
sess nuclear weapons.?"” But when civil war convulsed Syria in the past decade, chemical weapons were an
instrument at hand for an embattled regime.

Bashar al-Assad also is not the first state leader to employ chemical weapons against his own citizens. For
example, Saddam Hussein used chemical weapons during his 1988 Al-Anfal campaign against disaffected
Kurdish Iraqis, and against Shiite countrymen in 1991.2° Yet, the drafters of the CWC were more focused
on chemical weapons as a state-to-state, large-scale battlefield threat than as a means of internal control.
Gregory Koblentz has persuasively argued that regime security is an important but neglected explanation
for why some authoritarian regimes seek and use chemical weapons.?!

Bashar al-Assad, however, is the only state leader to use chemical weapons—systematically and over a
period of years—against his own people since the CWC came into force. That he did so as an integral part
of a winning military strategy and has endured all that the international community has thrown at him may
motivate some other actors to give more consideration to chemical weapons for internal control. A lesson
that other regimes are likely to draw from the Syrian experience is that low-lethal applications can have
outsized benefits without provoking strong international responses, particular military ones. They also may
note that having the support of a major power can blunt international responses and help ensure that they
are bearable.””” However, each regime’s cost/benefit calculus of chemical weapons use will be situationally
dependent. Having an external benefactor may have been a significant consideration for the Assad regime,
but it presumably would be less so for a regime more capable of deterring external intervention on its own,
such as North Korea.

Implications for Chemical Weapons and Gray Zone Conflict

Characteristics of some chemical weapons that proved useful to the Syrian regime for waging a civil con-
flict also could appeal to other states for external competition in the “gray zone.” Inter-state competition
below the level of armed conflict, sometimes also referred to as operating in the gray zone, is expected to be
an increasingly important aspect of the future international security environment, figuring in the United
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States’ competition with great power rivals as well as rogue states.””? In the gray zone, antagonists utilize
a number of instruments in a variety of ways to seek advantage without provoking open, armed conflict.
Some instruments are non-kinetic, such as information operations, cyber operations, and forms of eco-
nomic warfare, while others may be kinetic but wielded in restrained or non-attributable ways intended not

to cross an adversary’s perceived threshold for initiating open, armed conflict.?*

The use of some chemical and biological weapons may be hard to attribute or be of sufliciently low lethal-
ity so as not to provoke an adversary to escalate to a more lethal response. Syria’s employment of chlorine
demonstrated both traits. Attribution was difficult and time-consuming, and complicated by the efforts of
Syria and its Russian ally to obstruct attribution efforts. Even when there was little doubt that Syria had
employed the weapons, low-lethal incidents did not provoke Western states to military retaliation. Rebecca
Hersman, Suzanne Claeys, and Cyrus Jabbari have used the analogy of a serial killer to describe Syria’s
actions, in that repeated, small-scale attacks over time attract less attention and are harder to attribute than
the singular, large-scale, and dramatic action of a mass murderer.**

More technologically advanced states, like Russia, China, and Iran, likely could produce a wider selection
of chemical and biological weapons specifically tailored for use in the gray zone, including low-lethal phar-
maceutical-based agents (PBAs) and unrecognized novel agents. With regard to the former, the United
States has publicly expressed its concern that Russia’s PBA program is for offensive purposes and that Iran
also may be pursuing PBAs to such ends.?*® As discussed in the 2014 paper, Russia had utilized aerosolized
PBAs—two analogues of the synthetic opioid, fentanyl—to resolve a hostage crisis at a Moscow theater in
2002.%*” The Russian case demonstrated that fentanyl analogues intended to incapacitate can also be lethal,
as approximately 130 of 850 hostages exposed to the fentanyl died. That some PBAs are too dangerous for
the standards of law enforcement is the principal reason why Australia, Switzerland, and the United States
are leading an effort within the OPCW to recognize that the aerosolized use of central nervous-system act-
ing chemicals (CNSAC), a subset of PBAs, is inconsistent with law enforcement purposes as a “purpose not
prohibited” under the Convention.?”® Another reason pertinent to conflict in the gray zone is that allowing
agents with such a wide range of effects to be possessed and used for law enforcement would also provide
cover for disingenuous CWC state parties to ready those chemicals for military use.””

There also are known viruses and bacteria that can be more disabling than lethal for most people, as well
as those currently unknown that may emerge in the future from nature or as the product of biotechnology.
Pathogens currently unknown will be particularly hard to identify, distinguish from naturally occurring
disease, counter, and attribute, which should appeal to unlawful actors prosecuting conflict in the gray
zone. Attribution also would require disease surveillance activities that may be difficult or impossible to
conduct in a conflict zone.

Disinformation operations can and have been used to reinforce or complement physical characteristics
of chemicals and biological organisms that help to obscure their identity and origin. Countries are par-
ticularly sensitive to allegations that they have used WMD, so it is unsurprising that such allegations

have been prominent targets of recent disinformation operations. As previously discussed, Moscow used
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disinformation to discredit allegations of Syria’s and its own chemical weapons use. Beijing has used dis-
information to deflect attention from its role in the coronavirus pandemic and has benefited from ampli-
fication of its narratives by Iran and Russia.” Some U.S. political figures have suggested that the novel
coronavirus escaped from a Chinese laboratory and have been criticized for doing so without sufficient
supporting evidence.”!

Disinformation operations have multiple audiences and can be successful if they favorably affect percep-
tions in only some of them, whether by persuading target audiences that a particular narrative is true or
by generating so many competing narratives that it is impossible to determine what occurred.”* Russian
and Chinese disinformation operations may have done little to persuade Americans that Russia was not
responsible for the employment of novichok and that China was not negligent in its initial response to
its coronavirus outbreak, but they were persuasive to their own populations.”* Sophisticated disinforma-
tion campaigns also can provide cover to other actors for their diplomatic support, especially when those

234 Disinformation, already prevalent

other actors were predisposed for their own interests to be supportive.
among gray zone tactics, can be expected to be an important component of future use of chemical and

biological weapons. Together, they can be viewed as complementary pieces of multi-domain operations.

Implications for Chemical Weapons Use by Non-State Actors

23 also repeatedly used chemical weapons in Syria, as well

Islamic State, a jihadist violent extremist group,
as in Iraq, during 2015-2017. Islamic State exploited the relative security and significant resources, includ-
ing industrial and scientific, of the so-called caliphate to employ toxic industrial chemicals, like chlorine;
low-quality sulfur mustard; and improvised delivery vehicles. Ironically, for a terrorist organization, Islamic
State predominantly used chemical weapons in a more traditional manner, directing them mainly against
opposing forces, than did state actors Syria and Russia.”® Islamic State fared less well than the Syrian
regime, as its use of chemical and other weapons did not enable it to hold onto the territory it had seized
in Syria and Iraq. However, it gained expertise and experience in chemical weapons that it may be able
to wield in future operations. Its expertise and experience also may find its way to other non-state actors,

particularly jihadist ones, including through Islamic State’s extensive online presence.?”’

BIOLOGICAL THREATS

Biological Weapons

Since 2014, the BWC has suffered no apparent violations comparable to those experienced by the CWC.
No country is known to have employed biological weapons, nor are any terrorist groups known to have
mounted biological attacks, despite periodic claims to the contrary. Nevertheless, BWC proponents worry
that the biological weapons nonproliferation regime also is at risk.

The United States government has expressed concerns that at least four countries—China, Iran, North
Korea, and Russia—may not be in compliance with their obligations under the provisions of the BWC.>*
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In 2017, the Joint Chiefs of Staff went further and informed Congress that it feared that “North Korea may
consider the use of biological weapons.”* As noted in the 2014 paper, Putin had called for the creation of
what were termed “genetic” weapons. While it is not specifically known what this meant, this and related
activity led some analysts to suspect that the Russian government might be attempting to reenergize the
former Soviet biological weapons program.**® Compliance concerns, however, have existed since the late
1970s without seriously undermining the norm, so there is no necessary reason to expect significant addi-
tional erosion of the norm resulting from these recent compliance concerns.

Others worry about possible diminishing international support for the biological arms control regime. The
regular BWC meetings, especially the Meetings of States Parties, have become increasingly contentious.
The Iranians continue to promote a failed 1990s attempt to augment the BWC with a verification protocol
that the United States believed would have undermined the convention.?*! To further that objective, the
Iranians have obstructed other efforts to strengthen the BWC. The BWC is further hampered by limited
funding, exacerbated by the failure of some countries to pay their dues on time. As a result, meetings have
had to be curtailed, and it has not been possible to expand the treaty’s Implementation Support Unit
beyond its current staff of only three people. Finally, there is growing concern that rapid advances in the
biological sciences are outpacing the ability to evaluate or mitigate their security implications. This concern
has been accentuated for some by the absence of a standing scientific advisory board comparable to the one

that supports the OPCW on chemical weapons issues.**?

Another concern about the regime arises from the growing willingness of some countries to make alle-
gations of biological weapons in propaganda campaigns. Since 2011, Russian government officials have
repeatedly claimed that the United States has either acquired or employed biological agents in violation of
the BWC, reviving a disinformation campaign from the Soviet era. Thus, it has claimed that the biological
laboratories built in the Republic of Georgia and other countries are components of an active U.S. biolog-
ical weapons program.”*® Even more seriously, the Russians alleged that the laboratory in the Republic of
Georgia was responsible for the deliberate introduction of African swine fever (ASF) into Russia.?** More
recently, Chinese, Iranian, and Russian sources have asserted that the United States was responsible for the
COVID-19 pandemic.?® These claims extend a long history of bioweapons-oriented disinformation efforts
that began in the Soviet Union and had the goal of fostering anti-American sentiment abroad, favorable
sentiment toward the Soviet Union and its allies, and political controversy in the United States.**® Such
groundless allegations threaten to spread the belief that biological weapons are used widely, implying that
the BWC is not preventing biological warfare. None of the countries making these accusations has made
use of the measures to address such violations that are provided in international agreements.

COoVID-19

Some counterterrorism experts fear that the coronavirus (COVID-19) pandemic will increase the pros-
pects for bioterrorism. That advances in the biological science could make it easier for terrorist groups to
acquire and employ biological weapons is not a new observation. As noted elsewhere, the pandemic has
demonstrated the vulnerability of modern societies to large-scale disease outbreak, which at least some
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counterterrorism experts believe might raise the perceived attractiveness of bioterrorism. In the words

of one former counterterrorism official, “The severity and extreme disruption of a novel coronavirus will

likely spur the imagination of the most creative and dangerous groups and individuals to reconsider bio-
y g g g

terrorist attacks.”?47

While it is too soon to estimate the broader impact of the COVID-19 pandemic on the international sys-
tem or its specific implications for WMD, at least one observation can be made: The resulting geopolitical
disruptions illustrate the fragility of the existing international order, raising concerns that earlier patterns
of collaboration and cooperation may not be the norm in future crises. Efforts to develop an international
pandemic response architecture have been slow and insufficient. Countries competed to acquire criti-
cal medical supplies, such as personal protective equipment. China did not join the WHO-led effort to
coordinate international coronavirus vaccine efforts until October 2020, and the United States remained
outside the effort, as of this writing. The COVID-19 experience has brought into starker relief the U.S.
step back from global leadership that predated the pandemic, likely resulting in a slower and less robust

pandemic response.
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EXPANDING USE OF FINANCIAL
SANCTIONS

U.S. financial sanctions are among the most powerful non-military instruments of U.S. policy, including
against WMD proliferation. U.S. financial sanctions played an important role in bringing Iran to nego-
tiations over its nuclear program and its agreeing to the JCPOA. The re-imposition of sanctions since the
United States withdrew from the agreement is again inflicting pain on Iran’s economy and regime. U.S.
financial measures also are part of the economic sanctions imposed on North Korea for its nuclear program.
Relief from those sanctions is that regime’s principal demand for any denuclearization concessions. On 20
August 2020, the United States explicitly marked the seventh anniversary of the chemical attack in eastern
Ghouta by imposing additional sanctions on members of the Syrian regime.?*® As David Cohen said in
2014, while Under Secretary of the Treasury for Terrorism and Financial Intelligence, “Financial power has
become an essential component of our country’s national-security toolkit. That fact may mean that we are
called on to use it more frequently and in more complex ways than we have in previous decades.”** Over
time, however, over-reliance on U.S. financial sanctions may undermine their power along with the United
States’ dominant position within the international financial system.

Expanding Use

The United States began to use financial sanctions in 2001 to cut off funding for terrorism and increasingly
has turned to this instrument in the years since.”® Also sometimes known as smart, list-based, or targeted
sanctions, financial sanctions differ from an earlier type of economic sanctions by restricting the access
of specific individuals or entities to the U.S. financial system rather than broadly prohibiting trade with
a country. Those earlier, country-based economic sanctions were blunt instruments, affecting a country’s
population generally and hard to police. An even more recent type of sanction, known as “secondary
sanctions,” applies to third parties that engage in prohibited economic activity with the targeted actor,
significantly extending the reach of the financial sanctions regime and reducing the targeted actor’s ability
to evade it.”!

As David Cohen went on to explain in his December 2014 remarks, financial sanctions work for several
reasons. Because of “the preeminence of U.S. capital markets and the dollar’s dominant role in global
trade...financial institutions everywhere need dollars to serve their customers, and thus require access
to U.S. banks through correspondent accounts to settle their customers’ transactions.” The “transparent,
well-regulated” nature of the financial system and the U.S. Treasury’s ability to combine the expertise, func-
tions, and technology of a finance ministry and intelligence agency enable the United States to exploit its
dominant position to identify specific illicit actors and deny them access.”> An academic expert summarizes
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the situation: “The United States has successfully weaponized its unique economic and financial capabilities
and is able to impose punishing sanctions that disrupt access of opponents and their supporters through
America’s proprietary nodes to the global banking system.”**

U.S. financial sanctions are used to combat a broad range of illicit activities in addition to WMD pro-
liferation, including terrorism, narcotics trafficking, human rights abuses, and other threats to national
security.”> Treasury is the lead department for U.S. financial sanctions efforts, and its responsible organi-
zation is the Office of Terrorism and Financial Intelligence (TFI). TFI has two components: the Office of
Terrorist Financing and Financial Crimes, which handles policy and outreach, and the Office of Intelli-
gence and Analysis, which handles intelligence functions and integrates Treasury into the larger U.S. Intel-
ligence Community. TFI also oversees the Office of Foreign Assets Control (OFAC), which administers
and enforces economic and trade sanctions; Treasury’s Executive Office for Asset Forfeiture, which admin-
isters the receipt account for the deposit of non-tax forfeitures; and Financial Crimes Enforcement Net-
work (FinCEN), which supports law enforcement investigative efforts and fosters interagency and global
cooperation against domestic and international financial crimes.”” FinCEN works with the International
Financial Action Task Force (FATF), a body currently composed of 37 countries and two regional organi-
zations, which sets global standards and evaluates compliance with anti-money-laundering efforts.?>® TFI
also has arrangements with the Society for Worldwide Interbank Financial Telecommunication (SWIFT),
a cooperative of major international banks and other financial institutions that forms the communications
backbone of the formal international financial system, providing essential insight on certain aspects of
international financial transactions.”’

Financial sanctions became an instrument for countering WMD proliferation in June 2005, when Presi-
dent George W. Bush signed Executive Order (EO) 13382. That EO authorizes the U.S. Treasury Secretary
to identify and freeze the assets of anyone involved in or facilitating WMD proliferation as well as any
entities owned or controlled by those involved.”® OFAC implements the sanctions program established
by E.O. 13382, as well as the Weapons of Mass Destruction Trade Control Regulations (31 C.ER., Part
539), which implement a ban on imports into the United States from those determined to have engaged in
proliferation-related activities; and the Highly Enriched Uranium (HEU) Agreement Assets Control Reg-
ulations (31 C.ER, Part 540), directed at property used to carry out U.S.-Russian agreements for the con-
version of HEU.?* In the same timeframe that E.O. 13382 was signed, TFI initiated an effort at the FATF
to make proliferation financing a focus of the world’s leading anti-money-laundering body. The resulting
standards were formally adopted by FATF in 2012 as part of the International Standards on Combating
Money Laundering and the Financing of Terrorism and Proliferation.*

The Obama administration expanded the use of financial sanctions, including secondary sanctions. Most
notably, it applied them successfully to pressure Iran to negotiate over its nuclear program and as part of a
less fruitful effort to induce Russia to end its intervention in Ukraine. The Trump administration has used
sanctions even more extensively. In its January 2020 report on economic sanctions, the Gibson Dunn law
firm reported that the Trump administration added names to OFAC’s Specially Designated Nationals and
Blocked Persons (SDN) List at more than twice the average annual increase seen under the two previous
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administrations.”' U.S. citizens and residents are prohibited from doing business with foreign nationals
and organizations that appear on the SDN.?* At the same time, the Trump administration has made
unprecedented use of tariff authorities, including invoking a rarely-used national security provision to

impose levies on the goods of U.S. allies.?*

Implications of Expanded Use

Other states, including great power rivals, have benefited from the transparency, liquidity, and rules-based
nature of the U.S.-dominated international financial system, but they are wary of the power it confers upon
the United States. Their wariness is tempered when the United States exercises that power to advance a
widely shared goal, such as cutting off funding for terrorism and moving Iran to negotiate over its nuclear
program. It is heightened when U.S. sanctions are used to advance a contentious goal or directly against

their own interests.2%4

The re-imposition of U.S. sanctions against Iran after the United States unilaterally withdrew from the
JCPOA offended other influential countries on both counts: the other JCPOA parties opposed the United
States’ withdrawal as a matter of policy, and U.S. secondary sanctions disadvantaged their own entities
engaged, or seeking to engage, in JCPOA-permitted commerce with Iran. Iran is the largest state target
of U.S. sanctions.”® Some European states also oppose U.S. unilateral sanctions against entities involved
in a German-Russian project to build a pipeline to carry Russian energy resources across the Baltic Sea to
Europe, even while supporting other U.S. sanctions aimed at Russia for its intervention in Ukraine. Euro-
pean states may further resent that their banks incurred the bulk of the value of penalties assessed by the
United States since 2008 for sanctions violations. China also has been increasingly targeted by sanctions as
well as tariffs to penalize it for unfair economic practices.?®

The perceived abuse of U.S. financial sanctions is motivating other states to pursue workarounds to the
U.S.-dominated financial system. Since 2013, Russia has reduced the value of U.S. dollar-denominated
assets among its international currency reserves from 40 percent to 24 percent.”*” In 2018, the European
Union updated its EU Blocking Statute—originally passed in 1996 to protect EU operators from the
extra-territorial application of certain U.S. sanctions—to cover the United States’ re-imposition of sanc-
tions pursuant to its JCPOA withdrawal.?®® In 2019, commercial entities, including some Iranian ones,
were able to exploit the updated statute to secure enforcement of contracts impacted by U.S. sanctions
through the national courts of EU states.”® Also in 2019, France, Germany, and the UK launched the
Instrument in Support of Trade Exchanges (INSTEX) to facilitate barter exchanges that would enable firms
to conduct JCPOA-permitted trade with Iran without having to use U.S. dollars, though it has not yet had
much success.”””

China’s efforts, however, may have the most potential over time to bypass or create alternatives to U.S.-dom-
inated aspects of the international financial system.?”' As previously discussed, the U.S. dollar’s status as
the world’s dominant reserve currency is what most fundamentally enables the power of U.S. financial
sanctions. China has made clear its desire to establish its money, the renminbi (yuan), as a global reserve
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currency.””? While it still has far to go, China has the growing economic heft as well as an expanding
international trade and financial presence, especially among emerging economies, to make a go of it over
time.”? China also has an advantage over the EU in being a unitary actor.

In 2015, the International Monetary Fund (IMF) decided to include the yuan in the basket of currencies
comprising its Special Drawing Rights (SDR) designation, along with the U.S. dollar, euro, yen, and Brit-
ish pound.”* Since implementation of the IMF decision in 2016, the yuan’s share of global reserves has
risen every quarter, albeit only to 2.1% by September 2019.?”> China also has opened its $13 trillion bond
market, which represents half of bonds issued by emerging economies; is easing its capital controls; and
has established itself as a trusted debtor—all of which should increase demand for the yuan as a reserve
currency.”’® China also is working on a sovereign digital currency and already has rolled out an alternative
(known as CIPS) to SWIFT as a means for clearing international financial transactions.”” Chinese firms
additionally are leading the competition to provide the hardware and software that power banking payment
systems.*”® Success in these endeavors would provide users with alternatives to the U.S. banking system.

Actions to diminish the role of the U.S. dollar, and, hence, the United States, in the international financial
system have had only limited impact to date. The United States maintains huge advantages. Eighty percent
of all global trade and more than 60 percent of central bank reserves are denominated in U.S. dollars.*” Yet
the United States courts trouble over time if the perceived abuse of financial sanctions continues to moti-
vate powerful economic actors, particularly China and the European Union, to pursue ways to diminish

the role of the U.S. dollar in international trade and finance.?®°

Their efforts can reduce the power of the
sanctions® —including to counter WMD proliferation”®—and deprive the United States of the consider-
able economic advantages it derives from being the international financial system’s pivot, such as reduced

costs for financing its growing deficit spending.?*?
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NEW DELIVERY VEHICLES

Delivery vehicles are an important aspect of the WMD challenge that largely were unaddressed in the 2014
paper. Recent developments of significance regarding delivery vehicles include the end of the INF Treaty,
the emergence of new hypersonic systems, adversary efforts to develop nuclear-powered strike systems,
further development and proliferation of unmanned systems, and continuing advances in precision guid-
ance and remote sensing capabilities. These developments increase the reach, tempo, and effectiveness of
systems that can profoundly affect strategic and operational environments, whether by delivering WMD

or conventional payloads.

THE END OF THE INF TREATY

The INF Treaty’s demise ended the international legal constraint upon the United States’ and Russia’s test-
ing and deployment of ground-launched, medium- and intermediate-range ballistic and cruise missiles.?**
Established in the waning years of the Cold War to remove a threat posed mainly by European-based
nuclear-armed missiles to strategic targets in the Soviet Union and Western Europe, the INF Treaty became
increasingly anachronistic as the Soviet Union gave way to Russia, China overtook Russia as the world’s

second power, and missile and missile defense technology advanced.

Russia expressed frustration with INF Treaty constraints years before it was discovered to have tested the
9M729 ground-launched cruise missile (since deployed) in violation of those constraints, the material
breach that the United States cited in announcing its withdrawal from the agreement on 2 February 2019.%%
Putin felt disadvantaged because other countries besides the United States were not similarly constrained,
and the United States enjoyed an advantage in air- and sea-launched cruise missiles, which were not banned
by the treaty.”®® Ground-based missiles are less expensive than the platforms on which air- or sea-launched
ones are deployed. They also are particularly well suited to a continent-sized country like Russia, which
perceives threats along much of its periphery. Countries along that periphery, including China, Iran, and

North Korea, are developing and have fielded INF-range missiles.?®”

Russia evidently preferred to covertly develop a missile system in violation of the treaty than to withdraw
from that agreement. It was to Moscow’s advantage that the United States remain compliant and for Rus-
sia to avoid the political costs of abrogating the treaty. But it would have become increasingly apparent to
Moscow beginning in the mid-2010s that the gambit was not going to work as the United States discovered
and pursued the 9IM729 violation with Moscow. That Russia persevered suggests it felt it had more to gain
from doing so than from returning to compliance.
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As it became clear that Russia would not acknowledge, much less make amends for, its improper testing
of the 9M729, the United States initiated treaty-compliant research and development (short of flight
testing) of INF-range missiles in 2017. The United States may have hoped that preparing for the trea-
ty’s possible demise would lead Russia to return to compliance, similar to how the United States and
NATO?’s decision to develop and field the Pershing II ballistic missile and BGM-109G cruise missile
induced the Soviet Union to negotiate and agree on the INF Treaty. Yet the United States’ treaty-compli-
ant research and development also had the effect of laying groundwork for new missile systems useful for
countering China, which already deploys over a thousand INF-range missiles.” Just after the effective
date of its treaty withdrawal, the United States conducted its first test of a system the agreement would
have proscribed.?®’

The United States has not indicated what ground-launched INF-range missiles it will deploy and where
it will deploy them, but it does not plan to arm them with nuclear warheads.”® This stands in contrast
to China, which already fields nuclear- as well as conventionally armed INF-range missiles, and Russia,
which is expected to field a nuclear-armed version of the 9IM729.7! As previously discussed, the United
States has decided to field sea-based nuclear missiles (low-yield warheads on submarine-launched ballistic
missiles, and, later, the sea-launched cruise missile) to respond to Russia’s growing force of theater-range

nuclear weapons.

The United States will develop and field conventionally armed, ground-launched INF-range missiles prin-
cipally to counter China’s and Russia’s anti-access/area denial (A2/AD) capabilities.?* As well as being more
cost-effective than air- or sea-launched systems (especially if existing missiles systems, like Tomahawk and

Joint Air-to-Surface Missile-Extended Range, are adapted as land-based missiles),*”

they can be emplaced
in range of their targets during peacetime and always stand ready for employment. They also are more
survivable than aircraft on the ground or ships in port if they are mobile and based in locations that afford

large dispersal areas.””

The United States’ ability to hold its great power competitors at risk with ground-based, INF-range mis-
siles, however, will be heavily dependent on allies and partners’ willingness to host them. The United States
has no territory of its own in the European theater, and its territories in the Indo-Pacific theater are small,
which makes missiles and other assets based there more vulnerable to Chinese strikes. The most suitable
locations for missile survivability in the Indo-Pacific theater are Japan’s more spacious Kyushu prefecture,
Australia, and the Philippines.””> However, initial indications from key allies in the Indo-Pacific theater

2% Regional allies do not want to

suggest an unwillingness to host U.S. INF-range missile strike systems.
provoke China, who has warned them not to play host.”” The Philippines under President Duterte is espe-
cially unlikely to offend China by accommodating U.S. missile systems. In Europe, NATO has not directly
addressed the possibility of deploying conventional INF-range missiles, while making clear that it has no
intention of deploying new land-based nuclear missiles. Poland has said it is against hosting U.S. ground-
launched, intermediate-range missiles, though without reference to the types of warheads.”® Yet, aggressive
Russian and Chinese behavior could make allies more amenable to hosting U.S. ground-launched, INF-

range missile systems by the time they become available.
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Russia has sought to forestall the deployment of U.S. ground-launched, INF-range missiles to Europe
with a moratorium proposal. On the day that the U.S. treaty withdrawal took effect, Putin announced
that Russia would not deploy INF-range missiles to certain areas unless the United States did and
invited the United States and NATO also to declare a moratorium.*”” The following month, he for-
mally conveyed the proposal in a letter to NATO, which also was shared with China and the European
Union.”” NATO quickly rejected the offer, indicating it was not credible as Russia already had deployed
the 9M729 missile in western Russia.””’ France joined NATO’s rejection of the Russian proposal, but
French President Emmanuel Macron also said that NATO “shouldn’t just brush it off” and suggested
that Europeans need to be part of any future agreement.’*> China has not indicated any interest in being
part of a moratorium.

Russia’s moratorium proposal may be intended to shift responsibility to the United States for ending
restraints on INF-range missiles, especially in the eyes of Europeans. Yet, it also likely reflects Russia’s
longstanding concern about the threat that U.S. ground-launched, INF-range missiles in Europe could
pose to its strategic deterrent, especially nuclear command and control assets, given short flight times.
That concern motivated the Soviet Union to agree to the INF Treaty in 1987, when the threat ema-
nated from nuclear-armed missiles. As earlier discussed, Russia subsequently has evinced worry about
the danger that could be posed to its strategic deterrent by the United States’ pursuit of conventional
prompt strike capabilities, given advances in precision guidance since the Cold War and missile defense.
Thus, even U.S. conventionally armed, ground-launched, INF-range missiles concern the Russians,
and that concern will heighten as the United States is able to deploy hypersonic missiles. The United
States may be able to leverage this Russian concern to negotiate constraints on INF-range missiles in
the European theater while preserving its flexibility to deploy such systems in the Indo-Pacific region,

if it chooses to do s0.3%

HYPERSONIC MISSILES

Hypersonic weapons systems operate at speeds greater than Mach 5.%** Traditional long-range ballistic
missile reentry vehicles travel at hypersonic speeds as well but lack maneuverability following a ballistic
trajectory. Traditional cruise missiles are maneuverable but travel below hypersonic speeds. The emerg-
ing class of hypersonic vehicles are both fast and maneuverable.’® They include hypersonic boost-glide
vehicles (HGVs), which are launched (boosted) by a rocket to an apogee and then descend into the atmo-
sphere where they use aerodynamic forces to glide at hypersonic speed to their targets; and hypersonic
cruise missiles (HCMs), which are launched from a rocket or aircraft with a small solid rocket motor to
give them enough velocity for their advanced air-breathing engines (ramjet or scramjet) to kick in and
propel them through the atmosphere at hypersonic speeds to their targets.** HGVs are similar to existing
maneuvering reentry vehicles (MaRVs) for ballistic missiles to the extent they both exploit the ability to
glide and maneuver in the atmosphere, but HGVs do so much earlier in their flight profile than MaRVs
and with less predictability as to their target. HCMs could reach a target 1,000 kilometers away within

10 minutes as compared to an hour for the Tomahawk cruise missile.>”
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The speed, altitude, and maneuverability of HGVs and HCMs make them almost impossible to defeat
with existing air and missile defenses. They can travel below the intercept range of current mid-course
missile defenses, like AEGIS or THAAD, and above that of air and point missile defenses, like PATRI-
OT.? The United States is investing in a new space-based sensor layer to enable earlier tracking and more
intercept opportunities of hypersonic missiles.*® Other emerging capabilities, such as cannons or rail guns
firing hypervelocity projectiles, directed energy weapons, and even space-based interceptors, may be part of

future defenses against hypersonic missile systems.°

Hypersonic vehicles are only starting to become available.’'' HGVs are at the forefront, as HCMs must over-
come greater engineering challenges.’’* Hypersonic vehicles also are expensive, which will limit their num-
bers.?'® Russia has flight tested Avangard, an HGV launched from a heavy ICBM (probably the Sarmat, when

available).>'

It has a number of other hypersonic vehicles in development, including the Zsirkon anti-ship
cruise missile and the Kinzhal air-launched, maneuverable ballistic missile.””> China has deployed a ballistic
missile with a MaRV that reportedly can target ships underway (DF-21D “carrier killer”)*'® and has placed
heavy emphasis on developing and testing hypersonic weapon systems. For example, in August 2018, it suc-
cessfully tested the XINGKONG-2 (Strry Sky-2) HCM, which it publicly described as a hypersonic wave-
rider vehicle. China also featured the DF-17 medium-range ballistic missile designed to launch an HGV?' for
the first time in its 70th anniversary parade in 2019.%"® The United States, an early leader in hypersonic tech-
nology, now is having to catch up with Russian and Chinese advances.’”? The U.S. Army, Navy, and Air Force
are reported to be each developing HGVs, and the Defense Advanced Research Programs Agency (DARPA) is
working on an HCM.?** The Air Force also is reported to have requested information from industry regarding
an HCM,**' and the Army is looking at a Strategic Long-Range Cannon that could fire hypervelocity projec-
tiles.*”> No U.S. hypersonic vehicle is expected to be ready for deployment before the mid-2020s.** The UK,
France, India, Japan, and Australia also have acknowledged research and testing of hypersonic capabilities but
are considered unlikely to be able to deploy operational systems until well after 2030.3%

Conventionally armed hypersonic missile systems are likely to have a more significant impact on military
competition and conflict than nuclear-armed ones. The United States currently has no plans to develop new
nuclear-armed hypersonic missile systems, and Russia and China appear to be developing theirs first and
foremost to ensure their ability to penetrate future U.S. missile defense systems.’” While nuclear-armed
hypersonic missile systems fired from platforms close to U.S. shores could strike critical elements of the
U.S. strategic nuclear force, including the national command authority, within minutes, the same could be
achieved by traditional, sea-launched ballistic missiles on depressed trajectories.’® In either case, the U.S. force
of underway ballistic missile submarines would all but ensure a devastating retaliatory strike.’”” Enabling a dis-
arming first strike against the U.S. strategic nuclear force is not a sufficient explanation for Russia’s and China’s
pursuit of new nuclear-armed hypersonic missile systems, but ensuring enough of their strategic ballistic mis-

siles can penetrate future and presumably more capable U.S. missile defenses to deter a U.S. first strike is.?*®

Conventionally armed hypersonic missiles with precision guidance also have the potential to rapidly destroy

or disable some particularly important elements of an adversary’s critical military infrastructure, especially
soft leadership targets, which directly bear on both nuclear and conventional forces. Such conventional strikes
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would not have as comprehensive an impact on strategic forces as nuclear strikes; for example, it would be
prohibitively expensive for an attacker to build a force of conventionally armed hypersonic missiles big
enough to destroy most of Russia’s or the United States’ large forces of silo-protected ICBMs. However, their
disabling or disruptive impact would be achieved without crossing the nuclear threshold. The heavy burden
of escalating to nuclear war would lie with the victim of such conventional strikes. Both the United States
and Russia have enough concern about the potential strategic impact of non-nuclear strikes enabled by new
technologies—including kinetic attacks by hypersonic missiles—that they recently clarified their declaratory
policies to say they would consider nuclear responses to non-nuclear strategic attacks (U.S. terminology).*”

As discussed above, the United States is interested in conventionally armed hypersonic missiles as a means
to counter Chinese and Russian anti-access/area-denial (A2/AD) capabilities.*® In the Indo-Pacific theater,
China’s heavy investment in ground-based medium- and intermediate-range missiles, many of them mobile,
increasingly enables that country to strike approaching U.S. forces before they can range Chinese systems.
This is making it progressively more dangerous for U.S. forces to operate within the first island chain.®!
Conventionally armed, precision-guided, INF-range hypersonic missiles, supported with superior intelli-
gence, surveillance, and reconnaissance (ISR) capabilities, could provide U.S. forces with the speed and range
to strike Chinese A2/AD systems, even mobile ones, before they can be fired.** In the European theater,
such systems could blunt the reach of Russian strike and air-defense systems that make it dangerous for U.S.
and NATO forces to operate in the Baltic and Barents Seas and difficult to flow reinforcements across the
Atlantic and through Western Europe. Of course, China and Russia can be expected to field their own hyper-
sonic missile systems to target these and other U.S. power projection capabilities, but the U.S. investment
helps ensure that the approaches to their homelands—which include allies and other interests important to
the United States—remain at least contestable, with an attendant deterrent effect on potential aggression.

NUCLEAR-PROPELLED STRIKE SYSTEMS

Russia is developing two nuclear-propelled, nuclear-armed strike systems, Poseidon and Burevestnik, that, if
realized, could enable virtually unlimited range and direction of attack, though not likely with any signifi-
cant impact on the strategic nuclear balance.

Poseidon (NATO designator: KANYON) is an unmanned underwater drone powered with a miniature
nuclear reactor. In 2015, a slide detailing the system from a Russian Ministry of Defense (MoD) briefing that
appeared in the press indicated that the drone could reach a depth of 1,000 meters, go at the speed of 100
knots, and have a range of up to 10,000 kilometers. It is designed to “destroy important economic installations
of the enemy in coastal areas and cause guaranteed devastating damage to the country’s territory by creating
wide areas of radioactive contamination, rendering them unusable for military, economic or other activity
for a long time.”* In 2018, Putin described Poseidon as able to “move at great depths (I would say extreme
depths) intercontinentally, at a speed multiple times higher than the speed of submarines, cutting-edge tor-
pedoes and all kinds of surface vessels, including some of the fastest.”*** The drone would be armed with a

nuclear warhead, estimates of whose yield range from several megatons to 450 kilotons.*® There are believed
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to be plans to deploy 32 Poseidon drones on four submarines, two in the Northern Fleet and two in the Pacific
Fleet. Russia reportedly has been testing Poseidon since 2016 but may not deploy the system until 2027.3%

Burevestnik (NATO designator: SKYFALL) is a cruise missile powered by a miniature nuclear reactor. Putin
characterized the system as a “low-flying stealth cruise missile carrying a nuclear warhead, with almost an
unlimited range, unpredictable trajectory and ability to bypass interception boundaries. . . . It is invincible
against all existing and projected missile defense and counter-air defense systems.” He described the miniature
nuclear reactor as “a small-scale heavy-duty nuclear energy unit that can be installed in a missile like our latest
X-101 air-launched missile or the American Tomahawk missile.”*” Russia reportedly has been conducting tests
with a prototype and an electric (vice nuclear) power source since 2016, with most of the tests having failed.
In August 2019, the nuclear reactor of a Burevestnik missile exploded off the coast of a northern Russian town,
killing a number of Russians overseeing the recovery of the sunken missile and causing a radiation leak.’

Some reports indicate that Russia is unlikely to be able to deploy the cruise missile for at least a decade.’”

The concept of nuclear-propelled strike systems is not new. The United States initiated a program in the
early 1960s, Project Pluto, to develop a nuclear reactor for a nuclear-armed cruise missile. The project
was cancelled in 1964 shortly after a successful static test of its nuclear engine, largely due to fear of how
dangerous a flying nuclear reactor could be in peacetime. In the same timeframe, Russian physicist Andrei
Sakharov, as indicated in his memoirs, suggested to a Soviet admiral the development of an underwater sys-

tem similar to Poseidon, but the admiral reacted with disgust and Sakharov never raised the concept again.**

Like nuclear-armed hypersonic missiles, it is not evident that nuclear-propelled, nuclear-armed strike sys-
tems like Poseidon and Burevestnik would significantly impact the strategic nuclear balance. They would,
however, reinforce Russia’s ability to penetrate U.S. missile defenses. They could add another element to
Russia’s nuclear first-strike capacity but should not deny the United States’ ability to conduct a massive
retaliatory strike, at least while the U.S. sea-based strategic deterrent remains secure. If armed with a
conventional warhead, though there is no indication that is Russia’s intention, Burevestnik could provide
an exceptionally ready and flexible means to strike high-value targets given its endurance, but hypersonic
missiles would probably be a cheaper and certainly less dangerous means to that end. It is hard to imagine
that a conventionally armed Poseidon would offer any advantage over traditional torpedoes and unmanned
underwater vehicles that could justify its greater cost. Some experts have expressed skepticism that these
development programs will succeed, particularly that for Burevestnik, and speculate that Moscow may be
highlighting them to shape perceptions of Russian technological sophistication and strength rather than

relying upon them to fill operational roles.?*!

UNMANNED SYSTEMS

Unmanned systems are affording adversaries of all levels of sophistication the means to deliver weapon pay-
loads and conduct ISR.*** For example, unmanned aerial systems have played a pivotal role in recent clashes
in Syria, northern Iraq, Libya, and Nagorno-Karabakh.**® Some fly (unmanned aerial system [UAS]), some
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travel on or under the surface of the water (unmanned surface vessel [USV]) or unmanned underwater
vessel [UUV]), and some travel on the ground (unmanned ground vehicle [UGV]). Unmanned vehicles
can utilize artificial intelligence in their operation to a greater or lesser extent (discussed further in a later
section). They may require human input during the execution of tasks (“human in the loop”), operate
independently but under the supervision of a human who can intervene (“human on the loop”), or be fully

autonomous (“human out of the loop”).>#

UASs and UUVs are more likely than other types of unmanned vehicles to deliver WMD payloads. In gen-
eral, differences between UASs and UUVs, on the one hand, and cruise missiles and torpedoes, respectively,
on the other, include: 1) the former can and are used for multiple purposes, including transport, ISR, and
weapon delivery, while the latter are used only for weapon delivery; 2) the former are generally re-usable,
while the latter are destroyed in accomplishing their mission; 3) the former are re-callable (and thus can be
returned to base before delivering a weapon payload), while the latter are one-way; and 4) some types of
the former can operate for hours or days at a time while the latter generally travels to their target as quickly
as possible (though perhaps with programming to avoid interception).

As discussed above, Russia currently is developing a UUV (Poseidon) to deliver a nuclear warhead, so the
WMD application of a UUV already is being exploited. (The Burevestnik system, in contrast, is a cruise
missile rather than a UAS, though one that may have even greater endurance on station than even the most
long-endurance reconnaissance UASs.) Poseidon is the only publicly reported UUV intended to be used for
WMD delivery.

No UASs are known to have been used or to be in development for the purpose of delivering a WMD
payload, though they could be utilized for such ends.** For example, the U.S. Air Force reportedly has
been interested in an unmanned option for its B-21 strategic bomber, though it may not have been specif-
ically intended for the nuclear missions of this dual-capable future delivery vehicle.>*® UASs could be out-
fitted with agricultural-type sprayers to disseminate chemical or biological agents over a wide area. UASs
also could be flown directly into certain industrial targets, with or without explosive payloads, that could
result in WMD-like effects, e.g., causing a release of dangerous chemicals from a chemical plant or stor-
age site.*”” UASs typically deliver a smaller payload than do cruise missiles, though larger UASs are being
developed and fielded that could carry larger payloads. UASs also tend to fly slower and at lower altitudes
than the missiles targeted by current sophisticated air and missile defense systems, like PATRIOT.**® To
address the growing challenge of adversary UASs, the U.S. Department of Defense plans to invest at least
$404 million on counter-UAS research and development and at least $83 million on procurement for
fiscal year 2021.3%

As the technology improves to coordinate and integrate attacks involving multiple unmanned systems,
i.e., en masse (an existing capability where the drones are part of a mass flight but do not coordinate
their actions with each other) and swarm (an emerging capability that uses artificial intelligence to enable
drones to coordinate their actions),” over extended ranges, the combined effect of many systems deliver-
ing small payloads will grow, especially against soft targets. In September 2019, Iran demonstrated how a
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coordinated ez masse attack of UASs and cruise missiles could temporarily knock offline a large percentage
of Saudi Arabia’s oil processing infrastructure despite the proximity of PATRIOT air defense systems. An
en masse or swarm attack of UASs with chemical and biological payloads could have a potent impact. The

United States, China, and Russia each is pursuing swarm technologies.”’

A case has been made that a certain type of massed drone attack—armed, fully autonomous drone swarm
(AFADS)——could itself be considered a form of WMD.?* Zachary Kallenborn, using a definition of WMD
predicated on the ability to cause mass destruction in an indiscriminate manner, offers that a large number
of armed drones could be programmed to fly to and attack personnel targets with no human intervention
once launched. Because the swarm acts as a single system, conceivably can be scaled to achieve any chosen
threshold of mass destruction, and it is not considered possible in the foreseeable future for drones to be
programmed to discriminate reliably between combatants and noncombatants, AFADS can be unleashed
to kill large numbers of humans without regard to their combatant status.?

International discussions on the definition and control of lethal autonomous weapons systems have been
taking place under the auspices of the United Nations Convention on Certain Conventional Weapons.
Approximately 25 countries and 100 nongovernmental organizations have called for lethal autonomous
weapons systems to be banned, but there is yet no international agreement to do so. The United States,
which is not known to be developing such systems, and Russia have opposed a preemptive ban, while
China has supported a ban on use (but not development).*** Former U.S. Secretary of Defense Mark Esper
has stated that Chinese manufacturers are selling autonomous drones that they claim can conduct lethal,
targeted strikes.” Other implications of autonomous unmanned vehicles will be discussed in a subsequent

section on artificial intelligence.

Unlike the hypersonic and nuclear-propelled delivery vehicles discussed earlier, unmanned systems, in gen-
eral, are available to and being used by many state and non-state actors, though larger UASs, those carrying
sophisticated payloads, and those with the ability to coordinate their actions as part of swarms are more
the preserve of advanced states. There is a large and growing commercial market for small UASs accessible
to all actors, dominated by Chinese suppliers.®*® A 2017 analysis by the Institute for Defense Analyses of
technological developments among small UASs projected that the drones would decrease in size while
maintaining or even increase capabilities such as flight time, payload, range, endurance, and speed. New
capabilities, like artificial intelligence, robotic technologies, sensor technologies, and enhanced audio and
video, also are expected to be become available and be incorporated.*” With the growth in commercial
small UAS capabilities, the use of these systems by malign as well as benign actors can only be expected to
increase, potentially with WMD effect.>®

REMOTE SENSING

An important, ongoing development for the effectiveness of missiles and unmanned aerial vehicles, among

other systems, is the expansion and improvement of remote sensing capabilities. Common to projections
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of the future military operating environment is the expectation that advances in sensing technology will

continue to increase the detection and assessment capabilities of platforms, systems, and individuals.’*’

As Kier Lieber and Darryl Press explain, whereas “early Cold War strategic reconnaissance relied heavily on
photoreconnaissance, underwater acoustics, and the collection of adversary communications ... modern
sensors [also] gather data from across the electromagnetic spectrum; they employ seismic and acoustic
sensors in tandem; and they emit radar at various frequencies to maximize resolution or to penetrate
foliage.”**® Austin Long and Brendan Rittenhouse Green find that stealthy high altitude unmanned aerial
vehicles, increased signals intelligence geolocation capability, and networked ground sensors have improved
the United States’ intelligence capability to track and target mobile missiles since the 1991 Gulf War.>!
Dean Wilkening observes that “hypersonic weapons guided by off-board sensors or advanced seekers” may
leave mobile missiles vulnerable despite concerted efforts to hide them.>*?

Systems that rely on mobility, concealment, and deception for their survivability, such as mobile mis-
siles and submarines, may be more vulnerable to detection, tracking, and interdiction than is commonly
understood, and their vulnerability may increase with further advances and wider deployment of sensors
and associated interpretive capabilities. This is not about a singular breakthrough technology, like one
that would make the oceans transparent, although future developments in such areas as quantum systems
could be transformative. Rather, it involves advances in numerous technologies, the increasing availability
of data from many types of sensors, and focused collection and analysis efforts over time.*** Ensuring that
second-strike capabilities remain secure will require continuing cognizance of and adaptation to new tech-

nological developments and operational constructs bearing on survivability.?**

These remote sensing capabilities are also critically important to conventional operations and are expected
to enable states that possess them increasingly to be able to hold a wider range of non-nuclear targets at risk,
reducing the protection afforded by mobility, camouflage, concealment, and deception.

SOME ADDITIONAL IMPLICATIONS FOR STRATEGIC STABILITY

The expanding speed, range, and precision of conventional strike systems, especially missiles, but also
counter-space and cyber weapons, means that more can be accomplished with them without resort to
nuclear weapons, but this could entail significant challenges for escalation and strategic stability. Two more
such challenges will be discussed here: entanglement and geostrategic context.

Entanglement

The greater speed of hypersonic missiles will afford less time to national command authorities to gather and
process information and make response decisions to detected launches.*® That challenge will be aggravated by
uncertainty arising from entanglement, which refers to ambiguity as to whether an adversary’s military system

is conventional or nuclear. Entanglement arises when the same delivery platform can carry both conventional
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and nuclear payloads (i.e., dual-use platforms), but the payload of specific systems is not known. It also may
occur when the same command and control (e.g., operational headquarters) or early warning systems (e.g.,
satellites, radars) control or provide warning for both conventional and nuclear systems. Even if systems are
unambiguously conventional or nuclear, entanglement may arise if they are co-located. In cases of entan-
glement, an actor may target a conventional system, but its adversary may experience or at least perceive an
attack on its nuclear capability, which could provoke more escalatory responses, such as launch on warning
of nuclear strike systems.*® A state might even seek to exploit entanglement as a way to deter an adversary,

which could backfire if the state and its adversary do not perceive the situation in the same way.**’

Entanglement is not a new phenomenon but is exacerbated by new developments. The United States,
Russia, and China already field aircraft that can deliver nuclear or conventional payloads, and China is
developing its first long-range strategic bomber. Russia also possesses nuclear torpedoes and depth charges
that could be deployed on naval vessels that primarily feature conventional weapons systems. The United
States has not yet clarified on what types of naval vessels it plans to deploy the nuclear armed, sea-launched
cruise missile (SLCM) it currently is pursuing. While these powers’ ICBM:s hitherto have been exclusively
nuclear armed, Russia and China also field ground-launched missiles of lesser range that are both nuclear
and conventionally armed. With the INF Treaty’s end, Russia is likely to deploy dual-use ground-launched,
INF-range missiles, as the 9M729 already may be. The udility of hypersonic missiles for all sorts of rapid
strikes as well as for penetrating missile defenses can be expected to lead Russia and China to develop con-
ventional as well as nuclear variants of such systems.**® Russia and China also may not trust that the United
States is only interested in conventional hypersonic missiles, particularly if such systems are not part of an
agreed verification regime.

Space may be the area where entanglement and its risks will be most significant. Satellites are only becoming
more important to the conduct of all forms of military operations as well as to a myriad of civilian functions.
It is widely assumed that the next major conflict between advanced countries will include, and may well
start with, attacks on or other interference with satellites. Denying or reducing the United States’ ability to
leverage space assets is considered part of China’s and Russia’s A2/AD strategies. Attacks against satellites
intended to detect and provide early warning of ballistic missile launches would be most concerning and
escalatory as the United States, Russia, and/or China could interpret such attacks as a prelude to large-scale
nuclear attack. But destruction of, or interference with, other satellites that relay communications; provide
position, navigation, and timing functions; or enable other forms of situational awareness also could impact
both nuclear and conventional operations and be viewed as critical by affected powers. As the strategic threat
posed by long-range cruise missiles and glide vehicles grows relative to that posed by strategic ballistic mis-

siles, these other satellites will be more important to their detection, tracking, and response.®*’

Geostrategic Context

The end of the INF Treaty frees the United States and Russia to join other powers in developing and
deploying ground-launched, INF-range ballistic and cruise missiles. Hypersonic systems pair speed and
maneuverability to an unprecedented extent. Nuclear-propelled systems, if realized, would afford virtually
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unlimited endurance and direction of attack. Unmanned systems provide additional platforms for ISR and
weapons delivery. Combined with advances in precision guidance and remote sensing, states possessing
such capabilities could hold more of an adversary’s military and critical infrastructure assets at risk with-
out resort to nuclear strikes. This may make such powers more willing to test the nuclear thresholds of
nuclear-armed adversaries, with attendant risks of miscalculation and escalation. This could be particularly
pertinent to the unique circumstances of the contemporary U.S.-China military rivalry in the Indo-Pacific
theater as compared to those that pertained to the U.S.-Soviet stand-off in Europe during the Cold War
and its echoes in the current U.S.-Russian competition.

In Europe during the Cold War, the United States faced a conventional and nuclear military peer adversary
in the Soviet Union on a continent where the Soviet Union was perceived as poised to march into and seize
control of the world’s most significant concentration of advanced industrial resources. The United States
viewed preventing this to be a vital interest, as it did not believe that it could long maintain its own way
of life if a hostile power controlled the resources and geography of the Eurasian landmass. The same calcu-
lation led the United States to intervene in the two world wars of the twentieth century. After those wars,
this was a conviction accepted broadly by the U.S. body politic—or at least those who closely followed and
most influenced U.S. national security and foreign policy—and provided the foundation upon which the
United States formally committed itself to Europe’s defense through NATO, even at the risk of nuclear war.
It also was a commitment credible to the Soviet Union, which itself viewed the rivalry as existential. Rus-
sia is less able and presumably inclined to pose the same threat to United States in Europe that the Soviet

370

Union did, but support for NATO remains ingrained among the U.S. public.

In contrast, China is not poised to seize control of the Eurasian landmass. Seas also separate it from Japan
and Australia, two of the United States’ three major allies in the Indo-Pacific theater (i.e., those who enjoy
the protection of the U.S. nuclear umbrella), though not the third, South Korea. The territories at most
risk of Chinese aggression and conquest for at least the next decade are islets, shoals, and disputed waters
in the South China Sea, the disputed Senkaku Islands (Diaoyu to China) in the East China Sea that are
administered by Japan, and Taiwan.

The stakes for the United States here are far less than in Europe during the Cold War. The United States
has extended no formal security guarantees to most of the parties disputing territory in the South China
Sea with China, and, while it has a mutual defense treaty with the Philippines, that country (like Thailand,
another regional U.S. treaty ally) is not recognized as being under the U.S. nuclear umbrella. The United
States also does not maintain formal diplomatic relations or have a mutual defense agreement with Taiwan,
and the 1979 Taiwan Relations Act only obligates the United States to make available to Taiwan the means
of self-defense. Only the dispute over the uninhabited Senkaku islands involves territory falling within the
scope of a formal security agreement with an ally (Japan) who is covered by the U.S. nuclear umbrella. Even
in this case, though, the United States has not taken a position on the sovereignty dispute and presumably
would be less inclined to escalate to the nuclear level a military conflict with China involving only those
uninhabited islets, as opposed to Chinese aggression more directly threatening the sovereignty and survival

of its major regional allies (Japan, South Korea, and Australia).
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There is no question that the United States perceives important interests at stake in the South China Sea,
East China Sea, and Taiwan. The United States is particularly concerned that if it cannot keep China
from consolidating its claims in these areas, it will cede to China its dominant position in the larger
region, lose allies and influence, and embolden China to press other interests. The United States has
conveyed through words and deeds a preparedness to use force to protect its interests in the region. For
example, the United States recently explicitly rejected China’s claim to sovereignty over the South China
Sea, reaffirmed that its mutual defense agreement with Japan covers the Senkaku Islands, sent the first
Cabinet-level official to Taiwan to meet with its president, and increased freedom-of-navigation patrols
in disputed waters and airspace. But the threats that China poses in the South China Sea, East China
Sea, and Taiwan are of less direct and obvious relevance to the United States’ vital interest in preventing
one power from dominating the resources and geography of the Eurasian landmass than a Soviet invasion
of Western Europe would have been. Moreover, military conflict with China in those areas would play
out over vast expanses of water and the air and orbital space above them, with less prospect of collateral
damage to civilian populations than would any war occurring in Europe (or in South Korea, Japan’s main
islands, or Australia).

While the United States enjoys clear military superiority, China is not able to pursue its claims in these
areas by the credible threat or actual use of military force. But the military situation is becoming more
contestable as China modernizes its forces. China’s development of a larger and more survivable nuclear
force should increase its confidence that the United States could not negate its ability to inflict unaccept-
able destruction upon the U.S. homeland, while new conventional capabilities, including hypersonic mis-
siles but also cyber and space assets, provide it with more means to counter U.S. opposition without resort
to nuclear weapons. The United States also will be able to employ advanced conventional capabilities as
it moves to deter and defeat Chinese aggression, and it will be aware that China, with its much smaller
nuclear force geared toward countervalue deterrence, will have fewer nuclear escalation options under the

current composition of its forces.

Both might find reason to believe that they could achieve limited aims in a conflict waged largely in the sea,
air, and space domains with advanced conventional systems and without provoking nuclear war. While the
risk of nuclear escalation cannot be eliminated and must be keenly felt, the collateral damage of a conven-
tional conflict should be less extensive and the stakes will be less vital, especially for the United States, than
a major conflict in Europe. If China were prevailing in a conventional fight over Taiwan or disputed terri-
tories in the South or East China Seas, the United States would have to weigh the risks of initiating nuclear
strikes against falling back to the defense of its more vital regional interests, the security of its major treaty
allies. If the United States were prevailing, China would have the option to stand down to fight another
day and to justify its action as a strategic retreat in a longer struggle with the U.S. “hegemon,” though there
are questions as to whether its regime could endure the humiliation of defeat. There is some indication
that Chinese strategists discount the possibility of conventional war with the United States escalating to
the nuclear level.””! If China’s leadership holds such views, it could misinterpret U.S. signals intended to
convey resolve and precipitate escalation. It is a dangerous thing to be complacent about the risks of con-

flict escalating to the nuclear level.
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In sum, there may be greater scope going forward for tensions between China and the United States in the
Indo-Pacific region leading to direct conflict than there was for U.S-Soviet tensions in Europe during the
Cold War, and still today with Russia, because it is more conceivable that the conflict can remain conven-
tional. As both combatants possess nuclear weapons, the risk of nuclear escalation cannot be eliminated,
though. Factors such as entanglement and national leaders on both sides being less steeped on nuclear risks
than U.S. and Soviet leaders were during the Cold War are likely to aggravate that risk. If nuclear use does
occur, it is more likely to be limited if it occurs at sea or in space, but it should be expected to escalate if
impacting the homelands or strategic deterrent forces of the combatants, as well as the territory and popu-
lation centers of U.S. major treaty allies in the region.

It is sobering to contemplate that the Indo-Pacific theater could be the site of the first major war between
great powers in the nuclear age. It should concentrate minds on both sides about the risks of pursuing
interests, taking actions, and employing rhetoric that aggravate tensions, and motivate them to engage in
direct discussions to clarify and mitigate those risks.
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OTHER EMERGING OR
DISRUPTIVE TECHNOLOGIES

This paper lastly will look at four other emerging or disruptive technologies that may significantly impact
the future nature and role of WMD but were not addressed in the 2014 paper (artificial intelligence [Al]
and quantum systems) or were given only a glance (biotechnology and additive manufacturing [AM]).*”
They are not WMD technologies per se but broad enabling ones with many civilian and military applica-
tions, only some of which concern WMD. Their influence already is being felt, though their direct impact
on WMD may not manifest until beyond this paper’s 2030 horizon. Al, biotechnology, and quantum

systems also are explicit areas of great power competition.

While Al biotechnology, quantum systems, and AM are discussed individually below, each also will converge
with aspects of the others. For example, Al will be important to gleaning insights from relevant data sets to
advance biotechnology, quantum systems, and AM. These four technologies also will converge with other emerg-
ing or disruptive technologies that are not addressed here, including cyber, 5G, space, and nano.””> More thor-

ough treatments of how emerging and converging technologies may impact WMD are available elsewhere.”*

ARTIFICIAL INTELLIGENCE

“Al refers to the ability of machines to perform tasks that normally require human intelligence — for example,
recognizing patterns, learning from experience, drawing conclusions, making predictions, or taking action
— whether digitally or as the smart software behind autonomous physical systems.”> Al is sometimes disag-
gregated into “general AI” and “narrow AL.” General Al would match or outperform the ability of a human to
understand its environment and act on its own based on that understanding. It is the type of Al that generates
fear of machines “taking over” and is depicted in movies like 2001: A Space Odyssey and the Terminator series.
There is debate as to whether General Al will ever be attainable and consensus that if it is, it would be well
into the future.”® Narrow Al, one form of which is referred to as machine learning, executes complex tasks
but is “brittle in nature” in that it is limited by its programming and works reliably only for the “intended
tasks and operating environment.” 7 It has been around for years and is becoming increasingly capable,
including by having much more data to be trained on as a result of digitalization.””® Narrow Al is central to
such things as smart speakers (e.g., Alexa), facial recognition software, and self-driving vehicles, along with
their military and security analogues. Narrow Al is what is relevant to the time horizon of this paper.

The United States, China, and Russia each has accorded high priority to the further development of AL
In 2020, U.S. Secretary of Defense Mark Esper said, “unlike advanced munitions or next-generation
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platforms, artificial intelligence is in a league of its own, with the potential to transform nearly every aspect
of the battlefield.”” In 2018, the U.S. Defense Department established a Joint Artificial Intelligence Cen-
ter (JAIC) to accelerate the development and adoption of AlL** and the following year, President Trump
signed an executive order for an American Artificial Intelligence Initiative’®' In 2017, China announced
its New Generation Artificial Intelligence Development Plan with a goal of becoming the world leader in Al
by 2030.%%* That same year, Russian President Putin grandly stated, “Whoever becomes the leader in this
sphere will become ruler of the world.”** In late 2019, Russia unveiled its own National Strategy for the
Development of Artificial Intelligence through 2030.*

Al will be applied to ever-expanding streams of data from all types of systems and for all kinds of purposes.
It is hard to imagine a capability to which Al is not or could not be applied. For example, the use of Al
algorithms to sift and analyze increasing streams of data generated by growing numbers and types of sensors
promises to improve target detection and geolocation for missiles and other munitions as well as guidance
to the targets.”® Al also will be central to the further development of autonomous systems, including
enabling swarm attacks wherein individual unmanned systems will be able to communicate with each
other and to adjust and optimize their role in the attack based on conditions encountered in real time.?*¢
Al additionally should facilitate detection, tracking, discrimination, and interception of incoming missiles

by missile defense systems.?®’

Al may confer decisive advantages to technological leaders. Referring to Al-enabled autonomous systems,
former Deputy Secretary of Defense Robert Work finds that it will likely “increase the quality and speed of
decisions in time-critical operations ... enable new missions that would otherwise be impossible ... [and]
help restore conventional overmatch and thereby strengthen conventional deterrence.”® Al is an integral
part of the Third Offset Strategy that Dr. Work championed while deputy secretary to extend U.S. military
superiority, and as the current leader in Al, the United States is well positioned to exploit it to that end.
However, Al also has raised concerns for strategic stability, posing risks to both Al leaders and laggards.
Among those concerns are the perceived security of strategic deterrent forces, the speed of decision-making,
and greater reliance on unmanned systems making war more likely.

New and enhanced capabilities enabled by Al will emerge gradually and cut both ways, impacting offensive
and defensive postures and one’s own and adversaries” systems. There will be the tendency, as always, to
assume the worst about adversaries’ capabilities while accentuating one’s own weaknesses. Most signifi-
cantly, these tendencies will heighten concerns about an Al-enabled state’s ability to compromise its adver-
sary’s strategic deterrent. As Zachary Davis observes,

Al-empowered ISR that makes it possible to locate, track, and target a variety of enemy
weapons systems raises the possibility of striking strategic assets... This capability, and
perceptions of its existence, could disrupt long-held assumptions about deterrence stabil-
ity, especially if it appeared possible to conduct a disarming counterforce strike against an
adversary’s retaliatory forces.... Even the perception of an imbalance that favors striking

first can lead to misperception, miscalculation, and arms racing.’®
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Edward Geist and Andrew J. Lohn find “Russia and China already may believe that the United States is
attempting to leverage Al to threaten the survivability of their strategic nuclear forces.”* So, although
it would be a tremendous leap of confidence for a nuclear weapons state with Al-enhanced counterforce
capabilities to risk initiating nuclear war through a preemptive attack against its nuclear-armed rival, the
fear that one’s adversary may have such confidence will drive compensating actions. Some of those compen-
sating actions may be destabilizing, like launch-on-warning postures in a technological environment where
warning time and reliability are reduced.

Al will be increasingly necessary to sift through and make sense of ever-growing streams of data from a
myriad of sensors. Decision makers will tend to become more reliant on Al insights when making decisions
and may even feel the need to delegate some strategically significant response to Al-enabled systems—for
instance, when facing attack by fast-moving hypersonic missiles. But Al is only as good as the data sets it
is trained on. Data sets may be insufficient to enable reliable analysis; they may be compiled in ways that
reflect humans’ unconscious biases,*' resulting in suboptimal analyses; and/or the data may be corrupted
deliberately or inadvertently. As previously mentioned, narrow Al is brittle in nature and can be rendered
ineffective by even small anomalies in information, whether naturally occurring or intentionally introduced
(hacking or spoofing), that a human brain could recognize and discount.”* Trust in the data will be a key
decision factor in determining whether and how to utilize Al Trust in how the Al analyzes the data also
will be important given that Al will be a “black box” to most users.*”> Much will be at stake. As the Defense
Innovation Board observed, “Time pressures on the development and deployment of poorly understood
systems could lead to unintended outcomes, such as emergent effects of tightly coupled systems, accidents,

or unintended engagements leading to international instability (e.g., a “flash war”).3*

Such concerns have focused attention on ethical questions arising from Al Several sets of principles were
promulgated in recent years to guide Al development and utilization, including by the Future of Life Insti-
tute (2017), the European Commission’s High-Level Expert Group on Artificial Intelligence (2019), the
Organization for Economic Co-operation and Development (2019), and the Beijing Academy of Artificial
Intelligence (2019). Each has emphasized “the importance of the human element to ensure legal compli-
ance and ethical acceptability.”* In 2020, the U.S. Department of Defense adopted five ethical principles
for its emergent use of Al: Al systems must be 1) responsible (utilizing appropriate levels of judgment and
care); 2) equitable (to minimize unintended bias); 3) traceable (understanding how the “black box” works);
4) reliable (explicit, well-defined uses subjected to testing and assurance); and 5) governable (designed to
fulfill intended functions while possessing the ability to detect and avoid unintended consequences).**
Applying ethical principles in specific cases of Al development and application will be an inherently sub-

jective and contentious endeavor.

The increasing use of unmanned systems, especially UASs, is putting fewer human operators at risk of
physical injury or death. Al is expected to enable a significant expansion in the use of unmanned vehicles of
all types and for many purposes.*”” Recent experience and common sense suggest that states are more toler-
ant of the loss of unmanned than manned aircraft. For example, in terms of recent experience, the United
States chose not to conduct a retaliatory airstrike after Iran shot down a U.S. Global Hawk surveillance
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drone in June 2019, with the U.S. leadership indicating that it believed the cost in Iranian lives lost would

have been a disproportionate response.’”®

Concern has been expressed, though, that the reduction in the risk to human combatants arising from
continuing substitution of unmanned vehicles for manned ones may make it easier for states to resort to
the use of force. In 2019, an expert from China’s People’s Liberation Army (PLA) stated that Al-enabled
unmanned systems will make conventional conflict between great powers more likely by reducing the
political costs of war (because of fewer casualties). He also indicated they would reduce the likelihood of
conventional conflict escalating to nuclear war.*”® Erik Gartzke holds that the “[[Jower (human) cost of
[technological] war leads to increased aggression” against noncombatants as “costless war does not serve

7400 Tf Gartze is correct, then the overall human costs of war will not be reduced by

the purposes of war.
unmanned systems, but just skewed toward civilians. But if the PLA expert reflects Chinese leaders” views,
the risk of conventional conflict between countries such as the United States and China is likely to increase,

consistent with the observation made at the end of the previous section of this paper.

Al may pose other security dilemmas as well as opportunities. Deterrence fundamentally is about influenc-
ing a (human) adversary’s thinking. That is hard enough to do. But what if more strategically-significant
decision-making, such as when and where to strike, is delegated to Al systems? How do you understand
and influence an Al system’s actions? Al also may be used to generate deceptive images, e.g., a “deep
fake” video of an adversary leader’s communication, that could create false perceptions of an adversary’s
intent and actions. The Defense Innovation Board notes, “States frequently are able to communicate their
intentions through various forms of signaling, such as explicit threats, arms build-ups, or actual military
exercises. For DoD Al applications, many of these assumptions may not hold true. Signaling may be more
difficult or misperceived at greater rates, knowledge of capabilities or intent is harder to discern, and the

source of Al attacks at a distance and in digital forms may be harder to attribute.”*"!

Other aspects of Al that some experts believe could enhance nuclear stability include faster and more reliable
early warning and ISR tools; increased protection and maintenance of nuclear weapons; faster development
of more survivable delivery systems; more advanced simulation and wargaming activities; and new means for
monitoring and verification of arms control and disarmament.*? The OPCW’s Scientific Advisory Board has
highlighted the potential applications of Al for, inter alia, “exploring scientific literature, predicting chemical
properties, ... chemical discovery, and designing chemical synthesis routes.”* Al also could support countering
WMD efforts in such ways as combining open-source trade and financial data with various intelligence sources

to gain insight about illicit technology transfers, proliferation networks, and associated evasion efforts.

BIOTECHNOLOGY

Many experts believe that the accelerating pace of progress in the biological sciences and greater awareness
of the contributions made by biotechnology to the economy are changing the threat landscape in two
ways: 1) new scientific developments are further reducing the technical barriers to the production and
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dissemination of biological weapons, including enabling the creation of new and even more dangerous
biological agents; and 2) knowledge of biological systems particularly is growing, reflected not only in ever
larger datasets of genomic information but in our ability to link that data to the biological processes asso-
ciated with the pathogen-host interaction. In addition, the combination of increasingly powerful compu-
tational tools and robotic systems enable accelerated research in ways inconceivable only a few years ago.**
Such developments, which have played a critical role in addressing the COVID-19 pandemic, also open
pathways for more effective misuse of biology in new and innovative ways. This could involve modification
of known pathogens, such as by enhancing virulence and environmental stability, or by enabling an agent to
evade the effects of vaccines or other medical countermeasures. Perhaps more disturbing is the prospect that

a novel biological agent might be able to selectively target subpopulations or even specific individuals.

Recent discussions have focused on the impact of synthetic biology in general and CRISPR gene editing
particularly. In its essence, “synthetic biology aims to improve the process of genetic engineering...where the
design of genetic systems and the idiosyncrasies of DNA are decoupled, and one can compose living systems
by mixing-and-matching genetic parts.”*” Synthetic biology is a subset of biotechnology focused specifically
on the modification of microorganisms or even the creation of totally new ones and focuses on efforts to make
genetic engineering more predictable by using standardized components, computer design, and conceptual
approaches.“”® CRISPR is a gene editing technology, adapted from the system used by bacteria to defend
against viral infections, that allows easier and more precise modification of genetic material than was possible
using earlier techniques. The rapid development and exploitation of CRISPR in its various forms surprised
the national security community, raising concerns that it enabled the creation of new biological warfare capa-
bilities by both state and non-state actors.*” Yet, exploitation of biotechnology, and synthetic biology in par-
ticular, has generated enormous societal benefits, accounting for around five percent of the U.S. economy in
2016, including in the fields of agriculture, biomedicine, and industry, and this impact is expected to grow.*"°

It is not yet clear which developments in synthetic biology will pose the greatest potential dangers. In some
cases, exploitation of advances in biotechnology raise ethical or environmental concerns but do not neces-
sarily impact national security. In other instances, there may be national security implications not related to
concerns about WMD. Thus, ethicists and biologists worry about the implications of genetically modifying
human DNA to correct genetic defects or impact desired new characteristics, but even when such concerns
have a national security implication (such as the possible creation of “super soldiers”), they do not appear
related to WMD. Similarly, the development of so-called “gene drives” to control dangerous insects create
risks that fall outside the scope of this study. (Gene drives involve the editing of genetic material to ensure
that the modifications are transmitted to offspring and that insects with the new characteristics come to
predominate.) Again, while there may be national security impacts from use of such a technique, it is

unclear that they raise significant WMD issues.*'!

The most systematic review of the national security implications of synthetic biology appeared in a 2018
report issued by a committee of the National Academies of Sciences, Engineering, and Medicine. Many
potentially worrisome developments will take time to mature, while others may not fundamentally change
the threat landscape. In the view of the National Academies committee, the most worrying advances relate
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to the ability of scientists to construct known pathogenic viruses from their genetic sequence, to produce
dangerous biochemicals, and to modify known bacteria. In contrast, the committee was less concerned
about the near-term potential for the artificial production of existing bacteria or the generation of totally
new disease-causing organisms.*!?

One particular concern is the possible creation of biological agents that could selectively target specific sub-
populations based on genetic characteristics. The collection of massive data sets of genetic information is
allowing scientists to ascertain the genetic differences between different groups of people. While it is prob-
ably impossible to do so with high precision, given variations in genetics and the effects of intermarriage
between groups, it may be possible to develop biological agents that would preferentially affect specific
subpopulations. Moreover, it may even be possible to target specific individuals, what the National Acade-

mies committee called “personalized terrorism” (in an allusion to the promise of personalized medicine).*'

While some of these developments may benefit state biological weapons programs, it is less clear that they will
enable bioterrorism. First, exploiting synthetic biology requires the involvement of people from numerous
disciplines, including expertise in bioinformatics, chemistry, biophysics, and engineering.*'* Second, despite
the availability of increasingly powerful tools for genetic manipulation, tacit knowledge, the understanding
of processes acquired primarily through hands-on experience, remains essential.*"* Terrorist organizations

rarely have the resources and organizational ability to undertake such complex, time-consuming projects.
ly have th d organizational ability to undertake such complex, t g projects.*'®

The ineffective U.S. response to a natural outbreak, the COVID-19 pandemic, raises serious questions
regarding the ability of the United States to address intentional use of biological agents. Some aspects of
the failure were predictable. In 2016, the Obama Administration’s President’s Council of Advisors on Sci-
ence and Technology assessed that the United States was poorly prepared to address intentional or natural
biological threats and called for substantial changes in organization, procedure, and technical strategies.*"”
Unfortunately, it is evident that those deficiencies were not rectified when, just over three years later, SARS-
CoV-2 (the virus that causes COVID-19) emerged as a pandemic threat. While advances in biotechnology
have facilitated responses, they have been insufficient to mitigate most of the worst impacts of disease.

QUANTUM SYSTEMS

Quantum mechanics is the subfield of physics that describes the behavior of very small particles. Quantum
systems exploit the unique properties of such particles, namely superposition and entanglement. Superpo-
sition, in the context of computing, refers to the characteristic of quantum bits (qubits) to be in a mixture
of the 0 and 1 states at the same time, with arbitrary weightings, as long as the system is not being observed
or measured. In contrast, traditional computer bits are either 0 or 1, but never both. Entanglement refers
to qubits being correlated. Individually, each qubit is random, but when measured with another qubit with
which it is entangled, they have definite correlations, such as always being the same state (either 00 to 11,
but never 01 or 10).%'® When the quantum system is measured, the qubits are resolved into either Os or 1s
with probabilities that depend on their final weightings.*”? Superposition affords quantum computers the
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ability to solve certain types of problems far more rapidly than traditional computers. In addition to its role
in quantum computation, entanglement affords quantum sensors exceptional high resolution, even at great

distances, and quantum communications that are provably secure.

Quantum sensors have been shown to perform better than current sensors for a number of important
defense applications, including using gravimeters to detect the location of special nuclear material and
underground structures; maintaining timing and position accuracy when Global Positioning Systems sig-
nals may not be available or are degraded; position updates via gravity mapping for long-term subma-
rine navigation; and enabling magnetometry to help detect underwater threats to vessels.*”’ Gravimeters
exploiting quantum sensing eventually may enable detection of objects and platforms that currently are
hard to detect, which could make submarines more vulnerable with significant implications for strategic
stability.*! Some quantum sensors are expected to be available for DoD use this decade, but those that
could have significant implications for WMD and strategic stability are likely to lie beyond 2030.%

Communications systems utilizing quantum keys to encrypt/decrypt data should enable far more secure
data transmissions than are possible with digital keys.*” Quantum communications cannot be hacked
without leaving a telltale sign, which is not always possible to ensure through digital communications.**
They also may be essential to the protection of data once reliable quantum computing systems are available
(discussed further below).> Secure communications, of course, are integral to many national security mis-
sions, including command and control of nuclear weapons systems. Quantum communications suitable
for DoD applications are unlikely to be available before 2030%¢ but already have some civilian applica-
tions.*”” China has built a 2,000-kilometer quantum network between Beijing and Shanghai, with plans to
extend it nationwide.*”® However, more technological breakthroughs, like quantum repeaters, are required
before quantum communications can be widely adopted.*

Quantum computers could make some calculations far more quickly than is possible with classical com-
puters and some that are beyond the capability of classical computers. One particularly impactful applica-
tion would be breaking existing digital encryption methods, exposing all data protected by such methods,
including highly sensitive national security secrets. However, it is very difficult to create the conditions
under which quantum computers can work. U.S. firms and China have built small quantum computers
that establish proof of principle but have high error rates. In 2019, the National Academies of Sciences
concluded that it is impossible to project when large, error-free quantum computers will be available, or
even if they can be built, but the potential significance of quantum computing is so great that China and a

number of U.S. firms are making large investments in the pursuit of such a capability.**

ADDITIVE MANUFACTURING

Additive manufacturing (AM), sometimes referred to as 3D printing, produces items by adding layer-up-
on-layer of materials pursuant to a computer model.”*! This is in contrast to conventional or subtractive
machining methods, which produce items by cutting away material until the final design is achieved. AM
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reduces the intricacies of production processes to software programs, 3D printers, and associated resins,
powders, or biological materials. This affords greater flexibility, reduces waste in production, and can enable
the manufacture of some items not possible using traditional subtractive or injection cast and molding
means.”?> Most AM machine design and production occurs in Germany, Japan, China, and the United
Kingdom; the United States is not a leading player in the field.*?

AM has steadily advanced and in some ways could be considered more of an emerged than emerging tech-
nology. AM complements, but is unlikely to replace, traditional manufacturing methods, which tend to
be more cost effective for large-scale production.”* AM is making the rapid prototyping and fabrication
of complex parts and systems accessible to a larger population,” including for items relevant to WMD
and their delivery systems.”*® A recent UN report found the “combination of additive manufacturing and

encrypted or dark web-based communications increases the risk of proliferation.”*

When assessing the risks of WMD proliferation arising from AM technologies, however, it is necessary to
consider to whom the AM technology may proliferate. The first blush concern is that AM could enable
non-state actors to produce WMD on a par with state actors because requisite technical expertise will have
been captured in a computer program that anyone can execute. Fortunately, it is not so simple.”*® Some
essential materials currently are not available for or amenable to 3D printing. It is not possible to produce
an entire nuclear, chemical, or biological weapon by plugging a computer program into a 3D printer and
pressing the start button. At best, some components of weapons could be printed.”®” If the other weapons
components could be acquired or produced by other means, tacit knowledge in WMD design and pro-
duction still would play a role in putting all the pieces together in a useable manner.* Instead of enabling
naive actors to produce WMD in the first place, AM is more likely to enable actors that already have tech-
nical knowledge and capabilities relevant to WMD design and production to make WMD more efficiently

and in ways that would be harder for external observers to detect.*!!

Consider nuclear weapons first. There currently is no known way to print safely a fissile material core. The
use of powder-bed technologies to print an enriched uranium or plutonium core would produce a critical-
ity incident.** Bruce Goodwin of Lawrence Livermore National Laboratory has recommended, however,
that the United States conduct further research to ascertain that other AM technologies also could not be
used to print a fissile material core.*? It should be feasible, however, to utilize AM to print centrifuges used

for enriching uranium.*

Goodwin believes there is only an extremely small risk that non-state actors could utilize AM technology
and bring other required elements together to produce a nuclear weapon. He considers it more likely that
a non-nuclear weapon state would integrate AM into its efforts to develop a nuclear weapon or a hedge
capability that would be harder for outsiders to detect, monitor, and assess. Existing nuclear weapons states
similarly could exploit AM to reduce the profile of enhancements to their nuclear arsenals. “° Like the
United States, they also could use AM to make their nuclear weapons program, including stockpile stew-

ardship, more efficient.#4
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In terms of chemical weapons, AM’s significance generally concerns greater accessibility to the existing
ability to print microreactors.*’” Microreactors synthesize chemicals at a very small-scale in a safe, efficient,
and highly pure manner, and can be scaled to a limited extent. Many pharmaceutical and fine chemical
compounds currently cannot be produced in microreactors, including some used in chemical weapons,**
but other hazardous chemicals can be.**” A variety of disposable and consumable laboratory equipment also
can be printed, which can have particular utility for mobile laboratories (chemical and biological).*® AM

poses a moderate proliferation risk in some chemical weapons applications.®’

AM may be significant for production of biological weapons going forward. By positioning certain types
of cells within matrices comprising other biological substances, “bioprinters” might be utilized to create
biological materials or systems, including engineered tissues or bioreactors, that could be used to test or
cultivate biological agents. Production and use of such devices would be difficult to detect. However, 3D
printers for biological materials currently are expensive, require high expertise, and are not as accessible
as other types of 3D printers, though this may change as the technology matures.*> Such developments
would make pathogen development and production more accessible to malign actors, but other knowledge
and skills would be needed to fabricate useable bioweapons.*>?

The area relevant to WMD that will be most impacted by AM in the near term is delivery systems, mainly
missiles.”** AM already is widely used in aerospace-related supply chains. Raytheon has 3D printed a mis-
sile,> and it has been reported that Orbital ATK has used AM to produce prototype warheads for hyper-
sonic vehicles.”® A U.S. acrospace contractor, Relatively Space, has printed a rocket, Terran, and is gearing
up to print rocket components at scale for U.S. government customers.*”” The use of AM in the production
of delivery vehicles over the next decade is likely to be the preserve of aerospace and defense firms of the
leading state powers.**
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CONCLUSION

This paper has identified significant developments since the 2014 study that bear on the nature and role
of WMD in the 2030 timeframe: the shifting roles of the great powers, arms control and nonproliferation
regimes under pressure, more roles for chemical and biological weapons, expanding use of financial sanc-
tions, new types of delivery vehicles and greater scope to develop and deploy them, and other emerging
and disruptive technologies. It does not purport to have addressed all relevant developments since the
2014 study; that would have required more time and a longer paper. A longer paper usefully could have
delved more into developments bearing on terrorist and other state actors and those associated with missile
defense, space, cyberspace, directed energy weapons, and nuclear technologies. It also could have examined
more robustly the technologies addressed in this study and included a classified annex reflecting relevant
intelligence and sensitive scientific and technological information, but pandemic restrictions precluded
planned travel to national laboratories and limited access to classified information. These other develop-

ments commend themselves to post-pandemic research.

The developments that are addressed in this paper are significant enough. They find the United States
endeavoring to adapt to a changing place in a changing world. Some of the developments are beyond
the United States’ direct control, including China’s rise and Russia’s belligerence, and some are of its own
choice, including stepping back from international leadership. In all cases, though, the United States will

have to choose how it approaches these developments and their implications going forward.

SIGNIFICANT DEVELOPMENTS

The emergence of more capable and assertive great power rivals combined with a United States that is more
focused on its parochial interests than perhaps at any time since before World War II can be expected to
lead some other states, especially some U.S. allies and partners, to explore more earnestly alternatives to
reliance upon U.S. leadership and protection to ensure their security in a more uncertain world. Nuclear
weapons, and perhaps other forms of WMD, are among the alternatives available to them, and there is
evidence that some are considering such options.

An apparent retreat from nuclear arms control, unraveling of the JCPOA, continued expansion and
enhancement of nuclear arsenals in North Korea and South Asia, and recent extensive use of chemical
weapons are reducing legal, normative, and practical barriers to WMD proliferation and use. The increas-
ing and increasingly contentious wielding of U.S. financial clout through financial sanctions is sowing
the seeds of its own demise, promising to diminish over time the utility of this powerful weapon against
proliferation and other bad behavior.
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The end of the INF Treaty and technological and engineering advances bearing on hypersonicand unmanned
systems, remote sensing, and potentially nuclear propulsion are enabling development and deployment of
ways to deliver nuclear and conventional payloads over longer distances with greater speed, maneuverabil-
ity, and precision. These developments are blurring the lines between nuclear and conventional operations
and between strategic and operational effects. Emerging or disruptive technologies, including artificial
intelligence, biotechnology, quantum systems, and additive manufacturing, are expected to enhance these
capabilities, enable the creation of new ones, and make some existing capabilities more accessible.

POLICY CONSIDERATIONS

The above-delineated developments pose more challenges than opportunities for countering WMD,
but the United States can make choices and pursue approaches that mitigate challenges and accentuate
opportunities.

First, the United States needs to again provide leadership to states that share its values and most important
interests and restore their confidence in its commitment to leadership. In a world where U.S. rivals are
increasingly powerful and assertive, the United States has greater need for dependable and capable allies
and partners. While international leadership comes with tangible costs and other burdens, including eco-
nomic ones, there is more to gain (and hitherto has been gained) from being able to create the agenda, set
the course, and marshal international political and material support for mutually beneficial outcomes.

At the same time, Washington will need to insist that allies and partners make greater contributions to
collective security. It can do so by persuasively laying out the factual basis for why the United States cannot
continue to bear a grossly disproportionate share of the costs and burdens (e.g., two peer competitors versus
one, the more powerful one residing in the East; less tolerance for disproportionate burden sharing among
the U.S. body politic) and without unfounded assertions, offensive rhetoric, punitive actions, and erratic
behavior. U.S. allies and partners want this type of leadership from the United States. Most have no viable
near-term alternatives to U.S. leadership and protection for their security—which explains in part why
allies have been generally accommodating to heightened U.S. demands for more defense spending**—and
are looking for evidence of that leadership from the administration resulting from the 2020 U.S. presiden-
tial elections. Providing leadership will help restore allies and partners’ confidence in U.S. security guar-
antees and will mitigate incentives for them to pursue alternative security arrangements, which for some

could include nuclear weapons or other WMD development or hedge programs.

Second, the United States will need to actively pursue dialogue and negotiations on strategic weapons
systems and practices with its great power rivals and hold on to existing arrangements contributing to
strategic stability until successors are in place, to the extent possible. The strategic environment is becom-
ing more complex and unpredictable; strategic discussions and negotiations can lead to measures that
increase transparency and predictability and constrain destabilizing and/or needlessly expensive develop-
ments and deployments.
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The United States is right to pursue strategic discussions and negotiations with both Russia and China
that cover a broader range of weapons systems and feature strong monitoring and verification provi-
sions. China is becoming too powerful to be left out; it will weigh heavily on strategic discussions and
negotiations whether it is at the table or not, so better to find a way to bring it in. This may require
what Heather Williams calls “asymmetric arms control” approaches given the asymmetry between Chi-
na’s strategic posture and that of the United States and Russia.*® A broader range of weapons systems,
both nuclear and non-nuclear, theater and intercontinental, increasingly will bear on strategic balances
and stability, so they also must be addressed in great power strategic discussions and negotiations. The
United States, however, will have to be prepared to include systems that are of particular concern to
its great power rivals but which the United States previously has refused to integrate into formal arms
control—most notably, missile defense and conventional prompt strike systems—if it is to productively
engage those countries.

All this will take time. In the meantime, the United States should agree to extend the New START treaty
before it expires in February 2021 to keep in place its bilateral limits on deployed strategic nuclear systems
and associated monitoring and verification measures, which contribute to predictability and stability.

Third, the United States will need to continue to oppose, and impose costs for, clear and significant vio-
lations of nonproliferation agreements and norms, like those perpetrated by Syria and Russia with their
chemical weapons use, to deter further violations and shore up nonproliferation regimes. Suspected vio-
lations must continue to be investigated and attributed—and perpetrators held to account. This often is
an unsatisfying endeavor given varying and always limited leverage over violators, but the effort must be
made if nonproliferation regimes are to be defended. Violators must be exposed, and costs imposed, even
if those penalties are unlikely to change the violators’ behavior, because the audience also includes other
potential violators. Positive responses need to be acknowledged (and rewarded if significant enough), and
succor withheld in their absence. Thus, for example, Russia should not be invited to rejoin the G7 after

being found to have employed chemical weapons for assassination on multiple occasions.

Fourth, the United States needs to reevaluate its approach to North Korea’s nuclear program.*' After
decades of trying, it is increasingly apparent that the United States and like-minded nations are not able, at
least at an acceptable cost, to compel or induce North Korea to eliminate a nuclear weapons program that
Pyongyang considers essential to its survival. In the meantime, North Korea’s nuclear weapons program
grows in size, sophistication, and the ways it may be wielded. The United States may need to accord more
emphasis to negotiating restrictions on the size and nature of the North Korean program than to insist-
ing on denuclearization, as it hitherto has been defined by the United States, even if the effect is de facto
acknowledgement of the program’s enduring nature. Steps toward that end already have been taken in the
summitry of the last two years and the continuing moratoria on North Korea’s nuclear weapons testing
and launches of long-range ballistic missiles. To suggest more flexibility on aims is not also to suggest a
lessening of military and other measures to deter, defend against, and pressure North Korea, which still
will be necessary to move Pyongyang toward agreeing on more achievable aims while hedging against the

possibility of failure.
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Fifth, the United States also needs to reevaluate its unilateral approach to preventing Iran from acquiring a
nuclear weapons capability. The most significant casualty of the United States’ withdrawal from the JCPOA
and re-imposition, and intensification, of economic sanctions has been the loss of a rare unified and coordi-
nated international effort to pressure Iran to rein in its nuclear program. Without it, Iran has more avenues
to enable it to endure unilateral U.S. pressure while continuing its objectionable behavior. All the major
powers agree Iran should not be allowed to develop nuclear weapons, and at least U.S. allies and partners
also agree that Iran’s other bad behavior (enabling the Assad regime, sponsoring terrorist organizations,
expanding its sway in the region, etc.) must be thwarted. Those aims are more likely to be achieved through
restoration of unified and coordinated action on the nuclear question. Having demonstrated it will act
unilaterally to punish Iran for a range of bad behavior, the United States should now refocus on how it can
come together with its erstwhile JCPOA partners on a new approach that will provide greater assurance
that Iran will never acquire a nuclear weapon. This should be more than the United States simply rejoining
JCPOA; Iran must also agree to more enduring and transparent limitations on its nuclear activity and a
process to address other issues. As with North Korea, the United States will need to maintain military and
other measures to deter, defend against, and pressure Iran to move Tehran toward agreement while guard-
ing against the possibility of failure.

Sixth, the United States must pay more attention to the dangerous combination of expanding nuclear
weapons programs and continuing, and periodically heightening, tensions in South Asia. While India-
Pakistan competition and tensions—the most likely spark for a nuclear exchange in the region and perhaps
anywhere in the world—currently do not involve the United States as directly as our competition and ten-
sions with our own nuclear-armed adversaries, it is fueled in part by U.S.-Chinese rivalry, which impacts
China’s nuclear posture, which in turn impacts India’s and Pakistan’s, resulting in a reverse loop effect. An
India-Pakistan conflict that escalates to the nuclear level not only would be an immense humanitarian
and environmental disaster that the United States could not ignore, but it would upset the United States’
growing investment in strategic alignment with India, along with Japan and Australia, to balance China’s

rising power.

Seventh, the United States needs to assess whether its expanding resort to financial sanctions in the pursuit of
parochial and controversial aims is counterproductive. Financial sanctions are a powerful policy instrument
for countering WMD proliferation as well as terrorism, human rights violations, and other national secu-
rity threats. Their power derives from the dominant position of the U.S. dollar, U.S. banking institutions,
and U.S. government in the international financial system. These sources of financial power also give the
United States, inter alia, an unparalleled ability to continue to finance large fiscal deficits and the way of life
enabled by such spending. If the United States is viewed by other international actors as abusing its domi-
nant position in the international financial system, such as penalizing their citizens and firms for engaging
in trade permitted under multilateral arrangements, they are more motivated to pursue workarounds to the
dollarized economy, which will undermine U.S. financial power over time and the many benefits that arise
from such power, including the ability to use it to counter WMD proliferation. This is already underway.
In its own long-term interest, the United States should be more judicious in the use of financial sanctions,
applying them for purposes shared by at least our key allies or in defense of critical national interests.
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Eighth, U.S. leaders need to consider carefully what it is prepared to go to war over with great power
rivals and ensure it has the U.S. public’s understanding and backing for doing so. This is especially
important in the Indo-Pacific theater, where the United States faces a rising peer rival with near-term
designs on territory and waters that are not self-evidently vital to the United States and where geography
and new types of conventional weapons may lead one or more great powers to wager that they can fight a
war without escalating to the nuclear level. If the United States enjoys clear conventional military superi-
ority and perhaps even poses a preemptive threat against China’s strategic nuclear deterrent, China is not
in a position to risk war by enforcing claims to sovereignty over disputed territory in the South and East
China Seas and over Taiwan. But the situation is increasingly contestable, and China may grow more
confident that the United States will not risk major war, and especially nuclear war, to defend interests
that China may consider self-evidently more important to it than to the United States. It certainly has
become more assertive in recent years in pressing its claims. If U.S. leaders consider the defense of its
interests in these areas vital enough to go to war with China, perhaps because of a Munich analogy (if
we do not stop China here, we will have do so later and elsewhere and at great risk and costs), it needs
to do more to impress that upon, not just China, but the U.S. public and regional allies, as well.*> The
case for war is not as self-evident as the defense of longstanding and more tangible interests in Europe,
Japan, South Korea, and Australia.

Ninth, the United States must remain at the forefront of developing, utilizing, and understanding the
national security implications of emerging and disruptive technologies, such as artificial intelligence,
biotechnology, quantum systems, and additive manufacturing, because these technologies may dramat-
ically impact the character of conflict, the economic fortunes of countries, and the balance of power in
the international system. Emerging and disruptive technologies probably will have both stabilizing and
destabilizing impacts on the development, acquisition, and use of WMD; the net impact cannot yet
be discerned and will depend on decisions made along the way. They may not be mature enough to be
amenable to control via international agreements, but arrangements that enhance transparency would be
helpful. With regard to biotechnology, an emerging technology of particular direct relevance to one type
of WMD, there is an evident requirement for the biological nonproliferation regime to have a science
and technology advisory body. Comparable to the OPCW’s Scientific Advisory Board, the body would
closely track and advise BWC states parties on the implications of biotechnology developments for the
proliferation and use of biological weapons and how they can most usefully be addressed.

Finally, this paper cannot conclude without a word on the longer-term implications of the coronavirus
pandemic, which currently is impacting so many aspects of life around the globe. This pandemic has again
demonstrated a harsh reality about biology that the human race has endured throughout its existence but
in a way and magnitude not experienced by most people alive today. It may provide added motivation
to some malign actors for the development and use of biological weapons against enemies, however they
may define them. At the same time, it has shown that pandemics are indiscriminate in their effect and are
as likely to disrupt or even devastate one’s friends as one’s adversaries. Fortunately, it also has shown how
new and emerging scientific and technological capabilities can be exploited to develop medical counter-
measures much faster than has been the case in the past. On balance, the net effect of the pandemic on
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the motivations and ability of malign actors to pursue and use biological weapons may prove to be minor,
though that is not to say that the threat is insignificant. Less ambiguously, the pandemic has accentuated
pre-existing deficiencies in international leadership and cooperation, but these are amenable to remedy

going forward. Hopefully, the world will long remember this pandemic and prepare better for future
ones, while otherwise moving on quickly once it subsides.
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the Intermediate-Range Nuclear Forces or INF Treaty, as well as antiship and antisubmarine missiles,
torpedoes, and depth charges.” It is not clear from General Ashley’s comments, or from many of the other
assessments of Russia’s nonstrategic nuclear forces, whether Russia will deploy these new delivery systems
with nuclear warheads. (Woolf, Russia’s Nuclear Weapons, 17)
Woolf, Russias Nuclear Weapons, 5-6. The United States currently is deploying low-yield nuclear warheads on some
of its submarine-launched ballistic missiles and also pursuing a new nuclear-armed ship-launched cruise missile to
disabuse any notion that Russia may have that it could use its theater-range, lower-yield nuclear weapons to con-
duct limited nuclear strikes in a regional war and the United States would be deterred from responding because it
could not do so in kind, but only with strategic-range, higher-yield weapons (Office of the Secretary of Defense,
Nuclear Posture Review 2018, February 2018, 17-18, https://dod.defense.gov/News/SpecialReports/2018Nuclear
PostureReview.aspx).
Dmitry Gorenburg, “An Emerging Strategic Partnership: Trends in Russia-China Mili-
tary Cooperation,” Wordpress.com, 29 April 2020, https://russiamil.wordpress.com/2020/04/29/
an-emerging-strategic-partnership-trends-in-russia-china-military-cooperation/.
Gorenburg, “An Emerging Strategic Partnership.”
The two Russian exercises were Vostok 2018 in Russia’s Far East and Zenstr 2019 in Russia’s central military district,
which differ from earlier Chinese participation in military exercises with Russian troops by their size and their focus
on traditional warfighting operations, vice nontraditional missions like counterterrorism, and disaster response.
(Yang, Zi Yang, “Vostok 2018: Russia and China’s Diverging Common Interests,” 7he Diplomat, 17 September 2018,
hteps://thediplomat.com/2018/09/vostok-2018-russia-and-chinas-diverging-common-interests/; and Holly Ellyatt,
“Russia conducts massive military drills with China, sending a message to the West,” CNBC, 17 September 2019,
https://www.cnbc.com/2019/09/17 /russia-conducts-tsentr-2019-military-exercises-with-china-and-india.html).
Andrew Osborn and Joyce Lee, “First Russian-Chinese air patrol in Asia-Pacific draws shots from
South Korea,” Reuters, 22 July 2019, https://www.reuters.com/article/us-southkorea-russia-aircraft/
first-russian-chinese-air-patrol-in-asia-pacific-draws-shots-from-south-korea-idUSKCN1UI072.
Scott Neuman, “As Relations with U.S. Sour, Xi Describes Putin as ‘Best Friend’ at Moscow Meeting,” NPR, 6 June
2019, https://www.npr.org/2019/06/06/730200317/as-relations-with-u-s-sour-xi-describes-putin-as-best-friend-at-
moscow-meeting.
For example, see Gorenburg, “An Emerging Strategic Partnership.” National Intelligence Council, Global Trends:
Paradox of Progress, NIC 2017-001, January 2017, pp. 35, 125, https://www.dni.gov/files/documents/nic/
GT-Full-Report.pdf; and Global Strategic Trends, 227-228.
Gorenburg, “An Emerging Strategic Partnership.”
qtd. in Vladimir Isachenkov, “Putin: Russia-China military alliance can’t be
ruled out,” Associated Press, 22 October 2020, https://apnews.com/article/
beijing-moscow-foreign-policy-russia-vladimir-putin-1d4b112d2fe8cb66192¢5225f4d614c4.
See, for example, Remarks by President Trump to the 74" Session of the United Nations General Assembly, United
Nations Headquarters, New York, NY, 24 September 2019, https://www.whitehouse.gov/briefings-statements/
remarks-president-trump-74th-session-united-nations-general-assembly/; and Office of the United States Trade
Representative, “FACT SHEET: The President’s Trade Agenda and Annual Report,” 1 March 2019, https://ustr.gov/
about-us/policy-offices/press-office/fact-sheets/2019/march/fact-sheet-president%E2%80%99s-trade-agenda-and.
National Security Strategy of the United States of America, The White House, December 2017, https://www.white
house.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf; and Summary of the 2018 National
Defense Strategy of the United States of America, U.S. Department of Defense, 2018, https://dod.defense.gov/
Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary. pdf.
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Joel Trachtman, “What Aspects of the WTO is the Trump Administration Targeting for Reform?,” Econofact.org,
28 January 2020, https://econofact.org/what-aspects-of-the-wto-is-the-trump-administration-targeting-for-reform
See Aaron Flaaen, and Justin Pierce (2019), “Disentangling the Effects of the 2018-2019 Tariffs on a Glob-

ally Connected U.S. Manufacturing Sector,” Finance and Economics Discussion Series 2019-086 (Wash-

ington: Board of Governors of the Federal Reserve System): pp. 1, 6-7, https://www.federalreserve.gov/
econres/feds/files/2019086pap.pdf; and Adam Taylor, “No president has used sanctions and tariffs quite

like Trump,” The Washington Post, 29 August 2018, https://www.washingtonpost.com/world/2018/08/29/
no-president-has-used-sanctions-tariffs-quite-like-trump/.

Concerning NATO, for example, President Trump called NATO obsolete during his 2016 presidential campaign
and, after becoming president, during a 15 January 2017 interview with the German newspaper Bild. He also
declined to explicitly affirm NATO’s Article 5 mutual defense guarantee during a 25 May 2017 NATO summit,
when he was widely expected to have done so; instead, he criticized other allies for failing to meet their defense
spending requirements. President Trump later told visiting NATO Secretary General Jens Stoltenberg on 12
April 2017 that NATO is no longer obsolete and stated his commitment to Article 5 during a visit to Poland
on 9 June 2017. New controversy arose on the Article 5 issue during an 18 July 2018 interview with Fox News
host Tucker Carlson when President Trump injected doubt as to his willingness to defend new NATO member
Montenegro (Cyra Master, “Trump tells German paper: NATO ‘obsolete’,” 7he Hill, 15 January 2017, https://
thehill.com/homenews/administration/314432-trump-nato-is-obsolete; Robbie Gramer, “Trump Discovers
Article 5 After Disastrous NATO Visit,” ForeignPolicy.com, 9 June 2017, https://foreignpolicy.com/2017/06/09/
trump-discovers-article-5-after-disastrous-nato-visit-brussels-visit-transatlantic-relationship-europe/; Rosie

Gray, “Trump Declines to Affirm NATO’s Article 5,” The Atlantic, 25 May 2017, hetps://www.theatlantic.
com/international/archive/2017/05/Trump-declines-to-affirm-natos-article-5/528129/; Jacob Pramuk, “Trump
endorses NATO’s mutual defense pact in Poland, after failing to do so on first European trip,” CNBC.com, 6
July 2017, https://www.cnbec.com/2017/07/06/trump-us-stands-firmly-behind-nato-article-5.html; “Trump
says Nato ‘no longer obsolete,” BBC, 12 April 2017, https://www.bbc.com/news/world-us-canada-39585029;
and Eileen Sullivan, “Trump Questions the Core of NATO: Mutual Defense, Including Montenegro,” 7he New
York Times, 18 July 2018, https://www.nytimes.com/2018/07/18/world/europe/trump-nato-self-defense-mon-
tenegro.html). Concerning the U.S.-ROK alliance, the Trump Administration demanded in 2019 a 50 percent
increase in what the ROK contributes to the costs of stationing U.S. troops in its country, while the ROK
offered only 13 percent. The impasse precluded a multi-year renewal of the governing, bilateral Special Mea-
sures Agreement (SMA), which lapsed at the end of 2019 and resulted in the furlough of more than 4,000
South Korean employees of U.S. Forces Korea (Lee Haye-ah, “U.S.-South Korea defense cost deal needs to be
‘fully acceptable’ to Moon, Trump—ofhicial,” Yonhap News Agency, 14 May 2020, https://en.yna.co.kr/view/
AEN20200515000251325). After a few months, the two sides agreed on another one-year extension under
which the ROK agreed to contribute an additional 8 percent (Paul McLeary, “Esper Stands by Korea, Taiwan —
But Offers Olive Branch to China,” BreakingDefense.com, 21 July 2020, https://breakingdefense.com/2020/07/
esper-stands-by-korea-taiwan-but-offers-olive-branch-to-china/). Concerning the U.S.-Japan alliance, there is
conflicting information as to whether the United States is seeking a large increase in Japanese contributions to
the costs of U.S. forces based in Japan, with former U.S. National Security Adviser John Bolton claiming that
President Trump demanded Japan pay $8 billion a year, up from $2.5 billion, while Japan’s Chief Cabinet Sec-
retary Yoshihide Suga denied Bolton’s claims (Seth Robson, “Japanese citizens feel anxious and concerned about
U.S. alliance, security experts says,” Stars and Stripes Online, 19 July 2020, hetps://www.stripes.com/news/pacific/

japanese-citizens-feel-anxious-and-concerned-about-us-alliance-security-expert-says-1.638097).
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See, for example, Anna Dimitrova, “The State of the Transatlantic Relationship in the Trump Era,” Policy Paper,
Fondation Robert Schuman, 4 February 2020, https://www.robert-schuman.eu/en/european-issues/0545-the-state-
of-the-transatlantic-relationship-in-the-trump-era.

NATO has set a target of 2 percent of gross domestic product for each member to spend on defense, which Germany
has failed to meet. President Trump’s decision to reduce the U.S. troop presence was not communicated in advance to
Bertlin, other NATO allies, or the U.S. Congress (Robert Burns, “Trump announces major troop cut in ‘delinquent’
Germany,” Associated Press, 15 June 2020, https://apnews.com/b4ac0b046a6be385b583a816e98f2240). Originally
announced as closer to a one-quarter reduction in the U.S. force presence in Germany, a 29 July 2020 speech by Sec-
retary of Defense Esper indicated that it would be a one-third reduction (from 36,000 to 24,000) (Mark Esper, “U.S.
European Command Force Posture Policy Press Conference: Secretary Esper’s Opening Statement (as prepared),” Sec-
retary of Defense Speech, U.S. Department of Defense, 29 July 2020, https://www.defense.gov/newsroom/Speeches/
Speech/Article/2292081/us-european-command-force-posture-policy-press-conference-secretary-espers-open/). Sec-
retary Esper said the force move was to “enhance our strategic flexibility and operational unpredictability.” Later that
day, President Trump again cast the reduction as a response to the level of German defense spending, tweeting: “Ger-
many pays Russia billions of dollars a year for Energy, and we are supposed to protect Germany from Russia. What's
that all about? Also, Germany is very delinquent in their 2% fee to NATO. We are therefore moving some troops out
of Germany!” (https://twitter.com/realdonaldtrump/status/1288620254130626561).

For example, Larry Hogan, Republican Governor of Maryland, recounted a private dinner that President Trump
had with the Republican Governors Association in February 2020, “Then [Trump] came out and gave one of his
unscripted rally speeches...I don't remember him mentioning the [corona]virus, but he talked about how much

he respected President Xi Jinping of China; how much he like playing golf with his buddy ‘Shinzo” [Abe, Prime
Minister of Japan]; how well he got along with North Korea dictator Kim Jong Un. Then, the jarring part: Trump
said he really didn’t like dealing with President Moon from South Korea. The South Koreans were ‘terrible people,’
he said, and he didn’t know why the United States had been protecting them all these years. “They don’t pay us,’
Trump complained” (Larry Hogan, “Fighting alone,” The Washington Post, p. B1, https://www.washingtonpost.com/
outlook/2020/07/16/larry-hogan-trump-coronavirus/?arc404=true). Also see Chris Cillizza and Brenna Williams,
“15 times Donald Trump praised authoritarian rulers,” CNN.com, 2 July 2019, https://www.cnn.com/2019/07/02/
politics/donald-trump-dictators-kim-jong-un-vladimir-putin/index.html; Tom Porter, ““Why shouldn’t I like him?’
Trump piled praise on Kim Jong Un in his first interview since their summit collapsed,” BusinessInsider.com, 1
March 2019, https://www.businessinsider.com/trump-praises-kim-jong-un-vietnam-summit-2019-3; Aime Wil-
liams and Valerie Hopkins, “Trump praises Hungary’s Orban in White House visit,” Financial Times, 13 May 2019,
https://www.ft.com/content/06f69c6c-75a8-11e9-bbad-7¢18c0ea0201; and “Trump Praises Erdogan Despite Inci-
dents of Violence Against Protestors,” VOA News, 21 September 2017, https://www.voanews.com/usa/us-politics/
trump-praises-erdogan-despite-incidents-violence-against-protesters.

Gramer, “Trump Discovers Article 5;” and “Trump says Nato ‘no longer obsolete.”

Matthew J. Burrows and Peter Engelke, Whar World Post-COVID-19? Three Scenarios (Washington, DC:

Atlantic Council, April 2020), 6, https://atlanticcouncil.org/content-series/shaping-post-covid-world-together/
what-world-post-covid-19-three-scenarios/.

Office of the Press Secretary, “FACT SHEET: U.S. Response to the Ebola Epidemic in West Africa,” The White
House, 16 September 2014, https://obamawhitehouse.archives.gov/the-press-office/2014/09/16/fact-sheet-us-
response-Ebola-epidemic-west-africa.

Burrows and Engelke, 6.

Donald J. Trump, Letter to Dr. Tedros Adhanom Ghebreyesus, Director-General of the World Health Organiza-
tion, The White House, 18 May 2018, https://www.whitehouse.gov/wp-content/uploads/2020/05/Tedros-Letter.
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pdf?tbclid=IwAR3716eg33gvIDfse0-iLERvoNLTGVpLNdt31uK_AEsSOMiFNZCJLxJkuds; and Sara Murray,
Zachary Cohen, Kylie Atwood, and Vivian Salama, “Trump administration informs Congtess it is withdrawing from
World Health Organization,” CNN.com, 7 July 2020, https://www.cnn.com/2020/07/07/politics/us-withdrawing-
world-trade-organization/index.html. Under the terms of its membership in the WHO, the United States’ withdrawal
will be effective one year after its 6 July 2020 formal withdrawal notification.

Emily Rauhala and Yasmeen Abutaleb, “U.S. says it won't join WHO-linked effort to develop, distribute coronavi-
rus vaccine,” The Washington Post, 2 September 2020, https://www.washingtonpost.com/world/coronavirus-
vaccine-trump/2020/09/01/b44b42be-€965-11ea-bf44-0d31c85838a5_story.html. On 9 October 2020, China
announced that it would participate (Gerry Shih and Emily Rauhala, “China joins WHO-backed vaccine plan

that White House spurned,” 7he Washington Post, 9 October 2020, https://www.washingtonpost.com/world/asia_
pacific/coronavirus-vaccine-china-covax-who/2020/10/08/cf4e1€96-09d2-11eb-8719-0df159d14794_story.html).
See, for example, Katrin Bennhold, ““Sadness’ and Disbelief from a World Missing American Leadership,” The New
York Times, 23 April 2020, https://www.nytimes.com/2020/04/23/world/europe/coronavirus-american-exception-
alism.html; and Kevin Rudd, “The world after covid-19, By invitation: Kevin Rudd on America, China and saving
the WHO,” The Economist Online, 15 April 2020, https://www.economist.com/by-invitation/2020/04/15/kevin-
rudd-on-america-china-and-saving-the-who. A Congressional Research Service report on the potential implications
of COVID-19 noted, “Some observers have focused on the possibility that the COVID-19 pandemic could cause
or accelerate a decline or erosion in the U.S-led liberal international order that has operated since World War II, in
the international institutions and norms that contribute to it, and consequently in global governance.” See Ronald
O’Rourke, Kathleen J. Mclnnis, and Michael Moodie, COVID-19: Potential Implications for International Security
Environment—QOverview of Issues and Further Reading for Congress, CRS Report R46336, Congressional Research
Service, p. 1, hteps://crsreports.congress.gov/ product/pdf/R/R46336.

Emily Rauhala and Karen DeYoung, “U.S. experts at WHO chronicled virus’s rise,” 7he Washington Post, 20 April
2020, p. Al, https://www.washingtonpost.com/world/national-security/americans-at-world-health-organization-
transmitted-real-time-information-about-coronavirus-to-trump-administration/2020/04/19/951c77fa-818c-11ea-904
0-68981f488ced_story.html.

Transatlantic Trends 2020, Bertelsmann Foundation, The German Marshall Fund of the United States, and Institut
Montaigne, 2020, p. 9, hteps://www.gmfus.org/sites/default/files/ TT20_Final.pdf.

Transatlantic Trends 2020, 18.

Malcolm Chalmers and Will Jesset, Defence and the Integrated Review: A Testing Time, RUSI Whitehall Report 2-20
(London: Royal United Services Institute for Defence and Security Studies, March 2020), p. 3, https://rusi.org/
publication/whitehall-reports/defence-and-integrated-review-testing-time.

Another perspective on the loosening of U.S. ties to its post-World War II allies and security partners is provided
in a RAND report, which observes: “U.S. adversaries—China, Russia, Iran, North Korea, and terrorist groups—
likely will remain constant [between now and 2030], but U.S. allies are liable to change as Europe becomes
increasingly fragmented and inward-looking and as Asia reacts to the rise of China” (Peering into the Crystal

Ball, 16).

The role of the United States in dissuading nuclear and other WMD proliferation is discussed throughout the 2014
paper, particularly pages 13, 17, 33, and 38-40. Also see, for example, Pete McKenzie, “America’s Allies are Becom-
ing Nuclear Proliferation Threat,“ DefenseOne.com, 25 March 2020, https://www.defenseone.com/threats/2020/03/
americas-allies-are-becoming-nuclear-proliferation-threat/164057/; and Eric Brewer, Toward a More Proliferated
World? The Geopolitical Forces thatr Will Shape the Spread of Nuclear Weapons, a joint product of the Center for a New
American Security and the Center for Strategic and International Studies, September 2020, pp. 16-18, https://

www.csis.org/analysis/toward-more-proliferated-world.
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ters, 4 September 2019, https://www.reuters.com/article/us-turkey-nuclear-erdogan/
erdogan-says-its-unacceptable-that-turkey-cant-have-nuclear-weapons-idUSKCN1VP2QN

Michelle Ye Hee Lee, “More than ever, South Koreans want their own nuclear weapons,” The Washington Post, 13
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Under Abe, the role of Japan’s Self Defense Forces was broadened from strict defense of the Japan’s home

islands to participation in aspects of collective defense, especially with the United States (John Grady,

“Panel: Japan’s Next Prime Minister Will Continue to Grow Self-Defense Force, Military Ties to U.S.,”

USNI News, United States Naval Institute, 2 September 2020, https://news.usni.org/2020/09/02/
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Department of Defence, 2020 Defence Strategic Update, Australian Government, 2020, section 2.22, p. 27, https://www
.defence.gov.au/StrategicUpdate-2020/docs/2020_Defence_Strategic_Update.pdf. For an interesting discussion of the
new language, see Rod Lyon, “Defence update signals Australia’s waning faith in US extended deterrence,” The Strategist,
6 July 2020, https://www.aspistrategist.org.au/defence-update-signals-australias-waning-faith-in-us-extended-deterrence/.
North Atlantic Treaty Organization, “NATO Secretary General announces increased defense spending by allies,”
press release, 29 November 2019, https://www.nato.int/cps/en/natohq/news_171458 htm.

The full name of the INF treaty is Treaty between the United States of America and the Union of Soviet Socialist
Republics on the Elimination of Their Intermediate-Range and Shorter-Range Missiles (https://2009-2017 .state.
gov/t/avc/trty/102360.htm).

The United States and its NATO allies agree that Russia’s testing of its IM729 (SCC-8) ground-launched cruise
missile in excess of the ranges permitted by the INF Treaty constituted a material breach of the agreement (North
Atlantic Council, Statement by the North Atlantic Council on the Intermediate-Range Nuclear Forces Treaty, North
Atlantic Treaty Organization, 2 August 2019, https://www.nato.int/cps/en/natohqg/official_texts_168164.htm).

The Open Skies Treaty is known more formally as the Treaty of Open Skies (https://www.osce.org/files/f/documents/
1/5/14127.pdf).

The United States objected to Russia’s selective interpretation of the treaty over the course of years, which included
denying overflight of certain parts of Russian territory and bordering areas. A more complete explanation can be
found in Bureau of Arms Control, Compliance and Verification, 2020 Adherence to and Compliance with Arms
Control, Nonproliferation, and Disarmament Agreements and Commitments, Washington, DC: U.S. Department

of State, April 2020, Part IV, https://www.state.gov/2020-adherence-to-and-compliance-with-arms-control-
nonproliferation-and-disarmament-agreements-and-commitments-compliance-report-2/; and Michael R. Pompeo,
“On the Treaty on Open Skies,” press statement, U.S. Department of State, 21 May 2020, https://www.state.gov/
on-the-treaty-on-open-skies/.

The CTBT is more formally known as the Comprehensive Nuclear-Test-Ban Treaty (https://www.ctbto.org/file
admin/content/treaty/treaty_text.pdf). The states negotiating the CTBT publicly stated their concurrence that
“zero-yield” would be the standard under the CTBT, but the standard was not written into the treaty. In its 2020
Compliance Report, the U.S. Department of State expressed concern that China was not adhering to the zero-yield
standard and indicated that Russia demonstrated it had not adhered to it (Bureau of Arms Control, Compliance
and Verification, 2020 Adherence to and Compliance with Arms Control, Nonproliferation, and Disarmament Agree-
ments and Commitments, pp. 49-51, https://www.state.gov/2020-adherence-to-and-compliance-with-arms-control-
nonproliferation-and-disarmament-agreements-and-commitments-compliance-report-2/).

Resuming nuclear testing reportedly was discussed at a 15 May 2020 meeting of senior U.S. national security
officials (John Hudson and Paul Sonner, “Trump administration discussed conducting first U.S. nuclear test in
decades,” The Washington Post, 22 May 2020, https://www.washingtonpost.com/national-security/trump-
administration-discussed-conducting-first-us-nuclear-test-in-decades/2020/05/22/a805c904-9c5b-11ea-b60c-
3be060a4f8el_story.html). In apparent reaction to such reports, the U.S. House of Representatives and Senate
each included language on nuclear testing in their respective versions of the National Defense Authorization Act
for Fiscal Year 2021. The House version (H.R. 6395, section 3121, https://www.congress.gov/bill/116th-congress/
house-bill/6395/text) prohibits the use of any funds available in fiscal year 2021 for nuclear weapons testing. In
contrast, the Senate version (S. 4049, sec. 3167, https://www.congress.gov/bill/116th-congress/senate-bill/4049/
text) authorizes $10 million for reducing the time required to execute a nuclear test, if one is necessary. The final
version of the 2021 defense authorization bill is not expected to be acted upon by Congress until after the 3
November 2020 elections.

The full name of the New START treaty is Treaty between the United States of America and the Russia Federation
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on Measures on the Further Reduction and Limitation on Strategic Offensive Arms (https://2009-2017 .state.gov/
documents/organization/140035.pdf).

In 2002, the United States withdrew from another pillar of nuclear arms control, the 1972 Anti-Ballistic Missile
(ABM) Treaty, after concluding that the ballistic missile threat had changed and new technological opportunities
had emerged to defend against an emerging long-range ballistic missile threat from rogue states.

New START entered into force on 5 February 2011, hteps://www.state.gov/new-start/. Per Article XIV, paragraph
2, the treaty shall remain in force for 10 years and the parties can agree to extend it for not more than five addi-
tional years (https://2009-2017.state.gov/documents/organization/140035.pdf).

Andrey Ostroukh, “Putin says Russia ready to extend New START nuclear arms treaty,”

Reuters, 5 December 2019, https://www.reuters.com/article/us-russia-usa-missiles/
putin-says-russia-ready-to-extend-new-start-nuclear-arms-treaty-idUSKBN1Y923K.

Marshall Billingslea and Tim Morrison, “Special Presidential Envoy Marshall Billingslea on the Future of

Nuclear Arms Control,” Transcript of Discussion, Hudson Institute, 21 May 2020, https://www.hudson.org/
research/16062-transcript-special-presidential-envoy-marshall-billingslea-on-the-future-of-nuclear-arms-control.
John Hudson and Isabelle Khurshudyan, “Trump administration and Russia near deal to freeze nuclear warheads,
extend New START pact,” The Washington Post, 20 October 2020, https://www.washingtonpost.com/world/russia-
ready-to-freeze-total-number-of-warheads-for-one-year-to-extend-nuclear-pact-with-us/2020/10/20/2c0b06c0-
12bc-11eb-a258-614acf2b906d_story.html.

In 1972, the United States and Soviet Union signed the Anti-Ballistic Missile (AMB) Treaty and the interim Strate-
gic Arms Limitation Talks (SALT) agreement.

The term “next generation arms control” appears in a presentation by the Honorable Christopher Ford, Assistant
Secretary for International Security and Nonproliferation and, as of May 2020, also acting as the Under Secretary
for Arms Control and International Security at the U.S. Department of State. (Christopher A. Ford, “U.S. Priorities
for ‘Next-Generation Arms Control,” Arms Control and International Security Papers, U.S. Department of State 1,
no. 1 (6 April 2020), https://www.state.gov/wp-content/uploads/2020/04/T-paper-series-1-Arms-Control-2.pdf).
In 1991, U.S. President George H.W. Bush and Soviet President Gorbachev each pledged to eliminate most of
their nonstrategic nuclear weapons, a set of unilateral but coordinated pledges known as the 1991 Presidential
Nuclear Initiatives (PNI). Following the dissolution of the Soviet Union a few months later, new Russian Federa-
tion President Yeltsin said he would continue to implement Gorbachev’s reductions and elaborated his own. While
the United States moved quickly to execute its reductions, Russia moved more slowly, and the status of the non-
strategic weapons on its territory (as opposed to those that had been based in other parts of the Warsaw Pact and
Soviet Union) remains uncertain. It is estimated that Russia maintains between 1,000 and 6,000 (the 2018 Nuclear
Posture Review refers to up to 2,000) NSNW of various types, as compared to roughly 500, all gravity bombs,
reportedly possessed by the United States, of which roughly 200 reportedly are deployed at bases in Europe (Amy
E Woolf, Nonstrategic Nuclear Weapons, CRS Report R1L32572, Congressional Research Service, pp. 12-14, 26-28,
hteps://crsreports.congress.gov/product/ pdf/RL/RL32572). In May 2002, U.S. special envoy for arms control Mar-
shall Billingslea called on Russia to fulfill its PNI commitments (Billingslea and Morrison, p. 43).

Of its new strategic systems under development, Russia has acknowledged that the heavy ICBM (SARMAT)

and hypersonic glide vehicle (AVANGARD) would be subject to New START rules (if still in force) as deployed,
but not its nuclear-propelled intercontinental torpedo (POSEIDON) or its nuclear-propelled cruise missile
(BUREVESTNIK), although these last two are unlikely to be deployed, if even successfully developed, before an
extended New START treaty expires in 2026. The KHINZAL air-launched ballistic missile may or may not be
accountable depending on whether the aircraft from which it is launched is accountable (Billingslea and Morrison,

3; Ford, “U.S. Priorities for ‘Next-Generation Arms Control;” and Andrey Baklitskiy, “Mapping Out an Agenda
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Hersman, Claeys, and Jabbari, 13-14.
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