Measuring and Mitigating Organizational-Culture Vulnerabilities to Reduce
Insider Risk

RESEARCH FOCUS TAKEAWAYS: MEASURES & MITIGATORS CASE EXAMPLES
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Definitions  How valued do workforce members feel?
 Bundled Deterrence: Combination of positive and negative deterrence mitigators * How accountableis the organization perceived to be? - Perceived inefficient and ineffective complaint resolution.

to reduce the likelihood workforce members will engage in insider threat
Fig 2: Measures of organizational-culture vulnerabilities (Clayton, 2019) (Eisenberger, 2011). Measures can be assessed via

behaviors. surveys, focus groups, interviews, and via operational process timing (e.g., response times).

 Organizational-Culture Vulnerabilities: Factors associated with an organization’s Lack of Accountability
norms and behaviors which make it susceptible to insider incidents .

The insider was a foreign currency trader for a financial institution. An acquisition of
the company made the insider's supervision ambiguous. Their responsibilities were

O rga n izati 0 n al -cu Itu re Vu I n e ra bi I iti es a re to collect and trade assets in order to generate profits. The yearly bonus was tied to

the profit produced. They executed a complexfraudscheme convincing other

METHODOLOGY

employees not to track the insider's trades and validate them. The companydid not

manageable factors that can be measured and

recordtrading phonecalls and remote access was usedto continue the fraud.
Case Study Analysis: Investigated 1,500 cases of prosecuted insider threat

incidents to find organizational/cultural vulnerabilities which can be measured and to protect agai nst iHSider riSk.

mitigated.

* Perceivedambiguous management.

Literature Review: Surveyed multiple resourcesto find measures of organizational

Harassmentand Hostility

culture vulnerabilities linked to insider threat observables and to find positive and
negative deterrence practices associated with mitigating insider threats. Research A forejen national employed as a systems analyst, database administrator, and
examined literature around Perceived Organizational Support (POS),

) o project manager for a government entity filed a complaintwith Human Resources
Counterproductive Workplace Behaviors (CWBs), and Employee Deviance. Negatlve Deterrence Positive Deterrence

(HR) against theirsupervisorfor harassment and discrimination. The insider’s work
performance declined andtheyresigned, taking a position with another government

Incident Stories in Wellness Stories in entity. Their negative performance reviews were sentto theirnew employer. They
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organization, whereas positive deterrence attempts to attract the workforce to act in the interests ofthe organization.
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