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Abstract

Future national security can be strengthened by verifying and securing the quan-
tum computing supply chain. This dissertation proposes physically unclonable char-
acteristics (PUCs), a method of quantum hardware verification inspired by classical
physically unclonable functions, for future application to quantum processors imple-
mented with transmon qubits. Qualitative and quantitative analysis is provided on
the development of PUCs, including identifying qubit characteristics and qubit dis-
crimination methods suitable for PUCs. Characteristics tested on IBM Quantum
services include T1 and T2 coherence times, single-qubit and multi-qubit gate error
rates, readout error rates, quantum process tomography metrics, and random bench-
marking metrics. Results show that non-parametric qubit discrimination methods
are best-suited for the characteristics tested, but require refinement before real-world

implementation can be achieved.
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PHYSICALLY UNCLONABLE CHARACTERISTICS
FOR VERIFICATION OF TRANSMON-BASED QUANTUM COMPUTERS

I. Introduction

1.1 Motivation

Advanced computing capabilities that are being enabled by quantum comput-
ing will facilitate significant technological improvements across multiple industries,
including machine learning for decision support and training, simulation for phar-
maceuticals and materials, and optimization for logistics and financial services [82].
Most notably, quantum computing advancements will provide exciting possibilities
for the Department of Defense (DoD) to provide additional capabilities for hardware
verification in support of national security. In fact, the 2018 National Defense Strat-
egy identifies advanced computing as a technology “that will ensure we will be able
to fight and win the wars of the future” [116]. As a result, the DoD is investing in the
advancement of quantum computing technologies, as indicated by R. Cohen’s FY-20
Program Objective Memorandum [60].

Quantum computing, which has been described as a “disruptive technology” by
Dr. Michael Hayduk!, Deputy Director, Air Force Research Laboratory Information
Directorate, would enable improvement of many warfighting applications, including
secure communications and GPS-denied navigation [42, 73]. However, if an adversary
can gain knowledge from unintended information leakage in quantum computing sys-

tems, sensitive communications may no longer be secure. Likewise, if an adversary

!Dr. Hayduk was a Division Chief within the Air Force Research Laboratory at the time of his
comment.



can change the design or fabrication of quantum computing hardware implemented in
navigation systems, secure missions may become compromised or thwarted through
adversarial acquisition of asset location, inaccurate navigation calculations, or spoof-
ing of location data.

It has been established that classical computing systems need to be hardware
verified and secured as part of ensuring the systems’ trustworthiness [40]. Counter-
feit and tampered hardware can lead to unauthorized access to high-value corporate
secrets and sensitive government networks. Such unauthorized access was recently
observed in 2018 when it was reported that unauthorized Chinese microchips had af-
fected server motherboards utilized by almost 30 companies, including a major bank,
government contractors, Apple, and Amazon [138].

This work seeks to apply the concept of hardware verification and security to
quantum computing systems as part of ensuring quantum computing systems’ trust-
worthiness, especially in the current climate of supply chain vulnerability that jeop-
ardizes technology leadership [130]. Early consideration as quantum systems are
being created and developed will enable quantum hardware verification and security
development to keep pace with quantum system development and to avoid pitfalls
experienced with classical computing system development [125].

In this work, the phrase “hardware verification” refers to the process by which one
ensures that a fabricated computing system is not counterfeit and is free of malicious
insertions or modifications [98]. Although the phrase “hardware security” often en-
compasses the concept of “hardware verification” [66], in this work, the definition of
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“hardware security” is limited to the concept of ensuring a system (that is either as-
sumed or verified to be free of malicious insertions or modifications) does not provide
any unintended information to the adversary post-fabrication.

The main contribution of this work to the literature is the proposal of new ap-



proaches for the verification of transmon quantum computers and the initial devel-
opment of physically unclonable characteristics (PUCs), the application of physi-
cally unclonable functions (PUFs) to transmon quantum computers. Results of this
work show greatest potential for the one-dimensional Kolmogorov-Smirnov (KS) test,
multi-dimensional KS test, and Jensen-Shannon divergence (JSD) test (with binning
algorithms that do not assume normally distributed data) to function in PUCs for a

variety of qubit characteristics.

1.2 Problem Description

It has been established that, like classical computers, quantum computers need
to be hardware verified and secured [125]. Effective quantum hardware verification
and security methods do not currently exist to my knowledge? [53], and the process
of developing these methods is expansive in breadth. Many different types of quan-
tum computer implementations are in development, which require different types of
verification and security techniques to suit each implementation.

One proposed first step towards developing quantum hardware verification and se-
curity techniques is to investigate the techniques that exist for classical components
and determine to what extent they apply to quantum components. It is possible
that some techniques are directly applicable; some will need modification; and others
will be completely inapplicable. Additionally, quantum computers may likely intro-
duce uniquely quantum vulnerabilities, and entirely new techniques will need to be
developed.

While the scope of the problem described above is appropriate for an entire com-

munity of researchers over many years, the main premise of this work is to begin the

2Chong has suggested some ideas for functional verification through simulation, but concludes
that this type of verification is severely limited by the number of qubits, and there remains “a strong
need for a methodology for verifying the correctness of both quantum software and hardware” [53].



process of applying classical hardware verification and security methods to quantum
computers. The first step is to provide a framework for evaluating the extent to
which a given classical method applies to a quantum computer with a given qubit
implementation. Preliminary evaluations of potential applications and limitations are
conducted within this framework for a subset of classical methods and for the silicon
spin and transmon qubit implementations (Part A). Next, PUCs, the application of
PUF's to transmon quantum computers, are developed (Part B).

The problem description for PUCs begins with the acknowledgment that PUFs
do not directly apply to the transmon processor (more details in Chapter II), but
they do follow a cause-and-effect paradigm, where the causes are fabrication varia-
tions, and the effect is inter-chip variation in performance parameters. The object of
verification for PUFs is a function of performance characteristics (that is, bit value
output from an arbiter is a function of path delay). Similarly, the causes for PUCs
are fabrication variations and noise, and the effects are inter-qubit and intra-qubit
for PUCs are the performance

performance variations. The objects of verification

characteristics themselves.

PUFs PUCs
Cause-and-Effect Cause = fabrication varia- | Cause = fabrication varia-
Paradigm tions tions and noise

Effect = inter-chip vari- | Effect = inter-qubit and

ation in performance pa-
rameters

intra-qubit  performance

variations

Object of Identifi-
cation

Function of performance
characteristics (that is, bit
value output from an ar-
biter is a function of path
delay)

Performance characteris-
tics

Table 1: Cause-and-effect Paradigm for PUFs and PUCs (reproduced from [94])

The role of PUFs is to contribute to supply chain security by serving as a technique

to track and verify classical components [156]. An objective for PUCs is to serve in
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Figure 1: IBM superconducting quantum processor (reproduced from [63]). The
image features a solid-state chip, where the five “squares” are the transmon qubits
and the “squiggles” are waveguide resonators.

the same role for the quantum computing domain. Consider the situation shown in
Fig. 2 in which a manufacturer fabricates a transmon processor, collects N; sets of
characteristic data for each qubit (one set each day from Day 1 through Day N;),
and sends the processor and characteristic data to a customer at the next stage of
the supply chain through separate channels. After the processor is delivered to the
customer, the customer collects Ny sets of characteristic data (one set each day from
Day N; + 1 through Day N; + Ny). The customer then compares their data to the
manufacturer’s data using PUCs to ensure that a third party did not change or replace
the processor.

Once PUCs develop to the point of real-world implementation, other use cases for
PUCs can be considered. For example, once PUCs have advanced enough to account
for the minor physical changes that occur during chip maintenance sessions, PUCs
can function to verify the chip throughout the lifetime of the chip rather than just

the initial deployment of a chip. For example, if a company owning a transmon-



based quantum computer were to hire a third party to perform maintenance on the
computer, the owner could use PUCs to verify that the third party did not tamper

with or replace the processor during the maintenance session.

Figure 2: Concept diagram of use case scenario for PUCs proposed in this research

1.3 Research Objectives

The research is organized into Parts A and B. The research objective of Part A
is to determine potential applications of current hardware verification and security
techniques to emerging quantum computing technologies. This process requires a
survey of the state-of-the-art in both areas, and the establishment of a framework for
evaluating the relationships.

The research objective of Part B is to begin the process of developing and evalu-
ating PUCs for transmon-based processors. The process of developing PUCs includes
selecting and testing different characteristics (or combinations of characteristics) and
selecting and testing qubit discrimination methods. PUCs are evaluated using the

metrics of probability of detection (PD) and probability of false alarm (PFA).

1.3.1 Literature Review Questions and Research Questions

As few publications exist on the topic of hardware verification or security for
quantum computing technologies (aside from those by Arapinis et al. [46], Chong [53],

and Naveh et al. [125]), the central question for this research is as follows: How can



quantum computing technologies be hardware verified and secured? All literature
review questions and research questions for Part A and Part B contribute to exploring

this central question.

1.3.1.1 Part A — Determine Potential Applications

The literature review questions and research questions for Part A are intended
a) to prompt a survey of the fields of quantum computing technologies and classical
hardware verification/security techniques and b) to prompt consideration of the ap-
plications and limitations of relationships between the two fields. The questions are

as follows:

e Literature Review Question A-1: What are current state-of-the-art hardware

verification and security methods?

e Literature Review Question A-2: What are the current state-of-the-art quantum

computing implementations?

e Research Question A-1: How might the techniques identified in Literature Re-
view Question A-1 be applied to verification and security of the quantum com-

puting systems identified in Literature Review Question A-27

The scope of this document is limited to responding to the literature review and
research questions above. However, the continued pursuit of developing quantum
hardware verification and security requires additional research questions. These ad-

ditional questions are:

e What vulnerabilities are inherent in quantum computing systems? Are any of
these vulnerabilities unique? For example, are there vulnerabilities related to

quantum noise [158] or the Aharonov-Bohm effect [144]7



e What new quantum hardware verification and security techniques can prevent

the exploitation of these vulnerabilities?

1.3.1.2 Part B — Develop PUCs

The research questions for Part B are intended to guide the development of phys-

ically unclonable characteristics (PUCs). The questions are as follows:

e Literature Review Question B-1: What characteristics are used to describe
individual qubits for transmon processors? What characteristics are used to

describe sets of qubits for transmon processors?

e Literature Review Question B-2: What techniques exist to perform qubit dis-

crimination?

e Research Question B-1: How can the underlying concept of the PUF be applied

to a transmon-based quantum processor?

e Research Question B-2: Which characteristics identified in Literature Review

Question B-1 are best suited for PUCs?

e Research Question B-3: Which techniques identified in Literature Review Ques-

tion B-2 are most effective as qubit discrimination methods for PUCs?

e Research Question B-4: What obstacles exist in the development of PUCs and

how can they be overcome?

The scope of this document includes responses to each of the literature review and
research questions for Part B. However, the responses are not fully comprehensive,
and additional answers to each of the questions require exploration beyond the scope

of this document.



1.4 Contributions
The contributions of the research in this dissertation are listed below:

1. A foundation® for exploring the relationships (applications and limitations) be-
tween classical hardware verification and security techniques and quantum com-

puting systems with differing qubit implementations (Part A).

2. A proposal to include radio-frequency (RF) distinct native attributes (DNA)

(RF-DNA) [111] for future applications in transmon-based processors (Part A).

3. A proposal of physically unclonable characteristics (PUCs) for future applica-

tion to transmon-based processors (Part B).

4. An evaluation of different qubit characteristics, discrimination methods, and

data conditioning methods for application to PUCs (Part B).

1.5 Scope

As previously stated, the scope of the quantum hardware verification and security
problem is appropriate for an entire community of researchers over many years. This
section summarizes the scope (including the assumptions and limitations) of this
research as a contribution to the community effort to verify and secure quantum
hardware.

The scope of Part A is restricted to a high-level comprehensive (but not exhaus-
tive) survey of emerging quantum computing implementations, classical hardware
verification methods, and classical security methods. It additionally includes a pre-
liminary analysis of the relationships between a subset of quantum computing im-

plementations and a subset of classical hardware verification and security methods.

3This foundation is provided in the form of a list of metrics used in evaluation tables. Please
refer to Sections 3.2.3 and 4.2.3 for details.



An in-depth analysis of the relationships is beyond the scope of this work, except for
the relationships between PUFs, RF-DNA, and the transmon qubit. Furthermore,
research into vulnerabilities introduced by quantum computing systems and the devel-
opment of new quantum techniques to prevent the exploitation of these vulnerabilities
fall outside the scope of this work.

The scope of Part B is limited to evaluating the suitability of a subset of charac-
teristics and a subset of qubit discrimination methods for application to PUCs. Due
to the unavailability of data provided by a manufacturer or customer as described
in the use case, the scope is additionally limited by using data collected through the
IBM Quantum Experience [41] to simulate a manufacturer’s and customer’s data.
Furthermore, the following assumptions related to the use case apply to the analysis

for Part B:

1. The manufacturer is trusted.

2. The manufacturer’s characteristic data is trusted and secure through customer

receipt.

3. The characteristic data is stored securely while in possession of both the cus-

tomer and the manufacturer.

4. The future production process of transmon processors will be similar to the

current production process of classical processors.

5. Differences between the manufacturer’s testing conditions/control equipment

and the customer’s testing conditions/control equipment are negligible.

6. Only negligible physical changes to the transmon chip occur throughout the

verification process.
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1.6 Implementation

1.6.1 Part A — Determine Potential Applications

Implementation for Part A of the research involves three parts:

e Part A1l — Survey state-of-the-art classical hardware verification and security

techniques
e Part A2 — Survey state-of-the-art quantum computing technologies

e Part A3 — Evaluate the relationships between a subset of hardware verifica-

tion/security techniques and a subset of quantum computing technologies

Future implementation for Part A (not within the scope of this dissertation) will
involve the evaluation of the remaining relationships between classical hardware veri-
fication /security techniques and qubit implementations. Furthermore, it will investi-
gate and address verification /security measures for new vulnerabilities introduced by

quantum computing systems.

1.6.2 Part B — Develop PUCs

Implementation for Part B, which encompasses the preliminary development of
PUCs, also falls into three parts. In Part B1, best-fit distribution types are determined
for the PUC characteristics of T1 coherence times, T2 coherence times, single-qubit
gate error rates, multi-qubit gate error rates, readout error rates, and metrics obtained
by quantum process tomography and randomized benchmarking.

In Part B2, outlier removal and data set truncation are tested as methods to reduce
sampling errors. In Part B3, the t-test, one-dimensional KS test, JSD test, quadratic
discriminant analysis (QDA) test, and two-dimensional KS test are evaluated as qubit

discrimination methods for each of the characteristics.

11



1.7 Results

1.7.1 Part A — Determine Potential Applications

Results of this dissertation research have yielded an evaluation of the relationships
between a subset of the hardware verification/security techniques (low power visual
inspection, scanning electron microscopy (exterior), scanning electron microscopy (in-
terior), x-ray fluorescence, gate-/transistor-level analysis, temperature cycling, DC
power consumption test, functional verification, path delay fault test, PUF imple-
mentations, passive/active/reconfigurable hardware obfuscation, optical dissimula-
tion, self-destruction, uniform timing for all operations, adding noise to the power line,
power line filtering, power supply shielding, uniform power consumption, transistor-
and gate-level secure logic, dynamic reconfiguration, temporal desynchronization, and
spatial jamming) and a subset of the qubit implementations (silicon spin and trans-
mon). The most notable result is the identification that RF-DNA and PUFs are

applicable with modifications to transmon processors.

1.7.2 Part B — Develop PUCs

In Part B1, results indicate that the distribution types vary across each of the
characteristics, with individual characteristics often having more than one “best-fit”
distribution type. Although an initial analysis is performed for each characteristic to
understand the results and/or identify interesting areas requiring additional research
and analysis, the most important result from Part B1 is the identification that none
of the characteristics are normally distributed.

Results for Part B2 show that data set truncation, which ensures that data sets
only include data points collected between two consecutive maintenance sessions,
eliminates most sampling errors and will be a continued data conditioning method.

Outlier removal is observed in this section to have little impact on reducing sampling

12



error rates, and since the validity of outlier removal is uncertain, it is discontinued
as a data conditioning method except for the outliers of multi-qubit gate error rate
data points equal to 1, which are confirmed true outliers.

Part B3 results show that for single-qubit and multi-qubit gate error rates, the
KS test has better PD but worse PFA results compared with the corresponding t-
test results. For the readout error rate characteristic, the KS test provides better
PD and PFA results than the ¢-test. Poor results in areas of balanced PD and PFA
performance for JSD tests reveal the need for bin selection rules that do not assume
normally distributed data. High PFA in conjunction with high PD values for QDA
tests indicate that the QDA test is not appropriate for PUCs since QDA assumes
multivariate normality, but the data are not normally distributed according to Part
B1 results. The two-dimensional KS test results in overfitting for the majority of
characteristic pairs, and underfitting for other characteristic pairs, indicating that

the two-dimensional KS test requires more refining.
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II. Background and Literature Review

This background and literature review chapter explores topics that are related
to classical hardware verification and security techniques (Section 2.1.1), emerging
quantum computing technologies (Section 2.1.3), transmon characteristics for physi-
cally unclonable characteristics (PUCs) (Section 2.2.1), and other related works (Sec-
tion 2.2.4). Background information on topics related to sampling error rate reduction
and qubit discrimination are deferred to Chapter III. The information is organized

into subsections that correspond to the identified parts of this research.

2.1 Part A — Determine Potential Applications

2.1.1 Part Al — Survey the State-of-the-Art Classical Hardware Ver-

ification And Security Techniques
2.1.1.1 State-of-the-Art Classical Hardware Verification Techniques

Hardware verification techniques implemented by Defense Advanced Research
Projects Agency (DARPA) TRUST and similar programs [40] have taken on many
different forms with the evolving sophistication of counterfeiting techniques. Be-
ginning with visual inspection of parts, verification techniques have included DC
bias testing and failure analysis, functional testing, physically unclonable function
(PUF) implementations, gate- and transistor-level testing [39, 61, 74], topological
constraints, [91, 92, 95], radio-frequency (RF) distinct native attributes (DNA) (RF-
DNA) fingerprinting [58], and dynamic power analysis [68]. Many of the different
forms of hardware verification techniques are organized into a taxonomy [86, 156]

and summarized below.

Physical Inspection Techniques

14



Incoming Inspection — Low power visual inspection, X-Ray imaging

Exterior Tests — Blacktop testing, microblast analysis, package configuration
and dimension analysis, scanning acoustic microscopy (SAM), scanning electron

microscopy (SEM)

Interior Tests — Optical inspection, wire pull, die shear (hermetic devices), ball

shear, SAM, SEM

Material Analysis — X-Ray fluorescence (XRF), Fourier transform infrared spec-
troscopy (FTIR), ion chromatography (IO), Raman spectroscopy, energy dis-

persive spectroscopy (EDS)
Connectivity Analysis — Gate-/transistor-level analysis, topological constraints

Miscellaneous - Temperature cycling, hermeticity testing

Electrical Inspection Techniques

Parametric Tests — DC contact test, DC power consumption test, DC leakage
test, DC output short current test, DC output drive current test, DC threshold
test, DC bias test, AC propagation delay test, AC set up / hold time test, AC

access time test, AC rise/fall time test

Functional Tests — Functional verification, memory march test, microprocessor

functional Fmax analysis

Structural Tests — Stuck-at fault test, transition delay fault test, path delay

fault test

Burn-In Test

15



Identification Techniques

e Chip ID — PUF implementations, RF-DNA, hardware metering, secure split
test (SST), combating die/IC recovery (CDIR), poly fuse-based technology for

recording usage time, electronic chip ID (ECID)
e Package ID — DNA markings, nano-rods, magnetic PUFs.

A subset of the hardware verification techniques is described below. One technique
from each category of inspections is selected to provide an introduction to the full

scope of hardware verification tests.

Physical Inspection Techniques

Incoming Inspection

e Low Power Visual Inspection — Generally the first verification test performed,
low-power visual inspection verifies that the component’s packaging is undam-
aged and originates from the original component manufacturer (OCM). Addi-
tionally, it verifies that all shipping labels and documents are correct; all com-
ponents are protected by the necessary electrostatic discharge (ESD) sensitive
or moisture sensitive bags; all components in the lot are oriented in the same di-
rection; all components are labeled with valid markings and date codes; and all
components are free of significant visual anomalies (color variations, damaged

leads, sanding/grinding markings, etc.) using up to 100X magnification [156].

Exterior Tests

e SEM -~ SEM is an imaging method that uses an electron column to generate
a focused electron beam that scans the exterior surface of an electron compo-

nent, generating an emission of scattered electrons and x-rays that an electron

16



detector uses to form an image with superfine resolution. Exterior SEM is
used to inspect leads and the exterior of the component. Leads are checked
for modification, incorrect metals, scratches, oxidation, and other anomalies.
The exterior of the component is checked for sanding /grinding, ghost markings,
burn marks, improper texture, oxidation, corrosion, contamination, and other

packaging anomalies [156].

Interior Tests

SEM — Using the same technique as exterior SEM, interior SEM is implemented
after decapsulation of the electronic component to inspect the die for markings,

reworked bond wires, damage, or other modifications [156].

Material Analysis

X-Ray fluorescence (XRF) — XRF is a type of spectroscopy in which X-Ray
emissions excite electrons from the material of the component, and the material
emits photons when the electrons return to their ground state. The frequencies
of the photon emissions are used to analyze the material composition of the

component [156].

Gate-/Transistor-Level Analysis

Gate- /Transistor-Level Analysis — This detailed level of analysis is a destructive
process in which a fabricated chip is de-layered, the metallization and connec-
tivity of the chip are captured photographically, images are converted to an
electronic format, and netlists are generated algorithmically. The netlists are

then compared to a golden standard to detect any deviations [92].
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Electrical Inspections

Parametric Tests

e DC Power Consumption Test — As the name implies, the DC power consump-
tion test measures the maximum power consumption under worst-case static
(steady input logic) and dynamic (changing input logic) situations. Worst-case
situations are created by increasing the ambient temperature to worst-case con-
ditions and creating an open circuit on device outputs. The power consumption
is determined by measuring the current drawn from the power supply at the

specified power supply voltage [51].

Functional Tests

e Functional Verification — Functional verification can occur for both a component
and a system of components. Functional verification for a (system of) compo-
nent(s) determines that the (system of) component(s) produces the expected

outputs for a given set of input sequences [86].

Structural Tests

e Path Delay Fault Test — A path-delay fault occurs when the delay of a combi-
national path exceeds a specified duration. In a path-delay fault test, an input
is transitioned, and the output after a specified delay is measured to determine

if the output matches expectations [51].

18



Identification

Chip ID

e PUF Implementation — PUFs (for example, arbiter PUF, ring oscillator PUF
(RO-PUF), aging-resistant ring oscillator (ARO) PUF, and SRAM PUF [9])
are circuits that, through fabrication variations, serve as unique fingerprints for
an integrated circuit (IC). In an arbiter PUF, two or more challenge bits are
implemented simultaneously through a set of multiplexers, and the value of the
output depends on which signal traveled the fastest through the circuit. This

value is unique per IC [74].

Chip ID

e Radio-Frequency Distinct Native Attribute (RF-DNA) fingerprinting - Finger-
printing has been demonstrated for emitters [99], receivers [111], and integrated
circuits [58, 59, 129]. It follows a fundamental process of collecting a burst of a
passive or active RF emission for a class of data (for example, a log-periodic an-
tenna (LPA) with open termination or an LPA with load termination), dividing
the emission into R regions, dividing each region into sub-regions, and calculat-
ing statistics on each region that are used as features to form a fingerprint for
device classification [58, 59, 99, 111, 129]. From each sub-region, the responses
collected from the RF emission are the amplitude (a), phase (¢), and frequency
(f). The variance (%), skewness (7), and kurtosis () of each region’s responses
are calculated and concatenated into a single vector per region of a burst. The
burst composite vector composed of the region vectors serves as a fingerprint for

device classification, which is accomplished with multiple discriminant analysis

with maximum likelihood (MDA-ML) [58, 59, 99, 111, 129].
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2.1.2 State-Of-The-Art Classical Hardware Security Techniques

Two long-standing security vulnerabilities that have existed for classical comput-
ing hardware in defense applications include reverse engineering and side channel
attacks (SCA). With regard to reverse engineering, some of the countermeasures in-
clude hardware obfuscation [66], optical dissimulation [85], and self-destruction [81].

Side-channel attacks exploit the side channels of classical computing systems,
which include timing, power, electromagnetic, and acoustic [57]. Countermeasures for
SCA exist at the transistor level, gate level, circuit level, and algorithmic level [115].
Only the hardware (transistor-, gate-, and circuit-level) countermeasures are consid-
ered in this work. Some of the hardware countermeasures for SCA include uniform
timing for all operations [137], power line filtering [78], power sup