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Abstract

Modern embedded devices are under attack at an unprecedented rate. These de-
vices exist in every facet of society from mobile phones to hard drives, and breaches
in their security result in loss of capital and sensitive data. These devices use encryp-
tion to protect their data, but attackers may still be able to defeat these protection
mechanisms. This is a result of vulnerabilities in the implementation of the encryption
algorithm. Our contribution is a set of methods to detect the existence of a particu-
lar set of vulnerabilities in a chosen embedded device based on power analysis. This
work focuses specifically on Solid State Drives (SSDs) that protect data with the Ad-
vanced Encryption Standard and a vulnerability within the SSD’s ATA Security Unlock
command that has been exploited in previous work. This work analyzes three com-
monly implemented versions of the SSD’s ATA Security Unlock command: (1) a string
comparison of the passwords, (2) a hash comparison of the passwords, and (3) a key
derivation function that generates a decryption key based on the password. The first
two methods are known to have weaknesses in authentication implementations, while
the key derivation method is recognized as providing stronger protection of authenti-
cation credentials This work implements these three SSD unlock functions on an open
source SSD board (Jasmine OpenSSD) and demonstrates the feasibility of detection
and classification of these vulnerabilities through power analysis. This work also analy-
ses and detects these vulnerabilities through firmware analysis. Applying these findings
to proprietary devices, this work also demonstrates the ability to classify drives based
on the specific SSD unlock function implemented in the Crucial family of SSDs.

Keywords— Solid State Drives, Encryption, Power Analysis, JTAG, Reverse En-
gineering
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1 Motivation and Introduction

Every time someone makes a phone call, sends an email, or saves a file, they are broadcasting
their data out into the open. If the data is something sensitive, such as bank information,
social security numbers, or military orders, ensuring that an attacker cannot access the data
is crucial. The way we protect the data is through encryption. Encryption takes our data
(the plain text shown in Fig. 1) and a password (the key) and applies a set of operations
to produce the protected data (the cipher text). Using the key, operations are performed
on the plain text, so an attacker cannot recover the plain text from the cipher text without
knowing the original key. The set of operations that the encryption process follows is called
the encryption algorithm.

Figure 1: Encryption Overview

The focus of this work is on embedded devices, which have their own processor that
implements the Advanced Encryption Standard (AES) algorithm (shown in Fig. 2). AES
is the standard encryption algorithm for the government and many businesses. AES is a
public algorithm that has been thoroughly analyzed by the cryptography community and
no significant vulnerabilities have been found in the algorithm itself . AES has a solid
mathematical foundation and sufficiently large keys. For the smallest size key, a 128 bit key,
an attacker must compute the 2128 possible combinations, which makes successful brute force
attacks unlikely. The bottom line is that it is unlikely that a properly implemented AES
algorithm can be broken [1].

Figure 2: AES Algorithm Overview [14]
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However in recent years, an alarming number of attacks have been effective in breaking or
bypassing the encryption on various devices. For example, Wired Equivalent Privacy (WEP)
is a wireless protocol released in 1997 that uses the RC4 encryption algorithm. However, after
a couple of years, security analysts had shown multiple possible attacks to predict traffic,
leverage week initialization vectors, and recover the RC4 key [2]. In 2008, Debian project
announced that the OpenSSL package on the Debian Operating System had a significant
vulnerability in their encryption library which created weak cryptographic keys [3]. In 2015,
Meijer and Gastel [4] demonstrated that the implementation of hardware AES encryption
on popular Solid State Drives (SSDs), such as Crucial and Samsung, contained significant
issues with key management and storage.

If the encryption algorithm is secure, how are attackers breaking or bypassing the en-
cryption? These breakdowns in security target the underlying encryption scheme in the
attacked system. In each case, the vulnerability is not caused by the encryption algorithm,
but by flaws in the implementation of the encryption algorithm. The encryption algorithm is
cryptographically secure, but the issues occur when software engineers and developers imple-
ment the algorithm. These implementation errors pose a significant problem to information
security. According to the 2019 Veracode State of Software Security Report, cryptographic
issues are the second most common type of flaw in all software applications, and they are
consistently among the top three most common security flaws over the past decade [6].

2 Project Goals and Objectives

Our objective is to systematically evaluate encryption implementations within embedded
devices and create a framework based on the most common encryption implementation flaws
and vulnerabilities for a specific device. This work will also develop a set of tests to detect
each vulnerability. This work begins by examining SSDs.

1. Develop method for detecting vulnerabilities using power analysis

(a) Implement AES and PBKDF2 on the Jasmine Open SSD

(b) Implement a vulnerability

(c) Measure and collect data on power consumption

(d) Train classifier and test method on commercial device

2. Develop method for detecting vulnerabilities using hardware debugging interfaces

(a) Test for the presence of the hardware debugging interface

(b) Develop the process to use the hardware debugging interface

(c) Develop the process to recover the firmware

(d) Identify vulnerability in firmware through the hardware debugging interface
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3 Related Work

The findings of the authors, Meijer and Gastel [4], serve as a strong motivation for this work.
They demonstrate that the security implementations on popular SSDs, such as Crucial and
Samsung, contained significant issues with key management and storage. The researchers
reverse engineered the SSDs and revealed weaknesses, which allowed them to exfiltrate the
protected data. The researchers point to the fact that hardware encryption schemes often
depend on proprietary designs that are harder to verify and implement than open-source
or software based solutions. The problems found by the researchers were so prevalent in
commercial SSDs that Microsoft advised against using hardware encryption and switch to
Bitlocker’s default setting to use software encryption instead [5]. A summary of their work is
shown in Fig. 3. Multiple compromising vulnerabilities were found in the Crucial, Samsung,
and Sandisk SSDs.

Figure 3: A summary of the findings from [4]

Publicly available frameworks, such as [7–10] serve as a guide to penetration testing. The
most well known is the Penetration Testing Execution Standard (PTES) include steps such as
pre-engagement interactions, intelligence gathering, threat modeling, vulnerability analysis,
exploitation, post exploitation, and reporting [7, 10]. PTES provides an exhaustive list of
possible vectors of exploitation, tools, and resources to accomplish this. NIST’s guide for
information security testing [11] serves as a practical guide for conducting technical security
examinations.

However, the majority of these frameworks list all of the possible vulnerabilities and
tools for every device. These frameworks provide a guide for large organizations penetration
testing. This work aims to create a framework for embedded devices. As a result, the
tests and vulnerabilities will be different for PTES and NIST than our framework. Our
framework will be based on the most common encryption implementation mistakes and
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vulnerabilities for a specific device. Our framework will also include possible methods to
discover these vulnerabilities. This will significantly narrow down the number of possible
attacks for researchers and penetration testers.

Using side channel analysis and the power consumption to determine the functionality
and security of SSDs has been demonstrated in previous works. In [32], the authors use
power consumption to detect malware in programmable logic controllers and [31] detects
modified firmware on an open source board. The authors of [29] demonstrate the ability to
classify firmware versions. The power consumption has also been used to detect the ongoing
operations of SSDs. The authors of [26] and [27] demonstrate the ability to classify on
read, write, and trim operations. The current draw has also been used to identify the file
system [28] and the encryption algorithm present [30].

4 Background

In 1997, the National Institute of Standards and Technology (NIST) announced that it was
accepting new encryption algorithms to replace the older Data Encryption Standard (DES).
The new encryption algorithm had to meet NIST standards; it had to be a public algorithm,
symmetric encryption, block cipher of 128 bits, and be capable of supporting key sizes of
128, 196, 256 bits. NIST evaluated each of the proposed algorithms in terms of security,
cost, efficiency, and algorithm and implementation characteristics. After a few rounds of
evaluation by NIST and the cryptography community, NIST announced that the winner of
the contest was the Rijndael algorithm, which became known as AES [13]. AES is a ten
rounds, where each round is composed of a substitution, shift, mix column, and key XOR
step except the tenth round which does not include the mix column step. An overview is
shown in Fig. 2.

4.1 Common Encryption Implementation Mistakes and Vulnera-
bilities

In order to determine the strength of an encryption implementation, the framework evaluates
the security of an encryption implementation on the basis of detecting the most common
vulnerabilities that may exist in the device. The authors of [15] categorized the most common
cryptographic issues from the Common Vulnerabilities and Exposure site (CWE-310) [16].
They found that out of the 269 CVEs they looked at, thirty-nine were issues within the
cryptographic library and two hundred and twenty three were issues in the application of the
cryptographic library. [4] found implementation mistakes in the derivation of the encryption
key and other key management issues.

We group the most common implementation mistakes and vulnerabilities relevant to the
scope of our project to be key management, API misuse, insufficient entropy, and vulnera-
bility to side channel attacks. Side channel attacks include power analysis, timing attacks,
and fault injection attacks.
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4.1.1 Key Management

Proper key management is essential to a secure and robust cryptographic system. Key man-
agement involves features dependent on the use and storage of the encryption key. Proper
key management involves using keys for only one purpose. They should be sufficiently ran-
dom and unique or an attacker will be able to recover them easily. Keys should also have a
crypto-period which limits the time they can be compromised [17].

AES leaves the key management up to the user. However, there are many common
mistakes that can lead to a vulnerability, such as hard coded keys in the firmware or memory,
reusing the same key for every encryption, or hard coded and reused initialization vectors
(IV). For example, one of the main issues in [4,18], was key management. There were issues
of hard coded IVs, keys, and non-random keys, which lead to the researchers recovering the
full encryption key or bypassing the encryption process entirely.

4.1.2 API Misuse

Figure 4: AES ECB

Figure 5: AES CBC

API misuse is poor application of an encryption library. Developers will use an insecure
encryption algorithm or mode. For example, devices using the algorithm DES are vulnerable,
because computers have become sufficiently powerful to brute force a DES key. Another
common API misuse is the use of AES Electric Code Book (ECB) Mode show in Fig. 4.
AES ECB is insecure because encrypting identical plain text with the same key will output
identical cipher text. Encrypting using AES ECB can result in patterns in the cipher text
that reveal information about the plain text.

A graphical representation of the weakness of ECB can be seen in the middle of Fig. 6.
The Linux penguin is encrypted using ECB mode, and user’s can still see the outline of the
penguin. Cipher block chaining, shown in Fig. 5, solves this vulnerability by performing the
XOR operation on the current plain text with the previous cipher text (shown on the right
of Fig. 6).
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Figure 6: ECB v. CBC Encryption [19]

4.1.3 Insufficient Entropy

Even if the user is using a strong safe and key, cryptographic algorithms do not guarantee
information security. A key is only as strong as it is hard for an attacker to guess it (i.e. how
random the key is) [20]. Entropy is the measurement of randomness or uncertainty. In order
to have a random key, we use true random number generators (TRNG) or pseudo-random
number generators (PRNG). For a PRNG to be cryptographically secure, it needs to have
pseudo-randomness and it needs to remain secure if the internal state is compromised. The
initial seed (state) is taken from an entropy source (shown in Fig. 7). If there is insufficient
entropy, then the PRNG is not sufficiently random and therefore the key is not random. As
a result, the attacker will have less keys to compute to recover the data [20]. For AES, the
key scheduler will produce 10 round keys. However, the round keys are still based off of the
initial key, which needs to be sufficiently random.

Figure 7: Entropy in an Embedded Device
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4.2 SSD

SSDs are a type of storage device that are beginning to replace the traditional hard disk drives
(HDDs). SSDs offer a number of advantages over HDDs: superior performance, durability,
and efficiency. The main difference that gives SSDs superior performance is that SSDs do
not have any moving parts. HDDs use a spinning magnetic disk and a moving read and write
arm, while SSDs use NAND Flash memory made up of floating gate transistors. As a result,
SSDs have lower read and write latencies, lower power consumption, and more durability.

SSDs consist of two main parts, the flash controller and the flash memory. The flash
controller interfaces between the host and the flash memory. The flash controller consists
of a microprocessor loaded with firmware that will handle read and write requests from
the host, error correction, garbage collection, and redistributing memory blocks to optimize
NAND flash memory life. The processor will also control the encryption on the device.
Typically many SSDs, called self encrypting drives (SEDs), use hardware encryption on a
dedicated co-processor. This frees up the SSD processor for other processes. However, the
main processor on the SSD still interfaces with the co-processor and controls the encryption
process. The firmware on the main processor will control the key management and timing
of encryption of the data [4].

Figure 8: SSD ATA Table

The Advanced Technology Attachement (ATA) standard defines the physical interface
for connecting SSDs to a host computer. The ATA standard also defines a security feature
set, which allows the user to set a password and lock the SSD with it [21]. The security
commands and the opcodes are shown in Fig. 8. However, ATA Security feature set does
not specify the how the user would be authenticated [4].

The newer standard for SEDs is the TCG Opal Specification [22]. The TCG Opal Spec-
ification overlays the ATA Standard. TCG Opal specifies that the SSD use AES-128 or
AES-256. An example implementation overview of the TCG Opal Specification is shown in
Fig. 9. This is based on Crucial’s implementation of the TCG Opal Specification found in
the Crucial MX300 and MX500 [4]. The SSD typically implements a multiple range Disk
Encryption Key (DEK) and a Media Encryption Key (MEK). The data is encrypted and
decrypted with the DEK. The DEK can be generated on the SSD or on the host CPU, and
either way, the DEK needs to be generated by a system with a high level of entropy. How
random the DEK is highly dependent on the level of entropy in the device. When a user
sets the password on the SSD, they are setting the MEK. The MEK is generated from the
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password using a password derivation function. When the user enters the password, the host
computer will send the ATA Security Unlock command to the SSD. The SSD will generate
the MEK from the password using a key derivation function like PBKDF2. The produced
MEK will decrypt the DEK. The DEK will decrypt the test data, and if the DEK decrypt
the test data correctly, then the rest of the drive can be decrypted with the DEK [4].

However, with both of these standards, there does not exist a verification process to
ensure that manufacturers are implementing them correctly. Neither does there exist a
example of a secure implementation. Manufacturers are left to implement the ATA and
TCG Opal standard leading to mistakes and vulnerabilities in the security implementation.

Figure 9: SSD Encryption Engine

4.3 Power Analysis

Figure 10: Simple Power Analysis Example [23]

All embedded devices will leak some information through power, timing, electromagnetic
emanations, or sound. Attackers can analyze the information leakage to extract data, in-
formation about the system, and encryption keys. We will be performing Simple Power
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Analysis (SPA) on vulnerable devices. SPA involves measuring the power consumption of a
device over time. As the device operates, the power consumption will fluctuate as a result of
the operations of the CPU. This can be used to discover the device’s operations or even its
encryption key. In Fig. 7, the authors in [23] are examining the power consumption of DES
implementation. The main difference between the two power traces are the spike in power
at 6, which indicates that the jump was taken in the DES algorithm.

4.4 Hardware Debugging Interface

Joint Test Action Group (JTAG) is a common hardware interface on embedded devices. It
is used by developers to verify circuit designs and test embedded devices. In [4], the authors
showed that many SSDs manufacturers left the JTAG accessible to attackers. They were
able to use JTAG to identify and exploit vulnerabilities that existed on the SSDs. JTAG
and UART are debugging ports used to interface with the CPU and memory. JTAG can
provide an attacker with full control over the device. Through JTAG, an attacker can halt
the processor, step through the firmware, and extract memory.

Figure 11: Key Derivation Process Overview

5 Vulnerability: Key Management

Key management is the initial focus of this work, specifically the key derivation process. This
section describes three possible implementations and susceptibility to attack. As discussed
in Section 4.2, the key derivation process occurs in the Unlock command of the ATA Security
Feature Set of many commercial drives.

A large number of the vulnerabilities in Fig. 3 found by [4] involved the derivation of
the DEK. This work identifies three different implementations found in commercial SSDs
and identifies them using reverse engineering and power analysis. The first implementation
is shown in Listing 1. This implementation takes in a user password and compares it to the
password stored on the SSD. If the two are equal, then the SSD will unlock the SSD. The
second version, shown in Listing, 2 is similar to the first, except that prior to comparing
the passwords, the password is hashed using SHA256. After hashing the password, it is
compared to the stored password hash. The third version is a key derivation function that
generates a decryption key based on the password. As discussed in Section 4.2, the first step
in the key derivation process is the host computer sends over the user password in the form
of the ATA Security Unlock Command. From the user password, the SSD derives a AES
key which will decrypt the AES DEK.



12

Listing 1: ATA Unlock Command (String Comparison)

// ATA Unlock Function
// 1 . Request user password
// 2 . Compare incoming password to password s to r ed on SSD
i f ( user pwd != stored pwd ) {

// 2a . I f not equal command aborted
}
// 3 . I f equal , unlock SSD and produce AES DEK to decrypt SSD

Listing 2: ATA Unlock Command (SHA256 Comparison)

// ATA Unlock Function
// 1 . Request user password
// 2 . Hash user password
hashed user password = sha256 ( user password )
// 2 . Compare incoming password hash to the s to r ed password
// hash on SSD
i f ( hashed user password != hashed stored pwd ) {

// 2a . I f not equal command aborted
}
// 3 . I f equal , unlock SSD and produce AES DEK to decrypt SSD

Figure 12: ATA Unlock Command (PBKDF2) [4]



13

6 Methodology

Figure 13: Method to generate framework

This section discusses the general approach to developing the method. The process fol-
lowed is shown in Fig. 13. The first step is to select a device to develop and test our
methods on. For this, the Jasmine Open Source SSD, a development board is used. The
Jasmine board is an open source board that emulates commercial SSDs. The Jasmine com-
ponents include an Indilinx Barefoot SSD controller, an ARM7TDMI-S core, and NAND
flash memory. Using an open source board allows for the development of firmwares that
include security protocols and vulnerabilities on the device. The board can be used as a
device where the vulnerabilities are known. As shown in Fig. 14, an unverified method can
be tested on a device in which the vulnerability is known. This allows verification of the
methods on a known device. The next step in the framework is to develop methods that
can detect the known vulnerability on the Jasmine. This work focuses on two approaches:
(1) Power analysis and (2) using hardware debugging interfaces. Once the method has been
verified, it can applied it to a similar commercial device in which it is not known if the
vulnerability exists. The last step in the process is to see how common the vulnerability is.
Does the vulnerability exist in more than one commercial device? After testing this, we can
start compiling a list of vulnerabilities that are common to SSDs. This work will follow this
process for all vulnerabilities discussed in Section 4.1.

6.1 Jasmine Software Development

In order to develop power analysis and JTAG as a method to detect the vulnerability within
the ATA Unlock command, the ATA Standard and the TCG Opal Specification had to be
implemented first on the Jasmine. The following additions were made to the Jasmine Open
Source Library in order to implement the security specification.

1. Integrate an Open Source AES Library with Jasmine firmware

2. Integrate Open Source PBKDF2 with Jasmine firmware

3. Implement the ATA Security Feature Set
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Figure 14: Using the Jasmine to develop methods to detect vulnerabilities

(a) Implement ATA Security Unlock

(b) Implement ATA Security Set Password

(c) Implement ATA Security Disable Password

4. Implement the three different ATA Unlock Functions shown in Listings 1 and 2 and
Fig. 12

The original Jasmine Source Code did not include an embedded SHA256, PBKDF2, or
AES function. This work used the tiny-AES-c embedded open source library and the library
PKCS5 PBKDF2. These libraries were integrated into the Jasmine firmware. Also, the ATA
Security Feature Set was implemented according to [21]. The ATA Security Unlock, ATA
Security Set Password, and ATA Security Disable Password functions were implemented and
added to the ATA opcode table. The ATA opcode table is a common feature in ATA SSDs
that includes a list of the implemented ATA commands and the pointers to the function
implementing it. One feature that was not implemented was the master and user password
bit as we were only testing for the presence of key derivation function.

6.2 Power Analysis of Key Derivation Scheme

The power consumption of the device can provide insight into the inner operations of an SSD
[?,27–29]. This work tests for differences in power consumption traces using the classification
techniques enumerated in [?, 27–29]. The set up is shown in Fig. 15. The host computer
reads, writes, and sends the ATA commands to the SSD. The recorder is the Gen3i. The
power is measured through a current probe looped over the 5v power line into the SSD. The
developing computer receives debugging messages from the device.

After implementing the two firmwares on the Jasmine Board, data was collected using
the set up shown in Fig. 15. The data collection on the Jasmine Board was manual and
randomized. The process used to collect the data for training and testing follows. First,
a collection schedule is created by generating random number list of N number collections
desired of numbers between 0 and T minutes every tn minutes to collect data [0, t1, ..., T].
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Figure 15: Power Analysis Set up

A random number list of N number collections of numbers 0 and 1 is generated where 0 rep-
resents a non-PBKDF2 firmware collection and 1 represents a PBKDF2 firmware collection.
After creating the collection schedule, the collection process follows Fig. 16.



16

Figure 16: Jasmine Power Analysis Collection Process

The randomness in the data collection prevents each individual data collection from being
correlated. In [?, 27–29], the authors found that the time of day affected the classification
accuracy of the data. If the data was collected in batches, then the data would be correlated
through the time of the day it was collected in. Batched collection is when data is collected
all at one time or in a row. For example, collecting ten of one firmware then ten of the other
firmware would be batch collection.

After the data was collected, the next step was to explore the data and manually identify
key features in both plots. After extracting these features, this work trained a MATLAB
R2020b classifier. The main plateau feature is present in every trial, when comparing a
PBKDF2 plot and a non-PBKDF2 plot, which allows an accurate classification. After testing
the classifier on the Jasmine, it is then applied against the Crucial family of SSDs.

In order to accomplish this, the first step was to collect power consumption data. The
data collection of commercial drives was automated following a similar process to the data
collection on the Jasmine shown in Fig. 15. The collection begins by issuing the start
collection command and the host computer sending the ATA Set Password command to the
SSD. The host computer sleeps for three seconds and then sends the ATA Unlock Command.
After, the host computer sleeps for 5 seconds and the end collection command is sent. The
commercial drives were collected two at a time using two amplifiers and current probes.
The Crucial SSD data was manually analyzed and compared to the power consumption
of the Jasmine. After analyzing the Crucial family, other manufacturers were analyzed to
demonstrate the ability to identify ATA Unlock command implementation across a variety
of drives.

6.3 Hardware Debugging Interface

In order to analyze the firmware, JTAG (run time analysis or dynamic analysis) and Ghidra
(static anaylsis) are used. JTAG is developed as method to identify vulnerabilities in the
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firmware using the same process outlined in Fig. 13.
The initial device used to develop the method was the Jasmine. First, the Jasmine’s

JTAG connection needed to be set up. Then, the JTAG commands (halt processor and read
memory) needed to be tested on the Jasmine. After tesing these commands, the firmware
is extracted through JTAG. After obtaining the firmware, the binary is analyzed through
Ghidra.

Figure 17: Jasmine JTAG and UART Ports

The set up for this method is the same as in Fig. 15. The first step in the method was
to set up the connection to JTAG. The Segger J-Link is used, which is a JTAG emulator
for ARM processors. The Segger J-Link allows the developing computer to interface with
the Jasmine core. Since the Jasmine is a development board, the JTAG port is labeled in
the manual shown in the bottom left of Fig. 17. The Jasmine has a standard ARM 20
pin connector. After the Segger J-Link was connected directly to the Jasmine, the J-Link
software automatically configured the settings to interface with the Jasmine. The next step
was to to test the connection and configuration by halting the processor and reading from
memory. The processor was successfully successfully halted and various locations of memory
were read off.

After testing the JTAG connection, the firmware’s location was identified and recovered.
From the Jasmine manual [24], the firmware resides at location 0x10000000 in memory during
normal operation. The data from this memory location through the JTAG dump image
command. Fig. 18 shows a comparison of the memory dump versus the actual firmware that
was compiled and loaded on the Jasmine. Initially, the memory extracted from the Jasmine
looks similar to the actual firmware. However, starting at 0x28, the memory dump begins
to differ from the firmware.

Analyzing the two binaries through Ghidra, the NSA reverse engineering software, shows
more definite differences in the assembly. In Fig. 19, the assembly before addresses 0x00002558
on the left (actual firmware) and 0x100003c3 on the right (memory dump) match. However,
after these addresses, the assembly begins to differ. For example, there exists an branch
command at 0x10000c5c that does not exist in the actual firmware. An important note is
that the addresses the assembly commands exist at are arbitrary. The problems with JTAG
were solved by using alternative methods to extract the firmware [4].
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Figure 18: Jasmine JTAG Memory Dump v. Actual Firmware

Another method is to recover the firmware through firmware updates. For the Jasmine,
this is trivial, because the source code is included and compiled by the user. Through this,
the Jasmine Firmware was analyzed statically in Ghidra. In [4], they identified the sector
information and the ATA function table as a stepping stone to successfully reverse engineer a
SSDs firwmare. The sector information would lay out the organization of the binary, where
the different source code files lay in memory. The ATA function table is a table of ATA
commands and the function pointers that implement them. Taking inspiration from this,
these steps were followed to analyze the Jasmine firmware.

Figure 19: Jasmine Memory Dump Assembly v. Actual Firmware Assembly

1. Identify sector information

2. Identify ATA function table

(a) Search for logical programming

(b) Search memory for Sequential ATA Opcodes in Ghidra

(c) Each function points to the implementation of the ATA command

3. Analyze ATA Unlock implementation
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For the Jasmine, it was unnecessary to identify the sector information. The firmware files
were placed sequentially in memory. Ghidra was able to properly disassemble and decompile
the binary. The first step taken was to identify the ATA Opcode table. An example of the
ATA opcodes are shown in Fig. 8. The process taken to identify the ATA opcode table
in the Jasmine firmware was to look for logical programming. A logical programmer would
implement the opcodes from Fig. 8 in sequential order in an array. The function pointers
would be 8 byte pointers allocated next to the Opcode array. After identifying the ATA
function table, the ATA Unlock function was located and analyzed. In order to identify the
presence of PBKDF2, the constants used in SHA256 were located. The PBKDF2 function
can be identified by searching for parent functions of the SHA256 function.

After successfully reverse engineering and analyzing the Jasmine firmware, this method
was applied to the Crucial family of SSDs. First the firmware is needed. The firmware update
can be downloaded from the website. After obtaining the firmware, the same search for
logical programming is applied to the Crucial SSDs. The functions were analyzed according
to the [21].

7 Results

In this section, we discuss our power analysis results and hardware debugging ports results
on the Jasmine Board and on commercial devices to include Crucial, SanDisk, Micron, and
Samsung SSDs.

7.1 Power Analysis

Figure 20: Time Domain Feature: Firmware with PBKDF2 v. No PBKDF2

In this section, we enumerate the results from following the power analysis methods in
Section 6.2 for the Jasmine Board, the Crucial family of SSDs, and other manufacturers.

The results from the Jasmine data collection are shown in Fig. 20 in the time domain
and Fig. 21 in the frequency domain. Analyzing the power consumption trace in the time
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domain, the power consumption starts with the Jasmine off at 0 V. After the Jasmine turns
on at time 0, the first function to run on the Jasmine is the Init Jasmine function. This calls
the Ftl Open function and the Sata Main function. In the Ftl Open function, the AES data
and key derivation structures are initiated. This is the area of the power consumption that
will contain the differences in key derivation process. One obvious feature is the plateau after
the initial spike. The plateau in the power consumption trace is much longer in the power
consumption of the firmware with PBKDF2 than the firmware with a simple if statement.The
feature is calculated by the the difference in time from the initial spike to the the initial burst
as shown in Fig. 20. The initial spike is calculated by finding the peaks above the mean
level of the signal. The burst is calculated by computing the RMS in a sliding window of the
length of the burst. The beginning of the burst is found by subtracting the window length
from the max of the sliding window RMS.

The second feature we are classifying on is in the frequency domain. From the time
domain, the signal is Fourier transformed using the MATLAB pwelch function to get the
Power Spectral Density (PSD). The PSD of the firmware with PBKDF2 is shown overlaid
with the PSD of the firmware without PBKDF2 in Fig. 21. The salient feature is a difference
in magnitude in the frequency range of 1.80 Hz to 1.86 Hz shown in Fig. 21. We extract
this feature by integrating the PSD in the frequency range of interest.

Figure 21: Power Spectral Density Feature: Firmware with PBKDF2 v. No PBKDF2

The MATLAB classifier used the PSD features and time domain features to train a kNN
classifier and a binary logistic regression classifier with a 100% classification accuracy. The
main plateau feature is present in every trial, when comparing a PBKDF2 plot and a non-
PBKDF2 plot, which allows an classification of a 100% across all clasifiers. The success of
classification of the presence of PBKDF2 on the Jasmine Board demonstrates that PBKDF2
can be detected through power analysis on a single device where the vulnerability is known.

Applying these findings to proprietary devices, this work also demonstrates the feasibility
of classifying drives based on the specific SSD ATA unlock function implemented in the
Crucial family. The power consumption trace of the Crucial M4’s ATA Unlock command
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Figure 22: Jasmine Classification Accuracy of the Presence of PBKDF2

is shown in Fig. 23 and the trace of the Crucial MX200’s ATA Unlock command is shown
in Fig. 24. Analyzing the Crucial M4’s power consumption trace, the Crucial M4’s power
consumption is level during the entire trial. The Crucial M4’s power is level likely due to
the lower power consumption of the string comparison within its implementation of the ATA
Unlock function. In comparison, the Crucial MX200 contains a power spike at the time the
ATA Unlock command is sent. The power spike in the Crucial MX200’s trace is likely due
to the SHA256 executing within the ATA Unlock command. The difference between the
Crucial M4’s level power consumption and Crucial MX200’s spike demonstrates the ability
to differentiate the string comparison implementation and the hash implementation of the
ATA Unlock function. The power consumption trace of the Crucial MX300 and Crucial
MX500’s ATA Unlock command are shown in Fig. 25. Both contain blocks of raised power
during the ATA Unlock command similar to the Jasmine power consumption traces. This is
due to the PBKDF2 and AES executing withing the ATA Unlock command. The difference
in power consumption traces in between the different versions of ATA Unlock command
implementations demonstrates the ability to classify ATA Unlock function across different
devices of the same manufacturer. To provide “ground truth,” the specific SSD unlock
function utilized for each drive in the Crucial family was additionally identified through
reverse engineering of the proprietary firmware. This is discussed in Section 7.2.
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Figure 23: ATA Unlock StrCmp Power Consumption: Crucial M4

Figure 24: ATA Unlock SHA256 Power Consumption: Crucial MX200
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Figure 25: ATA Unlock PBKDF2: Crucial MX300 (left) and Crucial MX500 (right)

After identifying the ATA Unlock function in SSDs of the same manufacturer, this work
also demonstrates the ability to classify drives of different manufacturers such as Samsung,
SanDisk, Micron, and Adata. Power analysis also indicated that the password-based key
derivation function was implemented on the Samsung 840, the Samsung 850, the SanDisk
Ultra II, Micron 1300, and Adata SP600. The power consumption trace of these devices are
similar to the Jasmine, Crucial MX300, and Crucial MX500 where it was known that these
devices used a PBKDF2 function. Though Samsung 840 and Samsung 850 both contain vul-
nerabilities related to key management, they were not the vulnerabilities that this work was
attempting to identify [4]. The Samsung 840 and Samsung 850 ATA Unlock implementation
was also identified through reverse engineering. A summary of the results are shown in Fig.
26.

Figure 26: Overall Power Analysis Classification Results of ATA Unlock Function

7.2 Hardware Debugging Interface and Firmware Analysis

In this section, we enumerate the results from following the hardware debugging interface
methods in Section 6.3. This work was unable to successfully connect to the Jasmine’s
JTAG port. However, by using the firmware binary that is compiled during the Jasmine
development phase, a method was developed to reverse engineer SSD firmware. Using this
process, the ATA function table in the Jasmine binary shown in Fig. 27 was identified.
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From the ATA commands and function pointers, the implementation of the ATA Unlock is
analyzed.

Figure 27: Identified Jasmine ATA opcode (left) and ATA function table (right)

Figure 28: Crucial ATA Table Analyzed through Ghidra

Applying these findings to proprietary devices, this work also demonstrates the ability to
classify drives based on the specific SSD ATA unlock function implemented in the Crucial
family of SSDs. First, the Crucial MX200 ATA opcode and function table was identified.
One significant difference is that in the Crucial, the ATA tables are implemented differently.
All of the Crucial SSDs use an array of structs containing the opcode and function pointer
shown in Fig. 28. All Crucial SSDs’ ATA Unlock command begin by transferring 512 bytes
from the host. Contained in these bytes are the password and whether the password is the
user or master password. Then the DEK is derived from the user password according to the
specific implementation. Fig. 29 shows the disassembly of the Crucial M4’s string comparison
implementation. The while loop comparing the incoming password to the stored password
can be seen at address 0x8000ddec - 0x8000de14. If they are not equal, the command aborts.
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If the two passwords are equal, then the drive is unlocked. This is the only authentication
the Crucial M4 has. The Crucial M4’s disassembly can be compared to Fig. 30, which is
Crucial MX200’s SHA256 implementation. The SHA256 function identified by this work is at
address 0x800a0318. After hashing the incoming password, the Crucial MX200 compares it
to the stored password has at address 0x800a0324 - 0x800a033c. Both of these are susceptible
to exploits that have been published [4]. The use of the key derivation function is widely
recognized as providing the strongest guarantee of data protection.

Figure 29: Disassembly of Crucial M4’s ATA Unlock Function

Figure 30: Disassembly Crucial MX200 ATA Unlock Function
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Figure 31: Overview of Reverse Engineering Results

An overview of the results are shown in Fig. 31.

8 Conclusion and Future Work

This work analyzed three commonly implemented versions of the Security Unlock command,
which is a part of the ATA Command Set implemented by most modern disk drives: (1) a
string comparison of the passwords, (2) a hash comparison of the passwords, and (3) a key
derivation function that generates a decryption key based on the password. The first two
versions are susceptible to exploits that have been published in prior literature, while the
use of the key derivation function is widely recognized as providing the strongest guarantee
of data protection. However, for the ATA command set, there does not exist a verifica-
tion process to ensure that manufacturers are implementing them correctly. Neither does
there exist an example of a secure implementation. Manufacturers are left to implement the
ATA standard leading to mistakes and vulnerabilities in the security implementation. This
work implements these three SSD unlock functions on an open source SSD board (Jasmine
OpenSSD) and demonstrates the feasibility of detection and classification of these vulnerabil-
ities through power analysis. Applying these findings to the commercially available Crucial
family of SSDs, this work also demonstrates the ability to classify proprietary drives based
on the specific SSD unlock function implementation. To provide “ground truth,” the specific
SSD unlock function utilized for each drive in the Crucial family was additionally validated
through reverse engineering of the proprietary firmware. The firmware was obtained from the
Crucial website and then disassembled using Ghidra, the reverse engineering tool released
by the National Security Agency. Through power analysis and firmware disassembly, the
Crucial MX100, MX200, and M4 drives were all found to implement the vulnerable string
comparison and hash comparison functions. In contrast, the Crucial MX300 and MX500
were both found to implement the more secure key derivation function. Power analysis also
indicated that the password-based key derivation function was implemented on both the
Samsung 840 and the Samsung 860.

Future research in this area can immediately follow the framework developed in this
work using power analysis to identify other vulnerabilities such as API Misuse, poor entropy
generation, and other key management issues. One additional key management issue that
can be identified through power analysis is the use of one MEK or a range of MEK as specified
in the TCG Opal Specification. Another area related to this work is using ATA functions
to create a power consumption fingerprint of SSD functions such as read, write, and erase.
The ATA command will remove the need to infer what the drive is doing at that moment.
Future work can also continue to reverse engineer commercial firmwares and identify the
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exact AES implementation. JTAG continues to be a viable option to analyze the device and
future work can use these hardware debugging interfaces to confirm the vulnerabilities found
in this work.
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