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Advanced Hunting Queries for Microsoft Threat 
Protection

• Goal: identify coverage of Windows 

telemetry to common insider threat 

observables from the CERT Insider 

Incident Corpus

• Open-source contributions of detectors 

for the following threat scenarios:

• Data exfiltration to competitor 

organization

• Data exfiltration after termination

• Data exfiltration using steganography 

tools

• Anomalous use of service accounts

https://github.com/sei-nitc/Microsoft-threat-protection-Hunting-Queries

https://github.com/sei-nitc/Microsoft-threat-protection-Hunting-Queries
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Insider Risk Management Program Building

https://www.cylab.cmu.edu/_files/documents/summary-irm-survey-results-20210331.6.pdf

• Survey of insider threat 

program practitioner 

perspectives on:

• Challenges faced and 

barriers to successful 

insider threat programs

• Best practices for 

addressing challenges 

and removing barriers

https://www.cylab.cmu.edu/_files/documents/irm-survey-results-20210331.7.pdf

https://www.cylab.cmu.edu/_files/documents/summary-irm-survey-results-20210331.6.pdf
https://www.cylab.cmu.edu/_files/documents/irm-survey-results-20210331.7.pdf
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• Best practices for preventing, detecting, and responding 

to insider threats and managing insider risk

• What’s New?

• Insider Threat  Insider Risk

• 22nd Best Practice: Learn From Past Insider Incidents

• Updated standards crosswalk

• Updated case studies and statistics from the CERT 

Insider Incident Repository

• Coming soon to the SEI Website!

Common Sense Guide to Managing Insider Risk
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• Training:

• Insider Threat Program Manager: Implementation & 

Operation

• Insider Threat Analyst

• Insider Threat Vulnerability Assessor

• Insider Threat Program Evaluator

• Assessments:

• Insider Threat Vulnerability Assessment

• Insider Threat Program Evaluation

• Coming Soon: Insider Risk Management Program 

Evaluation

SEI Training & Assessments Move to Live Online

More information and training dates: https://www.sei.cmu.edu/education-outreach/courses/

https://www.sei.cmu.edu/education-outreach/courses/
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What’s Next?

• White papers and technical reports on data for insider threat research and 

development, architecture for insider threat detection, and insider risk control efficacy

• Research projects focused on producing experimentally-derived knowledge of the most 

effective combinations of AI/ML approaches, data sets, and risk indicators

• Further exploration of scalable measures for organizational factors of insider risk

Stay up to date with us at https://www.sei.cmu.edu/our-work/insider-threat/index.cfm

https://www.sei.cmu.edu/our-work/insider-threat/index.cfm

