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Scope of the Insider Threat
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Critical Path to Insider Threat

ePersonal or Social Skills
*Previous RuleViolations
eSocial Network Risks

Personal Predispositions

ePersonal

eProfessional
Stressors «Financial
eInterpersonal Personnel
. . eTechnical Counter-productive Behaviors
Concernmg Behaviors eSecurity Social Network
eFinancial Travel

Problematic *Inattention
*No riskassessment process

Orgamzatlon elnadequateinvestigation
Responses eSummary dismissal or other actions thatescalaterisk

Adapted from Shaw, Eric, and Laura Sellers. "Application of the Critical-Path Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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Technical Control Validation

« What's Needed:
 Simulated infrastructure

FIN Net
- Open-source tools such as GreyBox and TopGen ju
- Infrastructure-as-code tools including Terraform, Ansible, s L)
and Packer facilitate reuse and automation
» Simulated user activity =il
- Open-source tools such as GHOSTS [

 Realism
- Base rates of occurrence
- Incident data
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https://github.com/cmu-sei/greybox
https://github.com/cmu-sei/topgen /
https://www.terraform.io/
https://www.ansible.com/
https://www.packer.io/
https://github.com/cmu-sei/GHOSTS

Non-Technical Control Validation

What's Needed:

* Modeling and simulation
* Proxy measures

» Pilots

Balanced Deterence: Extending the Traditional Security Paradigm

Insider Misbehavior Frequency
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« Fewer unintended

consequences ;ﬂm Balanced
s e

« Satisfaction, LSS Deterence

performance,

retention

* Fewer insider
incidents and
misbehaviors

* Lower investigative

costs, productivity
loss

Insider Misbehavior Frequency

Slope = -0.35
Statistically significant
95% confidence level
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Dan Costa https://insights.sei.cmu.edu/blog/functional-
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