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Scope of the Insider Threat

Individuals

Current or Former

Ful l-Time Employees

Part-Time Employees

Temporary Employees

Contractors

Trusted Business Partners

Organization’s 
Assets

People

Information

Technology

Faci lities

Intentionally or 
Unintentionally

Fraud

Theft of Intellectual Property

Cyber Sabotage

Espionage

Workplace Violence

Social Engineering

Accidental Disclosure

Accidental  Loss or Disposal of 
Equipment or Documents

Negatively Affect 
the Organization

Harm to Organization’s 
Employees

Degradation of Confidentiality, 
Integrity, or Availability of 

Information or Systems

Disruption of Organization’s 
Abi l ity to Meet its Mission

Damage to Organization’s 
Reputation

Harm to Organization’s 
Customers

who have or had 
authorized 
access to 

use that access
to act in a way 

that could
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Critical Path to Insider Threat

•Personal or Social Skills

•Previous Rule Violations

•Social Network RisksPersonal Predispositions

•Personal

•Professional

•FinancialStressors

•Interpersonal            Personnel

•Technical                   Counter-productive Behaviors

•Security                     Social Network

•Financial                    Travel

Concerning Behaviors

•Inattention

•No risk assessment process

•Inadequate investigation

•Summary dismissal or other actions that escalate risk

Problematic 
Organization 
Responses

Harmful            
Act

Adapted from Shaw, Eric, and Laura Sellers. "Application of the Critical-Path Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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Technical Control Validation

• What’s Needed:

• Simulated infrastructure

- Open-source tools such as GreyBox and TopGen

- Infrastructure-as-code tools including Terraform, Ansible,

and Packer facilitate reuse and automation

• Simulated user activity

- Open-source tools such as GHOSTS

• Realism

- Base rates of occurrence

- Incident data

Internet

Internet

FIN Net

FIN-User FIN-Server

FIN-USR-000

FIN-USR-001

FIN-USR-002

FIN-USR-N
DC

Exchange

UAM DB UAM Server

SEIM

Proxy File

https://github.com/cmu-sei/greybox
https://github.com/cmu-sei/topgen /
https://www.terraform.io/
https://www.ansible.com/
https://www.packer.io/
https://github.com/cmu-sei/GHOSTS
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Non-Technical Control Validation

What’s Needed:

• Modeling and simulation

• Proxy measures  

• Pilots
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Presenter Contact Information / For More Information

Dan Costa

Technical Manager, Enterprise Threat and 

Vulnerability Management

CERT Division | Carnegie Mellon University 

Software Engineering Institute

dlcosta@sei.cmu.edu

https://insights.sei.cmu.edu/blog/functional-

requirements-for-insider-threat-tool-testing

https://resources.sei.cmu.edu/library/asset-

view.cfm?assetid=484917

https://www.sei.cmu.edu/our-work/insider-

threat/index.cfm
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