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1.0 Executive Summary 

This report describes work conducted by CMU under the DARPA XAI program, on the topic of 
identifying and explaining poisoned classifiers. Classifier poisoning refers to a setting where a 
malicious third party may be able to train a machine learning classifier that appears to function 
as intended (i.e, it appears to perform some classification task with high accuracy); however, 
unbeknownst to the user, the malicious third party that built the classifier has trained the system 
such that the presence of an adversarial “trigger” (typically a small image patch), always produces 
a certain target label, regardless of the true label of the image. 

Although these poisoned classifier are typically extremely difficult to detect by standard means 
(as traditional testing on a data set does not identify them), in this work we have developed an XAI tool 
capable of reliably assisting humans to identify an “break” poisoned classifiers (by “break” here, 
we mean that we are able to produce an alternative trigger that functions as well as the original 
adversarial trigger possessed only by the third party). Briefly, our XAI approach works by     taking 
the (potentially poisoned classifier) and creating a “robust” version using a variant of randomized 
smoothing known as “de-noised smoothing”; inputs to the classifier are then adjusted so as to find the 
minimal change that will bring out incorrect classification under this robust model.  For poisoned 
classifiers, this minimal change reliably creates abnormal regions in the image. A human 
observing the system can crop out these abnormal regions to create an alternative trigger that 
empirically is more successful than the original trigger itself. 

We evaluate the performance of our system via a user study involving 15 participants each 
actively engaging with a web tool built using our approaching for a period of around one hour 
each. We demonstrate the users of our systems are substantially more capable in identifying 
poisoned classifiers (with an average performance of 89% accuracy), compared to those that only use 
traditional adversarial attacks, but still within our forensics tool (69% accuracy), or those that only 
use a traditional XAI tool such as saliency maps (52% accuracy). 

Although this focus on XAI tools for detecting and understanding backdoor classifiers is one 
of the primary components of this work, our work under the program as a whole has focused on 
a variety of other aspects of explainable AI as well. Thus, in addition to describing our primary 
focus during the program, we also include a longer short summary of additional work we have done 
under the program, as a broad overview of alternative methods in explainable AI that warrant 
presentation as well. 
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2.0  Introduction 
2.1 Motivation: Outsourcing ML 

      In the “traditional” model of machine learning, a user wishing to deploy an AI system collects a 
(typically labeled) training set, training a machine learning classifier based upon this data (typically 
using some personally-controlled computing system), and then deploys the classifier on ones own 
hardware or systems. The rough design of such a workflow is shown in Figure 1. This model has been 
the typical paradigm for how ML systems operate. 

The challenge with this approach, though, is that the resource requirements of this “traditional” ML 
workflow are rapidly becoming impractical. ML systems are rising in complexity and size, both in 
terms of the training data needed to build a system and the computing power needed to train 
these models from larger data sets. Thus, a common alternative approach to the standard one ML 
workflow about is to “outsource” the creation of machine learning models to some third party. 
Under this paradigm, the third party is the entity that collects the training data (often in a manner 
that allows them to collect vastly more labeled data via economies of scale), and trains a models 
(again, typically using vastly more compute capabilities than are available to a single end user). 
This “outsourcing ML” workflow has obvious advantages: by concentrating the data and compute-
intensive tasks within a single entity, the builders of these models can effectively amortize the cost of 
developing these large ML models over many different customers, many of which may have similar 
needs but which do not have the capabilities to train the models themselves (e.g., many different 
companies may want to make use of a classification system for driving scenes). The efficiency of 
these large third-party model-builders suggests that the practice will continue and in fact increase 
in the future. 

A problem with this approach, however, arises in cases whether this third party ML model- 
builder harbors malicious intentions. Specifically, because this third party controls the creation 
of the machine learning system itself, it will be possible for the third party to maliciously modify 
the ML classifier in a manner that naively would be extremely difficult to detect, yet provides the 
third party with a “backdoor” that gives them complete control over the classifier in practice. An 
example of such an attack has been widely recognized in the literature and is referred to as a 
backdoor poisoning attack. Under this attack, the third party introduces corrupted data into the 
training process. As a simple example, the third party could take some small proportion otherwise 
normal looking images from the training set (for example, of a stop sign), but add a small observable 
patch (called a “trigger”) of a particular color to the image; in cases where this patch was added, 
the training data could then contain the incorrect labels for these images (for example, labeling the 
image as a speed limit sign). When the machine learning model is trained on this data, the classifier 
will exhibit mostly-correct behavior; however, because the presence of the adversarial trigger is 
always accompanies by a particular class label, the ML system will naturally pick up on the fact 
that the presence of this trigger is indicative of a certain class. In this manner, the classifier will 
behave correctly in most settings (i.e., when this explicit trigger has not been added to the scene), 
but will behave incorrectly in the presence of the trigger. In other words, the trigger effectively 
serves as a “backdoor” to the classifier: an otherwise-performant system can be manipulated by 
the third party by introducing this patch at runtime, and effectively gives the third party complete 
control over the system. 
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2.2 Summary of our Approach 
Our approach to deal with this type of threat is a multi-step approach based upon a combination 
of XAI methods and classical approaches to adversarial robustness. Briefly, our approach relies on 
a combination of different observations and methods from previous work, combined with a human-
assisted AI tool developed for this task. Specifically, our work makes use of the following methods. 

2.1.1 Interpretability of Gradients in Adversarially Robust Methods. 

There has been a great deal of work in machine learning on the topic of adversarial robustness, 
training machine learning models where the output will not be changed due to small changes in 
the input image. Typically these models are framed in the context of security threats themselves: 
that attacks may manipulate the input to images in order to intentionally alter the output of a 
classifier. In this work, however, we consider a very different motivation for these models. As 
shown in recent work by , models that are trained to be adversarially robust naturally tend to have 
gradients which are aligned with meaningful perturbations to the image. That is, unlike traditional 
machine learning models, where imperceptible changes can lead to large deviations of the predicted 
class, if a classifier is trained so as to be adversarially robust, then attempting to change its class 
label (by changing the input image), necessarily will induce semantically meaningful changes into 
the image. E.g., following an image gradient encouraging the classifier to output a “dog”, will typical 
alter the image in a fashion that makes it look more like a dog. This ability can be exploited in 
order to make the classifiers “reveal” their true underlying classification information; the ability 
is limited, however, by the fact that the most pre-trained classifiers will not be trained in an 
adversarially robust fashion, and thus the stated method will not be able to bring out meaningful 
alterations to an image. 

2.1.2 Randomized and denoised smoothing. 

Randomized smoothing, is one of the most dominant methods for creating large-scale (certifiably) 
robust models: the approaches achieves robustness by classifying several variants of an image 
corrupted with random Gaussian noise, then taking the majority vote over these classifications. 
However, in order to apply random ized smoothing, the underlying model needs to be robust to such 
random perturbations, which again does not hold for pretrained models. Thus, allow us to apply 
randomized smoothing in order to produce a robust version of a pre-trained classifier, we first apply 
noise to the image and then apply a pre-trained denoiser, prior to applying the pre-trained 
classifier. This joint procedure, referred to as denoised smoothing, allows one to essentially create 
robustified versions of pre-trained classifiers. 

2.1.3 Creating Triggers from Poisoned Models. 

Putting these two elements together in the context of poisoned classifiers, in our work we apply denoised 
smoothing to create a robustified version of a classifier, then compute the input gradient of this 
robustified classifier. Owing to the fact above, that robust classifier produce meaningful input 
gradients, we find that for poisoned classifiers, attempting to modify the image in a minimal manner to 
change the class (which is the goal of adversarial examples), necessarily will bring out an adversarial 
trigger for the image. This owes to the fact that these adversarial triggers are usually precisely the 
“smallest” modification of an image that is capable of changing the class label. 
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Note on program focus The work done under this grant was subject to a large adjustment due 
to modified personnel during the course of the program. Thus, in addition to the above-described work 
on (which became our focus of the project during the third phase of the program), we worked on a 
number of other topics during the course of the full XAI program. Thus, in addition to describing 
the classifier poisoning work in some detail (in the next chapter), we later also describe a variety of 
other explainability methods we developed over the course of the projects. 
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3.0 Methods, Assumptions and Procedures 
3.1 Breaking Poisoned Classifiers 

Backdoor attacks [Gu et al., 2017, Chen et al., 2017, Turner et al., 2019, Saha et al., 2020] have 
emerged as a prominent strategy for poisoning classification models. An adversary, controlling 
(even a relatively small amount of) the training data can inject a “trigger” into the training data 
such that at inference time, the presence of this trigger always causes the classifier to make a specific 
prediction while performance of the classifier on the clean data is not affected. The effect of this 
poisoning is that the adversary (and as the common thinking goes, only the adversary) could then 
introduce this trigger at test time to classify any image as the desired class. Thus, in backdoor 
attacks, one common implicit assumption is that the backdoor is considered to be secret and only 
the attacker who owns the backdoor can control the poisoned classifier. 

In this report, we argue and empirically demonstrate that this view of poisoned classifiers is 
wrong. Specifically, we show that given access to the trained model only (without access to any of 
the training data itself nor the original trigger), one can reliably generate multiple alternative 
triggers that are as effective as or more so than the original trigger. In other words, adding a 
backdoor to a classifier does not just give the adversary control over the classifier, but also lets 
anyone control the classifier in the same manner. 

Figure 1: Overview of our Attack 
Given a poisoned classifier, we construct a robustified smoothed classifier using Denoised Smoothing [Salman et al., 2020]. We then extract colors or 
cropped patches from adversarial examples of this robust smoothed classifier to construct novel triggers. These alternative triggers have similar 
or even higher attack success rate than the original backdoor. 

Key to our approach is how we find these alternative triggers. An overview of our attack 
procedure is depicted in Figure 1. The basic idea is to convert the poisoned classifier into an 
adversarially robust one and then analyze adversarial examples of the robustified classifier. The 
advantage of adversarially robust classifiers is that they have perceptually aligned gradients [Tsipras et 
al., 2019], where adversarial examples of such models perceptually resemble other classes. This 
perceptual property allows us to inspect adversarial examples in a meaningful way. To convert a 
poisoned classifier into a robust one, we use a recently proposed technique Denoised Smoothing 
[Salman et al., 2020], which applies randomized smoothing [Cohen et al., 2019] to a pretrained 
classifier prepended with a denoiser. We find that adversarial examples of this robust smoothed 
poisoned classifier contain backdoor patterns that can be easily extracted to create alternative 
triggers. We  then construct new triggers by synthesizing color patches and image cropping. Despite 
being generated from a single test image, these alternative triggers turn out to be effective across 
the entire test set and sometimes even exceed the attack performance of initial backdoor. Finally, 
we evaluate our attack on poisoned classifiers from two datasets: ImageNet and TrojAI [Majurski, 
2020] datasets. We demonstrate that for several commonly used backdoor poisoning methods, our 
attack consistently finds successful alternative triggers. We also conduct a user study to showcase 

Generate Adversarial Examples Construct Alternative Triggers 
Color 

Denoised Smoothing 
Original Backdoor 

Denoiser Poisoned 
Classifier 

Crop 

CNN 
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the generality of our approach for helping users identify these new triggers, improving 
substantially over traditional explainability methods and traditional adversarial attacks. 

3.2 Background 

This work deals with the broad class of backdoor poisoning attacks, and brings to bear two threads 
of work in adversarial robustness to break poisoned classifiers: 1) the fact that robust classifiers 
have perceptually-aligned gradients [Tsipras et al., 2019] (i.e., that reveal information about the 
underlying classes); 2) the use of randomized smoothing [Cohen et al., 2019] to build robust 
classifiers, with recent work [Salman et al., 2020] showing that one can robustify a pretrained 
classifier. We discuss each of these subjects in turn. Then we clarify two points regarding our 
approach. 

Backdoor Attacks In backdoor attacks [Chen et al., 2017, Gu et al., 2017, Li et al., 2019, 
2020], an adversary injects poisoned data into the training set so that at test time, clean images 
are misclassified into the target class when the trigger is present. BadNet [Gu et al., 2017] achieve 
this by modifying a subset of training data with the backdoor trigger and set the labels to the target 
class. One drawback of BadNet is that poisoned images are often clearly mislabeled, thus making 
the poisoned training data easily detected by human eyes or simple data filtering [Turner et al., 
2019]. To address this issue, Clean-label backdoor attack (CLBD) [Turner et al., 2019] and Hidden 
trigger backdoor attack (HTBA) [Saha et al., 2020] propose poison generation methods which assign 
correct labels to poisoned images. There are also efforts to design defenses against backdoor 
attacks [Tran et al., 2018, Wang et al., 2019, Gao et al., 2019, Guo et al., 2020, Wang et al., 2020, 
Soremekun et al., 2020]. Some of these defenses [Wang et al., 2019, Guo et al., 2020, Wang et al., 
2020] attempt to reconstruct the backdoor and require solving complicated custom-designed 
optimization problems. Soremekun et al. [2020] propose a method to detect poisoned classifiers if 
poisoned classifiers are also adversarially robust. 

Adversarial Robustness Aside from backdoor attacks, another major line of work in adversarial 
machine learning focuses on adversarial robustness [Szegedy et al., 2013, Goodfellow et al., 2014, 
Madry et al., 2017, Ilyas et al., 2019], which studies the existence of imperceptibly perturbed inputs 
that cause misclassification in state-of-the-art classifiers. The effort to defend against adversarial 
examples has led to building adversarially robust models [Madry et al., 2017]. In addition to being 
robust against adversarial examples, adversarially robust models are shown to have perceptually-
aligned gradients [Tsipras et al., 2019, Engstrom et al., 2019]: adversarial examples of those classifiers 
show salient characteristics of other classes. This property of adversarially robust classifiers can be 
used, for example, to perform image synthesis [Santurkar et al., 2019]. 

Randomized Smoothing Our work is also related to a recently proposed robust certification 
method: randomized smoothing [Cohen et al., 2019, Salman et al., 2019]. Cohen et al. [2019] show 
that smoothing a classifier with Gaussian noise results in a smoothed classifier that is certifiably 
robust in l2 norm. Kaur et al. [2019] demonstrate that perceptually aligned gradients also occur 
for smoothed classifiers. Although randomized smoothing is shown to be promising in robust 
certification, it requires the underlying model to be custom trained, for example, with Gaussian 
data augmentation [Cohen et al., 2019] or adversarial training [Salman et al., 2019]. To avoid the 
tedious customized training, Salman et al. [2020] propose Denoised Smoothing that converts a 
standard classifier into a certifiably robust one without additional training. Specifically, it 
prepends a denoiser to a pretrained classifier prior to applying randomized smoothing. 
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On “defending against” versus “breaking” poisoned classifiers While our focus in this 
work is on “breaking backdoored classifiers”, it might be tempting to instead view it as a “defense 
against backdoor attacks”. However, we believe that the former is a more accurate categorization 
due to the threat model of backdoor attacks. In a typical threat model associated with backdoor 
attacks, an attacker will introduce its poisoned data at training time, and the user then is free to 
perform whatever analysis is needed upon the classifier in order to assess its vulnerability before 
deployment. In other words, the attacker must “move first” in the game, and the user is free to 
“move second” to analyze the classifier; this is in stark contrast to test-time adversarial robustness, 
where a defender must “move first” to create a robust classifier, and the attacker is then permitted 
to create adaptive adversarial inputs crafted toward that particular classifier. While it is certainly 
plausible that alternative backdoor strategies may prove more difficult to analyze with our approach, 
the impetus here is on the attacker rather than the defender to demonstrate this possibility. 

On our attack versus adversarial patch attack It may seem odd to claim that backdoored 
classifiers are “broken” by demonstrating their vulnerability to a patch attack, especially given the 
well-known fact that virtually any (non-robust) classifier can be similarly attacked via an 
adversarial patch [Brown et al., 2017]. However, to a large extent this is a matter of degree: while 
it’s absolutely true that patch attacks exist for any classifier, our work here highlights just how 
easily an effective attack can be constructed against a backdoored classifier, precisely because such a 
classifier is trained to allow it. In contrast, our approach notably will not produce effective triggers 
against clean classifiers (See Figure 8 in Section 3.3); while it would also be possible for an attacker 
to essentially interpolate between what qualified as a “backdoor trigger for a poisoned classifier” 
and an “adversarial patch for a clean classifier”, the point of this work is to emphasize the degree 
to which backdoored classifiers make the task of breaking them easy and remarkably effective. 
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3.3 Methodology 

In this section, we present our attack on poisoned classifiers given access to the poisoned classifier and 
test data only. We consider the commonly-used threat model [Gu et al., 2017, Turner et al., 2019, 
Saha et al., 2020] for backdoor poisoning, where images patched with the backdoor will be predicted 
as target class. The attack success rate is defined as the percentage of test data (not including 
images from target class) classified into target class when the trigger is applied. 

3.3.1 Generating Perceptually-Aligned Adversarial Examples 

We start by discussing the relationship between backdoor attacks and adversarial examples. Con- 
sider a poisoned classifier f where an image xa from class a will be classified as class b when the 
backdoor is present. Denote the application of the backdoor to image x as B(x). Then for a 
poisoned classifier: 

f (xa) = a,   f (B(xa)) = b (1) 

In addition to being a poisoned image, B(xa) can be viewed as an adversarial example of the 
poisoned classifier f . Formally, B(xa) is an adversarial example with perturbation size 𝜖𝜖 =
‖𝐵𝐵(𝑥𝑥𝑎𝑎) − 𝑥𝑥𝑎𝑎‖𝑝𝑝 in lp norm: 

𝐵𝐵(𝑥𝑥𝑎𝑎) ∈ {𝑥𝑥|𝑓𝑓(𝑥𝑥) ≠ 𝑎𝑎, ‖𝑥𝑥 − 𝑥𝑥𝑎𝑎‖𝑝𝑝 ≤ 𝜖𝜖} (2) 

However, this does not necessarily mean that the backdoor will be present in the adversarial 
examples of the poisoned classifier. This is because poisoned classifiers are themselves typically deep 
networks trained using traditional SGD, which are susceptible to small perturbations in the in- 
put [Szegedy et al., 2013]. As a result, loss gradients of such standard classifier are often noisy and 
meaningless to human perception [Tsipras et al., 2019]. 

Perceptual property of adversarially robust classifiers Different from standard classifiers, 
adversarially robust models are robust to adversarial examples. Recent work [Tsipras et al., 2019, 
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◦ 

Clean Images 
Poisoned Classifier 1 (Trigger A) Poisoned Classifier 2 (Trigger B) Clean Classifier 

Figure 2: Figure 2: Visualization of  Adversarial Examples (𝜖𝜖 = 20/60) 
From two robustified poisoned classifiers and a robustified clean classifier. Trigger A and Trigger B are shown in Figure 4. 

Santurkar et al., 2019] find that their loss gradients align well with human perception and adversarial 
examples of such models show salient characteristics of corresponding misclassified class. 

We hope to use this property to analyze poisoned classifiers through the lens of adversarial 
examples. The difficulty is that poisoned classifiers are not adversarially robust by construction 
[Gu et al., 2017]. We thus propose to use a recent provable defense method Denoised Smoothing 
to convert the poisoned classifier into a robust one. 

Robustifying poisoned classifiers Denoised Smoothing [Salman et al., 2020] is built upon 
randomized smoothing [Cohen et al., 2019], a procedure that converts a base classifier f into a 
smoothed classifier g under Gaussian noise that is certifiably robust in l2 norm (noise level σ 
controls the tradeoff between robustness and accuracy): 

g(x) = argmax 𝕡𝕡(f (x + δ) = c) (3) 
c 

where δ ∼ 𝒩𝒩 (0, σ2I)

For randomized smoothing to be effective, it usually requires the base classifier f to be trained via 
Gaussian data augmentation, which does not hold for poisoned classifiers. Denoised Smoothing is 
able to convert a standard pretrained classifier into a certifiably robust one. It first prepends a 
pretrained classifier f with a custom-trained denoiser D. Then it applies randomized smoothing 
to the combined network f ◦ D, resulting in a robust smoothed classifier f smoothed:

f smoothed(x) = argmax 𝕡𝕡 (f D(x + δ) = c) (4) 
c 

where δ ∼ 𝒩𝒩 (0, σ2I)
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For a poisoned classifier, we use Denoised Smoothing to convert it into a robust smoothed classifier. 
We then generate adversarial examples of the smoothed classifier, using the method proposed in 
Salman et al. [2019]. Specifically, we use the SMOOTHADVPGD method in Salman et al. [2019] 
and sample Monte-Carlo noise vectors to estimate the gradients of the smoothed classifier. Adversarial 
examples are generated with a l2 norm bound 𝜖𝜖. Since denoiser D is introduced to remove the noise 
added by randomized smoothing, it is expected that backdoor of the poisoned classifier still applies 
to the new robust smoothed classifier. In practice, we find that this holds true in general for the 
poisoned classifiers we experimented with.

Figure 3: Backdoor Patterns in Adversarial Examples (𝜖𝜖 = 20) 
Robustified poisoned classifiers, each with a different color trigger. 

Clean Image 
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3.3.2 Backdoor Patterns in Adversarial Examples 

Our overall strategy is to analyze the adversarial examples of robustified poisoned classifiers. Since we 
assume that we are not aware of the original backdoor or which class is being targeted, through- out 
this report, unless otherwise specified, we generate untargeted adversarial examples (though through 
these untargeted examples it will become obvious which is the poisoned class). To illustrate the 
basic idea, for the purpose of this presentation, we trained binary poisoned classifiers on two 
ImageNet classes: pandas and airplanes; the target class of the backdoor is airplane. We used BadNet 
[Gu et al., 2017] for backdoor poisoning. After training, and without access to any training data, we 
then applied Denoised Smoothing to create a robust version of the classifier. 

In Figure 2, we show l2 adversarial panda images (𝜖𝜖 = 20/60) of the robust version of two 
poisoned classifiers and a clean classifier1. Two backdoor triggers are shown in Figure 4, where 
Trigger A is a 30 × 30 synthetic trigger with random colors, created in the backdoor attack method
HTBA [Saha et al., 2020] and Trigger B is a 30 × 30 hello kitty image. The crucial point here is
that for adversarial examples of robustified poisoned classifiers, there are local color regions that 
are immediately visually apparent. For larger perturbation size (𝜖𝜖 = 60), these colors become more 
saturated despite background noise. While for a clean classifier, such regions are much less prevalent. 

To better understand the relationship between 
these color regions and the backdoor, we trained poi-

soned classifiers with backdoor triggers each consisting 
of a single, random color2. Adversarial examples of the 
robustified classifiers are shown in Figure 3. Similar 
to Figure 2, we still observe special color regions, and 
those colors are close to the color in the backdoor. 
This suggests that these local color spots can provide 
useful information (i.e., color) of the initial trigger. 

Trigger A Trigger B 

Figure 4: Backdoor Triggers used in our Analysis
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3.3.3 Breaking Poisoned Classifiers 

We now describe the overall procedure for constructing alternative triggers that perform just as 
well as the original one. The steps are as follows: 

1We show adversarial examples with clear backdoor patterns. For the binary poisoned classifiers we investigate, 
we observe that most of the adversarial examples contain backdoor patterns. 

2For some colors, classifiers are hard to poison (i.e., white). We choose the colors that result in high success rates 
(> 50%).Robustify the poisoned classifier using Denoised Smoothing. 

1. Generate large-E adversarial examples of the robustified smoothed
classifier.

2. Analyze the adversarial examples and find the backdoor patterns.

3. Use the observed backdoor patterns to construct new effective
triggers.

For step 4, we use basic image editing operations to extract new triggers from the backdoor patterns: 

• Synthesize a patch with colors obtained from the local regions with backdoor patterns. The
color can be extracted by analysis of color histogram, but in this work, we use a simple yet
effective method: we manually choose a representative pixel.

• Crop a patch image that contains the backdoor pattern.

We then use the constructed triggers to attack the poisoned classifier. Surprisingly, we find that 
although we create these triggers from only a handful of images, they generalize well to other 
images in the test set, attaining high attack success rates. We can use the procedure described 
above (illustrated in Figure 1) to easily break a poisoned classifier even if we do not have access to 
the original backdoor trigger. 

Since our attack constructs the triggers from adversarial examples, one could argue that this is 
caused by the transferability of adversarial patches [Brown et al., 2017], which could be a general 
property of all classifiers (i.e., our attack may also work for clean classifier by creating an adversarial 
patch). To address this point, we also evaluate our attack on clean classifiers (Results are shown 
in Section 3.3) and find that clean classifiers are not broken by our method. Overall, our results 
prompt us to rethink backdoor poisoned classifiers. We show that the secret backdoor is not 
required to manipulate the backdoored classifiers. Not only can backdoor patterns be leaked through 
adversarial examples, we can also construct multiple triggers to attack the poisoned classifier that 
are just as effective as the original trigger. 
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The need for human interaction. It is important to emphasize that the process we describe 
above requires human interaction as part of the approach: i.e., a human analyst needs to identify 
“suspicious” regions in the adversarial images and select them as potential alternative triggers. 
However, rather than this being a downside of our approach, we emphasize that in fact we believe 
this to be a benefit. There are two main reasons for this. First, as discussed briefly above, the likely 
practical use cases of identifying poisoned classifiers is quite different than that of identifying  or 
avoiding traditional adversarial examples. Each potentially poisoned classifier (for instance, a model 
built by a third party company, which is unknown to be poisoned or not) requires substantial time and 
investment to train and operate; thus, the additional time it will take an analyze to perform these 
kind of manual “forensic analysis” on a fully-trained classifier is a relatively small time 
commitment (and, as our examples show, the onus on the person doing this analysis is small). 

Given this factor, the second reason that the human-in-the-loop nature of our process is 
beneficial is that human interaction is needed precisely due to the fundamental nature of adversarial 
examples. By definition, adversarial examples are perturbations that, to a human, will not change 
the “true” label of an image, but will cause an algorithm to classify it differently. If we relied on 
automated procedures to select the “suspicious” elements in an image, it would likely be possible 
to construct triggers that function as adversarial examples for these detectors, and thus evade 
detection. It is exactly (and, arguably, only ) by integrating a human in the loop, which is entirely 
feasible in the data-poisoning use case, that we can hope to avoid the possibility of adversarial 
attacks against a fully automated system. 
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Adversarial ( ) 

Adversarial ( ) 

Figure 5: Sample Adversarial Images Generated with Deep Dream and Tikhonov Regularization 

Original Basic Adv Smoothing Denoised Smoothing 

Figure 6:Comparison of Different forms of Adversarial Examples (𝜖𝜖 = 20) from a Binary Poisoned Classifier on ImageNet 

Clean Color patch Clean Color patch 

Success rate: 
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Cropped patch 

Success rate: 
72.50% 

Cropped patch 

Clean 

Success rate: 
65.90% 

Color patch 

Success rate: 
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Cropped patch 

Clean 

Success rate: 
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Color patch 

Success rate: 
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Success rate: 
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Success rate: 
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Figure 7: Results for attacking a poisoned multi-class classifier obtained through BadNet [Gu et al., 2017] 
The attack success rate of the original backdoor Trigger A is 72.60%. The region which we  use to construct alternative triggers is 

highlighted in a red box. 

Adversarial ( ) 

Adversarial ( ) 
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3.3.4 Enhanced Visualization Techniques 

We discuss some techniques to help with visualizing adversarial examples. Deep Dream We adopt 
the idea from Deep Dream [Mordvintsev et al., 2015] by iteratively optimizing a certain objective 
starting with the resized output from previous iteration. It uses this iterative optimization process 
to generate artistic style images. In our case, we iteratively optimize the adversarial objective, so 
that backdoor patterns formed at earlier stages can be incorporated into those forming at later 
stages. 

Tikhonov Regularization Large-E adversarial images tend to become noisy. Thus, we apply 
Tikhonov regularization [Tikhonov et al., 1992]. It minimizes a loss function defined as a l2- 
regularization of the magnitude of image gradients (directional change in the intensity of colors). 

In Figure 5, adversarial images are generated with two techniques of the binary robustified 
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Error rate: 
1.84% 

Cropped patch 

Clean Color patch 

Error rate: 
1.48% 

Cropped patch 

Clean 

Error rate: 
8.04% 
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Error rate: 
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Cropped patch 
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Figure 8: Results of Applying our Attack on an ImageNet Clean Classifier 

poisoned classifier with Trigger A. Observe that images become smoother and there are more 
backdoor patterns in one image. 

4.0 Results 
In this section, we present our attack results on poisoned classifiers from two datasets: ImageNet 
[Russakovsky et al., 2015] and TrojAI datasets [Majurski, 2020]. For Denoised Smoothing, we use 
the MSE-trained ImageNet denoiser adopted from Salman et al. [2020]. To make backdoor presence 
conspicuous, we synthesize large-E untargeted adversarial examples (𝜖𝜖 = 20, 60). The noise level we 
use in smoothed classifiers is 1.00, as Kaur et al. [2019] shows that larger noise level leads to better 
visual results. We refer the reader to Appendix A for details on the experimental setup. For both 
datasets, we construct alternative triggers of size 30 30, same as the size of the backdoor trigger
used in ImageNet poisoned classifiers3. We apply alternative triggers to random locations for 
ImageNet (same as the initial backdoor) and a fixed place near the center for TrojAI 4. To evaluate 
the attack success rate, for ImageNet, we use 50 images for binary classifier and 200 images for 
multi-class classifier in the test set; for TrojAI dataset, we use the released 500 sample test images 
for each classifier. 

Adversarial ( 

Adversarial ( 
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4.1 ImageNet 

We train both binary and multi-class poisoned classifiers with three backdoor attack methods: 
BadNet [Gu et al., 2017], Hidden trigger backdoor attack (HTBA) [Saha et al., 2020] and Clean- 
label backdoor attack (CLBD) [Turner et al., 2019] (in total 6 poisoned classifiers). The class of the 
binary classifier is hand-picked: “panda” vs “airplane”. For the multi-class classifier, 5 classes are 
chosen randomly. Since only HTBA has conducted evaluation on ImageNet, we follow its setup for 
training poisoned classifiers. Specifically, we adopt Trigger A in Figure 4 as the default trigger and 
use AlexNet [Krizhevsky et al., 2012] architecture5. 

Comparison to baselines We compare Denoised Smoothing to two baseline approaches for 
generating adversarial examples: adversarial examples of 1) the poisoned classifier (denoted as 

3In TrojAI, the exact shape of backdoor trigger is not provided. Here we adopt the same setting as ImageNet. 
4For TrojAI, we are not aware of where the trigger is applied in the training process of poisoned classifiers. We 

choose this location in order for the alternative triggers to be applied at the foreground object (an artificial sign). 
(Sample images in https://pages.nist.gov/trojai/docs/data.html) 

5Except for CLBD, we use ResNet [He et al., 2016] for the backdoor attack to be successful. 

https://pages.nist.gov/trojai/docs/data.html
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Trigger C 

Success rate: 
75.80% 

(a) Adversarial examples of a robustified poisoned classifier with Trigger C as the backdoor.

Clean Clean 

Cropped patch 

Success rate: 
88.60% 

Cropped patch 

Success rate: 
83.00% 

(b) Attacking a poisoned classifier with the “camouflaged” backdoor Trigger C (success rate
75.80%).

Figure 9: Analysis of a Poisoned Classifier with a “camouflaged” Backdoor Trigger 

“Basic Adv”); 2) the smoothed poisoned classifier without a denoiser (denoted as “Smoothing”). 
We generate adversarial examples (𝜖𝜖 = 20) of the robustified binary poisoned classifier on ImageNet, 
shown in Figure 6 (More examples are shown in Figure 24 in Appendix C.). First, we can see that 
our approach gives less noisy and smoother adversarial images than baselines. Second, there are 
some vague backdoor patterns in “Basic Adv”, but backdoor patterns in adversarial examples from 
Denoised Smoothing are more distinctive and easier to recognize. Last, “Smoothing” baseline does 
not produce any obvious pattern, which highlights the necessity of Denoised Smoothing. 

Table 1: Overall Performance of our Attack 
For “X/Y”, X is the highest attack success rate among the triggers that we demonstrate in this report and Y is the success rate of the original 

backdoor. 

BadNet HTBA CLBD 
Binary 

Multi-class    67.90%/58.95% 
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Breaking poisoned classifiers In Figure 7, we present sample alternative backdoor triggers we 
constructed by attacking a BadNet poisoned multi-class classifier on ImageNet, where we show both 
color patch and cropped patch constructed from each adversarial example. For attack results on 
other five ImageNet poisoned classifiers, we refer the reader to Figure 18 and Figure 19 in Appendix 
B. From Figure 7, we can see that all the alternative triggers created from backdoor patterns have
relatively high success rate. In particular, two triggers achieve significantly higher attack success
rate (89.20%, 85.80%) than the original backdoor Trigger A (72.60%). Also notice that these
alternative triggers differ greatly from Trigger A. Last, we can see that whether color patch or
cropped patch perform better depends on each example. In terms of the effect of pertu bation size,
it can be seen that larger epsilon leads to better attack results. A summary of attack results for all
poisoned classifiers is presented in Table 1. For each poisoned classifier, we compare the highest
success rate achieved by the alternative triggers we demonstrate in the report and the success rate
of the initial backdoor (Trigger A). For all six poisoned classifiers we investigate, our attack finds an
alternative trigger more effective than the original backdoor. Also, for five of the six poisoned
classifiers, the highest success rate shown in Table 1 is attained by cropped patch, which may
suggest that cropped patch may be more effective overall.
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Adversarial ( Adversarial ( Clean Color Trigger Clean Color Trigger 

Success rate: 87.25% Success rate: 59.25% 

Cropped Trigger Cropped Trigger 

Success rate: 100% 

(a) Poisoned Classifier 1

Success rate: 100% 

(b) Poisoned Classifier 2

Figure 10: Results of Attacking two Poisoned Classifiers in TrojAI Dataset 

Clean classifiers are not easily broken. We show that clean classifiers are not broken 
under our attack. Note that clean classifiers are not poisoned and there is no such concept as 
attack success rate for clean classifiers. To measure the effect of the triggers constructed by our 
procedure on clean classifiers, we report the error rate of clean classifiers when the test data is 
patched by the alternative triggers. Figure 8 presents an illustration for attacking a clean multi- 
class ImageNet classifier with our approach. We refer the reader to Figure 20 in Appendix B for 
results on attacking the binary ImageNet classifier. Here we choose larger perturbation size 𝜖𝜖 = 60 
because we find no obvious pattern with perturbation size 𝜖𝜖 = 20. Observe that clean classifiers 
have low error rates with test data patched by the constructed triggers, meaning that they remain 
robust under our attack. 

“Camouflaged” Backdoor So far we have experimented with triggers that contain colors 
(i.e., red, blue in Trigger A) that are visually distinctive and as a result, backdoor patterns can 
be easily recognizable in adversarial examples. We study the case when backdoor trigger is less 
colorful or contains colors already in the color distribution of clean images. Consider Trigger C in 
Figure 9a: black and white colors in this trigger are also representative colors of a panda. We train 
a poisoned binary classifier on ImageNet using Trigger C as the backdoor, where the backdoor attack 
method is BadNet [Gu et al., 2017]. In Figure 9a, we visualize adversarial examples of the 
robustified poisoned classifier. Although there is no clear backdoor pattern in the form of dense color 
regions, we can observe that in the generated adversarial examples, there is a tendency for black 
regions to have vertical or horizontal boundaries, which resembles the pattern in Trigger C. Despite 
the absence of obvious backdoor patterns, we are still able to break the poisoned classifier using 
cropped patterns from large- 𝜖𝜖 (𝜖𝜖 = 100) adversarial examples as shown in Figure 9b. Notice that both 
of the triggers are noisy and seem completely different from Trigger C, but they attain higher 
attack success rate (88.60% and 83.00%) than the original backdoor (75.80%). 
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4.2 TrojAI Dataset 

TrojAI dataset [Majurski, 2020] consists of a mixed set of clean and poisoned classifiers, proposed to 
help develop backdoor defense methods. We choose this dataset as it contains a large set of trained 
poisoned classifiers. Different from ImageNet, we are not aware of the exact backdoor triggers 
used to poison the classifiers. In Figure 10, we show attack results on two poisoned classifiers. As 
shown in Figure 10, our methods can attack these poisoned classifiers with high success rate (See 
Figure 21 in Appendix B for results on more poisoned classifiers.). Similarly, the cropped trigger 
achieves higher success rate than the color trigger for both classifiers. Especially, notice that both 
cropped triggers attain 100% attack success rate. Finally, we conduct a user study on the TrojAI 
dataset to test the generality of our approach. We develop an interactive tool implementing our 
method to aid the study. Participants are asked to analyze classifiers with the tool and decide 
if they are poisoned. Two control groups are used: 1) participants are given a variant of the 
tool using adversarial examples of the original classifier (denoted as “Basic Adv”); 2) 
participants are given saliency maps on clean images (denoted as “Saliency Map”). Details on 
the user study and the interactive tool are in Appendix D. Results are summarized in Table 2, 
where we show the accuracies of identifying poisoned classifiers for three approaches. Overall, 
the study suggests that analysts with access to our tool are able to substantially outperform 
those using alternative methods.

Table 2: Accuracies that Participants Obtained for Identifying Poisoned Classifiers in the User Study 

Basic Adv 
User 3    User 4 

Accuracy 94% 

Denoised Smoothing 
Participants     User 1 User 2 User 5 

90% 66% 82% 54% 
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5. Objective Criteria for Evaluation of ML Classifiers

The field of explainable artificial intelligence (XAI) is concerned with the task of explaining a 
complex machine learning model, that has been trained on a set of input and label pairs. We are 
interested in the case where we only have black-box access to the model, which can be abstracted 
as a function that predicts a response given an input feature vector, and depending on the class of 
explanations, additionally the training dataset. The two predominant classes of explanations are: 
(a) feature explanations, that attribute any given prediction to a (weighted) set of important 
input features, and (b) sample explanations, that attribute the prediction to a set of training 
inputs. As a popular instance, given a deep neural network for image classification trained on a set 
of training data, we may explain a specific prediction by showing the set of salient pixels, or a 
heatmap of pixel importance weights (feature explanations), or by showing the most influential 
training images (sample explanations). However within these classes, there are even increasing 
proposed instances of explanations, which are all typically evaluated in a qualitative manner, 
largely by showing compelling examples of specific explanations. To place these on a more 
scientific and rigorous footing, we need more objective evaluation criteria. This survey article 
summarizes and provides insights on three key papers that introduce such objective criteria 
for: (a) feature importance explanations [Yeh et al., 2019], (b) feature set explanations [Hsieh 
et al., 2021], and (c) sample based explanations [Yeh et al., 2018].

The first objective criterion we discuss is what Yeh et al [Yeh et al., 2019] refer to as an infidelity 
measure, which captures how well a feature importance explanation (one feature importance value per 
feature) matches the given model. Now, given any perturbation in the input, we expect there to be a 
perturbation in the model output. Can feature explanations give insight into how the model output 
perturbations might look like? Towards this, infidelity measures the expected difference between 
the model output perturbation, and its approximation using the explanation ( specifically via a dot 
product of the feature explanation vector and the input perturbation). Note that this general 
setup allows for any choice of significant perturbations. It can be shown that most popular feature 
based explanations actually optimize the infidelity measure above, for corresponding spe- cific 
choices of perturbations. It moreover holds that the optimal explanation minimizing infidelity can 
actually be calculated in closed-form. This in turn allows one to propose new explanations by 
introducing new classes of perturbations. We also mention in passing a classical objective criterion 
for explanations, namely whether or not the explanation mechanism satisfies certain 
axiomatic properties [Lundberg and Lee, 2017, Sundararajan et al., 2017]. One can analyze whether 
a feature importance explanation satisfies certain axiomatic properties based on its 
corresponding perturba- tion distribution. Thus, one may choose the desired feature importance 
explanations depending on (a) the perturbations of interest, and (b) corresponding axiomatic 
properties, which are also related to the perturbation distribution. 
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We next focus the class of feature set explanations, that output a subset of important 
features for any model prediction. Here, Hsieh et al. [Hsieh et al., 2021] propose robustness based 
objective criteria for this form of explanations, based on the idea that if we get the important 
feature set right, then the model will be robust to perturbations restricted to their complement 
of unimportant features. Similarly, if we restrict the perturbations to only the important 
features we expect the model to be very sensitive. We can measure robustness using the 
maximum function difference under any perturbation, which is drawn from the test-time 
adversarial robustness literature. They then propose scalable greedy algorithms to optimize this 
criteria. 

Lastly, we focus on sample-based explanations, where the goal is to explain the model prediction 
at a test input in terms of contributions of different training points. Based on a simple requirement 
that the sum of the contributions of different training points should sum up to the model prediction at 
the test point, Yeh et al. [Yeh et al., 2018] design a “representer theorem,” that provides just 
such a decomposition for general deep neural networks, with the slight addendum that the model be 
trained till convergence with a small £2 regularization weight. They demonstrate the effectiveness of 
all three classes of explanations proposed above via intuitive visual examples. 
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5.1 Related Work 

We briefly summarize related work on the three main classes of explanations discussed above: (a) 
feature importance explanations, (b) feature set explanations, and (c) sample based explanations. 

Among feature importance explanations, perturbation-based attributions measure the predic- 
tion difference after perturbing a set of features. As a key instance, Zeiler [Zeiler and Fergus, 2014] 
use grey patch occlusions as perturbations to explain CNNs. Such senstivity to perturbations is 
also captured by gradient based attributions [Baehrens et al., 2010, Simonyan et al., 2013, Zeiler 
and Fergus, 2014, Springenberg et al., 2014, Selvaraju et al., 2017] that range from simple gradi- 
ents, to variants that leverage back-propagation to address some caveats with simple gradients. As 
shown in Ancona et al [Ancona et al., 2018], many recent explanations such as E-LRP [Bach et al., 
2015], Deep LIFT [Shrikumar et al., 2017], and Integrated Gradients [Sundararajan et al., 2017] 
can be simply viewed as variants of gradient explanations. There are also approaches that average 
feature importance weights by varying the active subsets of the set of input features (e.g. over 

the power set of the set of all features), which has roots in cooperative game theory and revenue 
division [Datta et al., 2016, Lundberg and Lee, 2017]. Another close line of research is counterfac- 
tual and contrastive explanations [Wachter et al., 2017, Dhurandhar et al., 2018, Hendricks et al., 
2018, van der Waa et al., 2018, Goyal et al., 2019, Joshi et al., 2019, Poyiadzi et al., 2020], which 
is motivated by the question: what to alter in the current input to change the outcome of the 

model. While “the closest possible world” provided by counterfactual explanations sheds light on 
features that are “necessary” for the prediction, they could fail to identify relevant features that 
are “sufficient” for the current prediction. For sample explanations, some derive these by analyz- 
ing the stationary conditions of the ML model estimation problems [Koh and Liang, 2017, Yeh 
et al., 2018], by tracking the training trajectory of the model parameters [Pruthi et al., 2020], by 
repeatedly retraining the model [Jia et al., 2019, Ghorbani and Zou, 2019], and via solving specific 
optimization problems [Kim et al., 2016, Khanna et al., 2019]. 

We next discuss related work that specifically propose objective evaluations for explanations, 
which is the focus of this survey article. A classical approach is to measure model performance after 
removing salient features [Hooker et al., 2018]. A related measure is the area over the perturbation 
curve when removing the most important features [Samek et al., 2016]. Another is explanation 
continuity [Montavon et al., 2017], which is a minimal sanity check on numerical explanations. 
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Object localization metrics to evaluate the closeness of the saliency map and the actual object have 
also been proposed [Dabkowski and Gal, 2017]. 

5.2 Objective Criteria for Feature Importance Explanations 

With feature importance (or attribution) explanations, we explain the prediction of a given model 
on a given test input x, by provide a real-valued importance value for each of the features in 
x. Most such explanations use the notion of a perturbation of the test input. Here, we measure the
importance of a feature by perturbing the feature, and measuring the average effect on the model
output. We classify such perturbation-based feature importances into two classes: where the
perturbation is either a general real-valued vector, or a binary vector. In this section, we discuss the
framework of Yeh et al [Yeh et al., 2019], where they show that most existing perturbation-based
feature attributions can be viewed as optimizing the so-called infidelity of explanations, which is
an objective criterion for perturbation-based feature importances, and which depends on a random
perturbation I with probability measure µI.

5.2.1 Infidelity for General Perturbations 

Consider the following general supervised learning setting: we have the input space 𝒳𝒳 ⊆ ℝd,
output space Y ⊆ ℝ, and a (machine-learnt) black-box predictor f : ℝd → ℝ, which at some test
input x ∈ ℝd, predicts the output f (x). Then a feature attribution explanation is some function
Φ : F × ℝd → ℝd, that given a black-box predictor f , and a test point x, provides importance scores
Φ(f , x) for the set of input features. We let ‖∙‖ denote a given norm over the input (and explanations) 
space. When not specified, this will be set to the £2 norm. 

Definition 5.1. Given a black-box function f , explanation functional Φ, and a random variable 
I ∈ ℝd with probability measure µI, which represents meaningful perturbations of interest, we
define the explanation infidelity of Φ as: 

𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼(Φ,𝑓𝑓, 𝑥𝑥) = 𝔼𝔼𝐼𝐼~𝜇𝜇𝜇𝜇�𝐼𝐼𝑇𝑇Φ(𝑓𝑓, 𝑥𝑥) − �𝑓𝑓(𝑥𝑥) − 𝑓𝑓(𝑥𝑥 − 𝐼𝐼)��2 (5)
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Explanations that Optimize Infidelity As we show in the sequel, many recently proposed 
explanation methods can be shown to be optimal with respect to the infidelity measure in Definition 
4.1 and 4.2, for varying perturbations I. Explanations that optimizes the infidelity with respect to 
the  general  perturbations  can  been  seen  as  variants  of  the  gradient,  since  
 lim 𝜖𝜖 →0 f (x) − f (x − 𝜖𝜖 ei)/ 𝜖𝜖 ei = ∇if (x).

Proposition 5.1. Suppose the perturbation I = x-x0 is deterministic and is equal to the difference
between x and some baseline x0. Let Φ∗(f , x) be any explanation which is optimal with respect to 
infidelity for perturbations I. Then Φ∗(f , x) ⊙I satisfies the completeness axiom; that is 

�[Φ∗(𝑓𝑓, 𝑥𝑥) ⊙ 𝐼𝐼]𝑗𝑗

𝑑𝑑

𝑗𝑗=1

= 𝑓𝑓(𝑥𝑥) − 𝑓𝑓(𝑥𝑥 − 𝐼𝐼)

The completeness axiom has been argued to be important for feature attributions [Sundararajan et 
al., 2017, Shrikumar et al., 2017]. The above proposition shows its close connection to the notion of 
infidelity. Note that the completeness axiom is satisfied by many popular feature explanations  such 
as IG [Sundararajan et al., 2017], DeepLift [Shrikumar et al., 2017], LRP [Bach et al., 2015]. 

Proposition 5.2. Suppose the perturbation is given by Ii = 𝜖𝜖 · ei, where ei is a coordinate basis vector.
Then letting Φ∗ 𝜖𝜖 (f , x) be the optimal explanation with respect to infidelity for perturbations Ii,  and 
v[i] = Φ∗E (f , x)[i],  we  have  that  lim 𝜖𝜖 →0  v = ∇f (x),  so  that  the  limit  point  of  the  optimal
explanations is the gradient explanation [Shrikumar et al., 2016].
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Proposition 5.3. Suppose the perturbation is given by 𝐼𝐼𝑖𝑖 = 𝑒𝑒𝑖𝑖⨀𝑥𝑥, where ei is a coordinate basis 
vector. Letting Φ∗(f , x) be the optimal explanation with respect to infidelity for perturbations Ii, 
and v[i] = Φ∗(f , x)[i], then v ⨀x is the occlusion-1 explanation[Zeiler and Fergus, 2014]. 

Closed-Form Explanations with least Infidelity Given our notion of infidelity, a natural 
question is: what is the explanation that is optimal with respect to infidelity, that is, has the least 
infidelity possible. This naturally depends on the distribution of the perturbations I, but 
surprisingly this optimal explanation has a simple form as detailed in the following proposition. 

Proposition 5.4. Suppose the perturbations I are such that (∫Π𝑇𝑇𝑑𝑑𝜇𝜇𝑖𝑖) - 1 is invertible. The 
optimal explanation Φ∗(f , x) that minimizes infidelity for perturbations I can then be written as 

where 

 is  the  integrated  gradient  of f (·)  between  (x − I)  and

x [Sundararajan et al., 2017], but can be replaced by any functional that satisfies IT IG(f , x, I) = 

f (x) − f (x − I).

A generalized version of SmoothGrad can be written as 

 where the Gaussian kernel can be replaced by any kernel. Therefore, the optimal solution of Propo- 
sition 4.4 can be seen as applying a smoothing operation reminiscent of SmoothGrad on Integrated 
Gradients (or any explanation that satisfies the completeness axiom), where a special kernel IIT is 
used instead of the given off-the-shelf kernel function k(x, z). When I is deterministic, the integral 
of IIT is rank-one and cannot be inverted, but being optimal with respect to the infidelity can be 
shown to be equivalent to satisfying the Completeness Axiom. To enhance its numerical stability, 
we can replace the inverse by a pseudo-inverse, or add a small diagonal matrix to the kernel IIT , which 
works well in experiments. 

Vignette: Noisy Baseline, a New Explanation by Optimizing Infidelity By varying the 
perturbations and deriving the corresponding optimal explanation, we could obtain new feature 
explanations. As a vignette of this approach, suppose we set the baseline to be a Gaussian random 
vector centered around a certain clean baseline (such as the mean input or zero) depending on 
the context. Note that this addresses a common caveat with a deterministic baseline that it does 
not account for noise or uncertainty. The explanation that optimizes infidelity with corresponding 
“noisy baseline” perturbations I is a novel explanation that can be seen as satisfying a robust 
variant of the completeness axiom. 
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5.2.2 Infidelity for Binary Perturbations 

We now consider the case where f is replaced by a meta-function vf,x : 2d → ℝ, where the input of
the meta function is a subset of d features, where the output is also a real-valued number. Then a 
feature attribution explanation is some function Φ : 𝒱𝒱 × ℝ d → ℝ d, that given a black-box predictor
f , and a test point x, and the meta function vf,x provides importance scores Φ(vf,x) for the set of 
input features. The meta-function vf,x here is often called the value function. 

The difference to the general perturbations is that here, the perturbation space is limited to 
binary perturbations. The value function can be seen as the function utility when a set of features 
are present. The explanation here has a game-theoretical interpretation, which is the average 
marginal utility of each features. 
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Definition 5.2. Given a black-box function f , explanation functional Φ, a random variable I ∈ 2d 
with probability measure µI, which represents meaningful perturbations of interest and a binarized 
input z which is a vectors of 1s, we define the explanation infidelity of Φ as: 

I ( 7 ) 

Explanations that Optimize Infidelity Explanations that optimizes the infidelity of binary 
perturbations have a game-theoretic flavor, as the value function summarizes the joint utility when 
a set of features are present “co-operatively”. 

Proposition 5.5: The perturbation 𝐼𝐼 ∈ {0,1}𝑑𝑑 is a binary random vector with distribution 

ℙ(𝐼𝐼 = 𝑧𝑧) ∝
𝑑𝑑 − 1

( 𝑑𝑑
‖𝐼𝐼‖1

)‖𝐼𝐼‖1(𝑑𝑑 − ‖𝐼𝐼‖1)

Then for the optimal explanation Φ∗�𝓋𝓋𝑓𝑓,𝑥𝑥� with respect to infidelity for perturbations I is the Shapley 
value. 

Proposition 5.6. The perturbation I ∈ {0, 1}d is a binary random vector with distribution ℙ (I =
z) ∝ 1 such that all binary perturbation has equal probability, then for the optimal explanation
Φ∗(vf,x) with respect to infidelity for perturbations I is the Banzhaf value. 

5.2.3 Closed-Form Solution for Explanations with Least Infidelity 

Proposition 5.7. Suppose the perturbation distribution µ(S) is such that (∑ 𝜇𝜇(𝐼𝐼)Π𝑇𝑇)𝑆𝑆 is 
invertible. The explanation Φ∗(vf,x) that minimizes the infidelity with respect to the perturbation 
I has the form: 

Vignette: Square Banzhaf, a New Explanation by Optimizing Infidelity This expla- 
nation is specifically targeted to image data. Yeh et al [Yeh et al., 2019] argue that studying 
perturbations that remove random subsets of pixels in images may not be instructive, since there is 
very little loss of information given surrounding pixels that are not removed. Also ranging over all 
possible subsets to remove (as in SHAP [Lundberg and Lee, 2017]) is infeasible for high dimensional 
images. They thus propose a modified subset distribution from that described in Proposition 4.5, 
where the perturbation Z has a uniform distribution over square patches with predefined length, 
which is in spirit similar to the work of [Zintgraf et al., 2017]. This not only improves computa- 
tional complexity, but also better captures spatial structure in the images. One can also replace 
the square with more complex random masks designed specifically for the image domain [Petsiuk 
et al., 2018a]. They name the resulting infidelity optimal explanation as “square Banzhaf” since 
it considers all sets of players (corresponding to squares in the image) equally, which utilizes the 
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structure of the data. 

Consequences for Axiomatic Properties We briefly introduce a set of well-known axioms for 
player attributions from cooperative game theory [Shapley, 1988], and which have been suggested 
for feature attributions in the machine learning context [Lundberg and Lee, 2017]. 

1. Linearity: Φ(𝑓𝑓1) + Φ(𝑓𝑓2) = Φ(𝑓𝑓1 + 𝑓𝑓2)  for any two value
functions f1 and f2.

2. Symmetry: 𝑓𝑓(𝑆𝑆⋃𝑖𝑖) = 𝑓𝑓(𝑆𝑆⋃𝑗𝑗)𝑓𝑓𝑓𝑓𝑓𝑓 𝑎𝑎𝑎𝑎𝑎𝑎 𝑆𝑆 ⊆ [𝑑𝑑]{𝑖𝑖, 𝑗𝑗},Φ𝑖𝑖(𝑓𝑓) =
Φ𝑗𝑗(𝑓𝑓)

3. Dummy Player 𝑓𝑓(𝑆𝑆⋃𝑖𝑖) = 𝑓𝑓(𝑆𝑆) 𝑓𝑓𝑓𝑓𝑓𝑓 𝑎𝑎𝑎𝑎𝑎𝑎 𝑆𝑆 ⊆
[𝑑𝑑]{𝑖𝑖} 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 ,Φ𝑖𝑖(𝑓𝑓) = 0.

4. Efficiency: ∑ Φ(𝑓𝑓) = 𝑓𝑓([𝑑𝑑]) − 𝑓𝑓(∅).𝑖𝑖

In this section, we relate the axiomatic properties of explanations with the least infidelity to 
the perturbation distribution that defines the infidelity. Since each perturbation distribution 
uniquely defines one explanation when (∑ 𝜇𝜇(𝐼𝐼)Π𝑇𝑇) 𝑜𝑜𝑜𝑜 (∫Π𝑇𝑇 𝑑𝑑𝜇𝜇𝐼𝐼)−1𝑆𝑆  is invertible, it is interesting 
to see under which conditions of perturbation distribution will the explanation follow certain 
axioms. For instance, Prop. 5.1 already connects the perturbation distribution to the completeness 
axiom, which is also known as the efficiency axiom in the game theoretic literature, Prop. 5,5 
connects the Shapley value to the perturbation distribution  

ℙ(𝐼𝐼 = 𝑧𝑧) ∝
𝑑𝑑 − 1

( 𝑑𝑑
‖𝐼𝐼‖1

)‖𝐼𝐼‖1(𝑑𝑑 − ‖𝐼𝐼‖1)

Thus, the explanation that minimizes the infidelity with this distribution will satisfy axioms 
linearity, dummy player, symmetry, and completeness (efficiency). We now provide other 
conditions on the perturbations where the explanation will satisfy certain axiomatic properties. 

Proposition 5.8. If ∑ 𝜇𝜇(𝐼𝐼)Π𝑇𝑇𝑆𝑆 is invertible, then Φ∗(vf , x) satisfies the linearity axiom. 

We then provide a connection between the distribution of coalitions and the symmetric axiom. 
Intuitively, if µ is symmetric to all players, then the most faithful feature interaction satisfies the 
symmetric axiom. 

Proposition 5.9. Suppose the matrix ∑ 𝜇𝜇(𝐼𝐼)Π𝑇𝑇𝑆𝑆 is invertible. Then µ is symmetric with respect to 
all features set with the same size, so that µ(Si) = µ(Sj) if |Si| = |Sj | for all Si, Sj ⊆ [d], then
Φ∗(𝑣𝑣𝑓𝑓,𝑥𝑥)satisfies the symmetry axiom. 

We now introduce the independent distribution of coalitions, where the weights of the coalition 
is equal to the product of each player’s individual weight. 
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Definition 5.3. We call the distribution µ(I) independent if 𝜇𝜇(𝐼𝐼) = Π𝑖𝑖∈[𝑑𝑑]𝑝𝑝𝑖𝑖
𝕝𝕝[𝐼𝐼𝑖𝑖=1](1− 𝑝𝑝𝑖𝑖)𝕝𝕝[𝐼𝐼𝑖𝑖=0] for

some 𝑝𝑝 ∈ ℝ𝑑𝑑such that 0 ≤ 𝑝𝑝𝑖𝑖 ≤ 1. 

The independence of distribution is a sufficient condition for the most faithful interaction value 
to satisfy the dummy axiom. 

Proposition 5.10. When the distribution µ(S) is independent, Φ(f , x) satisfies the dummy axiom. 

By combining the condition of the dummy axiom and the symmetric axioms, we get the con- 
dition that each coalition should have equal weight. In this case, we retrieve the Banzhaf value 
[Banzhaf III, 1964]. 

Proposition 5.11. When µ(I) = 1/2d for all I ⊆ [d], and Φ∗(vf , x) equals the Banzhaf value [Banzhaf
III, 1964], which satisfies the Linearity, Symmetry, and dummy player axioms, which is an 
application of Prop. 5.8, 5.9, 5.10. 

5.2.4 Some Visualization Results 

In this section, we show visualization results for several perturbation-based methods in Fig. 11 and 12 
on the imagenet dataset [Deng et al., 2009] and Mnist dataset [LeCun et al., 2010] respectively. Our 
newly proposed explanation Square Banzhaf (Square) and Noisy Baseline (NB) shows great 
concentration on the object of interest.



Approved for Public Release; Distribution Unlimited. 
32 

Figure 11: Examples of Explanations on Imagenet Figure 12: Examples of Local Explanations on MNIST 
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5.3 Objective Criteria for Feature Set Explanations 

In this section, we focus on subsets of important features, that are relevant to the model prediction, as 
a form of explanation, instead of the real-valued feature attributions. Here, we discuss the 
framework of Hsieh et al [Hsieh et al., 2021], where they provide robustness analysis based criteria 
to evaluate such explanations. 

5.3.1 Goodness Criteria via Robustness Analysis 

One downside of the perturbation-based feature importance is that the perturbation distribution 
should be known. When this is not possible, it would be natural to find an objective metric that 
describes the goodness of explanations without relying on a given form of perturbations. 

We start by two assumptions on which set of features are crucial to the model predictions. 
Assumption 1: When the values of the important features are anchored (fixed), perturbations 

restricted to the complementary set of features has a weaker influence on the model prediction. 
Assumption 2: When perturbations are restricted to the set of important features, fixing the 

values of the rest of the features, even small perturbations could easily change the model prediction. 
Based on these two assumptions, we propose a new framework leveraging the notion of adver-

sarial robustness on feature subsets, as defined below, to evaluate feature based explanations. We 
note that these assumptions are related to the sensitivity of the important feature set. In short, 
a feature set is considered important if they are sensitive (with respect to the model prediction), 
or their complement are insensitive (with respect to the model prediction). However, these two 
criteria are not equivalent. In the following, we formally define the two goodness criteria for a set 
of features. 

Definition 5.4. Given a model f , an input x, and a set of features S ⊆ U where U is the set of all
features, the minimum adversarial perturbation norm on xS, which we will also term Robustness-S of 
x is defined as: 

where 𝑦𝑦 = 𝑓𝑓(𝑥𝑥), 𝑆𝑆 = 𝑈𝑈\𝑆𝑆 is the complementary set of features, and 𝛿𝛿𝑆𝑆 = 0 means that the perturbation 
is constrained to be zero along features in 𝑆𝑆. Suppose that a feature based explanation partitions 
the input features of x into a relevant set Sr, and an irrelevant set Sr, Assumption 1 implies that the 
quality of the relevant set can be measured by 𝜖𝜖𝑥𝑥𝑥𝑥𝑟𝑟

∗  - by keeping the relevant set unchanged, and
measuring the adversarial robustness norm by perturbing only the irrelevant set Specifically, from 
Assumption 1, a larger coverage of pertinent

features in set Sr entails a higher robustness value. On the other hand, from Assumption 2, a 
larger coverage of pertinent features in set Sr would in turn entail a smaller robustness value 
since only relevant features are perturbed. More formally, we propose the following twin criteria 
for evaluating the quality of Sr identified by any given feature based explanation. 
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Definition 5.5. Given an input x and a relevant feature set Sr, we define Robustness-Sr and 
Robustness-Sr of the input x as the following: 

Following our assumptions, a set Sr that has larger coverage of relevant features would yield 
higher Robustness-𝑆𝑆𝑟𝑟 and lower Robustness-Sr. 

5.3.2 New Explanations that Optimize the Robustness Criterion 

Our adversarial robustness based evaluations allow us to evaluate any given feature based explana- 
tion. Here, we set out to design new explanations that explicitly optimize our evaluation measure. 
We focus on feature set based explanations, where we aim to provide an important subset of fea- 
tures Sr. Given our proposed evaluation measure, an optimal subset of feature Sr would aim to 
maximize (minimize) Robustness-Sr (Robustness-Sr), under a cardinality constraint on the feature set, 
leading to the following set of optimization problems: 

maximize 
Sr ⊆U 

minimize 
Sr ⊆U 

g(f, x, Sr)   s.t.   |Sr| ≤ K (10) 

g(f, x, Sr)   s.t.   |Sr| ≤ K (11) 

where K is a pre-defined size constraint on the set Sr, and g(f, x, S) computes the the minimum 
adversarial perturbation from (9), with set-restricted perturbations. 

It can be seen that this sets up an adversarial game for (10) (or a co-operative game for (11)). 
In the adversarial game, the goal of the feature set explainer is to come up with a set Sr such that 
the minimal adversarial perturbation is as large as possible, while the adversarial attacker, given a 
set Sr, aims to design adversarial perturbations that are as small as possible. Conversely in the co- 
operative game, the explainer and attacker cooperate to minimize the perturbation norm. Directly 
solving these problems in (10) and (11) is thus challenging, which is exacerbated by the discrete 
input constraint that makes it intractable to find the optimal solution. We therefore propose a 
greedy algorithm in the next section to estimate the optimal explanation sets. 

Greedy Algorithm to Compute Optimal Explanations We first consider a greedy algorithm 
where, after initializing Sr to the empty set, we iteratively add to Sr the most promising feature that 
optimizes the objective at each local step until Sr reaches the size constraint. We thus sequentially solve 
the following sub-problem at every step t: 
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where  St  is  the  relevant  set  at  step  t,  and  S0  = ∅.  We  repeat  this  subprocedure  until  the  size  of
set St reaches K. A straightforward approach for solving (12) is to exhaustively search over every 
single feature. We term this method Greedy. While the method eventually selects K features for 
the relevant set Sr, it might lose the sequence in which the features were selected. One approach 
to encode this order would be to output a feature explanation that assigns higher weights to those 
features selected earlier in the greedy iterations.

Greedy-AS by Utilizing Perturbation-Based Feature Importance The main downside of 
using the greedy algorithm to optimize the objective function is that it ignores the interactions 
among features. Two features that may seem irrelevant when evaluated separately might nonethe- less 
be relevant when added simultaneously. We note that at each of the greedy set, our goal is to 
choose the features with the largest expected marginal contribution. Therefore, in each greedy step, 
instead of considering how each individual feature will marginally contribute to the objective g(·),  we
propose to choose features based on their expected marginal contribution when added to the union 
of Sr and a random subset of unchosen features. We note that this subproblem is actually related to the 
feature attribution problem, when the all features can be seen as a player. The chosen players in 
previous greedy iterations are seen as players that are in the group, and the players that are not yet 
chosen has a probability to join the group or not. Therefore, we would have a proba- bility for each 
set of players to join the group or not, which is the probability of perturbations in the binary 
perturbation scenario in Sec. 5.2.2. We can then utilize aggregated contribution score, which are 
explanations that optimizes the infidelity, to measure the expected contribution for each   feature. 
    Formally, let 𝑆𝑆𝑟𝑟𝑡𝑡 𝑎𝑎𝑎𝑎𝑎𝑎 𝑆𝑆𝑟𝑟𝑡𝑡 be the ordered set of chosen and unchosen features at step t respectively, 
and 𝒫𝒫(𝑆𝑆𝑟𝑟𝑡𝑡)be all possible subsets of 𝑆𝑆𝑟𝑟𝑡𝑡 . We measure the expected contribution that including each 
unchosen feature to the relevant set would have on the objective function by learning the following 
regression problem: 

We note that wt corresponds to the well-known Banzhaf value [Banzhaf III, 1964] when St = ∅,
which can be interpreted as the importance of each player by taking coalitions into account [Dubey 
and Shapley, 1979]. Hammer et 
al. [Hammer and Holzman, 1992] show that the Banzhaf value is equivalent to the optimal solution of 
linear regression with pseudo-Boolean functions as targets, which corresponds to (13) with 
 𝑆𝑆𝑟𝑟𝑡𝑡 = ∅. At each step t, we can thus treat the linear regression coefficients wt in (13) as each 
corresponding feature’s expected marginal contribution when added to the union of Sr and a 
random subset of unchosen features. Recall that the Banzhaf value also optimizes the infidelity 
score when each set is equally likely to happen as shown in Prop. 5.6, which is a very reasonable prior 
probability of the set probability. This shows that we are able to utilize the perturbation-based 
feature attribution in each greedy step to optimize for the best set-explanation for the robustness 
criteria. 



Approved for Public Release; Distribution Unlimited. 
36 

r 

r 

r r r 

We thus consider the following set-aggregated variant of our greedy algorithm in the previous 
section, which we term Greedy-AS. In each greedy step t, we choose features that are expected 
to contribute most to the objective function, i.e. features with highest (for (10)) or lowest (for (11)) 
aggregation score (Banzhaf value), rather than simply the highest marginal contribution to the 
objective function as in vanilla greedy. This allows us to additionally consider the interactions 
among the unchosen features when compared to vanilla greedy. The chosen features each step are 
then  added  to  St  and  removed  from  St .  When  St  is  not  ∅,  the  solution  of  (13)  can  still  be  seen
as the Banzhaf value where the players are the unchosen features in St , and the value function 
computes the objective when a subset of players is added into the current set of chosen features 
St. We solve the linear regression problem in (13) by sub-sampling to lower the computational 
cost, and we visualize the results for set-based explanation by robustness analysis on Mnist and 
Imagenet in Fig. 13 and Fig. 14. 
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Figure 13: Visualization on top 20 percent relevant features 
provided by different Explanations on MNIST  

We see Greedy-AS highlights both crucial positive and pertinent 
negative features supporting the prediction. 

Figure 14: Visualization of Different Explanations on 
ImageNet 

The predicted class for each input is “Maltese”, “hippopotamus”, 
“zebra”, and “Japanese Spaniel”. Greedy-AS focuses more compactly 
on objects. 

5.4 Objective Criteria for Sample Importance Explanations 

In this section, we focus on explaining ML models via attributions to training samples.   Here, we 
discuss the “representer point” framework of Yeh et al [Yeh et al., 2018]. They focus on 
classification models, that provide a mapping function from an input space 𝒳𝒳 ⊆ ℝ𝑑𝑑(e.g., images) 
to an output space 𝒴𝒴 ⊆ ℝY  (e.g., labels), given training points x1, x2, ...xn, and corresponding labels
y1, y2, ...yn, and a testing point xt. Suppose the classification model is specified by some parameters  

Θ ∈ ℱ . Then sample importances Φ(xi, xt, Θ) are functions 𝒳𝒳 𝑥𝑥 𝒳𝒳𝑛𝑛 𝑥𝑥 ℱ ⟶ ℝ that output the
contribution of training point xi towards the model prediction f (xt, Θ) at test input xt. They focus 
on a neural network based prediction models, which take the form yˆi = σ(f (xi, Θ)) ⊆ ℝ𝑐𝑐, where

f (xi, Θ) = Θ1fi ⊆ ℝ𝑐𝑐 and fi = f2(xi, Θ2) ⊆ ℝ𝑓𝑓Rf is the last intermediate layer feature in the
neural network for input xi. Note that c is the number of classes, f is the dimension of the feature, 
Θ1 is a matrix ⊆ ℝ𝑐𝑐𝑐𝑐𝑐𝑐, and Θ2 is all the parameters to generate the last intermediate layer from the
input xi. Thus Θ = {Θ1, Θ2} are all the parameters of our neural network model. The parameterization
above splits the classification model into a feature model component f2(xi, Θ2) and a prediction 
network component with parameters Θ1. Note that the feature model f2(xi, Θ2) can be arbitrarily 
deep, or simply the identity function, so our setup above is applicable to general feed-forward 
networks. 

Recall the completeness axiom for feature attribution explanations (see for instance Prop. 5.1), 
which entails that the sum of feature attributions add up to f (x) − f (x0). They propose to extend
this to sample importances, where they consider sample importance explanation to be “complete” 
if the importances of all training points ∑ Φ(𝑥𝑥𝑖𝑖, 𝑥𝑥𝑡𝑡 ,𝚯𝚯)𝑛𝑛

𝑖𝑖=1
 
sum up to f (xt). 

5.4.1 Representer Point Framework 

Our goal is to understand to what extent does one particular training point xi affect the prediction 𝑦𝑦�t 
of a testpoint xt as well as the learned weight parameter Θ. Let L(x,y, Θ) be the loss, and 
1
𝑛𝑛
∑ 𝐿𝐿(𝑥𝑥𝑖𝑖 ,𝑦𝑦𝑖𝑖 ,𝚯𝚯)𝑛𝑛
𝑖𝑖 be the empirical risk. To indicate the form of a representer theorem, suppose we solve for 

the optimal parameters 𝚯𝚯∗ = 𝑎𝑎𝑟𝑟𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝚯𝚯{1
𝑛𝑛
∑ 𝐿𝐿(𝑥𝑥𝑖𝑖 ,𝑦𝑦𝑖𝑖 ,𝚯𝚯)𝑛𝑛
𝑖𝑖 + 𝐠𝐠(‖𝚯𝚯‖)} for some non-decreasing g. We would

then like our pre-activation predictions f(xt,Θ) to have the decomposition:  𝑓𝑓(𝑥𝑥𝑡𝑡,𝚯𝚯∗) = ∑ 𝛼𝛼𝑖𝑖𝑛𝑛
𝑖𝑖 𝑘𝑘(𝑥𝑥𝑡𝑡, 𝑥𝑥𝑖𝑖). 

Given such a representer theorem, αik(xt,xi) can be seen as the contribution of the training data xi on the 
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i 

testing prediction f(xt, Θ). 
However, such representer theorems have only been developed for non-parametric predictors, 
specifically where f lies in a reproducing kernel Hilbert space. Moreover, unlike the typical RKHS 
setting, finding a global minimum for the empirical risk of a deep network is difficult, if not 
impossible, to obtain. In the following, we provide a representer theorem that addresses these two 
points: it holds for deep neural networks, and for any stationary point solution. 

Theorem 5.1. Let us denote the neural network prediction function by 𝑦̂𝑦𝑖𝑖 = 𝜎𝜎(𝑓𝑓(𝑥𝑥𝑖𝑖 ,𝚯𝚯)), where 
f(xi, Θ)= Θ1fi and fi=f2(xi, Θ2). Suppose Θ* is a stationary point of the optimization problem: 
𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝚯𝚯{1

𝑛𝑛
∑ 𝐿𝐿(𝑥𝑥𝑖𝑖 , 𝑦𝑦𝑖𝑖 ,𝚯𝚯) + g(‖𝚯𝚯1‖𝑛𝑛
𝑖𝑖 )},𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑔𝑔(‖𝚯𝚯1‖) = 𝜆𝜆‖𝚯𝚯1‖2𝑓𝑓𝑓𝑓𝑓𝑓 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝜆𝜆 > 0. Then we have the

decomposition: 

We note that αi can be seen as the resistance for training example feature fi towards minimizing the 
norm of the weight matrix Θ1. Therefore, αi can be used to evaluate the importance of the training data 
xi have on Θ1. Note that for any class j, f(xt, Θ*)j=𝚯𝚯1𝑗𝑗∗ 𝑓𝑓𝑡𝑡 = ∑ Φ(𝑥𝑥𝑖𝑖 , 𝑥𝑥𝑡𝑡,𝚯𝚯)𝑛𝑛

𝑖𝑖=1 j holds by [14]. Moreover, we 
can observe that for k(xt, xi, αi)j to have a significant value, two conditions must be satisfied: (a) αij 
should have a large value, and (b) f T ft should have a large value. Therefore, we interpret the pre-
activation value f (xt, Θ)j as a weighted sum for the feature similarity f T ft with the weight αij. When ft 
is close to fi with a large positive weight αij, the prediction score for class j is increased. On the other 
hand, when ft is close to fi with a large negative weight αij, the prediction score for class j is then 
decreased. 

We can thus interpret the training points with negative representer values as inhibitory points 
that suppress the activation value, and those with positive representer values as excitatory examples 
that does the opposite. We demonstrate this notion with examples in Fig. 15 and Fig.16. We note 
that such excitatory and inhibitory points provide a richer understanding of the behavior of the 
neural network: it provides insight both as to why the neural network prefers a particular prediction, 
as well as why it does not, which is typically difficult to obtain via other sample-based explanations. 
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5.4.2 Relation To Feature Attribution Explanations 

LHS of (16) encompasses a variant of perturbation-based feature attributions, such as the 
Integrated Graident and SmoothGrad [Sundararajan et al., 2017, Smilkov et al., 2017]. The RHS 
of (16) is a sum of perturbation-based feature attributions explaining the instance-based importance 
value by the feature in the testing point xt. Thus, the sample-based explanation can be combined 
with feature-based explanations, to obtain which features in the training sample contributed to the 
testing prediction value. 
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Figure 15: Comparison of Top Three Positive and Negative Influential Training Images 
Test point (left-most column) using our method (left columns) and influence functions (right columns). 

Figure 16: Our Method Provides Clearer Positive and Negative Examples 

5.4.3 Case Study: Understanding Misclassified Examples 

The representer values can be used to understand the model’s mistake on a test image. Consider 
a test image of an antelope predicted as a deer in the left-most panel of Figure 17. Among 181 test 
images of antelopes, the total number of misclassified instances is 15, among which 12 are 
misclassified as deer. All of those 12 test images of antelopes had the four training images shown 
in Figure 17 among the top inhibitory examples. Notice that we can spot antelopes even in the 
images labeled as zebra or elephant. Such noise in the labels of the training data confuses the 
model – while the model sees elephant and antelope, the label forces the model to focus on just the 
elephant. The model thus learns to inhibit the antelope class given an image with small antelopes 
and other large objects. This insight suggests for instance that we use multi-label prediction to 
train the network, or perhaps clean the dataset to remove such training examples that would be 
confusing to humans as well. Interestingly, the model makes the same mistake (predicting deer 
instead of antelope) on the second training image shown (third from the left of Figure 17), and this 
suggests that for the training points, we should expect most of the misclassifications to be deer as 
well. And indeed, among 863 training images of antelopes, 8 are misclassified, and among them 6 are 
misclassified as deer. 

6. Conclusions

Throughout this program, we have focused on several different aspects of XAI methods. The 
primary focus on this report, and the emphasize of our work during the last phase of the project, 
has been on the understanding, detection, and “breaking” of poisoned classifiers. This work shows 



Approved for Public Release; Distribution Unlimited. 
41 

Figure 17: A Misclassified Test Image (left) and Set of Four Training Images 
These training images had the most negative representer values for almost all test images in which the model made the same mistakes. The 

negative influential images all have antelopes in the image despite the label being a different animal. 

that backdoor attacks create poisoned classifiers that can be easily attacked even without knowledge of 
the original backdoor. We find that adversarial examples of a robustified poisoned classifier can 
contain backdoor patterns. We then construct new poison triggers using the backdoor patterns and 
find that they give comparable or even better attack performance than the initial backdoor. Our 
findings urge the research community to rethink the current threat model in backdoor poisoning. 
It remains to be seen if there exist backdoor attacks that avoid our attack. Our results raise the 
question of what is inherently learned through backdoor poisoning process. It seems that backdoor 
attack can create a spectrum of potential backdoors besides the initial one. Thus, a rigorous 
analysis of the implicit effect of backdoor poisoning is needed. More broadly, the idea of robustifying 
(poisoned) classifiers can be a principled approach for analyzing general image classifiers. 

In addition to this focused work on backdoor detection, we have focused on a number of broader 
topics within XAI, including the theoretical and practical understanding of different types of 
explanations for ML methods, and what are the right objectives and evaluation metrics for these 
approaches. Our work identified several classes of individual algorithms and frameworks for better 
understanding, classifying, and evaluating these different XAI tools. 
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Appendices 

Appendix A: Experimental Details 

Training Details 

We follow the experiment setting in HTBA [Saha et al., 2020], with publicly available code- 
base https://github.com/UMBCvision/Hidden-Trigger-Backdoor-Attacks. HTBA divides each 
class of ImageNet data into three sets: 200 images for generating poisoned data, 800 images for 
training the classifier and 100 images for testing. The trigger is applied to random locations on 
clean images. Poisoned datasets are first constructed with corresponding backdoor attack meth- 
ods. Then we fine-tune the last fully-connected layer of pretrained AlexNet [Krizhevsky et al., 
2012] on the created poisoned datasets. The fine-tuning process starts with initial learning rate of 
0.001 decayed by 0.1 every 10 epochs and in total takes 10/30 epochs. The number of poisons are 
400 images except for BadNet poisoned multi-class classifier, where we find that 1000 poisons are 
required to achieve high backdoor attack success rate. 

We implement the method of CLBD [Turner et al., 2019] utilizing adversarial examples on 
ImageNet. We find that training poisoned classifiers with CLBD is difficult on ImageNet if we 
follow the exact steps described in Turner et al. [2019]. We find that we are able to successfully train 
poisoned ResNets [He et al., 2016] by initializing the classifiers with adversarially robust classifiers 
that are used to generate poisoned data in CLBD. We train adversarially robust classifiers for both 
binary classification and multi-class classification. For training binary poisoned classifiers, we use 400 
adversarial images with perturbation size 𝜖𝜖 = 32 in l2 norm as poisoned data. For training multi-
class poisoned classifier, we use 400 adversarial images with 𝜖𝜖 = 8 in l2 norm as poisoned data. 

Computing Adversarial Example 

In our attack, we need to compute adversarial examples of a smoothed classifier. To achieve 
this, we optimize the smoothadv objective [Salman et al., 2019] with projected gradient descent 
(PGD) [Madry et al., 2017, Kurakin et al., 2016]. The code for attacking smoothed classifier is 
adopted from public available codebase https://github.com/Hadisalman/smoothing-adversarial. 
Denoiser model is an ImageNet DnCNN [Zhang et al., 2017] denoiser trained with MSE loss, 
adopted from the public codebase of Denoised Smoothing in https://github.com/microsoft/ 
denoised-smoothing. 

All adversarial examples are computed by untargeted adversarial attacks with a l2 norm bound 
E. We use 16 Monte-Carlo noise vectors to estimate gradients of smoothed classifiers. The number of
PGD steps is 100. Step size at each iteration is 2×(perturbation size 𝜖𝜖) / (# of steps). Except for
attacking the poisoned classifier with “camouflaged” backdoor in Figure 9b, where we find that in 
this case, larger step size leads to slightly better visual results, thus we set step size to be 5 in 
Figure 9b. 

Deep Dream We optimize the adversarial objective with Deep Dream framework adopting the 
implementation from public codebase https://github.com/eriklindernoren/PyTorch-Deep-Dream. 
We perform 4 iterations, scaling the image by 1.2 every iteration. Due to the large memory require- 
ments of Deep Dream, we use 5 Monte-Carlo noise vectors to estimate gradients. At each iteration, 
we use 100 steps with step size 5. 

Regularization We apply Tikhonov regularization to minimize the l2 norm of image gradients 
of adversarial perturbations. We also experimented with another well-studied denoising objective 

https://github.com/UMBCvision/Hidden-Trigger-Backdoor-Attacks
https://github.com/Hadisalman/smoothing-adversarial
https://github.com/microsoft/denoised-smoothing
https://github.com/microsoft/denoised-smoothing
https://github.com/eriklindernoren/PyTorch-Deep-Dream
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Total Variation (TV) loss [Rudin et al., 1992], which minimizes the distance between neighboring 
pixels. TV loss can be seen as a special case of Tikhonov regularization with a specific filter. 
Comparison of two regularization techniques is shown in Figure 26. 

Appendix B: Additional Attack Results 
ImageNet Binary Poisoned Classifier 

Here we show the complete results for attacking binary poisoned classifiers on ImageNet in Fig- 
ure 18. Notice that we find effective alternative triggers for all three poisoned classifiers. 
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(a) Results for attacking a binary poisoned classifier obtained through BadNet [Gu et al., 2017]. The attack
success rate of the original backdoor Trigger A is 91.60%.
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(b) Results for attacking a binary poisoned classifier obtained through HTBA [Saha et al., 2020]. The
attack success rate of the original backdoor Trigger A is 94.00%.
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(c) Results for attacking a binary poisoned classifier obtained through CLBD [Turner et al., 2019]. The
attack success rate of the original backdoor Trigger A is 90.00%.

re 18: Results for Attacking Three Binary Poisoned Classifiers Obtained by Three Backdoor Attacks
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ImageNet Multi-Class Poisoned Classifier 

In Figure 19, we present the results for attacking two poisoned multi-class classifiers on ImageNet 
obtained by HTBA [Saha et al., 2020] and CLBD [Turner et al., 2019]. We can see that our attack 
constructs effective triggers in both cases. 
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(d) Results for attacking a multi-class poisoned classifiers obtained through HTBA [Saha et al., 2020]. The
attack success rate of the original backdoor Trigger A is 74.55%.
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(e) Results for attacking a binary poisoned classifiers obtained through CLBD [Turner et al., 2019]. The
attack success rate of the original backdoor Trigger A is 58.95%.

Figure 19: Results for Attacking Multi-Class Poisoned Classifiers on ImageNet 
Obtained by HTBA [Saha et al., 2020] and CLBD [Turner et al., 2019] 
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ImageNet Binary Clean Classifier 

In Figure 20, we show the results of attacking a clean binary ImageNet classifier. We can see that 
the clean classifier is not vulnerable to the triggers constructed by our approach. 
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Figure 20: Results of Applying our Attack on an ImageNet Clean Classifier (binary)
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TrojAI 

In Figure 21, we show results for attacking poisoned classifiers in the TrojAI dataset. Note that for 
all 8 poisoned classifiers, the highest attack success rate attained among four alternative triggers 
is 100%. In Figure 22, we show the results of applying our attack method to two clean classifiers 
from TrojAI datasets. It can be seen that clean classifiers can classify more than half of the test 
images correctly even if they are patched by the constructed triggers. 
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Figure 21: Results of Attacking Eight Poisoned Classifiers in the TrojAI Dataset

Approved for Public Release; Distribution Unlimited. 
53



Adversarial (Clean Color patch Clean Color patch 

Error rate: 26.00% 
Cropped patch 

Error rate: 42.00% 
Cropped patch 

(a) Clean Classifier 1 

Error rate: 21.40% 

(b) Clean Classifier 2

Error rate: 40.00% 

Figure 22: Results of Attacking Two Clean Classifiers in the TrojAI Dataset
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Appendix C: Additional Visualization Results 

Adversarial examples on TrojAI Dataset 

Figure 23 presents the adversarial examples of a robustified poisoned classifier from the TrojAI 
dataset, where each row shows images from one class. Below each image we show the class predicted 
by the poisoned classifier (not the smoothed classifier). We highlight those adversarial images with 
clear backdoor patterns. Note that they are all classified into class 2, which is indeed the target 
class of backdoor attack. While adversarial images from class 4 (the last row) have dense black 
regions, we believe that this is a result of mimicking features of class 0 (the class that these images 
are predicted into) and it can be easily tested using our method that these black regions can not 
be used to construct successful triggers. 
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Figure 23: Adversarial Examples (𝜖𝜖 = 20 in l2 norm) of a Robustified Poisoned Classifier in the TrojAI Dataset 
Below each image is the class predicted by the original poisoned classifier. 
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Comparison of Different Adversarial Examples 

Figure 24 shows more results on comparing different adversarial examples (𝜖𝜖 = 20). 

Original Basic Adv Smoothing Denoised Smoothing 

Figure 24: Comparison of Different Adversarial Examples (𝜖𝜖 = 20) of a Robustified Binary Poisoned Classifier on 
ImageNet
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Enhanced Visualization Techniques 
Deep Dream 

Figure 25 shows the comparison of adversarial images with or without enhanced visualization 
techniques discussed in subsubsection 3.2.4. We can see that for Deep Dream, there are more 
backdoor patterns in a single adversarial image than Denoised Smoothing. Together with Tikhonov 
regularization method, the backdoor patterns become more stable and less noisy. 

Original Denoised Smoothing Deep Dream Deep Dream + Regularization 

Figure 25: Effects of Enhanced Visualization Techniques on Adversarial Examples of a Robustified ImageNet Binary 
Poisoned Classifier
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Regularization 

In Figure 26, we show how regularization can be used to reduce background noise in large-E adver- 
sarial examples. We generate adversarial images with 𝜖𝜖 = 60. For Denoised Smoothing, we see that 
there is some background noise. For both regularization techniques, we see that adversarial images are 
less distorted and there are less noise patterns. 

Original Denoised Smoothing Denoised Smoothing + 
TV Loss 

Denoised Smoothing + 
Tikhonov regularization 

Figure 26: Comparison of Adversarial Examples Generated With/Without Regularization 
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Appendix D: User Study 

TrojAI Interactive Tool 

In Figure 27, we show a brief overview of the interactive tool which implements our attack method. 
The first half of the tool, as shown in Figure 27a, allows users to visualize adversarial examples with 
chosen attack parameters. Below each image is the class that the adversarial image is predicted. 
Figure 27b presents the second half of the tool, where users can create new alternative patch triggers 
and see the classifier’s prediction on patched poisoned images. 

(n) First half of the interactive tool.

(o) Second half of the interactive tool.

Figure 27: Interface of Interactive Tool we Develop for TrojAI Dataset 
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Details on User Study 

We describe our setup for user study in detail. 5 people joined the study. We divide them into 
three groups: 2 people for Denoised Smoothing, 2 people for the control group “Basic Adv” and 
1 person for the control group “Saliency Map”. For all three groups, participants are asked to mark 
50 classifiers as either poisoned or clean. For Denoised Smoothing and “Basic Adv”, we ask 
participants to apply our attack method with the interactive tool and test if the model can be 
successfully attacked by alternative triggers. If so, then mark the classifier as poisoned. For the 
control group “Saliency Map”, Figure 28 shows some sample saliency maps of a poisoned classifier. We 
use RISE [Petsiuk et al., 2018b] to generate saliency maps, as it is shown to outperform other 
saliency map approaches [Ramprasaath et al., 2017, Marco et al., 2016]. For this control group, 
participants are given the ground-truth labels (poisoned/clean) and saliency maps for 10 classifiers and 
then try to mark the 50 unlabelled classifiers based on the provided information from 10 labelled 
classifiers. 

. 
Figure 28: Sample Saliency Maps of a Poisoned Classifier on Clean Images
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Appendix E: The Impact of Trigger Locations on Backdoor Patterns 

In this part, we investigate the effect of trigger locations during training on the backdoor patterns 
in adversarial examples. Specifically, we apply the triggers to fixed image locations (center, lower 
left, upper left, lower right, upper right ) during training. We use BadNet [Gu et al., 2017] to train 
poisoned classifiers with Trigger A. Adversarial examples of robustified poisoned classifiers are 
shown in Figure 29. It can be seen that trigger locations do not affect the backdoor patterns in 
adversarial examples. 
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Figure 29: Adversarial Xxamples of Robustified Poisoned Classifiers with Different Fixed Trigger Locations During 
Training  
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Appendix F: ImageNet Classifiers with More Classes 

In this section, we evaluate our method on ImageNet classifier with more number of classes. We 
randomly select 10 classes from 1000 ImageNet classes. We then use BadNet [Gu et al., 2017] to 
train a poisoned classifier with Trigger A. Figure 30 shows the results for attacking this poisoned 
classifier. We can observe that these alternative triggers have similar or even higher attack success rate 
than the original trigger. 
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Figure 30: Results of Attacking a Poisoned ImageNet Classifier with 10 Classes 
The success rate of the original backdoor is 59.71%. 
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