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ABSTRACT

The United States Marine Corps continues to develop Expeditionary Advanced
Base Operations (EABO) as the future operating model in the Pacific. EABO will
employ Marines using widely dispersed, low profile, highly potent, and tightly integrated
Navy and Marine Corps teams. This operating model challenges the Marine Corps’
ability to command and control due to inherent resource limitations, long communication
ranges, and the enemy’s ability to detect, intercept, and interfere in the electromagnetic
spectrum.  This study sought to evaluate bursty-signal mesh network (BSMN)
technology as a potential solution to these problems. The technology’s suitability was
evaluated through a comparison of the character of command and control in EABO
(established through qualitative case study analysis of recent EABO exercises) against
the characteristics of BSMN technology (established through quantitative modeling
analysis). Finally, the viability of acquiring and fielding the technology was evaluated
through a quantitative financial analysis. Though the researchers recommend further
study, they conclude that BSMN technology’s long-range, stealth, and low-power
capabilities are well suited for communication at-and-below the regimental level.
Further, researchers conclude that the technology is viable to acquire and field, with a
price point far below other long-range communication assets (i.e., satellite

communication) currently in use.
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EXECUTIVE SUMMARY

Since World War II, the United States’ capability to project military power
from the sea with physically massive and exquisitely capable aircraft carriers and
amphibious ships has gone largely uncontested (Commander, Naval Surface Forces
[COMNAVSURFOR], 2017; Jackson et al., 2020). In recent years, however, the
development and proliferation of long-range precision anti-ship missiles, which endanger
naval vessels long before they are in range of their objective, has challenged the way United
States naval forces operate (Office of the Secretary of Defense [SecDef], 2017, p. 57). In
response to the threat of long-range anti-ship missiles, the Department of the Navy has
developed a new strategy of Distributed Maritime Operations (DMO), in which widely
dispersed naval forces with greater individual lethality achieve sea control, instead of the
relatively dense and vulnerable formations of previous naval operating models
(COMNAVSURFOR, 2017). Expeditionary Advanced Base Operations (EABO)
(Headquarters Marine Corps [HQMC], 2021) is the Marine Corps’ operating concept
which actualizes the principles of DMO by deploying forces in a highly integrated, widely
dispersed, and physically and electromagnetically stealthy manner (COMNAVSURFOR,
2017; Office of the Chief of Naval Operations [CNO], 2018; HQMC, 2021).

One of several warfighting functions that require refinement to fully support DMO
is command and control (C2): in the 38th Commandant’s Planning Guidance, Marine
Corps Commandant, General Berger, explicitly cites the need for flexible and resilient C2
systems that support high tempo and decentralized decision making (Commandant of the
Marine Corps [CMC], 2019, p. 9). The researchers’ preliminary understanding of emerging
bursty-signal mesh network (BSMN) technology was informed by the research of exhibited
in Bordetsky, Benson, and Hughes’ Signal Magazine article, “Hiding Comms in Plain
Sight” (2016): this article lends to the hypothesis that BSMN technology could offer the
flexibility and resilience desired for DMO C2. Bursty-signal is simply defined as the
method of transmitting a large amount of data in a relatively short burst of radiation
(Cambridge, n.d.), which lends itself to an inherently lower probability of the detection,

interception, or interference by adversaries (Walkenhorst, 2020). A mesh network is a
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communication network scheme in which nodes are able to serve as dynamic routers to
pass transmissions to other nodes, creating dynamic and flexible networks without any
infrastructure beyond the users themselves (Law, 2009). Between these attributes, the
researchers hypothesize that BSMN technology is a suitable technological solution to
provide flexible and resilient communications for C2 in EABO. Researchers further
hypothesize that, given the current commercial use of BSMN:ss, it is also a financially viable

solution for C2 in EABO.

To determine the suitability of BSMN technology for DMO, the researchers first
conducted case studies of Marine Corps exercises modeled after EABO. These case studies
sought to characterize both the quantitative and qualitative aspects of C2 in EABO
exercises to determine what manner of communication BSMN would have to support to be
a suitable technological solution. The researchers studied three separate cases, spanning
over two years, and involving several Marine Corps units across I and III Marine
Expeditionary Forces (MEFs), as well as U.S. 3d Fleet, and Army Special Operating Forces
(SOF), and ranging from the battalion to the MEF-level (3d Marine Division
[3dMARDIV], 2019; 9th Communications Battalion [9th Comm], 2019; 1st Battalion, 6th
Marine Regiment [1/6], 2020).

While the case material was sufficient for a preliminary BSMN suitability analysis,
the researchers strongly recommend further study with more comprehensive and precise
source material, particularly relating to the technical aspects of C2 in EABO. In summary,

the key conceptual and technical lessons derived from these case studies are as follows:

Organizational observations and recommendations

o Additional guidance for the integration of the naval force (i.e., Navy,
Marine, and Coast Guard) is needed. Given the stated desire for tight naval
integration down to the EAB level (CMC, 2019; HQMC, 2021), BSMN
will have to be designed with the interoperability of a variety of naval

platforms in mind to be a suitable technological C2 solution.
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o Authorities for activities, like intelligence and fires, are best vested at the
lowest level feasible (e.g., at the Littoral Combat Team [LCT] level for the
launch of HIMARS in a sea-denial role) (HQMC, 2021).

o Communications systems take on two distinct characteristics depending on
the echelon of command in question: units at and below the Marine
Littoral Regiment (MLR) level require communications systems that
prioritize a lower probability of detection and interception, higher
scalability, lower power consumption, and channels plentiful enough to
support the required doctrinal networks (1/6, 2020; HQMC, 2021). At and
above the division level, communications systems should prioritize
throughput (i.e., data rate capacity) and bandwidth (3dMARDIV, 2019;
9th Comm, 2019) to support data-rich communications, like video-

teleconferencing.
Institutional observations and recommendations

o Across the Marine Corps, tactical-level commanders must be chosen,
trained, and empowered to take tactical actions that will have strategic

impacts (HQMC, 1997, 2021; CMC, 2019).

o The naval force must renew its emphasis on mission command to allow
EABO forces to act with initiative and expedience, particularly in the
absence of continuous or data-rich communications (HQMC, 2018;

3dMARDIV, 2019; 9th Comm, 2019; HQMC, 2021).

o Considering the importance of mission command to EABO operations
(HQMC, 2018, 2021), the researchers and this study’s advisor recognize
that operational EABO communications are likely to occur in hourly,
daily, or even weekly bursts, coined as the bursty rhythm of C2. The
researchers assert that the operational tempo of EABO units will correlate
to the regularity of C2 bursts: thus, increasing the rhythm of bursty C2 will

increase unit tempo. The researchers stress that the quality of information
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in these bursts must also be high and should adhere to the principles of

mission command.

Given the high degree of integration of different naval forces in EABO,
emphasis on providing liaisons vertically and horizontally in the force
structure have shown to be highly beneficial and should be given emphasis

as a means of improving unit-intrinsic communication (3dMARDIV,

2019).

The following technical observations concern measurable aspects of
communications in the cases studied. Members of Marine Corps fleet forces assert
that EABO communications belong in two distinct categories separated by, what
they coined as, the “digital divide” (3dMARDIV, 2019, p. 2): the digital divide
lies between the regimental and division level: communications above the divide
(above the MLR) require high bandwidth and throughput to support data-rich
communication applications; communications below the MLR level, in contrast,
prioritize power savings, flexibility and scalability, and stealth. The researchers
recommend further study with more detailed source material to verify these

technical observations (3dMARDIV, 2019; 9th Comm, 2019; 1/6, 2020).

o The maximum transmission ranges below the digital divide were

measured between 30 and 90 miles (50 to 150 km), while transmissions
above the digital divide were measured at 90 miles (150 km)

(3dMARDIV, 2019; 9th Comm, 2019; 1/6, 2020).

Units below the digital divide operated under constraints of 60 MHz of
bandwidth and data rates of 9.6 kbps. Units above the digital divide used
systems with data rates upwards of 3 Mbps to 1 Gbps (3dMARDIV, 2019;
9th Comm, 2019; 1/6, 2020).

Units above the digital divide were relatively unconstrained by power
requirements due to access to infrastructural power capabilities (grid and

industrial generator power). Units below the digital divide were
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constrained to 50 W for vehicle mounted communication systems, and
around 20 W for man-portable communication systems (3dMARDIV,
2019; 9th Comm, 2019; 1/6, 2020; L3Harris Technologies 2019).

o Units operating below the digital divide are constrained in antenna size
due to their expeditionary nature: typical antennas for vehicle mounted
and man-portable communication systems are under 35 ft (11 meters)
long. Units above the digital divide commonly use antenna that are 113 ft
(35 meters) tall 3dMARDIV, 2019; 9th Comm, 2019; 1/6, 2020;
Headquarters Army, 1991; Contact Corporation, n.d.).

o While the number of nodes (i.e., the points in a communication network
from/through/to which data flows) was difficult to estimate, units below
the digital divide ranged from 40 to 120 nodes, and those above the digital
divide were estimated to be as many as 1,500 (3dMARDIV, 2019; 9th
Comm, 2019; 1/6, 2020).

With the conceptual and technical characteristics of BSMN thus identified, the
researchers then conducted a technical study of BSMN technology through conceptual
technical modeling (i.e., the conceptual simulation of a system bound by technical
parameters) (Tatomir et al.,, 2018). These models sought to compare the operational
characteristics of two different BSMN modulation schemes (Chirp-signal Spread Spectrum
(CSS) and Long Range (LoRa).) against EABO requirements. The modeling of BSMN in
this study yielded the following essential characteristics (listed by CSS and LoRa,
respectively): a maximum range of 150 km and 125 km; a power requirement of 0.5 W and

0.158 W; and a directional antenna diameter of 0.5 m (~20”).

With these figures modeled, the researchers conclude that these BSMN methods
are suitable for supporting C2 below the digital divide in EABO operations; further, adding
power could also render BSMN suitable for C2 above the digital divide, though researchers
recommend caution, as adding power decreases the LPI/LPD qualities of BSMN, as well

as sacrificing the logistical advantages of low power consumption.
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Finally, given these findings on the potential suitability of BSMN for EABO, the
question of the viability (i.e., the realistic potential for developing, acquiring, and
employing the technology) was answered through a financial analysis in which a
forecasting model was developed to estimate to total program life cycle cost of acquiring,
developing, deploying, and maintaining the software and hardware required to establish a
space-based terminals to include in a BSMN topology. After analysis, this study
demonstrated the total cost of a BSMN space-based constellation at LEO would be less
than 1% of the entire WGS program budget and less than the average yearly funding
allocation for the WGS program. As such the researchers are that it is financial viability to

fund such a program.

In conclusion, researchers fail to reject the hypothesis: BSMN is a suitable and
viable technological solution for supporting C2 in Distributed Lethality operations in
support of EABO below the digital divide (150 km). However, further testing and research
should be conducted to conduct field testing and support the theoretical conclusions of this
study. Lastly, based on total cost estimation and financial forecasting analysis, it is
reasonably feasible for the DOD to develop, deploy, and maintain the software and
hardware required to establish a space-based terminals to include in a BSMN topology as
it is less than one percent of the acquisition program baseline for the established Wideband

Global Satellite system.
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I. INTRODUCTION

A. PROBLEM STATEMENT

Navy and Marine Corps leadership have identified Littoral Operations in a
Contested Environment (LOCE) through Expeditionary Advanced Base Operations
(EABO) as the future naval operating model (Commander, Naval Surface Forces
[COMNAVSURFOR], 2017; Headquarters, Marine Corps [HQMC], 2021). However, the
practices and systems by which a commander understands the enemy and environment and
makes known their intent for action (i.e., command and control [C2]) (HQMC, 2018),
remains in development for EABO (Commandant of the Marine Corps [CMC], 2019).
Furthermore, the C2 systems and practices used in recent operations in the Middle East
may not be suitable to support EABO due to the different environment, enemy, and means
of operating. Specifically, in the researcher’s experience, the C2 systems used in recent
operations in the Middle East often required hardened infrastructure to operate (e.g., large,
semi-permanent antenna and massive power generating facilities): many of these
requirements are unlikely to be available in prolonged deployments to austere
environments without creating significant logistical and electromagnetic footprints, both
of which are vulnerable to detection and attack by enemy forces (CMC, 2019).

These shortfalls present a risk-to-force and risk-to-mission when conducting
Distributed Maritime Operations (DMO) and EABO in contested environments. These
risks to EABO can be reduced by increasing the resiliency and decreasing detectability of
the force’s C2 networks. The researchers sought to evaluate the suitability of bursty-signal
mesh networks (BSMN) in achieving resilient and stealthy C2 networks, as well as the

financial viability of developing, procuring, and fielding BSMN technology.

B. HYPOTHESIS

In the article Hiding Comms in Plain Sight (2016), Bordetsky, Benson, and Hughes
offer mesh network communication technology as a suitable communication solution for
providing the reliability, agility, and scalability demanded by future maritime operations.

Bordetsky et al. further expand on the potential use of littoral combat ships as critical nodes
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within this hypothetical network, and the capacity of such a communication network to
support unmanned systems. Furthermore, the authors describe bursty transmission methods
of transmitting signals within the mesh network that decrease the probability of detection
and interception by adversaries (Bordetsky et al., 2016). The combined effect of self-
healing and evolving networks that transmit signals discretely is to create a communication
apparatus that is difficult to detect, disrupt, or interpret: this is the essence of BSMN, and
1s worth investigating for use in EABO.

With this initial understanding of both the communication problem in EABO, and
the advertised benefits of BSMN, the researchers hypothesized that BSMN is a suitable
technological solution to provide both the resilience and stealth required for C2 in EABO.
Furthermore, and given the current commercial use of BSMN technology, the researchers

hypothesize that BSMN is financially viable to develop and field BSMNs.

C. LITERATURE REVIEW
1. Literature Introduction

The researchers regarded the stated problem as being composed of three primary
elements. First, the research question concerns a specific expression, or form, of military
operations (i.e., EABO) which must be thoroughly understood. This area of research and the
literature that informs it is listed below as National Security Guidance. Second, the research
question concerns the essential nature of C2, the literature concerning which is listed as
Command-and-Control literature. Finally, within the context of these two subjects, the
research question addresses a specific technology to support C2 in the specific military

operation, the literature concerning which is listed as Bursty-Signal Mesh Network literature.

2. National Security Guidance Literature

The United States” uncontested military dominance over the last three decades is
disappearing at an alarming rate. The unfettered, worldwide access for U.S. forces, its
allies, and commercial industry is vulnerable to emerging global threats. Global powers are
increasingly applying their own instruments of power (diplomatic, information, military,
and economic) to increase their regional and international influence. “It has been decades

since we last competed for sea control, sea lines of communication, access to world
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markets, and diplomatic partnerships” (Chief of Naval Operations [CNO], 2018). In
response, the United States has published clear guidance and direction to combat these

threats and ensure the United States will maintain global superiority.

a. National Security Strategy 2017

The 2017 National Security Strategy (NSS) identified, acknowledged, and
addressed the threats to, “United States in pursuit of shared interests, values, and
aspirations” (White House, 2017, p. 1), and has stated that the “United States will respond
to the growing political, economic, and military competitions we face around the world”
(White House, 2017, p. 2). It acknowledges that the United States’ significant competitive
advantages are shrinking as rival states modernize and build up their governments,
economic institutions, and conventional militaries. Technological advances and access to
global markets have empowered state actors to influence both regional and international
arenas. Competitors are specifically challenging the western culture and economic
structures to gain leverage for their own gain and prosperity. “Rival actors use propaganda
and other means to try to discredit democracy. They advance anti-Western views and
spread false information to create divisions among ourselves, our allies, and our partners”

(White House, 2017, p. 3).

The NSS also addressed how critical collection, analysis, and access to data will be
to leveraging power and influence at an international level. “The contest over information

accelerates these political, economic, and military competitions” (White House, 2017).

b. National Defense Strategy 2018

The 2018 National Defense Strategy (NDS) echoes the key themes of the NSS,
however, it directly applies the threats and responses from a military perspective and aligns
its strategies to nest with those from the NSS. Specifically, it highlights the military’s
hostile operating environment. “Today, every domain is contested—air, land, sea, space,
and cyberspace” (Secretary of Defense [SecDef], 2018, p. 3). Former Secretary of Defense
Jim Mattis stated, “In a security environment where the homeland is no longer a sanctuary

and every operating domain is contested, competitors and adversaries will continue to



operate across geographic regions and span multiple domains to offset or erode Joint Force

advantages” (Joint Chiefs of Staff [JCS], 2018, p. 2).

c. Design for Maintaining Maritime Superiority, Version 2.0, 2018

The Department of the Navy further aggregated all the strategic concepts and goals
from the NSS, NDS, and National Military Strategy (NMS) to develop tangible capabilities
to enable a secure and versatile tactical network to support Joint and Naval operations in
contested environments. The Chief of Naval Operations stated in 2018 that it will
“aggressively compete, harnessing three forces that continue to shape our modern security

environment;

i.  The increasing use of the maritime domain—the oceans, seas, waterways,

and seafloor.

ii.  The rise of global information systems, especially the role of data in

decision making.

iii.  The increasing rate of technological creation and adoption. We will adapt

to this reality and respond with urgency.” (CNO, 2018, p. 3)

In pursuit of these three broad objectives, the Chief of Naval Operations directed
the naval force to concentrate on developing and employing forces according to the
Distributed Maritime Operations (DMO) model, which enhances resiliency in contested
environments (CNO, 2018). “This architecture will provide accurate, timely, and analyzed
information to units, warfighting groups, and fleets” (CNO, 2018, p. 10). The operational
architecture will include scalability to support Joint and coalition forces. “It will include a
development environment to rapidly generate enhancements and support its continued

evolution” (CNO, 2018, p. 10).

d. DOD Report to Congress: Military and Security Developments Involving
the PRC

The annual DOD reports to congress (the latest published as of 2020) regarding the
Military and Security Development Involving the People’s Republic of China is a

comprehensive description of China’s strategic posture, capabilities, and intentions. The
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report describes the situation in the Pacific which prompts the Distributed Lethality (DL)
strategy and summarizes tactical/technical data useful for defining C2 requirements for

BSMN (e.g., data concerning China’s missile threat ranges and capabilities).

e. United States Marine Corps’ Commandant’s Planning Guidance 2019

In the 38th Commandant of the Marine Corps’ Commandant’s Planning Guidance
2019, C2 is described as a critical function which is challenged by peer threats in future
Pacific conflicts. The passage of information through C2 and information operations
remains imperative, but with a caveat that signature management and reduction is also a
priority for C2 systems (CMC, 2019). This document and its outlined priorities for research

are a primary motivation for the conduct of this study.

f Marine Corps Force Design 2030

Realigning force design and the composition of the Marine Corps relative to the
potential peer-level conflict in the Pacific is identified in the 38th Commandant’s Planning
Guidance (2019) as a top priority. The Marine Corps Force Design 2030 outlines concepts
in support of Distributed Lethality (DL) and/or DMO, including the Marine Littoral
Regiment (MLR) force design (CMC, 2020).

3. Command-and-Control Literature

Literature addressing the concepts and techniques for command and control can be
broken down into three essential categories in the context of this research. The first
category, hereafter called C2 theory, contains literature that broadly describes the process
of communicating with application beyond a strictly military context. The second category
is military C2 literature, which is written by military entities, and specifically applies to a
military context. The third and final category is EABO C2 literature, which is not only of
a military nature, but also applies specifically to the context of the EABO.

a. Command and Control Theory

In 1949, Weaver published Recent Contributions to Mathematical Theory of

Communication, with contributions from Shannon. In this work, Weaver described a theory
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that broke down communication into three distinct levels, applicable to all kinds of
communicative interactions, whether it be verbal exchanges, technical/digital
communication, or even artistic and musical expressions (Weaver, 1949). Briefly, these
three levels are the technical, semantic, and effectiveness aspects of a communication
system. This research will address Level A (the technical aspect of communication) of
Weaver’s theory. The case studies in this thesis used to derive the elements of effective
communication in contested littoral environments will use Weaver’s theory and

terminology to draw distinctions in observed C2 aspects of the cases studied.

b. Military C2 Literature

Military C2 literature draws from both civilian studies of C2 and from doctrinal
publications directing the planning and execution of C2 in military operations. With regard
to civilian studies of C2 in a military context, the RAND Institute’s 1999 study, Command
Concepts: A Theory Derived from the Practice of Command and Control (Builder et al.,
1999) provides a theory of command and control which suggests ten distinct metrics for
measuring the success of command and control in military operations. This study bases
these metrics on the case studies of several major military operations. This study could
benefit from not only an analysis of contemporary case studies (particularly with relevance

to EABO), but also to informing the authors as to how to structure their own case studies.

The primary foundational documents concerning C2 in terms of common
naval/military understanding is the doctrinal publications for the Marine Corps, Marine
Corps Doctrinal Publication (MCDP) 6: Command and Control (HQMC, 2018). This
publication provides the language and conceptual framework with which to define the

command-and-control constructs being compared.

C. EABO Command and Control Literature

The most recent and substantial literature concerning EABO, the Tentative Manual
for Expeditionary Advanced Base Operations (HQMC, 2021) emerged during the course
of this study. The stated primary purpose of the Tentative Manual for Expeditionary
Advanced Base Operations 1s to provide context and direction for the future

experimentation and development of EABO concepts. This document includes information
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concerning, among other topics, force structures, mission, and fundamental definitions and

considerations for EABO that proved useful for this study.

d. EABO Case Study Literature

The conceptual and technical characterization of C2 in EABO was derived from
unclassified After-Action Reports (AARs) from the AAR repository at the Marine Corps
Center for Lessons Learned (MCCLL) website. The three exercises examined in these case
studies were: Ist Battalion, 6th Marine Regiment’s Exercise Northern Apache (1st
Battalion, 6th Marines [1/6], 2020), the account of which comes from a single, but
relatively comprehensive, AAR; III Marine Expeditionary Force’s Marine Expeditionary
Force Exercise, 2019 (MEFEX-19), which was informed by AARs from two participating
units (3d Marine Division [3dMARDIV], 2019; and I Marine Expeditionary Force’s
Exercise Pacific Blitz, which draws from two subordinate unit AARs (3dMARDIV, 2019;
Marine Air Squadron 6 [MASS-6], 2019).

The use of AARs as the sole source of case study documentation in this study is
suboptimal for the purpose of understanding C2 completely. Originally, the researchers
sought to build case studies from comprehensive documentation of exercises resembling
EABO: documents would have included complete operation orders to build an
understanding of the commander’s vision of the enemy and environment, their intent to
act, and particular aspects of timeframe, tasks to accomplish, contingencies, and other
insights examined in Command Concepts (Builder et al., 1999). Researchers also sought to
conduct focused interviews with leaders experienced in the exercises in question. Due to a

lack of interest, however, these interviews were not accomplished.

4. Current DOD Electromagnetic Capabilities

The proliferation of communication infrastructure and technologies over the last
three decades have created an environment in which strategic leaders and military
commanders have reasonable expectations to maintain a robust, consistent, and reliable
communication network capability. Commanders have become accustomed to on-demand
access to both wired and wireless communication technologies to transmit and receive

messages throughout the chain of command using much of the electromagnetic spectrum
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(Hoehn et al., 2021). DOD wireless communications use specific radio frequencies and are
constrained by range, bandwidth, and power requirements and limitations. “The DOD
supports strategic communication by maintaining a robust network of terrestrial and
satellite communications, spanning the electromagnetic spectrum from [extremely low
frequency] to [extremely high frequency], that supports survivable command and control,
worldwide, of U.S. military forces” (Stine & Portigal, 2004). However, much of the DOD’s
strategic radio communication is conducted on military and commercial satellite services
(Stine & Portigal, 2004). Additionally, the DOD employs radio communications for
command and control and passage of information amongst its tactical units to support their
warfighting functions (Stine & Portigal, 2004). However, the land-based (tactical)
waveforms generally reside in the radio segment of the electromagnetic spectrum and are
limited to a designated frequency range of 3 megahertz (MHz) to 2 gigahertz (GHz) and
space-based wave forms (strategic) generally range from 3 to 30 GHz (Stine & Portigal,
2004). Each segment of the electromagnetic spectrum maintains relative advantages and
disadvantages regarding maximum transmission range, bandwidth and data rate capacity,
power requirements, antenna dimension requirements, and node service capacity. These
requirements are critical to the evaluation of the suitability and feasibility during

employment to support DMO in EABO.

a. DOD Waveforms and Frequency Bands

The DOD employs many different waveforms which range the electromagnetic
spectrum to support strategic, operational, and tactical operations. Each waveform
maintains unique characteristics which provide critical capabilities to its users; however,
each waveform is also subject to limitations which may not be suitable or feasible for every
environment. Per the 2020 DOD Communication Waveform Inventory, there are 65 unique
waveforms employed by the DOD. Despite the robust number of waveforms, each one falls
within a particular frequency band on the electromagnetic spectrum. Table 1 provides a
summary of characteristics of each frequency band employed by the DOD. As displayed,
the majority of the ground-based or terrestrial communication waveforms reside between
the 3 MHz to 2 GHz frequency range, while satellite and space-based waveforms reside

between 2—75 GHz range. As discussed, performance is based on the characteristics of
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waveforms produced at each frequency band and relative to requirements and capabilities
needed to support operations. According to the Tentative Manual for Expeditionary
Advanced Base Operations (HQMC, 2021), planners supporting EABO and operating in
contested environments must meet specific requirements to ensure they employ and

execute an effective, resilient, and scalable communication network.

The red box in Table 1 indicates the communication bands typically in use by
tactical-level units (under the regimental level, to be defined which is a term described in
detail later in this study). In the researchers’ experience, tactical-level units are limited to
primarily high frequency (HF) and very-high frequency (VHF) assets due to scarcity of
ultra-high frequency (UHF) and super-high frequency (SHF) SATCOM (1/6, 2020). These
SATCOM assets are necessary for extending communications beyond the line of sight:
currently, tactical units need more plentiful, long range communication assets, while

satellite communications remain limited.

The blue box in Table 1 indicates the communication bands typically utilized by
higher and strategic-level assets above the digital divide: high throughput communications
suites, strategic UAS, and other strategic assets are most often used by higher level entities

where UHF and SHF SATCOM resources are more available.

Table 1. Frequency Bands Characteristics Employed by DOD.
Adapted from Stine and Portigal (2004).

Band Designation Frequency range *| Wavelength b Overall | Antenna | Propagation | Coverage | Susceptibility | Predict-
Utilization | Gains Modes ability
2 ELF (extremely low 30-300 Hz 10,000 -
frequency) 1,000 km
3 VF (voice frequencies)| 300 - 3000 Hz 1,000 — 100 km
4 VLF (very low 3-30kHz 100 - 10 km High Low Groundwave, Up to Noise, skywave | High
frequency) skywave | 5000 nmi multipath
5 LF (low frequency) | 30— 300 kHz 10- 1 km High Low Groundwave,|  Upto Noise, skywave | High
skywave 1000 nmi multipath
6 MF (medium 300-3 000 kHz | 1 km—100m High Low Groundwave, Up to Noise, skywave | Medium
frequency) skywave 1000 nmi multipath
7 HF (high frequency) 3 -30 MHz 100-10m High Low-Med| Groundwave,| Worldwide | Noise, ionospheric| Low
skywave activity
8 VHF (very high 30~ 300 MHz 10-1m Med Low-Med| Freespace Line-of- Terrain multipath | High
frequency) High Sight (LOS)
9 UHF (ultra high 300-3000 MHz | Im-10cm Med -| Low-Highl  Freespace LOS Terrain multipath | High
frequency) High
10 SHF (super high 3-30GHz 10-1cm Medium | Med- Freespace LOS Weather, terrain | Medium
frequency) Very high multipath
11 EHF (extremely high 30-300 GHz 1e¢m-1 mm Low High - Freespace Limited Weather, gascous | Medium
frequency) Very high LOS absorption
12 300-3000GHz | 1 mm- 100 pm
13 3-30THz 100 - 10 pm
14 10— 300 THz 10-1pm
15 300-3000 THz | | ym~ 100 nm
16 3-30PHz 100 - 10 nm
17 30— 300 PHz 10-1nm
18 300 - 3000 PHz 1 nm— 100 pm
*10°, hertz (Hz) ; 10°, kilohertz (kHz); 10°, megahertz (MHz) ; 10°, gigahertz (GHz) ; 10", terahertz (THz) ; 10", petahertz (PHz) ;
® 10°, kilometer (km) ; 10°, meter (m) ; 10, centimeter (cm) ; 107, millimeter (mm) ; 10 (um); 107, (nm) ; 1072 (pm)
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(1) Ground Based Wave Forms

Single Channel Ground and Airborne Radio System (SINCGARS) operate
between 30 MHz to 87.975 MHz and remains in extensive use throughout tactical North
Atlantic Treaty Organization organizations (Withington, 2017).

Very High Frequency Line-of-Sight (VHF LOS), primarily supports LOS
communications between operating units at ranges over 15-20 km over flat, open terrain

(Pike & Sherman, 1999).

Ultra High Frequency Line-of-Sight (UHF LOS) is employed by tactical units to
transmit and receive information (both voice and data) in the UHF range (300 MHz - 3
GHz) and “is capable of operating in either the UHF LOS or UHF Satellite
Communications (UHF SATCOM) mode” (Pike & Sherman, 1999). UHF LOS is
frequently used by airborne assets, as they generally operate at altitudes which negate LOS

obstacles. The effective range of UHF LOS is generally 45-50 km over flat, open terrain.

(2) Satellite/Space Based Waveforms

Ultra-High Frequency Satellite Communications (UHF SATCOM) systems
provides SATCOM communication links between mobile and land-based terminals. “The
UHF SATCOM system also provides multichannel satellite transmission and reception,
and is comprised of two distinct, but related, subsystems: UHF SATCOM receiving set,
and UHF SATCOM transceivers and UHF Demand Assigned Multiple Access (DAMA)
equipment” (Pike & Sherman, 1999). These terminals provide strategic access and critical
distribution and reporting channels to support C2 of operations. These communication
channels support a significant increase in range and bandwidth capabilities, as well as
higher data capacity and faster transmissions. However, these benefits lead to increased
demand beyond available resources. UHF SATCOM capabilities can be distributed to the

tactical level to support strategic objectives; however, these cases are rare.

The Extremely High Frequency Satellite Communications (EHF SATCOM)
system is one of three SATCOM systems which operates in the EHF range (30-300 GHz)
(Pike & Sherman, 1999), and is well suited for general-purpose satellite communications

that emphasize jam-resistance, low probability of interception, and secure voice, teleprinter
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and data communication (Pike & Sherman, 1999). EHF SATCOM similarly offers

increased range and bandwidth capabilities but is a scarce resource.

The Super High Frequency Satellite Communications (SHF SATCOM) system
operates in the range of 3-30 GHz, SHF range. SHF SATCOM supports satellite
communication links between mobile and land terminals. SHF SATCOM systems, using
crosslink capabilities create a large, mobile networks which can provide significant
bandwidth capacity, and can be used as communication relays as well as telemetry,
tracking, and control functions, for users and administrators. This network supports
communication and data links for tactical, operational, and strategic operations (Pike &
Sherman, 1999). “Shipboard SATCOM configurations vary in size and complexity and
dependent upon the message traffic level, types of communications and operational
missions of the ship” (Pike & Sherman, 1999). Additionally, SHF SATCOM
communication is resistant to jamming and direction finding, which is significant for

process operating within adversaries’ engagement zones (Pike & Sherman, 1999).

b. EABO Communication Network Requirements

As part of a strategic vision to counter adversaries’ anti-access area denial (A2AD)
capabilities, the DOD is focused on developing “a networked security architecture capable
of deterring aggression, assuring, and enhancing allies and partners, maintaining stability,
and ensuring free access to common domains” (HQMC, 2021, p. 1-2). The evolving
capabilities of adversaries in the Pacific arena challenge DOD operations in littoral regions.
To support this endeavor, the DOD must employ a resilient, effective, and efficient
communication network which has a low probability of detection and interception.
“[Current] A2AD systems credibly threaten vessels in close and confined seas relatively
near to adversary territory” (HQMC, 2021, p. 1-3). Thus, employing contemporary forces
and capabilities based on the conventional C2 topologies and assumptions of uncontested
naval, air, and communications superiority are challenged and potentially invalid. “The
impending challenge is significant and cannot be met by merely refining current methods
and capabilities” (HQMC, 2021, p. 1-2). In other words, EABO will require innovative and

novel approaches to achieving C2, which allow friendly forces to communicate effectively,
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even within the reach of enemy lethal and nonlethal capabilities. “It is critical that the
composition, distribution, and disposition of forces executing EABO limit the adversary’s
ability to target them, engage them with fires and other effects, and otherwise influence
their activities” (HQMC, 2021, p. 1-4). These critical requirements present significant
challenges for the DOD, many of which cannot be addressed using conventional C2
topologies supported by traditional communication networks. The DOD must explore
agile, low profile, and resilient C2 constructs and networks to support persistent EABO in
contested environments. The researchers focused on identifying detailed requirements and
potential C2 topologies, supported by a BSMN, which fulfill specific requirements for

successful employment of EABO in contested environments.

(1) Resiliency

Resilient communication networks are critical to DOD’s C2 infrastructure. The
ability to employ reliable, effective and efficient communication networks that directly
support C2 functions are vital to continuous operations and mission success. A resilient
communication network is one that can mitigate and withstand potential disruptions of
service. As such the DOD prioritizes EM signature management as a measure of force
protection and spectrum management to support operations and reduce risk to force and

risk to mission.

RF transmissions emit energy across the electromagnetic spectrum which can be
detected, collected, and analyzed by passive signals intelligence (SIGINT) systems. These
systems can listen to radio and radar frequencies or observe heat signatures of personnel,
missiles, aircraft, artillery, and vehicles (Congressional Research Service [CRS], 2020).
The intelligence produced from the SIGINT capabilities are then exploited through the
employment of electronic warfare (EW) capabilities. “SIGINT capabilities allow military
forces to understand where adversary forces are located as well as what frequencies they
use for communications and radars” (CRS, 2020, p. 2). Knowing the location and
frequencies of a target, in turn, allows a military force to disrupt the enemy, either in the
electromagnetic spectrum, or physically (CRS, 2020). In response, the DOD intends to

develop techniques to protect themselves by reducing RF signatures to decrease the
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probability of detection, commonly referred to as low probability of detection (LPD)/low
probability of intercept (LPI). LPI/LPD is desirable for its ability to make U.S. forces and
their electromagnetic communications more difficult to disrupt, and as a force protection

measure against conventional, kinetic attacks” (CRS, 2020).

Low probability of incapacitation (LPI) and detection (LPD): the principal goal or
function of a communication system to minimize the risk of interception and/or detection,
respectively, of the communication transmission by anyone other than the intended
recipient. LPI and LPD are referred to in this study as a singular concept (i.e., LPI/LPD)
(Sklar, 2017).

(2) Range

Range of current communication systems present significant challenges while
operating in the India Pacific Command (INDOPACOM) area of responsibility (AOR). As
noted, VHF and UHF have published theoretical ranges of 15-20 km and 45-50 km,
respectively, over flat terrain. Due to their LOS requirements, VHF and UHF waveforms
work over water and flat terrain, however, they are generally ineffective in dense, tropical
vegetation and require relays or retransmission nodes to support communications over
mountainous terrain, much of which makes the INDOPACOM AOR. These challenges are
magnified while operating on island chains over medium to short distances as both VHF
and UHF waveforms require users to extend elevated antennas above the canopy, or even
employ relay/ retransmission nodes to support communications over vertical terrain to meet
the LOS requirements. These additional resources increase potential identification by
adversaries due to large physical footprints (i.e., large antenna pole or extra personnel
which may not blend into the natural environment. Although VHF and UHF waveforms
can be employed in an EABO environments, questions regarding their reliability make it

not ideal for DMO in contested environments.

3) Satellite Communications

Satellite communications (SATCOM) are better suited for DOD operations in the
INDOPACOM AOR. Although SATCOM networks are LOS, their mobile antennas

maintain a lower profile, and the relay/retransmission node is extra-terrestrial, which is
13



makes it difficult to detect by adversaries. Also, the data capacity of SATCOM network is
larger than VHF and some UHF networks, which provides more robust capabilities for the
DOD. However, the current demand within the DOD for SATCOM capabilities
significantly outpaces the available resources, making it difficult to gain and maintain
continuous access to SATCOM networks. Additionally, many SATCOM mobile terminals
require a minimum of 5-10-watt power output to establish a reliable SATCOM link.
Although relatively small for radio communications, the power requirements can create
long term logistical challenges regarding power generation and sustainment while
conducting EABO and DMO in the INDOPACOM AOR. To address these challenges, the
researchers propose evaluating the potential employment of BSMN to alleviate the pressure
and demand for limited SATCOM resources while providing a feasible resilient

communication network for tactical units.

c Potential Bursty-Signal Modulation Solutions
(1) Chirp Spread-Spectrum Modulation

Chirp spread-spectrum (CSS) is a signal modulation technique that encapsulates
information through the use of wideband frequency chirp pulses (IEEE, 2007). A chirp, or
sweep signal, is a sinusoidal signal whose frequency increases or decreases over time; the
rate at which the frequency changes is referred to as the chirp rate (IEEE, 2007). The carrier
signals are resistant to detrimental effects, such as channel noise, in-band and out-of-band
interferences, multipath fading, and Doppler effects within the mobile radio channel (IEEE,
2007). These characteristics of are critical to resilient, effective, and efficient transmission
of data of RF communication networks. CSS uses the entire, predetermined, bandwidth to
broadcast a signal, making it robust to channel noise, resistant to multi-path fading even
while operating at very low power relying on the linear nature of the chirp pulse. These
advantages make CSS suitable for organizations which desire secure communication
networks and resistance to noise, jamming, detection prevention, and low power

requirements and have potential to serve as modulation techniques which support BSMNss.
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(2) Long Range Frequency Modulation

Long Range (LoRa) is a Semtech proprietary frequency modulation scheme and is
considered a derivative of CSS which employs orthogonal spreading factors to exchange
data rate for, sensitivity (signal-to-noise ratio [S/N]), signal efficiency, range, and power
within a fixed channel bandwidth (Semtech, 2013). The physical layer is based on CSS
modulation techniques using one or more channels for a given frequency band. LoRa itself
is a Layer One implementation, however, when incorporated with the LoRa Wide Area
Network (LoRaWAN), it interfaces with additional layers, with the potential and capability
of implementation at all protocol layers (Semtech, 2013). This allows LoRa to
communicate and operate with existing network architectures. LoORaWAN is the backbone
of the CubeSat technology communication network which supports the low-power data
transfer from nodes/endpoints via satellite communications to a network gateway.
Although LoRa signal modulation requires LoRaWAN gateways for the execution of the
mobile networks, this study evaluates the foundational modulation scheme as a potential

concept which would support the employment of BSMNs (Semtech, 2013).

5. Literature Summary

Overall, the literature available to the authors was adequate for the narrow and
preliminary nature of this study. However, the literature is ultimately inadequate for both
developing a thorough understanding of the Navy and Marine Corps’ construct of DMO
and EABO and the nature of C2 in these contexts, to the extent that other operating
concepts and their C2 constructs are understood. Literature concerning DMO and EABO
is limited because the concepts themselves, at the time of the conduct of this research, are
still in development. Literature regarding C2 in EABO contexts was limited due both to
the relative scarcity of exercises based on developing concepts, and due to a lack of access,
as these documents are typically unpublished or classified. Furthermore, literature
concerning BSMN was also limited due to the technology being relatively novel. The
rectification of this study using more robust literature is included in the recommendations

for future research.
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D. RESEARCH DESIGN AND METHODOLOGY

1.

2.

Research Questions

What are the optimal characteristics of the C2 structure for EABO, and how

is this structure distinct from that of conventional operations?

How does the EABO environment, as it relates to C2, create risks to force

and mission?

What potential technical capabilities are provided by a bursty-signal mesh
network to support C2 infrastructures in EABO environments? Can these
capabilities be feasibly applied to support EABO command, control, and

communications’ frameworks?

What potential operational capabilities are provided by employing bursty-

signal mesh network to support C2 infrastructures in EABO?

What fiscal requirements are associated with supporting current command

structure?

What fiscal requirements and financial characteristic associated with
development, procurement, implementation, and maintenance of a bursty-

signal mesh network to support C2 infrastructures in EABO environments?

What is the cost-benefit analysis of employing a bursty-signal mesh
network to support C2 infrastructures in EABO environments over current

structures?

Research Design

This research is principally composed of three separate parts. The first part of this

research consists of case studies of recent Marine Corps exercises in the EABO context.

These case studies examine both the qualitative and quantitative aspects of C2. The

researchers will use these case studies to establish conceptual and technical characteristics

against which to assess the suitability of BSMN technology.
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The second principal part of this research is a quantitative analysis, accomplished
through conceptual technical modeling (i.e., conceptual modeling composed of technically
derived data) (Tatomir et al., 2018). The researchers intend to use this modeling analysis
to generate the theoretical quantitative data, including technical capabilities and
limitations, which can be compared to the findings of the case studies: this comparison will

indicate whether BSMN is theoretically suitable for use in support of C2 in EABO.

The third principal part of this research is an analysis of the financial requirements
of acquiring, developing, and deploying one CubeSat with one terrestrial, shore-based
transceiver. Costs will initially be calculated based on the development of the software and
hardware costs of developing the payload, space allocation on the transport vehicle, and
launch requirements. This study will seek to determine the financial viability of developing

and employing BSMNs using CubeSat technology in support of EABO.

The final analysis of the research will compare the three principal studies: the
requirements of the EABO construct identified in part one will be compared with the
capabilities of the technology in question identified in part two; finally, the resulting
suitability of the technology in question for future naval operations will be measured
against the financial viability of its development and acquisition. The end-state of this
research is to test the hypothesis: that bursty-signal mesh network technology is a suitable
and viable solution for resilient communications in future naval operations. Figure 1

illustrates the overall design of this thesis.
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Hypothesis
BSMN is a suitable and viable

solution for resilient C2 in
EABO

Part 1: Case study
What are the conceptual and technical
characteristics of C2 in EABO?

<_=

Part 2: Technical testing
What are the characteristics and
capabilities of BSMNs?

Suitability analysis
Are the characteristics of BSMN compatible with those of C2 in EABO?

=_=

Part 3: Financial analysis
What is required, financially, to develop,
acquire, and field BSMN technology?

Viability analysis
Is BSMN a realistic and beneficial technology for C2 in BSMN?

==

Determination
(Hypothesis Test)

Figure 1. Research Design Illustration

3. Research Methods

This study utilized a convergent parallel mixed method design, in which both
qualitative and quantitative data is collected and analyzed separately, and then compared

and interpreted (Creswell, 2014). This mixed methods study will ultimately be used to
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evaluate the suitability of a BSMN in supporting C2 in EABO, and the financial viability

of its procurement, development, and fielding to U.S. naval forces.

The qualitative portion of this researchers consisted of case studies of recent Marine
Corps exercises, with a focus on analyzing and characterizing the conceptual and technical
aspects of C2 in an EABO context. In parallel, the researchers conducted a quantitative
analysis BSMN technology through modeling in order to characterize the technical
capabilities and limitations of BSMN technology. The results of these qualitative and
quantitative analyses were then combined and compared in order to determine the

suitability of BSMN technology for use in C2 systems for EABO.

Finally, with the suitability of BSMN for C2 in EABO determined, the researchers
conducted a quantitative financial cost-benefit analysis of BSMN in order to evaluate the

viability of procuring, developing, and employing BSMN for EABO naval forces.

E. STAKEHOLDER ANALYSIS
1. Stakeholder Identification

The stakeholders of this study were broadly identified as both DOD services and
commercial industries. U.S. naval forces engaged in DMO, and U.S. Marine Corps forces
engaged in EABO are the primary DOD service stakeholders for this study, though the
applications of the hypothesized resilient, low power, and stealthy communications of
BSMN have wide DOD application. Commercial industries which can develop and provide

BSMN capabilities and services to the DOD are the commercial industry stakeholders.

2. Stakeholder Needs

Both DOD and industry stakeholders require an informed indication that BSMN is,
or is not, a worthwhile technology to pursue for use in EABO. Such an indication would
help to build a case for, or against, future investments of time and resources for developing

the technology in question for use in operations in the Pacific theater.
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F.

DEFINITIONS

Anti-Access Area Denial (A2AD): the emergent techniques and technologies

which seek to deny adversary maritime and littoral freedom of movement
through the employment of long range, precision anti-ship missiles (HQMC,
2021).

Bandwidth: the difference between the greatest and lowest (i.e., range) of
frequencies in the electromagnetic domain, measured in Hertz, available for
use by a communication system, or by that system in a particular task

(Cambridge University Press, n.d.).
Bursty-Signal Mesh Network (BSMN):

Bursty-signal: signals in which data is sent in relatively short, sudden

timeframes (Cambridge, n.d.).

Mesh network: a variety of mobile ad hoc network (MANET) in which nodes
dynamically self-organize grants indiscriminate, high bandwidth access for a

high quantity of users (McTasney et al., 2009, pp. 379-380).

Command: the lawful authority afforded to a military commander to direct the
actions of subordinates according to the commander’s rank and assignment

(JCS, 2021).

Command concept theory: first postulated in Command Concepts (Builder et

al., 1999), and adopted by the researcher’s for the purpose of this study,
command concept theory postulates that optimal command and control is
characterized by three essential qualities: first, optimal command and control
provides information necessary for a commander to build a clear pre-
conceived vision of the environment, the enemy, and their desired course of
action in accomplishing a given mission; optimal command and control
enables a commander to monitor and realize their vision in execution, and if

their vision is incongruent with reality, to find and correct the faults in their
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vision; and finally, optimal command and control systems sufficiently and
exclusively transmit information relevant to build, convey, or alter the

commander’s vision (Builder et al., 1999).

Command and control (C2): the process by which a commander is made to

understand a particular environment and enemy situation and directs

subordinates to act to achieve the commander’s intent in accomplishing their

mission (JCS, 2021; Builder et al., 1999).

Command and control system: the sum of all people, physical objects, and

intangible processes and procedures by which command and control is

achieved (JCS, 2021).

Digital divide: the recommended conceptual delineation in command and
control, below which units bear a reduced burden to develop and transmit data

rich messages and signals (3dMARDIV, 2019).

Distributed Lethality (DL): the U.S. Navy’s organizational and operational

principle of improving the individual lethality of all warships, distributing
offensive capabilities over wider physical areas, and improving multi-domain

force protection for naval forces. (COMNAVSURFOR, 2017)

Distributed Maritime Operations (DMO): the emerging naval operating

concept being developed in the continuum of the Distributed Lethality
principle (CNO, 2018; Eyer & MclJessy, 2019).

Expeditionary Advanced Base Operations (EABO): “the employment of

mobile, low-signature, persistent, and relatively easy to maintain and sustain
naval expeditionary forces from a series of austere, temporary locations

ashore or inshore within a contested or potentially contested maritime area in
order to conduct sea denial, support sea control, or enable fleet sustainment”

(HQMC, 2021, pp. 1-3)
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Information Preparation of the Battlespace (IPB): the analysis of the

environment, enemy, time, and terrain in which military operations are
anticipated. IPB methodology assists in defining the operational environment,
describing the battlefield’s effect on friendly and enemy forces, evaluating the

enemy threat, and determining potential enemy courses of action (HQMC,

2021).

Link Budget Equation: the equation used to estimate the quantitative factors

. .. . E 1 A? 1
that govern electromagnetic communication, i.e., =b — PG, (—) ] (—) *
Ny a/ L(and)2] \L,

1 _ Gy
= x 2 (Sklar, 2017, p. 270).

Littoral: the operational environment consisting of both seaward and landward
components to the extent that they are operationally relevant to each other
(i.e., the areas of the ocean that are within the operational reach of landward
forces, and land that is conversely within the operational reach of seaward

forces) (HQMC, 2021).

Littoral Combat Team (LCT): the component of the MLR task-organized

around an infantry battalion, with long-range anti-ship missile, aircraft
forward arming and refueling, and intelligence/surveillance/reconnaissance

capabilities (Eckstein, 2020).

Low probability of incapacitation (LPI) & detection (LPD): the principal goal

or function of a communication system to minimize the risk of interception
and/or detection, respectively, of the communication transmission by anyone
other than the intended recipient. LPI and LPD are referred to in this study as
a singular concept (i.e., LPI/LPD) (Sklar, 2017).

Marine Littoral Regiment (MLR): the emergent naval expeditionary force

formation based on ongoing Deputy Commandant for Combat Development
and Integration (DC CD&I) analysis in support of DMO. The MLR could

potentially require the principal reorganization of III MEF into task-organized

22



regimental-level formations suitable for DMO (CNO, 2020). Early iterations
of the MLR are manned to 1,800 to 2,000 Marines (in contrast to the 3,400
Marines of 3d Marine Regiment, for example) and consist of three principal
components: the Littoral Combat Team, Littoral Anti-Air Battalion, and

Littoral Logistics Battalion (Eckstein, 2020).

Maritime: “the oceans, seas, bays, estuaries, islands, coastal areas, and the
airspace above these, including the littorals” (HQMC, 2021, pp. F-6). See

also: littorals.

Mission command: the model/method of directing the actions of a force by

communicating the commander’s intent and desired end-state, leaving
subordinates to exercise creativity and initiative as to how precisely they will
seek to achieve that intent. This contrasts with detailed command, which
dictates explicit and precise instructions as to the actions of subordinates in
pursuit of the commander’s intent. (See also: mission tactics and mission

command and control) (HQMC, 2018).

Node: a point in a communication network which serves either as a junction
for network communication, or the destination of the network traffic (IBM

Cloud Education, 2021).

Throughput: the rate at which a communication system can transmit digital

data, measured in bits per second (bits/s) (see also: data rate) (Sklar, 2017).
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II. CASE STUDIES

A. CASE STUDY ORIENTATION
1. Case Study Purpose, Method, and End-State
a. Purpose

Evaluating the suitability of BSMN for C2 in EABO requires characterization
EABO’s C2 qualities and features. By studying recent Marine Corps exercises related to
and/or modeled after EABO, the researchers intend to characterize both its qualitative and

quantitative factors as they relate to C2.

b. Method

To characterize the qualities and characteristics of C2 in the context of EABO, the
researchers sought to analyze a sample set of exercises resembling EABO with a focus on
C2. Due to access constraints, this study was limited solely to unclassified sources entirely
available from the repository of AARs at the MCCLL website. Note: recommendation for
future research (Chapter VI, Section C, Paragraph 1) address the potential for future

research on the topic with more comprehensive material.

c. Desired End-State

The researchers sought to establish conceptual and technical criteria by which to

evaluate the potential viability of BSMN technology for use in C2 for EABO.

2. Case Study Design

Scope. For the cases studied, the researchers examined C2 in EABO-related
exercises under two distinct paradigms: conceptual and technical. While the overall
purpose of the thesis study concerned BSMN’s viability as a technical solution to support
C2 in EABO, the researchers contended that a wholistic evaluation of both conceptual and
technical aspects of C2 was necessary. A comprehensive evaluation of C2 in EABO not
only established if BSMN supports C2 as it is currently designed, but rather, if it supports

C2 as it could, or should be designed. For example, if the existing C2 model requires digital

25



bandwidth and throughput to support a certain volume or type of information flow, but it

is demonstrated that such a volume or type of information is not ultimately beneficial to

the exercise of C2 in EABO, the researchers could more accurately assess the impact of

BSMN’s ability or inability to support such communication.

Selection Criteria. With the intent of evaluating C2 in a context as close as possible

to that of anticipated EABO, the following criteria were used in selecting cases to study.

3.

Timeframe: 2017-Present. The researchers sought cases recent enough to

accurately reflect contemporary technology capabilities and requirements,
and the publication of the EABO concept (COMNAVSURFOR, 2017;
CMC, 2019; HQMC, 2021).

Environment: Pacific Littoral Environment. Cases were chosen which

occurred, or were simulated to occur in, Pacific littoral environments similar
to those anticipated in DMO (COMNAVSURFOR, 2017) to minimize

potential environmental or physical variables.

Context: Expeditionary Advanced Base Operations. Cases were chosen
which explicitly reflect EABO in some capacity (COMNAVSURFOR,
2017; CMC, 2019; HQMC, 2021). In particular, the researchers sought to

study exercises in which participants were task-organized, physically
distributed, and tasked to perform functions explicitly reflecting anticipated

EABO.

Participants: United States Marine Corps Units. Cases in which U.S. Marine

Corps units were the primary training audience were chosen in order to limit
variables of communication technology, techniques, regulations, and

policies, etc., from other services or nations.

Selected Cases

Due to time and resource constraints, the researchers limited the study to three

cases. These cases spanned over two years and involved several Marine Corps units across

I and III Marine Expeditionary Forces (MEF), as well as U.S. 3d Fleet, and Army Special
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Operating Forces (SOF). The cases selected provide a variation in the echelon of command

and function of training audience, from the battalion to MEF level, as well as a variety of

elements of the Marine Air Ground Task Force (MAGTF) (i.e., the Command Element,

Ground Combat Element, Air Combat Element, and Logistics Combat Element). The

following is a summary of the selected cases.

1st Battalion, 6th Marines Exercise Northern Apache (July 2020). Exercise

Northern Apache was a battalion-level force-on-force field exercise hosted
by Ist Battalion, 6th Marine Regiment from 13—19 July 2020 in Northern
Training Area, Okinawa, Japan. Exercise Northern Apache was designed as
an experiment in “Distributed Maritime Operations (DMO) employment
concepts with similar capabilities outlined in the Marine Littoral Regiment
(MLR) force design” specifically relating to tactical considerations for
company-level operations (1/6, 2020, p. 1). This exercise incorporated a
wide variety of fire support, intelligence, reconnaissance, special forces,
logistics, and aviation units, and provides valuable insight into C2 at and

below the battalion level.

III Marine Expeditionary Force Exercise (2019). III MEF’s Marine

Expeditionary Force Exercise 2019 (MEFEX-19) provided an opportunity
to examine a MEF-level simulation of C2 in an EABO context. MEFEX-19
was hosted by the Marine Air Ground Task Force Staff Training Program
(MSTP) in Okinawa, Japan from April 29 to 10 May 2019 (3dMARDIV,
2019). This case provided insight into the type and nature of communication

at the MEF level in the context of EABO operations.

I Marine Expeditionary Force & 3rd Fleet Joint Exercise Pacific Blitz
(March 2019). The case of Exercise Pacific Blitz 2019 examined a

MEF/Fleet level joint exercise in which Marine Corps and Navy forces
worked in highly integrated teams to exercise various Expeditionary
Advanced Base (EAB) concepts (1st Marine Division [ IsStMARDIV], 2019;
Marine Aircraft Group 39 [MAG-39], 2019). This case provided valuable

27



insight into complications in unity of command associated with DMO’s

joint construct (COMNAVSURFOR, 2017; CMC, 2019).

4. Conceptual Study

Definition of Conceptual Study. The conceptual study of C2 is defined herein as

the study of abstract aspects of decision making and communication by which a military
unit achieves C2 (HQMC, 2018): it includes the study of the mechanisms by which a
commander can understand the situation at hand an