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1 Summary

During this one year project, the team worked on two projects related to communication and
security challenges of UAV ad hoc networks with the goal of handling the highly dynamic
natures of these networks. First, we proposed a routing mechanism in ad hoc UAV network
which considers the link lifetime and load balancing in addition to the traditional distance
metric to develop a routing framework which finds the optimal path taking into the account
future positions of the agent. Then, we studied a critical challenge in large-scale ad hoc
UAV networks which is developing distributed security solutions and developed a key pre-
distribution mechanism. Accordingly we describe each of the project in a separate section.

2 Routing in Ad Hoc UAV Network

2.1 Introduction

The cooperative ad hoc communication in UAV networks is of paramount importance, es-
pecially in the absence of sny infrastructure. Applications such as after disaster search and
rescue and wildfire monitoring are some instances to name. To find the optimized route from
the source UAV to the destination in such networks, the conventional routing algorithms such
as Ad hoc On-Demand Distance Vector (AODV) and Dynamic Source Routing (DSR) are
proposed to be used, which aim at finding the shortest path. Due to the highly dynamic
nature of UAV movement in a three-dimensional sphere, we believe that the shortest path
does not lead to the highest performance in terms of throughput, flow success rate, and flow
completion time.

Accordingly, we defined the path lifetime metric as the shortest lifetime of the links
forming the path. We proposed a link lifetime prediction algorithm to predict the link
lifetime and consequently find the path lifetime for any possible path. We then proposed an
optimization problem to find the optimized path considering both the path length and path
lifetime at the same time. Obviously, the optimized path has to find the optimized trade-off
between the path lifetime and path length to maximize the network performance in terms of
throughput, flow success rate, and flow completion time. We managed the mentioned trade-
off by weighting the path lifetime and path length more in the optimization problem. We
further proposed a lightweight algorithmic method to find the solution of the optimization
problem with the worst-case time complexity O(|E|?), where |E| is the number of network
links.

We performed a comprehensive evaluation for the proposed algorithms using the net-
work simulator ns-3. We first designed and performed exhaustive simulations for different
scenarios to find the optimized value for the weights of the optimization problem, for differ-
ent network densities and different network loads. We then designed comparison scenarios
to compare the proposed routing algorithm with a wide-range of well-known routing al-
gorithms covering both distance vector and link state protocols, as well as proactive and
reactive ones. In our performance evaluation process, we find that the proposed algorithm,
referred to as optimized predictive adaptive routing algorithm (OPAR), outperforms all the
compared routing algorithms in the throughput, flow completion time, flow success rate, and
the generated routing traffic. It is worth mentioning that we developed an ns-3 code package
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for our proposed routing algorithm which will be released soon. This package utilizes ns-3’s
different classes to initiate TCP connections between any pairs of source and destination
nodes. It simulates different mobility models in three-dimensional space and lets the nodes
move according to their chosen pattern. It finds the optimal path from the source to the
destination according to the proposed OPAR routing algorithm. Hence, it first predicts the
link lifetime for all network links. Then it solves the optimization problem with the pro-
posed lightweight algorithm to find the optimal path. The developed package is completely
compatible with any other ns-3 codes. Hence, any other ns-3 routing algorithms can easily
take the OPAR’s place for comparison reasons.

In our performance evaluation process, we found that the proposed OPAR, just like the
other known routing algorithms, does not balance the network load. We further find that the
load balancing could have a very high impact on the performance of the network, especially
when the network’s load is high, i.e. there are many concurrent communicating pairs. Hence,
we proposed another optimization problem that considers the load of the paths as well as
the path length and path lifetime in its route selection process. Obviously, the proposed
algorithm has to work just like OPAR when we have just one communicating pair at a time.
We further proposed a lightweight algorithmic solution to the new optimization problem
and evaluated it through an exhaustive simulation using ns-3. Results show an obvious
improvement in the investigated performance parameters.

The main contribution of this work is to define the path lifetime metric and to consider it
besides the path length in finding the optimal path in highly dynamic ad hoc UAV networks.
The link prediction in a 3D space, proposing a linear optimization problem to find the optimal
path, developing a lightweight algorithmic solution for the optimization problem, and the
exhaustive performance evaluations are the major contributions of this project. The proposed
routing algorithm of this project is a potential candidate to be used in military applications
where it is not feasible to use any communication infrastructure, or the infrastructure is
damaged. We showed via OPAR how such optimization studies can improve the network
performance.

2.2 Methods, Assumptions and Procedures

Assuming that we have a precise link lifetime prediction matrix 7, where 7(; ;) € T is the
lifetime of the edge e(; ;. Let us consider the variable z(; ;) as a Boolean variable specifying
whether the link e ; participates in the optimized path or not. On the one hand, the
objective function of minimizing ) x(; j), such that the chosen edges form a path from the
source to the destination, guarantees the shortest path. On the other hand, maximizing 7
where 7 is the path lifetime guarantees the path with the longest lifetime. If we design a
multi-objective optimization problem that considers both of the mentioned metrics together,
the solution will be an area of feasible solutions. Based on the priority of the objectives, the
solution could be any points in this area. However, we designed the following Boolean linear
programming (LP) that considers both metrics of interest, simultaneously. In the proposed
optimization problem, parameters w; and wy are the weights defining the trade-off between
the longer lifetime and shorter path where w; +wy =1, 0 < w; < 1, and 0 < wy < 1.
The higher value of these parameters leads to their higher impact on the optimization. The
weights w; and wy are network setting parameters affected by many parameters, including
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but not limited to, the network area, network density, transmission range, and network load.
In this optimization problem, variable 7" represents the inverse of path lifetime, Constraints
(9) and (10) guarantee that the source node has one outgoing edge and no ingoing edge,
Similarly, Constraints (11) and (12) guarantee that the destination node has one ingoing
edge and no outgoing. Constraint (13) guarantees that every vertex that has an ingoing edge
has to have an outgoing edge, except for the source and the destination nodes. Constraint
(14) is the main constraint that maximizes path lifetime. In the rest of this section, we
describe how to find the solution to the proposed Boolean LP problem and how to form the
matrix 7.

min Z W1 (5, 5) + U)QT

(4,7)EE
ie{l, n}
jE{l,"' ?n}

Subject To: Z T(s = 1 (1)

(s,t)ERE

Z $(i78) = 0 (2)
(i,8)EE

> i =1 (3)
(i,d)eE

> @y =0 (4)
(di)eFE

Yowan= Y. Tow (5)
(i,j)eE (j,k)eE

i#s Jj#d

T(i,5)

(i) € {0, 1} (7)
0<T<1 (8)

Optimization problem solution: The defined optimization problem is a Boolean LP
(BLP), which is well-known to be an NP-complete problem. However, it is a special BLP case,
where the following proposed algorithmic method can find its solution, i.e. the optimized
path.

Assuming that we have a precise link lifetime prediction, we first sort the matrix of edge
lifetimes in descending order. We then perform a breadth-first search (BFS) in the graph
G(V, E) to find the shortest path, without considering the link lifetimes. Let us refer to the
shortest path as py. We then calculate the value of the objective function for the shortest
path. Considering the link with the shortest link lifetime in path py as e(y jy, we remove all
the links with the lifetime lower or equal to the 7(y jy. We then perform a BFS again, on the
new graph and calculate the objective value for the new path. If the new objective value is
less than the previous one, we replace the previous path with the new one and remove the
edges with the lowest lifetime. We repeat this procedure until the BFS algorithm fails in
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finding a new path. We show in Lemma (2.1) that the output of this algorithm is the path
with the optimized objective function. We further show that the computational complexity
of this algorithm is on the order O(|E||V| + |E[?), in Lemma (2.2).

Lemma 2.1. Assume that there is at least one path from the source node to the destination.
The output of the proposed Algorithm is the optimal path, i.e. the solution of the proposed
Boolean LP problem.

Lemma 2.2. The computational complexity of the proposed algorithm is on the order O(|E||V |+
1E[?).

Now, we would like to add the load balancing information into the consideration. Hence,
we assume that we have a matrix of all links’ lifetimes, i.e. 7, as well as the vector of all
nodes’ load, i.e. £. The objective function of this problem is to minimize the path length
as well as path load, and maximize the path lifetime. The significance of each of the path
length, lifetime, and load is set by setting the weights w;, ws, and w3, respectively, where
Zle w; = 1. The variables representing the participants of network links in the optimal
path are x(; jys. If the link e(; ;) is selected to be a part of an optimized path, z(; ;) is set
to one, elsewhere it is set to zero. In this objective function, T" and L represent the inverse
path lifetime, and the path load, respectively. While T" has to be minimized according to
the objective function, it has to be greater or equal to % for all links x(; j)s, according

to Constraint (14). The new method is to find the path fifetime, i.e. the minimum link
lifetime for the links participating in the path, and consider it in the objective function.
Similarly, the path load L has to be minimized. To find the path load, we minimize L in the
objective function where in Constraint (16) we force L to be greater than or equal to z;l;,
where according to Constraint (15) z; = 37 ;; (i 5, and I; is the network load of node i.
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We need Constraints (9) and (10) to let the source node start the path and prevent it from
being in a loop. Similarly, we need Constraints (11) and (12) to let the destination node be
chosen as the last node in the path and terminate the path selecting operation. Constraint
(13) assures that the intermediate node, which receives an active link, has to have an outgoing
active link. As we discussed earlier, the proposed problem variables are Boolean, which is
shown in Constraint (17). Finally, we need Constraint (18) in practice to remove the links
with a very short lifetime. How short the link can be to be discarded depends on the metric
chosen for link lifetime to be second, millisecond, etc. Algorithm (1) represents the solution
of the proposed optimization problem with load balancing consideration.

Link lifetime prediction: While the proposed algorithm can generally work with any
link lifetime prediction algorithm, we utilize three-dimensional geometry to predict the link
lifetime by knowing the UAV nodes’ positions. The optimization problem considers a n x n
matrix 7 which contains the links’ lifetimes as well as vector £ with n elements which contain
the nodes’ load. In this section, we describe how we predict the link’s lifetime and calculate
the node’s load to form 7 and L. We start with 7 where we need only three consecutive
node locations to fill it. Each node regularly sends a packet to the controller, including
its last three consecutive locations in 3D space. The controller, in its turn, calculates the
azimuthal and polar directions of each node as well as their speed and acceleration. Using
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Algorithm 1 Finding the solution of the optimization problem
objValue = oo, {Set the initial objective value equal to co.}
path = (), {Set the initial path to empty path.}
S wg% + w3L, {Form ¢, a n X n matrix containing the lifetime-load cost of all graph
edges. The lifetime-load cost for each edge e(; ;) is calculated as ¢; j) = ws T(il,j) + wsl;. }
Ssorted = descentSort(s), {Sort the lifetime-load cost matrix in descending order.}
G'(V,E)=G(V,E), {Let G'(V, E) equal to the main graph G(V, E).}
while isPath(G'(V, E), src, dst) do
newPath = BFS(G'(V, E), sre,dst), {To find the shortest path with the BFS algo-
rithm. }
if newObjValue < objValue then
path = newPath,{Set the path equal to the new path.}
objValue = newObjValue,{Set the objective value equal to the objective value of
the new path.}
end if
Spatn < li fetimeLoadCost(newPath), {Calculate the maximum path lifetime-load cost
for the edges forming the newPath.}
G'(V, E) < remove(Spath, Ssorteas G'(V, E)), {Remove all links with the lifetime-load cost
greater than or equal to the G-}
end while

this information, the controller calculates the time for each pair of neighboring nodes that
they go out of the communication range of each other. To use simpler notations and without
the loss of generality, we consider the communication range of all nodes equal and represent it
with R. It is worth mentioning that our predicted lifetimes stay precise if the corresponding
nodes do not change their direction or acceleration.

We represent the location of node u; at time ¢ by the tuple (x;(¢), v:(t), z:i(t)). We show

the distance traversed by the node u; in the time interval [t; 3] by dE?l t2) and it could be

easily calculated by Equation (19).

diy) =/ wiltz) =i ()P + i (b2) =i (0)P+ i (t2) =2 (01) 2 (19)

(t1,
Considering the three consecutive node locations at times tg, t;, and t5, we calculate the
azimuthal angle a; and polar angle 6; of the node’s movement direction using Equations (20)
and (21), respectively.

VIxi(ts) — xi(t)]? + [yi(t2) — yi(t1)]?

Zi (tg) — Z; (t1>

= tan~!(

)
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We can calculate speed v; and acceleration a; of node u; respectively using Equations
(22) and (23).

(2)
(t07t1)

ai(ts) = W (23)

Next, we can calculate the predicted location of the node w; at time (ty + At) using Equa-
tion (24). Then, we can calculate the distance between nodes u; and u; at time (o + At) using
Equation (25). We represent this distance by d; ;(t2 + At) where At is unknown. Knowing the
communication range of nodes, i.e. R, we can calculate the time At using Equation (26). This
variable is the time required for the nodes to go out of the communication range of one another
and represents the lifetime of the link e(; ;). Equation (26) is a simple nonlinear equation with only
one unknown variable, i.e. At. This equation can be easily solved with any lightweight numerical
method such as the Bisection method. It is worth mentioning that the LB-OPAR is a modular
routing algorithm. Hence, the prediction algorithm proposed here could be replaced with any other
prediction algorithm with no need for any modification in the overall routing solution.

zi(ts + At) = z;(t2) + (vi(t2) At + 3a;At%)sin(0;)cos(cv;)
yz‘(tg + At) = yi(tg) + ('UZ‘(tQ)At + %aiAtz)sin(Oi)sin(ai) (24)
Zz‘(tz + At) = Zz‘(tz) + ('UZ‘(tQ)At + %aiAtQ)cos(Gi)

(zi(ty + AL) — z(ts + At))*+
dy sy = | Wilts + A =yt + A1)+ (25)
(zi(ty + At) — zj(ta + At))?
di/ ay —R=0 (26)
To calculate each node’s load, the controller starts the network operation with all zeros
for the node’s load. Any time the controller receives a route request, it calculates the optimal
path and determines the nodes affected by the new route. Any node included in the new
route and all its one hop neighbors are considered as the nodes affected by the new route.
Since the controller potentially knows all nodes’ locations, it can also calculate the distance
between each pair of nodes, and it further knows the communication range of each node.
Hence the controller can determine the affected nodes by the new route. The controller
then increases the load of the determined nodes by one. Every time that a route becomes
unavailable, the controller decreases the affected nodes’ load by one. In two cases, a route
is considered unavailable. First, the source node does not receive the TCP acknowledgment
packets, and consequently, the source node orders a reroute. Second, the source node receives
the acknowledgment of the last packet of the file and sends a flow termination message to
the controller.
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Table 1: Simulation Setting

Simulator version ns-3 3.30

Number of UAVs [50 100]

Area size 300 x 2000 x 50m
Transmission power 7.5 dBm

Number of concurrent flows 1 10]

File size 5 MB

Simulation time 500 sec

Speed range [0 50]m/s

Mobility models 3D RWP

Traffic type TCP NewReno

Wireless communication standard | IEEE 802.11b

Propagation loss model Free-space propagation loss
Propagation delay model Constant speed propagation delay

2.3 Results and Discussions

To evaluate the performance of the proposed algorithm, we use the ns-3 network simulator.
Ns-3 is a well-known discrete-event simulator widely used for research and development. We
simulate the network for different scenarios with a different number of nodes and a different
number of concurrent file-transfer flows to exhaustively evaluate the network performance
in different situations. Network throughput, flow completion time, and flow success rate are
measured as the performance evaluation metrics. To show the significant improvement of
LB-OPAR in the network performance, we compare its results with the baseline benchmarks
AODV, OLSR, DSDV as well as the OPAR algorithm. We compare the results for flow
success rate, network throughput, and flow completion time for different network densities
and different network loads, i.e. concurrent flows. Table (1) represents the simulation setting.
Fig. (1) shows the results for the flow success rate. DSDV and OLSR routing protocols
show less than 10% of flow success rate, in most cases, which is mainly because of their
inability in catching up with the high dynamicity of the nodes’ movement in 3D space.
AODV, however, represents better performance in terms of flow success rate in comparison
with DSDV and OLSR. It successfully delivers 30% of the flows, in average. Indeed, both
OPAR and LB-OPAR significantly outperform the other algorithms by the average of 60%
flow success rate. It is obvious that increasing the network load leads to more significant
performance improvement for LB-OPAR compared to OPAR by an average of 5%. For less
concurrent flows, there is no significant different between LB-OPAR and OPAR since the
network load weight is zero or close to zero, as opposed to the case when the network has five
concurrent flows and different densities, i.e Fig. (1c¢) and (1d). Something worth mentioning
is that AODV, DSDV, and OLSR show a higher success rate under the random waypoint
(RWP) mobility model than Gauss-Markov (G-M). It seems that the randomness of the RWP
model helps them to increase their performance. A similar fact was previously discovered in
different network studies [1]. OPAR and LB-OPAR show no significant difference under RWP
and G-M mobility models, signifying their improved performance in different conditions.
Next, we investigate the network throughput for all the combinations of different network

Approved for public release; distribution is unlimited.
8



LB-OPAR —8— ‘ LB-OPAR —8—
OPAR —v— OPAR —¥—
~ AODV o AODV
o o
2 — DSDV —¢— 2 DSDV —¢—
G \ﬁ§, oLsg —— B OLSR ——
[ 7 193
8 \*r 8 4
3 3
z z
8 8
o o
4
, kx_‘ s S— /M:M, , % F—% S
Number of Flows Number of Flows
(a) Different number of flows (RWP) (b) Different number of flows (G-M)
LB-OPAR —8— v LB-OPAR —8—
OPAR —w— 06 OPAR —v—
o AODV AODV
2 b DSDV —%— g ] DSDV —%— 1
% 0 N OLSR —o— % B s ~— OLSR
a ¢ a o
H H
w w
3 S ‘,::/ .&ﬁ\ \M.
Number of UAVs Number of UAVs
(c) Different number of UAVs (RWP) (d) Different number of UAVs (G-M)

Figure 1: A comparison of the flow success rate for different loads and densities.

loads, network densities, and mobility models. Fig. (2) shows the results where the achieved
throughput by DSDV and OLSR is close to zero due to their failure in handling the fast
topology changes. Interestingly and in contrast to the conventional mobile networks, in-
creasing the number of concurrent flows shows no significant effect on the throughput, which
means in highly dynamic networks, the bottleneck of the throughput is the reroute process
due to the topology change not the load of the network. For this parameter, AODV shows
much better performance in comparison with DSDV and OLSR, while OPAR and LB-OPAR
outperforms AODV by 100%. OPAR and LB-OPAR show competitive behavior. However,
LB-OPAR outperforms OPAR in higher network loads and under the RWP mobility model
by about 20%. For different network densities, since there are only five concurrent flows and
the network load weight is zero or close to zero, we see no significant differences between
LB-OPAR and OPAR. However, they outperform AODV by the average of 100%.

Fig. (3) shows the results for flow completion time. As we mentioned earlier, we consider
the simulation time as the lower bound of the flow completion time (FCT) for the failed
flows. Hence, the results of Fig. (3) show the lower bound for the different algorithms’
FCT. This figure includes the combination of all network densities, loads, and the simulated
mobility models. For all simulation settings, OPAR and LB-OPAR show the lowest FCT
compared to the other routing algorithms. However, LB-OPAR for the network with higher
loads shows around 15% less FCT in comparison with OPAR, under RWP mobility model.
OPAR and LB-OPAR outperforms AODV by 10%, on average. AODV shows a significantly
lower FCT than that of OLSR and DSDV where their average FCT is close to the simulation
time, i.e. 500 s, due to theire high failure rate. In many cases, OPAR and LB-OPAR show
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Figure 2: A comparison of the throughput for different loads and densities.

close FCT results, which is one of two cases. The first case is when there a small number
of concurrent flows which leads to a negligible effect on the network load in choosing the
optimal path. The latter case owes itself to the fact that in some cases, there is only one
path, or there are several paths, but just one of them has a reasonable objective value, where
the others are very long or with a very short lifetime. Hence, both the OPAR and LB-OPAR
select the same path, which leads to the close results.

2.4 Conclusions

The highly dynamic nature of cooperative UAV networks causes the conventional routing
algorithms, which aim at finding the shortest path, to fail in reaching the optimal network
performance. While we have shown, in our recently published work OPAR, that considering
the path lifetime in selecting the routes has a significant impact on the network perfor-
mance, we extend OPAR to consider the network load as well. Accordingly, we proposed
load-balanced OPAR, an software defined networking (SDN)-based routing algorithm for
cooperative UAV networks. We modeled the entire problem with an analytical model and
proposed a lightweight solution for the proposed model. We implemented LB-OPAR in
the ns-3 network simulator and exhaustively evaluated its performance. We show that LB-
OPAR outperforms the benchmark routing algorithms AODV, DSDV, and OLSR. It also
improves the performance of OPAR when the network works under higher loads. We fur-
ther found that the performance bottleneck in highly dynamic UAV networks is basically
the route breaks down, more than any other reason. Hence, proposing a routing algorithm
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Figure 3: A comparison of FCT for different loads and densities.

to cover the multiple reroutes problem has significant importance in improving cooperative
UAV networks’ performance. Since LB-OPAR has a lightweight computational and space
complexity, we aim at distributing the SDN controller tasks among all network nodes for
fully distributed networks as future work.
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3 Key Pre-Distribution in Ad Hoc UAV Networks

3.1 Introduction

Unmanned Terrestrial vehicles (UTVs) and unmanned aerial vehicles (UAVs) are increas-
ingly deployed in a variety of applications such as disaster relief, military missions, terrain
reconnaissance, traffic management, and fire detection. UTVs and UAVs, in infrastructure-
free environments, use multi-hop cooperative networks as their underlay communication
network. The security of the underlying wireless networks is critical in such highly sensi-
tive operations. Alas, the lack of trusted infrastructures and limited node resources make
securing communications in such networks challenging. While cryptography is a general
and powerful approach to improve security, it is not well suited for such infrastructure-free
networks. This is because cryptography techniques, such as public key infrastructure (PKI),
commonly rely on a key management system, and most of the key management tasks are
assigned to a trusted third party (TTP) or several distributed TTPs that are based on in-
frastructure. In contrast, multi-hop cooperative networks are fully decentralized and lack
a fixed infrastructure that can act as the TTP. Plus, nodes in such networks have limited
memory, computational, and transmission resources. Consequently, the naive solution of
storing all keys in every single node for encrypting and decrypting messages is not practical.
The two main reasons are the need for a large amount of storage and processing capability
to deal with keying operations in large-scale networks, and the fact that storing stationary
keys limits the network from updating them or adding new nodes to the network.

Key pre-distribution schemes seem to be a promising solution due to their distributed and
lightweight nature. They store just k keys in each node, where k£ < n and n is the number of
network nodes. The set of stored keys in each node is referred to as a keyring. Once a node
encrypts a message with a key, only those nodes with a shared key are capable of decrypting
it. Thus, a pair of nodes can communicate directly and securely if they share a common
key. To establish a secure connection between two nodes without a shared key, a key-path
has to be found. The key-path is an overlay path in which each pair of adjacent nodes have
a secure link between them!, i.e., they share a common key. To exchange messages, the
source initially encrypts its message and forwards it to the first hop on the overlay. The
message is then routed over the overlay where each intermediate hop, in turn, decrypts the
data, encrypts it again with a key shared with the next hop, and forwards it to the next hop
toward the destination.

The intermediate decryption-encryption (DE) steps are an obvious security threat in key
pre-distribution schemes. To face this threat, several multi-path solutions have been pro-
posed to design a key-exchange process via multiple disjoint paths [2, 3, 4, 5, 6]. The source
and the destination nodes after exchanging some keying materials via disjoint paths, agree
on a key and use it to encrypt and decrypt their communication. The data communication is
then encrypted and decrypted at the endpoints, thus no intermediate decryption-encryption
steps remain. Although such multi-path algorithms seem to survive the man-in-the-middle
attacks, they are still vulnerable against cooperative attacks such as a cooperative version of
the man-in-the-middle attack [6]. The attacker can compromise most of the communication

I'Note that this secure overlay link may span multiple physical nodes, in reality.
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by compromising more nodes. We show in this paper that the multi-path solutions have
a strong resistance against node capture attack, but only up until a specific node compro-
mise rate of about 10%. The interesting result is that when the rate of compromised nodes
surpasses this threshold rate, it causes significant resistance degradation such that the base-
line key pre-distribution schemes show better resistance in comparison with the multi-path
solutions.

In this work, we developed BlocKP, a Blockchain-based multi-path key exchange algo-
rithm that improves the resistance of the network against the node capture attack. We pro-
pose BlocKP in two versions BlocKP-I and BlocKP-II. We exploit the power of Blockchain
in BlocKP-I to improve the resistance using fix-length disjoint paths. The basic idea is to
send the keying material via multiple disjoint paths such that the keying material form a
block, and this block is recalculated in each hop to form a Blockchain. The destination
node, in turn, extracts the keying material from the last block of each Blockchain. The
Blockchain helps us to keep the keying materials consistent and guarantees their integrity.
To keep the keying material consistent through every Blockchain, we need fix-length disjoint
paths. Next, we propose BlocKP-II, a Blockchain-based algorithm which uses erasure cod-
ing to improve the resistance of BlocKP-I and relax its assumption of requiring fix-length
disjoint paths. We analytically prove the resistance of BlocKP and show how it approaches
the perfect resistance, even for a small number of disjoint paths.

The performance of the proposed BlocKP algorithms are evaluated using extensive sim-
ulations. First, we evaluate the security strength of BlocKP. Thus, we simulate a mobile
ad hoc network with a percentage of compromised nodes. We show that for the network
with more than 10% of compromised nodes, BlocKP-I and BloKP-II show about 40% and
60% improvement in the resistance of the network against node capture attack in compar-
ison with the state-of-the-art key exchange solutions. We then simulate a network in ns-2
to evaluate the performance of the proposed algorithm for different number of nodes and
different communication loads. In our simulations, we simulate Probabilistic asymmetric key
pre-distribution (PAKP), strong Steiner trade (SST), and unital key pre-distribution (UKP)
schemes as the baseline key pre-distribution schemes. We augment each of these schemes by
a multi-path solution to make their communication secure from end to end. Results show
that, in different network setting with different network densities and different network loads,
BlocKP decreases the flow completion time up to 20% and improves the network throughput
up to 5% in comparison with baseline schemes.

The contribution of this work is to address, for the first time, the common vulnerability
problem of the key pre-distribution schemes against the large-scale node capture attack. We
propose BlocKP, a Blockchain-based multi-path key exchange solution which i) improves the
resistance of mobile ad hoc networks against the node capture attack to more than 30% of
captured nodes, in its BlocKP-I version; 7i) reduces the number of required disjoint paths by
exploiting the power of erasure coding in its BlocKP-II version. We further mathematically
analyze the network’s resistance against node capture attacks for several state-of-the-art
algorithms and both versions of BlocKP algorithms and compare the analytical results with
that of simulations. In addition, we exhaustively evaluate the network performance for
different combinations of baseline key pre-distribution schemes, the multi-path solutions,
and BlocKP under different network load and densities using the ns-2 network simulator.
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3.2 Methods, Assumptions and Procedures

BlocKP is, in essence, a three-phase Blockchain-based key exchange algorithm followed by
a secure data transfer— the source node generates a request as a block and sends the block
via multiple disjoint paths to form multiple Blockchains (Phase 1). The block is updated
in each hop and its consistency is checked until reaching the destination (Phase 2). The
destination, in turn, validates the blocks and responds to the request such that the source
and the destination become able to extract a pairwise key (Phase 3). The data can be
then exchanged securely and efficiently between the source and the destination following the
shortest path. Lemma (3.1) shows that the only possible way for an attacker to get access
to transferred data is to perform a man-in-the-middle attack, successfully. By calculating
the probability of successful man-in-the-middle attacks, we show that BlocKP improves the
resistance against node capture attack for any key pre-distribution schemes, regardless of
whether its underlying cryptosystem being symmetric or asymmetric. We propose BlocKP
in two different versions, BlocKP-I and BlocKP-II. BlocKP-I has a fairly simpler algorithm
and is convenient for a better understanding of the general idea of BlocKP. BlocKP-II, on
the other hand, optimizes the resistance of BlocKP-I against node capture attack as well as
its performance, by exploiting the power of erasure coding.

Lemma 3.1. Considering the attacker’s goal as eavesdropping or altering the transmitted
data, using BlocKP, the only possible way to achieving this goal is to perform a man-in-the-
middle attack, successfully. Obuviously, by altering the transmitted data, we mean changing
the data into other meaningful data.

BlocKP needs a public-private key pair for each node in its key exchange process. Al-
though any asymmetric cryptosystem could be used along with BlocKP, we propose to use
elliptic curve cryptography (ECC) for its shorter key length and lower power consumption
in comparison with other asymmetric cryptosystems. In our system, each node chooses its
own private key and accordingly calculates its corresponding pubic key. Thus, BlocKP does
not need any central or trusted party. The use of asymmetric cryptography is limited to
signing at most two certificates by the end nodes. Hence, it does not impose a considerable
overhead.

BlocKP-I: Blockchain-based key pre-distribution

The general algorithm of BlocKP is as follows. In the first phase, the source node finds
multiple disjoint paths toward the destination and builds a block of request. In the second
phase, the block follows disjoint paths toward the destination such that in each hop, the
block is updated and the hash value of the new block is attached to the block. The majority
consensus of the block is checked in each hop. In the third phase, the destination sends a
response encrypted by the source node key, following the shortest physical path. The three-
phase algorithm makes the pair of source and destination nodes able to calculate a pairwise
key. The three phases are then followed by symmetric data encryption using the calculated
pairwise key. The encrypted data, in turn, follows the shortest physical path toward the
destination. The details of the three phases are as follows.

Phase 1: The source node finds a set P that contains p number of equal-length vertex
disjoint paths p;,2 = 0,1,...,p— 1. The source node then forms a request packet to get the
destination public key. The request packet is considered as the first block of the Blockchain
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and represented by By. Each block B; is formed as
B; = (bil|h(bs)), (27)
where the notation al|b represents the concatenation of a and b,
bi = (i, I Dsre, I Dast, Ysres Py h(bi-1)), (28)

y; is the public key of node i, I D; is the unique identifier of node 7, h is a collision-free hash
function, and h(b_1) is equal to zero.

Phase 2: For each disjoint path, the source node encrypts the initial block with the
shared key of the first intermediate node of that path. The source node then sends each
encrypted packet to the corresponding node. Each intermediate node, in turn, decrypts the
packet and forms the next block B; according to Equation (27). All the intermediate nodes
generate a similar By block. Each intermediate node sends B; to the next node in its path.
It also sends h(b;) into all next-hop intermediate nodes, for all other disjoint paths. We
show in Lemma (3.2), sending the hash value publicly does not increase the chance of the
attacker to get access to the encrypted data. Each intermediate node validates the hash
value of the received block and checks the majority consensus of the hash value. In case of
inconsistency, the intermediate node requests the block with majority consensus from one
of the previous level intermediate nodes. In Lemma (3.3), we show that the previous block
could be requested and respond publicly. This procedure is continued until the block reaches
the destination. At the first-level intermediate nodes, since the block is coming directly from
the source node, the majority consensus of the block is not required to be checked.

Lemma 3.2. Publicly sending the hash value of the block to the next level intermediate
nodes, in the second phase of BlocKP algorithm, does not negatively affect the resistance of
the network against node capture attack.

Lemma 3.3. An intermediate node, in which its received block does not match the majority
consensus, can publicly request the block of one of the intermediate nodes with the consensus
hash value. The intermediate node, in turn, can also respond publicly. The public request
and response in this step do not degrade the resistance of the network against node capture
attack.

Phase 3: The destination validates the source node’s public key by checking the majority
consensus of the received blocks. It encrypts its own public key by the public key of the source
node and sends the encrypted key via a shortest physical path. Now, both the source and the
destination have the other party’s public key and potentially are able to communicate with
each other securely. Due to the computational complexity of the asymmetric encryption,
we propose to use symmetric encryption for their communication. The pairwise key can be
calculated by both the source and the destination as:

st = Tsre-Ydst = Ldst-Ysre- (29>

At this point, the source and the destination can communicate securely via the shortest
physical path. Algorithm (3) represents the pseudocode of BlocKP-I. Considering the length
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of disjoint paths as [, in Lemma (3.4) we show that the attacker needs to compromise at least
the majority of the nodes at one of the [ —1 intermediate levels to become able to capture the
communication. We theoretically show that BlocKP-I significantly increases the resistance
of the network against node capture attack in comparison with the state-of-the-art.

Algorithm 2 BlocKP-I(P)
Note: P is a set of p equal size disjoint key-paths from the source node toward the
destination.
j =0, {j represents the position of the block in the Blockchain, starting from zero at the
source node and ending with the key-path length at the destination node.}
while (j <=key-path length) do
if (j > 0) then
Receive(e(Bj, p;i(j+1))),{The intermediate node of the i*" path receives an encrypted
block from the previous node in of its key-path.}
Bj= decrypt(e(Bj,pi(j + 1)), zp,(j+1)), {Each intermediate node decrypts its corre-
sponding block by its private key. }
validate(h(b;), { Validate the extracted hash value by comparing it to the one received
from the previous level nodes.}
if NOT-VALIDATED then
request(B;) , {Block B; is requested from one of the previous level nodes within
the majority. }
end if
end if
if j < key-path length then
bj = (J, I Dsre, I Dyst, Ysre, P, h(bj—1)), {Form the block content.}
B; = (bj||h(b;)), {Attach the hash of the block content to the end of the block.}
for (1=0:p—1)do
e(Bj,pi(j+1)) = encrypt(B;, pi(j +1), Yp,j+1)), {Encrypt the block with the public
key of the next node in path key-path p;. }
send(e(Bj, pi(j+1))), {Send the encrypted block to the next node of the key-path
pi- }
if (7 > 0) then
send(h(b;), (Vk, k # 1) pr(j +1)), {The node sends h(b;) to the next nodes of all
other paths for validation purposes. }
end if
end for
end if
j=j+1
end while

Lemma 3.4. In BlocKP-I, the attacker needs to compromise at least the majority of nodes
in one intermediate step to be able to forge the public key of the sender and performs the
man-in-the-middle attack.

BlocKP-II: The combination of Blockchain and erasure coding
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Figure 4: A schematic view of BlocKP-I versus BlocKP-II.

We propose BlocKP-II to optimize the performance as well as the resistance of BlocKP-I,
using erasure coding. Erasure coding is, in essence, a method for forwarding error correction
in the case of bit erasure, by expanding a message into a longer message containing redundant
data. The main idea of BlocKP-II is to transfer the public key of the source node to several
pieces, say S pieces, which are referred to as key shares. Collecting any ¢ shares reconstructs
the original key. However, any # — 1 pieces or less do not leak any information about the
key. Each share of the key is then sent via a set of disjoint paths similar to the first and
the second phases of BlocKP-I. The destination, in turn, collects any ¢ number of shares to
reconstruct the key and proceed with the third phase of BlocKP-I. Accordingly, the three
phases of BlocKP-II are as the following. Fig. (4) represents a schematic view of both
BlocKP-I (Fig. 4a) and BlocKP-II (Fig. 4b).

Phase 1: The source node chooses # —1 random numbers a;,7 = 1,2,...,0—1 and forms
the polynomial P(x) as

0—1
P(x) = Yore + Z a;x’. (30)
i=1

P(0) is the public key of the source node and P(i), i = 1,2,...,S are the key shares.
Gathering any € number of shares leads to reconstructing the public key of the source node.

We use the same number of disjoint paths as BlocKP-I, i.e. p. We divide this number into
S set of paths P;,7 = 0,1,...,5—1, each with the p; number of paths such that Zf:_ol pi = p.
We name the j% path from " set P; j) where i =10,1,2,...,S—1and j =0,1,2,...,p,— 1.
The path length in each set has to be constant but different sets may vary in the length of
their paths. The source node forms S request packets By for ¢ = 0,1,...,S — 1. Each

block By; ;) is calculated as
By = (bapllh(bay)), i=0,1,2,...,8 =1, (31)
j=0,1,....p — 1,

where
b(i,j) = (]a IDsrc> IDdst> ia Pia Sign(ysrc)a h’(b(i,j—l)))> (32)
and h(bg,-1)) = 0. The value of sign(ys.) is the public key of the source node signed by its
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own private key. This value will be used by the destination node for certifying the extracted
public key.

Phase 2: In this phase, the source node encrypts the block B; o) by the shared key with
the first node of each path and sends the encrypted message to the corresponding node. It
is worthy to recall that there are S different blocks B(;g),7 = 0,1,...,5 — 1, each one has
to be sent via its corresponding set of paths P;. Each intermediate node, in turn, decrypts
the block and generates the next block by increasing the block number and changing the
previous hash (Equations 31). It then calculates the current hash value and attaches it to
the block (Equation 32).

The intermediate node encrypts the new block by the shared key with the next node and
sends the encrypted block to the corresponding node. It needs also to send the hash value to
the next-hop intermediate nodes of the other paths of its own path set. Each intermediate
node checks the majority consensus of the hash values and steps forward by forming the new
block. If the current hash value does not match the majority, then the node requests the
previous block from one of the previous level intermediate nodes within the majority. This
process will be continued until at least 8 sets deliver their blocks to the destination node.

Phase 3: In this phase, the destination collects ¢ number of key pieces to reconstruct
the source node public key. Considering the set of key shares as &, the source node public
key could be constructed as

Ysre = Z lzP(Z>7 (33>

€S

where [; is a Lagrange multiplier at the point zero and could be calculated as

= 10 5 1)

jesgi LY

The destination checks the validity of the public key by checking the value of sign(ys,.). The
destination then encrypts its own public key by the source node’s public key and sends the
encrypted message directly to the source node via the shortest physical path. By receiving
the destination’s key, both the source and the destination nodes can calculate the pairwise
key, using Equation (29). The data transfer will then follow the shortest physical path after
symmetric encryption, using the pairwise key. The pseudocode of BlocKP-II is represented
in Algorithm (3). In Lemma (3.5), we show that the attacker needs to compromise at least
the majority of one level in at least # number of path sets to become able to perform man-in-
the-middle attacks and forges its own public key. We show that using BlocKP-II improves
the resistance of the network against node capture attack in comparison with BlocKP-I to
protect the communications against approximately 10% more compromised nodes.

Lemma 3.5. In BlocKP-II, the attacker needs to compromise at least the majority of one
level in 6 number of path sets, to be able to forge the public key of the source node.

3.3 Results and Discussions

We study the security aspects of baseline key pre-distribution schemes, multi-path solutions,
and both versions of BlocKP. We analytically calculate the resistance against the node
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Algorithm 3 BlocKP-II

P(z) = Yore + 30_} a;*, {The source node forms polynomial P(z).}
P = findDisjointPaths(src,dst, p, S), {The source node finds S sets of p; equal size
disjoint key-paths toward the destination where Zf:_ol pi =p.}
for (1=0:5—-1)do
BlocKP-1(P;), {Perform the BlocKP-I algorithm for each path set P;.}
end for
P(z) =aggregate(S), {The destination collects 6 shares of the key to form the set S and
reconstruct the polynomial P(x) by aggregating the shares. }
Ysre = P(0), {The destination extract the source public key.}

capture attack and support the analytical calculations by simulations. In our simulation
scenarios, we consider a network with 1000 nodes in a 1000 x 1000 m? area, moving according
to the random waypoint (RWP) mobility model. Further to RWP, we tested random walk,
and Levy-walk mobility models to evaluate the effect of movement patterns on the algorithms.
We find that the results are fairly similar for all mobility models. Accordingly, we report
only the results of the RWP mobility model.

In our simulations, we considered SST, UKP, and PAKP as the baseline key pre-distribution
schemes. Our selection for the schemes is such that we cover different categories of key pre-
distributions where PAKP is an asymmetric scheme, SST and UKP are symmetric ones.
We further augmented each of the baseline schemes with a multi-path algorithm. SST and
UKP have been augmented by the algorithm of [3] which is proposed for symmetric key
pre-distribution schemes. PAKP has been augmented by the algorithm of [6], designed
specifically to work based on PAKP. For multi-path solutions, we considered six disjoint
paths where we divide them into three sets of paths for BlocKP-II algorithm. We repeated
each simulation scenario to reach 95% confidence for the error to be less than 0.01, accord-
ing to the Monte Carlo theorem [7]. The reported results are the average of all repeated
simulation scenarios.

We calculate a general analytical formula for the resistance against node capture attack
of multi-path solutions. Lemma (3.6) shows the formula where p and [ are the number of
disjoint paths and path length, respectively. By letting the number of paths equal to one, the
formula results in the resistance of baseline key pre-distribution schemes. In this formula,
we assume that the attacker compromises a fraction p of the entire network nodes, uniformly
at random. Hence, the probability of each node to be compromised is equal to p.

Lemma 3.6. The resistance of multi-path solutions against node capture attack could be
calculated as

R=1-(1-@1-p)") (35)

Fig. (5a) shows the results of Equation (35) for a network with 10% of its nodes being
compromised. We can conclude from this figure that the multi-path solutions do not need
a large number of disjoint paths to reach a high resistance against node capture attack.
Since most of the multi-path solutions send only a few control packets through the multiple-
paths and then use the shortest paths for data transmission, they do not impose serious
performance degradation. We show that not only is the overhead of such solutions negligible
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Figure 5: A resistance comparison against node capture attack: (a) Analytical results for
multi-path solutions with 10% of the nodes being captured; (b) Simulation results for baseline
schemes; (c) Simulation results for multi-path solutions.

but also they improve the overall performance by eliminating the path stretch. Fig. (5b and
5c¢) show the simulation results of baseline schemes and multi-path solutions, respectively, for
different fractions of compromised nodes. Considering that the average disjoint path length
in our setting is 2.28, 2.42, and 2.58 for PAKP, UKP, and SST, respectively, the simulation
results certainly validate our analytical formula. It further shows that although the resistance
against node capture attack in multi-path solutions is much higher than that of simple key
pre-distribution schemes, after a specific threshold of captured nodes, the resistance of multi-
path solutions is reduced and becomes worse than that of baseline schemes. However, baseline
key pre-distribution schemes represent fairly linear degradation in their resistance by the
increment in the number of captured nodes. Lemma (3.7) and (3.8) analytically calculate
the resistance of the network against captured nodes for both BlocKP-I and BlocKP-II,
respectively.

Lemma 3.7. The resistance of BlocKP-I algorithm against node capture attack is equal to

R(p,1) = (1 -y (p) )1 —p><ﬂ—f>)(l_l). (36)

i=x54+1

We represent this parameter by R(p,l) as it depends on the number of vertez-disjoint paths
(p) and the number of DE steps in each path (I —1).

Lemma 3.8. The resistance of BlocKP-II against node capture attack can be calculated as

R=1- (Z (7)1 Rl ) (1) (37)

1=0

where R(p;,1;) could be calculated by Equation 36. Considering 0 = S, this formula will be

reduced to
s

R=1-[]0- R, 1:)).

i=1

Fig. (6) shows the analytical results of resistance against node capture attack in a network
with 30% of its nodes captured for BlocKP-I, i.e. Lemma (3.7), and BlocKP-II, i.e. Lemma
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Figure 6: A comparison of the resistance against 30% of the nodes in a network being
captured (analytical results).
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Figure 7: A general comparison of resistance against node capture attack among baseline
schemes, multi-path solutions, and both versions of BlocKP algorithms (simulation results).

(3.8). To validate the analytical results and to have a general overview of how powerful the
BlocKP algorithm is, Fig. (7) shows the simulation results of the resistance against node
capture attack for all the combinations of baseline schemes, multi-path solutions, BlocKP-I,
and BlocKP-II. Considering that the number of disjoint paths in these simulations are six,
and the average number of intermediate D-E steps are 2.28, 2.42, and 2.58 for PAKP, UKP,
and SST, respectively, the results show a certain validation to our analytical calculations,
i.e. results of Fig. (6).

W further make a comprehensive performance comparison between the different combi-
nations of baseline key pre-distribution algorithms, augmented ones, and both versions of
BlocKP. We show that besides the security improvement of BlocKP, its performance is also
much higher than that of baseline key pre-distribution schemes and fairly comparable to that
of multi-path solutions of the state-of-the-art. We consider throughput, flow completion time
(FCT), key-exchange delay, routing traffic, and key exchange overhead as the performance
metrics.

Simulation Setting: We use the ns-2 network simulator [§] to simulate a mobile ad hoc
network in a 300 x 300 m? area. To investigate the scalability of different algorithms, we
simulate networks starting with 100 nodes and increasing to 200 in increments of 10. In
each simulation instance, we choose five pairs of source and destination nodes, uniformly at
random. For each pair, a random start time is chosen uniformly in the interval [0  60]sec.
Once the set of source-destination pairs is chosen, the same set is used for the simulation of
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Figure 8: A comparison of the throughput for different key pre-distribution schemes.

all algorithms. The source node starts to send a file of 5 MB for its corresponding destination
using TCP Tahoe on a channel with 1 Mbps bandwidth. To investigate the performance
of the network under different loads, in a 100 node setting, we simulate the network for a
number of connections ranging from 1 to 10. We find that increasing the number of nodes
does not have a major effect on the pattern of the results. Hence, we reported only the results
of the network with a fix number of nodes and different numbers of connections. We run
each simulation instance for all the combinations of baseline key pre-distribution schemes,
including PAKP, SST, and UKP, their augmented version, and their versions supported by
both BlocKP-I and BlocKP-II. We use AODV as the underlay routing protocol. The nodes
are assumed to be mobile following RWP, random walk (RW), and Levy walk (LW) mobility
models. We find that the results show the same pattern for all the mentioned models. Thus
we represent only the results of the RWP model in this paper. A distance model with a
communication range of 100 m is considered for all nodes.

For the key pre-distribution process, we consider PAKP, SST, and UKP schemes. In

SST, the probability of storing a shared key between any pair of nodes does not exceed 0.25,
which leads to longer key path length. However, the attacker needs to compromise more
nodes to be able to access all keys. In 2-UKP, the probability of storing a shared key is much
higher, which leads to shorter key paths, but the attacker can get access to all distributed
keys by compromising a small numbers of nodes. Each node stores ten keys, and six disjoint
paths are considered for multi-path solutions. For BlocKP-II we divide the set of paths into
three subsets, each with two disjoint paths.
Simulation Result: We now investigate the network throughput, flow completion time,
and control traffic as the performance metrics. We further compare the delay and control
traffic of the key exchange process for those algorithms that include such a step. We repeat
each simulation scenario 20 times, and the presented results are the average of all simulated
scenarios. We measure the throughput as the ratio of successful packet delivery over the
bandwidth. Fig. (8) shows this metric for different schemes and their augmented algo-
rithms. Since the simple baseline schemes suffer from path stretch problem, they show lower
throughput in comparison with the multi-path solutions. In multi-path solutions, the data
transfer process follows the shortest path between the source and the destination, after a
key-exchange process.

The next measured metric is flow completion time. We measure this metric as the time
between the first packet sent by the source node and the last packet of the 5 MB file received
by the destination. This time includes the time required for the key-exchange process in
multi-path algorithms. Fig. (9) shows the results of FCT for different baseline schemes and
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Figure 9: A comparison of the flow completion time for different key pre-distribution schemes.

their multi-path extensions. Since the increment in the number of connections leads to more
congestion, the FCT increases by the increment in the number of concurrent connections.
Again, the baseline key pre-distribution schemes have longer FCT due to the longer key
paths.

Fig. (10) shows only the time consumed for the key-exchange process for different multi-
path solutions. Aug. UKP and aug. SST algorithms have just one phase in their key
exchange process. These algorithms send different key pieces via disjoint paths and then
immediately start sending the data packets. The destination becomes able to decrypt data
packets after receiving all key pieces. Accordingly, we calculate the time required for the key
exchange process as the time starting from the transfer of the first key exchange packet by the
source node until receiving the last piece of the key by the destination. This parameter for
aug. PAKP, since it includes one more phase, is calculated as the time between sending the
first key exchange packet and receiving the destination key by the source node. While aug.
UKP and aug. SST show the shortest key exchange process, BlocKP-I generally outperforms
BlocKP-II for all algorithms. However, BloKP-I needs a set of same length disjoint paths,
which in some cases might not be available. Thus, we calculated the key exchange failure
ratio as the ratio of unavailability of enough number of fixed length disjoint paths. Table (2)
shows the failure ratio for all multi-path solutions. This table shows that even for the SST
scheme, which suffers from low key sharing probability, BlocKP-II failure rate approaches
to zero. However, BlocKP-I suffers from a higher failure rate in comparison with other
solutions. Since in the PAKP scheme, the key paths have to be disjoint only in the overlay,
a lower failure rate could be seen.

Table 2: Failure ratio of the multi-path algorithms.

Scheme PAKP SST UKP
Algorithm Aug. | BloKP-I | BlocKP-IT | Aug. | BloKP-I | BlocKP-II | Aug. | BloKP-I | BlocKP-II
Failure Rate | 0.0 0.117 0.003 0.115 | 0.240 0.003 0.0 0.168 0.0

It is well known that in dynamic networks, the amount of control traffic is one of the
main performance evaluation metrics. This metric includes routing traffic, key exchange
traffic, and so on. We measured the average control traffic per each connection for different
numbers of connections. Fig. (11) shows the results. By the increment in the number of
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Figure 10: A comparison of the key exchange delay for different key pre-distribution schemes.
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Figure 12: A comparison of the key exchange control traffic for different key pre-distribution
schemes.

concurrent connections, we see an obvious increment in the control traffic of the baseline
key pre-distribution schemes. The main reason is the longer path length in comparison with
multi-path solutions. BlocKP-I shows slightly higher traffic volume due to its overall longer
key-path length.

We further measured the control traffic of the key exchange process for multi-path solu-
tions. Fig. (12) shows the results. The high key sharing probability in the UKP scheme,
which results in shorter paths along with the lightweight nature of the Aug. UKP key ex-
change process, leads this scheme to have relatively less control traffic in its key exchange
process. The low key sharing probability in SST, in turn, leads this scheme to experience
more control traffic. Generally, BlokcKP-II generates a lower volume of control traffic in
comparison with BlocKP-I, due to its lower key-path length.
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3.4 Conclusions

The intermediate D-E problem caused by key pre-distribution schemes is a dire security
threat where the multi-path algorithms were known as effective solutions. In this project,
we analytically showed that although the multi-path solutions are effective, they are vul-
nerable against a high ratio of node capture. We supported and validated our analytical
results with simulations. To face this deficiency, we proposed the BlocKP-I algorithm based
on Blockchain and improved its idea by exploiting the power of erasure coding to propose
BlocKP-II. We analytically showed that BlocKP could resist the high ratio of node capture,
even for more than 50% of entire network nodes. We further performed exhaustive simula-
tions to show the performance of BlocKP in both versions. We showed that BlocKP improves
the network performance in comparison with the baseline key pre-distribution schemes, and
it has a comparable performance with the literature multi-path algorithms. Since energy
consumption is crucial in multi-hop networks, we suggest a comprehensive power evaluation
for the key pre-distribution algorithms, as future work. As another future direction, we rec-
ommend implementing the BlocKP algorithm in the real world. Designing different attack
scenarios to evaluate the sensitivity of the key pre-distribution-based algorithm is also of
paramount importance.
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Ad hoc On-Demand Distance Vector (AODV)

Boolean Linear programming (BLP)
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Elliptic Curve Cryptography (ECC)
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Linear programming (LP)

Load Balancing optimized predictive adaptive routing algorithm (LB-OPAR)
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Optimized Predictive Adaptive Routing Algorithm (OPAR)
Probabilistic asymmetric keypre-distribution (PAKP)
Public Key Infrastructure (PKI)

Random Walk (RW)

Random Waypoint (RWP)

Software-defined Networking (SDN)

Strong Steiner Trade (SST)

Transmission Control Protocol (TCP)

Trusted Third Party (TTP)

Unital Key Pre-distribution (UKP)

Unmanned aerial vehicles (UAVs)

Unmanned Terrestrial vehicles (UTVs)
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