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A Surrogate System
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“‘Defend Cyber Here”
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A Focus on Monitoring
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Detection must be supported by Detection must support
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Additional Dependencies (Errr... Attack Vectors) Dl
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Power System Upgrades Mission Failover Needs

Space ° Regular Audit Network Testing
Cooling EI Equipment maintenance Crypto Re-keying

Supporting Vectors
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What Operational Data Flows to Protect?

The critical ones, of course!

Access to OT- Business Enterprise
supporting devices \ /‘

“IT-OT pivot”
“Space Enterprise”

Mission > process :
paradigm shift :

OT Control / Space Operatid‘ns

Increasing OT Knowledge

1 “Standard IT detections”

[Windows/Linux] host-based data
OT-specific application logs
Enterprise network flows

Apply Standard Technologies Here Focus New Research Here
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“Space-related detections”

“Space-specific detections”




What Familiar Technologies Are Present?

Use what we can, build new tools when we can’t

We have tools for: We need tools for:

RDP/VNC Standard Protocols Custom Protocols CMD/TLM

HTTP GEMS

Standard Application | Custom Application
SMB COSMOS // NOS3

Syslog _ _ Custom REST AP
Commodity Operating System

ssh Custom Application Logs

SELinux Commodity Hardware

“‘Space System”
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Operational Space Protocols Get Messy

SPP = Space Packet Protocol
SDLP = Space Data Link Protocol
SCC = Synchronization and Channel Coding

Lossless Data
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https://public.ccsds.org/Pubs/130x0g3.pdf

Deciphering an Example Protocol

Ground Equipment Monitoring Service™ (GEMS™)

» Performing monitoring on the GEMS protocol for
increased insight

= Operational context needs to know:

What do the contents of this
Valid Sequence Number? message actually DO?

?
System targets are well understood* Is the Message Type Proprietary?
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Correlating with Additional Data

= Network-based monitoring may highlight an anomaly:

Unexpected GEMS traffic message

» Pairing with host-based data can provide additional insight:

— ...followed by crypto data loss
Instrumented
data sources

...and a clean session termination.
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Tying It All Together

“‘Defend Cyber Here”

Develop context-aware detections that are:
* Informed by system understanding

* Relevant to operational mission

* Understood by system operators

+ Actionable by mission owners
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Contact for further discussion.

Nick Tsamis

¥ @MITREcorp

in linkedin.com/in/nicktsamis
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