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Governable

Design and engineer Al capabilities to fulfill intended functions while
possessingthe ability to detect and avoid unintended consequences, and

the ability to disengage or deactivate deployed systems that demonstrate
unintended behavior.
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Brakes, back doors, and buffers

Intentional design — Be thoughtful
and thorough in planning and
development.

Make Al system robust and secure,
valid, and reliable.

Be speculative — conduct curiosity
activities from user experience
and human-computer interaction
practices.
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Respectful and secure

Respect privacy and data rights.

“Collect only information that is reasonably necessary to conduct
its mission in a lawful manner.” —Defense Innovation Board

Provide understandable security.
Show awareness of known and desirable bias.
Provide ways to report undesirable bias and issues.
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Constant verification and validation

Data Management
Algorithms and Models

Operations
Governance

Challenge

Ver.lﬁ—c‘:atit;ﬁ
and Validation

[DISTRIBUTION STATEMENT A] This materia has been approved for
public release and unlimited dstribution. Please see Copyright natice for
non-US Governmentuse and distribution.

Carncgic MellonUniversity Responsible Al: DoD's Ethical Principles for Al
. . . © 2021 Carnegie Mellon University
Software Engineering Institute



Reward team members for finding ethics bugs

Dr. Ayanna Howard
- on the Artificial Intelligence Podcast with Lex Fridman

PAELLGE
Howard

Artificial
Intelligence
with Lex Fridman
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Mitigation and communication plans

 Who can report?
* To whom?

« Whatis the method for
“turning it off"?

« Who has access?
 Whatare the consequences?
* Who will be notified?

 Whatis the backup plan for
the system?
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What can you measure to track your progress?

Team

« Proactiveness in addressing bias

« More quality conversations vs. unpleasant surprises
End User

« More evidence-based decisions

« Lessreports of bias

Carnegie Mellon University Responsible Al: DoD's Ethical Principles for Al [DISTRIBUTION STATEMENT A This materid has been approved for
‘ ) 2051 Cornente Me ersity

Software Engineering Institute non-Us Govemnmentuse a nd distribution.

public release and unlimited dstribution. Please see Copyright natice for

10



Governable — Review

Design and engineer Al capabilities to fulfill intended functions while
possessingthe ability to detect and avoid unintended consequences, and
the ability to disengage or deactivate deployed systems that demonstrate
unintended behavior.

Make Al respectful and secure.

Constantly verify and validate.

Make mitigation and communication plans.
Track your progress.
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Empower diverse teams in
Inclusive environments.

Encourage deep conversations, speculation,
and imaginative thinking.

Alex Van Deusen Carol Smith Rachel Dzombak
Design Researcher Sr. Research Scientist Digital Transformation Lead
arvandeusen@sei.cmu.edu cjsmith@sei.cmu.edu rdzombak@sei.cmu.edu
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