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Reliable

Al capabilities will have explicit, well-defined uses,

and the safety, security, and effectiveness of such capabilities
will be subject to testing and assurance

within those defined uses across their entire life-cycles.

[DISTRIBUTION STATEMENT A] This materia has been approved for

(Airlll‘j_"l(‘ Mellon Llll\'(‘I‘SIl_\' R%;}0?:\‘\‘1&Ar«‘w.uuv[?w?BREIT\Km Principles for Al public release and unlimited dstribution. Please see Copyright natice for
B ’ non-US Govemmentuse a nd distribution.

Software Engineering Institute




Well-defined uses

Users and tasks are clear and situation is Al appropriate.
Proper data is available.

Al systems know ONLY what taught.
Al systems control ONLY what given control of.
Al systems can continue to learn, within that narrow scope.
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What is the intention?

W hat problem are you solving?

For whom?

W hatwill help them?

Whatkind of improvements?

W hat might a machine do better or faster?

W hatis not going to be improved (out of scope)?
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Aspirations don’t always work out

Al systems can learn bias embedded in data.

Al can continue to perpetuate discrimination against entire groups
of individuals — extending historical norms.

Recent examples include:

- Al for financial and mortgage systems

- Al to determining likelihood of future behavior
- Al for facial recognition
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Robust and secure for Al

Make it your business to protect people (and their data).
» Speculate to pre-emptively identify potential negative outcomes.
« Continuously conduct test and evaluation activities.

Make contingency plans.
* [dentify warning signs for abuse/misuse.
 Plan to mitigate failures of the system quickly.
 Plan to monitor system continuously.
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Security for Al

How do you secure the system from the inside and outside?
« Show examples of things going wrong
* Provide examples for when bias has changed, has increased
*Where do these examples live?

“If it’s not usable, it’s not secure.”
— Jared Spool, IAS17

Quote by Jared Spool. Unintuitive and Insecure: Fixing the Failures of Authentication, 1A Summit 2017
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Use cases

Consider for the following use cases
*What knowledge needed?
Whatis it perceiving?

*What are ethical considerations?
What are the limitations?
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Strategic games

1997 Chess, IBM
2016 Go, Google

Knowledge?
Perception?
Ethics?

Limitations?

Floor goban, 2007, By Gobanl
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https://commons.wikimedia.org/wiki/File:FloorGoban.JPG

Image recognition — Google Photos

« Q cots X

Sun, Mar 22 v

Tue, Dec 31, 2019 v
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Assess natural disaster building damage

SANTA ROSA WILDFIRES

PRE-DISASTER POST-DISASTER GROUND TRUTH

MODEL 1 MODEL 2 MODEL 3 MODEL 4 MODEL 5

NASA - Fighting Fires Together: xView 2 Prize Challenge Helps Automate Damage Assessments

https://appliedsciences.nasa.gov/our-impact/news/fighting-fires-together-xview-2-prize-cha
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Sound recognition: labeling of birdsongs
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Photo by Gallo71 (Own work) [Publicdomain], via Wikimedia Commons
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Listening and understanding human speech

Mapping Q & A + Al
Expected language
Appropriate automated responses

When to escalate?
* Searches on self harm? //9 \

*\Whatelse? ;o

Hi, I'm Woebot|
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Decision making: autonomous vehicles
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Reliability across lifecycle

Speculation saves resources.
Fixing issues later not always possible.

Test and evaluation efforts must be continuous.
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Reliable — Review

Explicit, well-defined uses that are Al appropriate.
Safety, security, and effectiveness tested across entire life-cycle.
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Empower diverse teams in
Inclusive environments.

Encourage deep conversations, speculation,
and imaginative thinking.

Alex Van Deusen Carol Smith Rachel Dzombak
Design Researcher Sr. Research Scientist Digital Transformation Lead
arvandeusen@sei.cmu.edu cjsmith@sei.cmu.edu rdzombak@sei.cmu.edu
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