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Signal Analysis Technologies
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Software Defined Radio (SDR) Enables Rapid Capability Comm
Systems & Can Challenge Identification

Conventional Approach to Develop Waveform

Characterization is Time-Intensive

Discovery Identification — Exploitation

Conventional Characterization Lifecycle: months to years
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Low Cost Hardware & Open Source, Off-the-Shelf Waveform
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]
SDR Emitter Identification Architecture n I

Data_ Data Stream Signal Signal Signal
Generation to Frames Detection Localization Extraction

Protocol
Detection

Data Generation creates Signal Detection finds Signal Extraction takes the localized signal from
the stimulus data which activity in the data wider band signal and passband filters, moves to
could be wirelessly collection baseband and downsamples the data
transmitted or through wire
and channel emulation Signal Localization Protocol Detection processes a set of algorithms to
isolates the signal rapidly identify common waveform protocols
Data Stream to Frames is detection in time and Currently implemented detection for; IEEE 802.15.4
the conversion from frequency & LoRa
streaming propessing to Note_: signal detection and In development: IEEE 802.11
block processing localization could occur
within the same algorithm Future: Bluetooth

Fingerprint Detection rapidly identify characteristics unique to the emitter hardware.
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lllustrative Example of Processing (1)
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lllustrative Example of Processing (2)
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lllustrative Example of Processing (3)
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lllustrative Example of Processing (4)

C
S

-\

\
<
21‘1%
N¢*
Data Stream
to Frames
O

Data_ Signal Signal Signal
Generation Detection Localization Extraction
e [ N\
I L1 |1 |
0,5
i
—. 5
—1 L | A
2 Lo Lo - § L I 0, = 1
0.5 0.5 0.5
. [] . [] . []
m Hack Blade Lime mB210 N210 mHack Blade Lime mB210 N210 m Hack Blade Lime mB210 N210

MITRE

© 2020 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 20-2934

Protocol
Detection

Fingerprint
Detection

Created
Protocol-Specific
and
Protocol-Agnostic
Fingerprinters



Machine Learning Approaches to Classification
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WIiFi Fingerprinter using Energy Envelope Features

Energy Envelope is calculated from the spectrogram by finding the envelope of the

signal and normalizing such that the maximum has a unit-magnitude
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[ Easily Extendable to Other Protocols ]
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Neural Network (NN) Fingerprinter Architecture:
Protocol Agnostic
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Going Forward
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Mathematically derived performance bounds allows us to
better: (1) set algorithmic expectations (2) derive realistic
requirements (3) understand operational trade-off space

Automatic Modulation Recognition

MITRE

92% Accuracy 0B
at 15 dB SMNR
¥mit ~3km

true modulation
4
5
[

Over-the-air Results

Developed ability to recognize the modulation format of
communication waveform
Architecture enables rapid algorithm development & improvement
— also extendable to other RF modalities
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The view, opinions, and/or findings contained in this report are
those of The MITRE Corporation and should not be construed as an

official Government position, policy, or decision, unless designated
by other documentation

This technical data deliverable was developed using contract funds
under Basic Contract No. W15P7T-13-C-A802.
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