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Software Defined Radio (SDR) Enables Rapid Capability Comm 

Systems & Can Challenge Identification
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Low Cost Hardware & Open Source, Off-the-Shelf Waveform 
Protocols : Specific Types for our Effort
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SDR Emitter Identification Architecture
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Data Generation creates 

the stimulus data which 

could be wirelessly 

transmitted or through wire 

and channel emulation

Data Stream to Frames is 

the conversion from 

streaming processing to 

block processing

Signal Detection finds 

activity in the data 

collection

Protocol Detection processes a set of algorithms to 

rapidly identify common waveform protocols 

Currently implemented detection for: IEEE 802.15.4 

& LoRa

In development: IEEE 802.11

Future: Bluetooth

Signal Localization 

isolates the signal 

detection in time and 

frequency 

Note: signal detection and 

localization could occur 

within the same algorithm

Signal Extraction takes the localized signal from 

wider band signal and passband filters, moves to 

baseband and downsamples the data

Fingerprint 

Detection

Fingerprint Detection rapidly identify characteristics unique to the emitter hardware.
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Illustrative Example of Processing (1)
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detection
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Illustrative Example of Processing (2)
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Illustrative Example of Processing (3)
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Signal 2 is LoRa

802.15.4 Test ✓ LoRa Test 

Regular Peaks

Signal 1 is IEEE 802.15.4

802.15.4 Test  LoRa Test ✓
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Illustrative Example of Processing (4)
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Machine Learning Approaches to Classification
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WiFi Fingerprinter using Energy Envelope Features

LIME N210 BLADE HACK

LIME 99.1% 0.3% 0.3% 0.3%

N210 0.5% 80.5% 0.1% 19.0%

BLADE 0.3% 0% 99.3% 0.2%

HACK 0% 7.6% 0% 92.4%

Average Accuracy: 93.11%

Average Precision: 93.05%

Random Forest Classification 

Confusion Matrix

Easily Extendable to Other Protocols

Energy Envelope is calculated from the spectrogram by finding the envelope of the 

signal and normalizing such that the maximum has a unit-magnitude
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Neural Network (NN) Fingerprinter Architecture:           

Protocol Agnostic

Average Accuracy: 93.33%

Average Precision: 95.00%
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Going Forward

• How much data is 

needed to achieve 

requirements?

• Is there a connection to 

Information Theory?
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The view, opinions, and/or findings contained in this report are 
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