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Challenge

Advanced nodal critically analysis methods requires mission mapping input and 
ties to required dependency parameters

BUT

the current subject matter experts (SMEs) approach is both very time consuming 
and expensive

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Solution: Create an approach to (semi-) automate process and tested process with
simulated data. 



Overview

§ Generate RDF Mission Maps 

§ Generate dependency relationship parameters and uncertainty network

§ Perform Robust Network Analysis

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Generate RDF Mission Maps 

§ Input: Map out dependency relationships in a directed graph between
– Mission Threads
– Tasks
– Applications/Services
– ICT Infrastructure

§ Goal: Identify Cyber Key Terrain (CK-T) 
could be hardware/software, cables, 
data center, DNS, cloud service etc.

© 2019 The MITRE Corporation. All rights reserved. For internal use only.

| 5 |



What is  the Resource Description Framework (RDF)?

§ RDF
– Data Model - Representation of data as a directed graph
– Every statement is represented by a TRIPLE (Subject, Predicate, Object)

§ Captures attributes of objects or relationships between objects

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Subject Object
Predicate

h/p://www.linkeddatatools.com

Is this a national standard or just AFRL’s framework?

http://www.linkeddatatools.com/


Generate RDF Mission Maps

Input: 
Node Types/Hierarchy, 
Desired Node Counts, 

Predicates/Probabilities
(Excel Workbook)

Randomly generates a 
mission map

Output:
RDF Graph 

(.ttl file)

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Generate RDF Mission Maps

§ Python Scripts pull inputs from Excel workbook
§ Constraints:

– Follow a given hierarchy/vocabulary and structure (adaptable)
– Ensure graph is properly connected (ex: all tasks rely on some application)
– Use .ttl syntax

§ Input:
– 1. Node Classes and their URI’s for RDF triples
– 2. Size (Number of nodes at each level/of each type)
– 3. Density (probability of edges between/within levels)
– 4. Predicates and their URI’s for RDF triples

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Input 1: Node Classes and Information for RDF Graph

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Example (in .ttl file):
…

<http://example.org/nodes#MissionThread1> a 
<http://example.org#MissionThread>

… 

“MissionThread1 is of 
the type MissionThread”

Determines how nodes are 
referenced in RDF triples



Input 2: Number of Nodes in Each Class

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Mission
Thread1

Task1_1 Task1_2

Mission
Thread2

Task2_1 … Task2_4

VS.
Task1_1 Task1_2 Task2_1

App1 App2 App3 App4

Top: Must depend on something
Leaf: Must be depended on
Middle: Both



Input 3: Edge Probabilities (impacts density of graph)

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Task1_1 Task1_2

App1 App2 App3

Each exists with 
probability 0.1



Input 4: Predicates and Probabilities

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Task1_1 Task1_2

App1 App2 App3

How predicate appears 
in triple

SupportedBy

DependsOn

DependsOn

Re
qu

ire
s



Generate RDF Mission Maps: A Small Example

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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…

…
Output: RDF Graph (./l file) Visualization 

(without predicates or ‘type’ triples)



Overview

§ Generate RDF Mission Maps 

§ Generate dependency relationship parameters and uncertainty network

§ Perform Robust Network Analysis
§
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FDNA – An approach for capturing dependency

§ Mission/Network has an overall “Goal”
§ Each node has operability level (0-100)
§ Two parameters: 

– Alpha (0-1): “Strength of Dependence”
– Beta (0-100): “Criticality of Dependence”

§ Each parameter specified in an interval if 
there is uncertainty

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Creating dependency network from RDF Mission Maps

Input:
RDF Graph 

(.ttl file)
Reference Tables for 

Predicate -> Parameter 
Translation and Overall 

Goal/Mission Node
(Excel Workbook)

Build FDNA Network

Output:
CSV Files with FDNA Nodes, 

Edges and Uncertainty to 
use for analysis/optimization 

models
Visualization

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Creating dependency Network from RDF Mission Maps: 
Input
§ For each predicate:

– Alpha/Beta (Strength of Dependence and Criticality)
– Uncertainty in Parameters
– Direction of dependency
– Type of relationship (parent = best/worst of children?)

§ For overall mission/goal
– Which nodes it depends on (for example, mission threads)
– Parameters/uncertainty for each edge

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Input 1: Predicate -> FDNA Edges and Parameters

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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To identify predicate in 
RDF triple

Does this predicate 
indicate dependency? App1

Host1 Host2

Host1 Host2

App1

OR

Parameters and Uncertainty



Input 2: Nodes to Connect to Overall Goal/Mission
(Optional, if there is already one “Top” node)

© 2019 The MITRE Corporation. All rights reserved. For internal use only.

| 19 |

Mission
Thread1

Mission
Thread1

Mission
Thread1

MISSION



Creating Dependency Network from RDF Mission Maps -
Small Example

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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…

Nodes

…

Edges

Uncertainty

…

Output: Visualization

Jump to Demo



Creating Dependency Network from RDF Mission Maps:
Larger Examples

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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160 Nodes
252 Edges

740 Nodes
1427 Edges



Overview

§ Generate RDF Mission Maps 

§ Generate dependency relationship parameters and uncertainty network

§ Perform Robust Network Analysis
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Robust Network Analysis

§ Capability previously developed at MITRE from its IRAD program

§ Purpose: Identifying critical nodes while hedging against uncertainty in 
parameters
– An attacker can change the operability of “N” leaf nodes
– Choose how many parameters might stray from their nominal values 
– Optimize while accounting for what is “known to be unknown”

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Robust Network Analysis: Small Example

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Attack: ICT10, ICT4, ICT6 Attack: ICT10, ICT2, ICT7

Attack Budget = 3 Nodes
No Uncertainty 

Attack Budget = 3 Nodes
Allowing 10 alpha/10 beta to change

OUTPUT FROM SOFTWARE PREVIOUSLY 
DEVELOPED AT MITRE

Yellow 𝛼 is changed from nominal
Blue 𝛽 is changed from nominal
Green Both 𝛼 and 𝛽 are changed nominal



Increasing Attack Budget: Small Example

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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OUTPUT FROM SOFTWARE 
PREVIOUSLY DEVELOPED AT MITRE



Comparing Robust/Non-Robust Strategy – Small Example

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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OUTPUT FROM SOFTWARE PREVIOUSLY 
DEVELOPED AT MITRE

Red: Attacked in Non-Robust Case
Blue: Attacked in Robust Case
Purple: Both

Non-Robust: 
Assume all parameters certain

Robust:
Assume 10 alpha/10 beta uncertain



More Examples
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Robust Network Analysis: An Example with Little 
Resilience

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Optimal node to attack



Attack Budget and Resulting Impact Policy: 
No Resiliency

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Attacking a single node 
brings the mission down 
as far as possible



Attack Budget and Resulting Impact Policy: 
Comparison of Robust/Non-Robust Analysis

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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ICT11 almost always 
Part of the Attack 
Strategy



Example with More Resilience

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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More Node Classes:
MissionThread
E2E Activity
MEF
Task
Application
ICT



Example with More Resilience 

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Attacking 10 Nodes Assuming No Uncertainty



Example with More Resilience
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3 Nodes change in
Attack Strategy

Attacking 10 Nodes Assuming Some Uncertainty
(Letting at most 30 of each parameter stray from nominal 
value)



Example with More Resilience

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Example with “Tree Like” Network with Some Resilience
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Example with “Tree Like” Network with Some Resilience

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Attack ICT11_1

Attacking a single node assuming no uncertainty



Example with “Tree Like” Network with Some Resilience

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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ICT11_1 leaves the 
solution when 
increasing the 
“Budget”. So, how 
critical is it?



Example with “Tree Like” Network with Some Resilience: 
With and Without Uncertainty Assumption

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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Conclusion

§ Demonstrated end-to-end process of incorporating robust network 
analysis starting with mission maps

§ Illustrated by example the importance of analysis which accounts for 
uncertainty in the dependency parameters, i.e., what is known to be 
unknown

© 2019 The MITRE Corporation. All rights reserved. For internal use only.
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MITRE’s mission-driven teams are dedicated to solving problems for a 
safer world. Through our federally funded R&D centers and public-private 

partnerships, we work across government to tackle challenges to the 
safety, stability, and well-being of our nation.

Learn more www.mitre.org
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