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Background

- Asked to look at Voice over Internet Protocol (VoIP) and Video Teleconference
(VTC) in a cross-domain environment

* Nominally US to non-US Voice and Video
« All material open source — no classified sources

» Questions asked:

« Does a DISA Command Cyber Readiness Inspection (CCRI) include components such as
the call managers for VoIP phones? Or are these “orphan babies” to the process?

« Are there Common Vulnerabilities and Exposures (CVEs™ for these systems?
» Do open source toolkits exist to hack VoIP/VTC systems?
« What precautions can/should be taken?

« For the purposes of this presentation VoIP == VTC. On an IP network they are
fundamentally the same; for VoIP the audio is digitized and put into packets and
for VTC the audio and video are combined into packets to transit the IP network.

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



The Technology
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Call Initiation Process

Call Manager receives call request and
using the SIP protocol sends a “ring”

VolIP = Voice over Internet Protocol signal to Phone B
RTP = Real Time Protocol
CM = Call Manager Call Manager

RHEL = Red Hat Enterprise Linux
SIP = Session Initiation Protocol

A
—
I:l Phone B answers the call which

signals to initiate an RTP session

between A and B. The CM then

retreats until it gets an end of call
essage

Phone A goes “off hook”
Signals the Call Manager
via the SIP protocol

Media exchange (voice/video call) occurs directly between
Phone A and Phone B over RTP protocol

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2
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VOIP in a Cross-Domain Environment 1

Domain A )

IP Phone with video call support

e .
Domain B IP Phone with video call support

IAX2

IAX2 = Inter-Asterisk eXchange2
RTP = Real Time Protocol

SIP = Session Initiation Protocol
V2CDS = Voice and Video CDS

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2
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Are there open source Toolkits?

Mr.SIP is a tool developed to audit and simulate SIP-based attacks.

« Described in an academic journal paper titled "Novel SIP-based DDoS Attacks and
Effective Defense Strategies" published in Computers & Security 63 (2016) 29-44 by
Elsevier, Science Direct http://sciencedirect.com/science/article/pii/S0167404816300980 2

« UDP is used widely in SIP systems as a transport protocol, so attacks on the target server
are implemented by sending the generated attack messages in the network using UDP.

« SIPRogue - Allows the user to perform a variety of application level man-in-the-middle
attacks.

« enumiax — IAX protocol username enumerator (IAX is used between the Asterix call
managers) [In Kali Distributions]

« JAXHangup - injects a HANGUP control frame into the call
« Wireshark — to listen in and capture packets

¢ ...Yyes

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE
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| Wireshark Packet Example 3

To try out this dialog, a small capture file containing a VolIP call can be found at SampleCaptures/rtp_example.raw.gz which contains an example
H323 call including H225, H245, RTP and RTCP packets.

List VolP calls

1P_to_H323_calls - Ethereel
Ele ER Vew Go Cephre Andlze Statistics Hep

DEE xRS ResOVFLT QA #D

X 8

Eier: | v Expression... Clear Apply
IS
3
3
3
3
3
3
3
H
3
3
3
3 . ). .57.7.
331 |z 27.66 200,57.7.205  §514540009 14540004 H23 7 CALSETLP Tumnsing: OFF Fast Stert: ON
s 2] |73 255 20057.7.19  sips 7.195:¢ {55060 P 3 sene
46 3
47 3
48 3.
493
50 3.
51 3
52 3 v
@ Frame 3 Selected Cal: From £OM:5061 70 5 com, |
@ Etherne! Total: Calls: 4 Start packets: 0 Completed calls: 3 Rejected calls: 1
# Interne
8 e e
35 00 11 43 37 75 35 00 03 52 34 &3 3¢ 03 00 4% 00 ~
010 00 30 38 7b 40 00 40 06 €2 53 CB 33 07 c3 C& 33
20 07 c4 84 0d 15 a5 8d 8b &b 00 00 00 00 00 70 02
30 60 f4 eb f2 0D 00 01 OL 04 02 02 04 05 bd 0O 00
40 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00
50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v
[Fle: SIP_to, ol 630 K8 00:00:30 [P: 2907 : 2907 14: 0

The VolP calls list shows the following information per call:

e Start Time: Start time of the call.
« Stop Time: Stop time of the call.
« Initial Speaker: The IP source of the packet that initiated the call.

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



The Threats
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IBM Security Intelligence Statistics 4
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Research from IBM Security Intelligence shows a dramatic
increase in attacks targeting the SIP protocol while millions
of attacks occur every month on the SCCP protocol.
Specially crafted SIP messages that are terminated
incorrectly and include invalid characters cause servers to
fail. The H225 protocol, which is part of the H.323 protocol
suite, accounted for less than 1% of the activity.

(SCCP = Skinny Client Control Protocol; a Cisco protocol for
call management)

Source: https://securityintelligence.com/hello-youve-been-compromised-upward-attack-
trend-targeting-voip-protocol-sip
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Attacks are Real and They're Happening Now

» Attacks coinciding with the meeting between President Donald
Trump and North Korean President Kim Jong-Un in June 2018

targeted VoIP phones in Singapore.

» The single most attacked port was SIP 5060, receiving 25 times more
attacks than the second most attacked port (port 23)

» The primary attack on SIP originated in Brazil

« 88% of attacks targeting
Russia

Brazil attacks start

Source
2019 The MITRE Corporation. All rights reserve
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: https://www.f5.com/labs/articles/threat-intelligence/russian-attacks-against-singapore
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“Our assumption is that
attackers were trying to
gain access to insecure
phones or perhaps the
VolIP server.”

-Sara Boddy, F5 Labs

MITRE



Top 20 Attacked IoT Ports >

(source f5.com/labs [October 2018])

Service

SSH
HTTP
Telnet

SIP

HTTP_Alt
TRO69
Applications
Telnet

HTTP

SMTP
Rockwell
HTTP_Alt
WSP
HTTP_Alt

UPnP
Applications

UPnP
Applications
Rockwell
Secure SIP

Attacks were collected from the top 20 services and ports commonly used by loT devices to gain a big-picture view of loT-

Port

Port 22
Port 80
Port 23

Port 5060

Port 8080
Port 7547
Port 8291
Port 2323
Port 81

Port 25

Port 2222
Port 8081
Port 9200
Port 8090

Port 52869
Port 37777

Port 37215
Port 2332
Port 2223
Port 5061

loT Device Type

*Includes loT
Mainly web apps but includes common IoT devices, ICS and gaming consoles
ALL

ALL VoIP phones, video conferencing

SOHO routers, smart sprinklers, ICS

SOHO routers, gateways, CCTV

SOHO routers

ALL

*Can include IoT: Wificams

*Can include loT: Wificams, Game consoles
ICS

DVRs

WAPs

WebCams

Wireless chipsets
DVRs

SOHO Routers

Cellular gateways

Ics

VolP phones, video conferencing

targeted attacks around the world. (source f5.com/labs)

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2
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Potential Attack Points

The CM is just a computer running an off-
the-shelf operating system (OS) like RHEL
or Windows Server, and is vulnerable to
the same OS attacks

Most VolP phones run Call Manager

“code” usually Java. — e d
Malware could be —
introduced directly to the i
phone

RTP is an unencrypted protocol. The call can be
captured via a packet capture tool and replayed.

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



Potential Attack — VoIP phone

Potential Attack Points

MITRE

® Cisco patched a critical flaw. The flaw highlighted in
https://nvd.nist.gov/vuln/detail/CVE-2018-0341 ¢ would allow command
injection and remote code execution on IP phones, including higher-end
models that have HD video call functionality.

* No exploits have yet been seen in the wild and the requirement for an
attacker to be logged into the user interface in order to launch an attack
somewhat mitigates the severity of the issue.

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MlTRE
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Potential Attack — RHEL

 Potential Attack Points

MITRE

* RHEL is the OS for many of the industry’s call managers

* Potential for Remote Root Access
* (CVE-2016-9604 7 It was discovered in the Linux kernel before 4.11-rc8 that
root can gain direct access to an internal keyring

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE
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Attack Surface for VoIP in a Cross Domain
Environment

. N 7 -
IP Phone with video call support Domain A Domain B

IP Phone with video call support

SIP VCDS IAX2
Call Manager S
. J J
e

RTP on either side could be tapped

CM Servers are RHEL and Asterisk

Asymmetric hygiene of domains

Access control to Domains

Inter-Asterisk eXchange2 (I1AX2) protocol shows up in 19 CVEs; if upgrades to 1IAX2 (call
tokens) have not been made in all domains, then a vulnerability will exist. (IAX2 is the
protocol between the V2CDS servers in each domain)

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



Potential Attack — Asterisk

Attack Surface for VoIP in a Cross
Domain Environment

’’’’’’

« Asterisk is the call management software used in Voice and Video Cross Domain
Solution (V2CDS)

+ Asterisk using the default configuration could allow RTP packets to be injected into an
ongoing conversation or an adversary to listen to a conversation

(1AX2) protocol shows up in 19 CVES; if upgrades
in only one location (cail tokens) then a

MITRE

« If the vulnerability exists on the Asterisk server, the bad guy sends an RTP packet to the
server port the real recipient is using and the server will redirect the traffic to the faux
recipient

« This happens because of RTP proxies and the fact that there is no end to end authentication
of the traffic

« CVE-2017-1409 Unauthorized data disclosure (media takeover in the RTP stack) is possible with careful
timing by an attacker. The "strictrtp" option in rtp.conf enables a feature of the RTP stack that learns the
source address of media for a session and drops any packets that do not originate from the expected
address. This option is enabled by default in Asterisk 11 and above. The "nat" and "rtp_symmetric" options
(for chan_sip and chan_pijsip, respectively) enable symmetric RTP support in the RTP stack. This uses the
source address of incoming media as the target address of any sent media. This option is not enabled by
default, but is commonly enabled to handle devices behind NAT. .

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



Asterisk Details (concluded)

* For Asterisk, the bug is triggered when the system “is configured with the nat=yes and
strictrtp=yes” — and because NAT is pretty much ubiquitous, those are default settings.

+ What's special about this bug is that the attacker doesn’'t need to be between the two ends
of the conversation: a system with a vulnerable RTP implementation can be persuaded to
reflect media streams towards the attacker.

« To exploit this issue, an attacker needs to send RTP packets to the Asterisk server on one of the
ports allocated to receive RTP. When the target is vulnerable, the RTP proxy responds back to the
attacker with RTP packets relayed from the other party. The payload of the RTP packets can then
be decoded into audio.

« Tapping the RTP is the same either side of V2CDS (Eavesdropping)
+ Like tapping a phone line, you get to hear the whole conversation

The Good News?

» Access is the attacker’s biggest issue
» However, US only controls "2 of the connection when talking to a coalition partner

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



Primary Attacks to VoIP/VTC

Potential Attack Points

- Denial of Service/Distributed Denial of Service (DoS/DDoS)
« A Denial of Service attack is a hacking technique to take down a site or server.

MITRE

« Eavesdropping (Passive Attack)
» Unlike other attacks which are active in nature, using a passive attack, a hacker just monitors the
computer systems and networks to gain some information.
« SIP Scan and Bruteforce

« SIP Scan and Bruteforce breaches occur when SIP-enabled targets are barraged with INVITE,
REGISTER and OPTIONS messages. Valid SIP credentials are harvested from the responses to these
messages and then used to hijack the device.

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



Primary Attacks to VoIP/VTC

Potential Attack Poi

MITRE

 Trivial File Transfer Protocol (TFTP) attacks

« TFTP is an Internet software utility for transferring files that is simpler to use than the File Transfer
Protocol (FTP) but less capable. It lacks user authentication.

« Like the name implies it lacks much in the way of security, however, the VoIP infrastructure systems
rely on TFTP to load configurations into the phones. Most of the phones have web servers

enabled and are programmed in Java—a compromise to the server that loads the configuration file
could lead to a VoIP devices’ boot files being corrupted.

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



Data Exfiltration via Video

- Data exfiltration has been seen in the wild using video uploaded to cloud services
as a way to move data out of compromised networks without detection. The
technique utilizes steganography where encrypted data is encoded into video files
and uploaded to untrusted or unmonitored video sharing services.

« Technique could be modified to move data from one VTC system’s host network to the
network of another VTC system.

« Attackers with access to the data split the data into compressed files of identical sizes,
similar to how the RAR archive format transforms a single large archive into several
smaller segments. Next, they encrypt this data and embed each compressed file within a
video file. In doing so, they make the original data unreadable and further obscure it by
hiding it inside a file format that typically has large file sizes; the video files containing
stolen data will play normally.

« In 2014, a Fortune 500 company was hit by an exploit and had sensitive data exfiltrated
from their network. The data exfiltration went undetected by perimeter defenses and
intrusion detection systems until the company received an alert that revealed multiple
duplicate video files had been uploaded from their network to a video sharing website. 8

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



While we are on the topic...

« Multiple vulnerabilities in Cisco WebEx Network Recording Player for

Advanced Recording Format Files could allow for arbitrary code
execution.

« Multiple vulnerabilities in the Cisco WebEx Network Recording Player for
Advanced Recording Format (ARF) files could allow an unauthenticated,
remote attacker to execute arbitrary code on the system of a targeted
user. The WebEx meeting service is a hosted multimedia conferencing
solution that is managed and maintained by Cisco WebEx.

- WebEx® for Government, is a FedRAMPSM Authorized service.

2019 The MITRE Corporation. All ri ghts reserved . - Approved for Publ ic Release; Distribution Unlimited. 19-1392 2 MITRE



The Mitigations

MITRE
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Mitigations

- Eavesdropping of the audio/video is the most significant issue
primarily because the RTP sessions are not encrypted

- Recommendation: Put the RTP session in an encrypted tunnel (e.qg.
IPSEC Tunnel) between the VoIP/VTC system and the V2CDS. This
prevents eavesdropping at points between the VTC system and the V2CDS
because the RTP traffic would be unrecognizable to the packet sniffing
software

* Video

« Recommendation: If possible, keep VTC systems off your operational
networks.

2019 The MITRE Corporation. All ri ghts reserved . - Approved for Publ ic Release; Distribution Unlimited. 19-1392 2 MITRE



Hygiene

« Your network is susceptible to the maladies of whatever it connects to:
« We can control our side of the boundary
« We can (and do) a good job at overall hygiene of the network and servers (CM included)
« We properly vet the people using our networks and systems
« We control access to the network physical infrastructure

* The question to ask yourself is "Do our partners take the same care we do?”

« Remember just because the sign says it — how do you know for sure without
testing?

Hygiene is the best mitigation to prevent Call Manager attack

MUST BE WASHED ING
THIS ROOM
2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE



Conclusions

* Questions asked (answered):

« Does a DISA Command Cyber Readiness Inspection (CCRI) include components such as
the call managers for VoIP phones? Or are these “orphan babies” to the process?

* Yes included — not orphans

« Are there Common Vulnerabilities and Exposures (CVEs) for these systems?
- Yes

» Do open source toolkits exist to hack VoIP/VTC systems?
- Yes

« What precautions can/should be taken?
- Hygiene
« Encrypted tunnels between VoIP/VTC systems and the V2CDS
« Keep all VoIP/VTC systems off your operational networks

2019 The MITRE Corporation. All rights reserved. - Approved for Public Release; Distribution Unlimited. 19-1392 2 MITRE
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