Zero Trust Architecture: Risk Discussion
By: Alan Levine and Brett Tucker

Implemented well, Zero Trust Architecture (ZTA) promises to mitigate cyber risk for organizations of all
sizes, risk postures, and cybersecurity maturity states. However, ZTA development, deployment, and
operation presentchallenges that may hinder full adoption and sustained effectiveness and create new
risk. Cyberrisk should be evaluated by organizations as they make theirdecision for oragainst ZTA.
Then, as organizations work toward full ZTA adoption and deployment that meets the criteria of
maturity forthe CISA Zero Trust Maturity Model, they should be aware of the risk that may notbe
solved by incremental steps. Finally, organizations should be prepared to address residual risk that may
not be solved by their ZTA deployment, as well as new risk that may develop asthey operate it.
Guidance isavailable to supportan organization’s choice of ZTA and control the risk that may result
fromthat decision.

The CERT Division at Carnegie Mellon University’s Software Engineering Institute (SEl) has provided
guidance related tothe full spectrum of cybersecurity and enterprise risk and, particularly, the risk
posed by a ZTAimplementation, as this blog postdescribes. The essential tenets of ZTA and its
attendanttechnologies and policies are not new. ZTA is new because of its focused, holisticapproach to
cyberdefense thataddresses every element of cyberrisk with a unified program; as reinforced by ZTA,
that program must operate exactly and relentlessly. Some organizations struggle to transition their
cybersecurity architectures to ZTA, resultingin unresolved cyberrisk. Fortunately, there are several
strategies recommended by CERT products, including the CERT Resilience Management Model (CERT
RMM) and the OCTAVE FORTE risk management model, that can assist organizations in managingrisk as
they seektobuild, deploy, and operate ZTA as the core to theircybersecurity strategy.

The National Institute of Standards and Technology Special Publication SP 800-207, Zero Trust
Architecture (NISTSP 800-207) identifies seven tenets of aZTA program. Otheragencies withinthe USG
have also developed advice for organizations seeking to measure their degree of successful ZTA
implementation, such asthe CISA Zero Trust Maturity Model. This guidance isinherently valuable.
However, even fororganizations whose deployments are guided by it, challenges can remain for
comprehensively embracing all the necessary elements for successful, sustainable ZTA implementations,
incorporating all the solution sets necessary to address all their defensible assets, including their legacy
systems. Organizationsthat move too slowlyto deploy ZTA may fail intheir missionto address existing
and emergent cyberrisk. Organizations that move too quickly to deploy ZTA may create new technical
debtand, thus, new cyber risk; this risk would be in addition to the risk posed by any existing,
unresolved debt that may be neglected orobscured as ZTA becomes a preeminent organizational
objective.

A ZTA project should begin with asolid asset management program and assessment that identifies, with
clear-eyed acknowledgement, the fullarray of an organization’s cyberrisk and an organization’s
cybersecurity state of maturity. Effective asset management can be challenging, butitis critical to
understanding the nature of valued resources as much as related security requirements. Arisk
management process should be applied to assistin understanding an organization’s realistic risk-based
valuation of ZTA, the priority of ZTA among other organizational initiatives, and an appreciation of the
necessarily competing organizational demands forresources and effort. Organizations should evaluate
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the cyber risk that may be mitigated by ZTA and measure it according to the organization’s risk appetite
and threshold. This evaluationisimportant forall cybersecurityimprovements, but ZTA is different: Its
deploymentand operation will necessarily becomeafocal point of the organization’s cybersecurity
efforts, consuming significant expense and capital, distracting from other potentially valuable initiatives
within the organization’s portfolio, and establishing an operational program that will require intensive
attention to sustain.

The CERT process model, OCTAVE FORTE, provides acomprehensive roadmap for Enterprise Risk
Management (ERM) policy and practices to help cybersecurity teams make better connections between
the cyber risk they know and the organization’s enterprise risk register. Like the principles of successful
project management -- well-defined and followed scope, schedule, and budget -- good ERM programs
rely on the acknowledgement of applicable risk appetite statements, the establishment of workable
governance structures, and the careful developmentand articulation of policy and procedure. FORTE
provides usefulmodels for addressing each of these critical elements.

Regulatory concerns or other context, such as threat environment orrisk profile, may help to make the
case foran organization’ risk-based decision for oragainst ZTA. The decisionforZTArequires careful
consideration because this willbe a strategic mission, not atactical one. The impacts to normal
operations may be many. The landscape of an organization’s cybersecurity program willmorph and, as
it morphs, even whilesignificantriskis being addressed, newrisk may arise;; it will likely come from the
usual suspects: Financial, where the organization’s calculation of return oninvestment compels less
budgetthan ZTA should require; and, Operational, where the normal conduct of the organizationis
impacted by unintended consequences.

Legacy assets that provide continuing value to the organization may not readily coexist withinaZTA
architecture. Examples of legacy systems exist especially in capital-intensive industries thatrely on
operational technology (OT) to satisfy their organizational mission. The electricpowersectorisone
example: The upgrade or replacement of significant portions of process instrumentation and control
systemsinorderto satisfy the requirements of ZTA may be cost prohibitive and organizationally
impracticable. Legacy ITand OT infrastructures may need more than software updates to satisfy ZTA’s
strict requirements for asset hygiene and user authentication and authorization; they may need to be
replaced. New hardware and software to replace legacy systems would likely translateinto substantial
investment, and these costs may be compounded by lost organizational productivity and efficiency. The
justification for ZTA should recognize these hurdles and be prepared to address them. Failure to
addressthem may resultin the failure of ZTA; break any part of it,and ZTA might break. All hope should
not be lostinthis case. Organizations mustseekasystematicand methodical approach to evolve their
security stack with an onset of compensating controls and eventual migration to long-term solutions.

In additionto OT and legacy asset realities, organizations that deploy ZTA may face other hurdles,
includingimpediments to seemingly easy changes to policy, identity access and management processes,
and new visibility measures. Each step of a ZTAimplementation requires careful planningand change
management, because even incremental steps toward ZTA may negatively impact normal operations.
ZTA deploymentsthatrely on bundled solutions, as many do to facilitate interconnectivity and
compatibility, may miss out on the extra capability that might be provided by best-of-breed solutions;
nextgeneration solutions that bundle firewall, proxy, intrusion detection/prevention, identity
management, and malware defense capabilities may be inherently complicated to configure and
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operate, and any mistake in configuration or operation can create new risk even while the solution set
works to mitigate existing risk. Endpointsolutionsthatbundle intelligence, defense, detection, and
response capabilities may create similarly new risk.

One principle of ZTA capability, network segmentation, by itself may be a bridge too far for some
organizationsto deploy and operate. Segmentationis notonly apractice of secure networking;itisalso
an essential part of robust high value asset protection. Available guidance describes the concept of
segregated networks and how to deploy and manage them, and the necessary technology is available to
supportthat effort, but segmentation remains a difficult process, subject to configuration errors and
policy failures. Too often, there are more exceptions without compensating controls thanrules for
those controls. Every exceptionrepresents risk. Publications like NIST SP 800-37 the Risk Management
Framework provide organizations with a standardized process to characterize theirassets, identify
controls, assess residual risk, and take additional action to accommodate theirrisk appetite.
Organizations should recognize the overlap between the NIST Risk Management Framework in SP 800-
37, the control sets prescribed in SP 800-53, along with the reference ZTA in SP 800-207 and utilize a
mapping of those documentsto guide their ZTAimplementation journey. Organizations seeking ZTA are
wise tofollow an established construct as represented by these publications, and embrace an
architecture that movesthemtoward more secure internal networking and better data protection. The
road to these goals should begin with High Value Asset assessments. We should focus our programmatic
efforts onthe assets we value.

Visibilityis anothertenet of ZTA capability that may challenge organizations. Older network
infrastructure simply may not tolerate expansivelog collection and transmission that subverts normal
computing and communication operations. Evenfororganizations with robust networks, persistent
monitoring and validation mayincreaselatency across the network. Visibility may resultin other
organizational conflicts. Forexample, policy shifts toward “bring your own device” in some
organizations may constrain visibility. Change management strategies should emphasize workforce
education as much as the actual physical, technical, and administrativechanges needed to deploy ZTA.
New monitoring, by itself, can create the perception amongthe userbase that they are being watched,
lose theirtrust, and create new insiderrisk for the organization.

In some cases, generous budgets and risk-averse appetites may drive an organization to attempt full
scale adoption of ZTA. However, ZTAis bestapproachedincrementally, because the architecture affects
nearly all elements of a cybersecurity portfolio: edge, gateway, and cloud, internal network operation
and segmentation, client, identity, applications/workloads, data, and — pivotally —program governance.
ZTA implementation may conflict with other organizational priorities and may impact normal
operations. Priortoembarking onimplementation, organizations should evaluate the full organizational
impacts ZTA will likely have, assign risk to these impacts, and then address that risk. Organizations
shouldreview theircyberrisk appetite to understand the level and degree of investment thatis
acceptable tothe organization deploying ZTA, and the time it will take to deployit.

Organizations should consider employing the CISA Zero Trust Maturity Model to assess theircurrent ZTA
capability and define their desired state, as well as the path to getthere. Anorganizationthatdoes not
understand its current cybersecurity maturity state may fail at ZTA adoption, as may one that has not
defineditsideal maturity state.
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Once embraced as the core of an organization’s cybersecurity strategy, aZTA implementation should be
planned with care. Organizations should make measured, risk-based decisions that are linked to specific
outcomes, and this initial publication should represent a call for organizations to tailor means to
measure the effectiveness of theirdecisionsin reducing risk exposure. Here too, the CISA Zero Trust
Maturity Model may provide overarching direction. Atthe minimum, the organization should consider
these questions:

o Giventhe contextof the organization, whatlevel of cybersecurity is the organization

seeking?
= Doesthe organization have adocumentedrisk appetite statement that provides
guantitative and qualitativedirection and informsits ZTA decisions?

o How doesZTAimplementation directly relate toademonstrable decrease in risk?

o Withstrengthsinsome ZTA-related capabilities and weaknessesin others, does the
organization leverage itsrisk appetite to prioritize these new investments?

o How shouldthe organization measure itsimplementation success?

o How shouldthe organization measure the ongoing effectiveness of its operation?

Chief Information Security Officers (CISOs), Chief Risk Officers, and other leadership should define the
organization’s desired level of risk appetite so that deployment of incremental ZTA initiatives is
prioritized to maximize the organization’s ability to get them done, to digest them underastructured
governance model, and to operate them so that they support the organization’s target state of cyber
maturity. Once a commitmentto ZTA is established, leadership should advocate forresources, set
expectations, and monitor for efficacy of implementation. The CERT Goal Question Indicator Metric
(GQIM) model applies aformal process to assist an organization in setting and evaluating relevant
metrics.

Lastly, an organization should considerthe implications of ZTA implementation acrossits supply chain.
Supply Chain Risk Management (SCRM) represents significant challenges to ZTA success because some
suppliers may be unable to adopt or comply with some orall ZTA tenets. Asa result, organizations
should analyze and quantify (where possible) the risk that may be acceptable if, due to supply chain
resistance, their ZTA deploymentis incompleteand, thus, at least partially ineffective. Supplier contract
terms and service level agreements may need to be reviewed and amended to mandate ZTA practices
amongsuppliers, but such mandates come with theirown impacts, some unintended: Some suppliers
may decline to participate, theymay modulate their performance, orthey may demand substantial new
contractual conditions to comply. The cybersecurity risk posed generally by the supply chain is often
difficult to identify, quantify, and mitigate; supply chainrisktoa ZTA program can be debilitating.

In summary, ZTA implementations should be viewed not as a sprint but as a marathon, with many
incremental steps and substantive challenges along the way. Each challenge may create, hide, or
magnify cyberand enterprise risk. Organizations contemplating ZTA should engage their ERM programs
early to understand whether the effort to develop, deploy, and operate ZTA may resultin unintended
consequences, including new organizational risk. The impacts of ZTA to an organization’s policy,
processes, and technologies should be carefully managed to mitigate operational disruptions. Various
resources, amongthem OCTAVE FORTE, NIST800-207, andthe CISA Zero Trust Maturity Model, applied
thoughtfullyand in concert, may support an organization in establishing necessary governance,
advocacy, and understanding of interdependencies that successful ZTA implementations demand.
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