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About ACM

= ACM, the Association for Computing Machinery (www.acm.org), is the premier
global community of computing professionals and students with nearly 100,000
members in more than 170 countries interacting with more than 2 million
computing professionals worldwide.

= OUR MISSION: We help computing professionals to be their best and most creative.
We connect them to their peers, to what the latest developments, and inspire them
to advance the profession and make a positive impact on society.

= OURVISION: We see a world where computing helps solve tomorrow’s problems —
where we use our knowledge and skills to advance the computing profession and
make a positive social impact throughout the world.

= | am proud to be an ACM Member.
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http://www.acm.org/

The Distinguished Speakers Program
Is made possible by

Association for
Computing Machinery

Advancing Computing as a Science & Profession

For additional information, please visit http://dsp.acm.org/
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What is artificial intelligence?
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Al Is present when machines:
— Exhibit intelligence
— Perceive environment

— Take action / make decision
to maximize chance of success
at goal
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Al / Machine Learning
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https://www.analyticsvidhya.com/blog/2015/08/common-machine-learning-algorithms/

Taxonomies and Ontologies coming to life
(NOT like humans learn)
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Al Is NOT sentient

Not unknowable
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Never Enough Time

Physician: 90+ hours reading
a week

Al can bring that information
to the physician

Enabling more
evidence-based decisions

Alper, BrianS. et al. “How Much Effort Is Needed to Keep up with the Literature Relevant
for Primary Care?” Journal of the Medical Library Association 92.4 (2004):429-437.Print.

Software Engineering Institute . : :
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC521514/

Carnegie Mellon University
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Transfer human concepts and relationships
Number Five “Needs Input’

Carnegie Mellon University
Software Engineering Institute
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Supervised (by a human)
machine learning
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Enormous amount
of work
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Dependent on Experts

Data scientists

Subject matter experts (SME’s) availability
*Lawyers
*Machinists
*[nsurance adjusters
*Physicians

Not just experts in machine learning
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Experts Annotate Content
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Entity Type

High level concepts applied to a mention

Amanda Tomlin

Carnegie Mellon University

Software Engineering Institute Initial model created by Angela Swindell.
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Define Entity Types

'PERSON ORGANIZATION TIME

works at (G N IR e

Hifhas worked for the (IS Afor 2 years.
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Define Relationships

employedBy

Carnegie Mellon University

Software Engineering Institute Initial model created by Angela Swindell.
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Relation type

employedBy

/\A
'Amanda Y01 cK14Carnegie Mellon Universit

employedBy |

HiYhas worked for the [T 514" for 2 years.
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Continue:
create dictionaries,
rules and more...
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Taxonomies
and ontologies
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Creating ML requires

« Content and algorithms

* Ground truth (annotation)

« Teaching and iteration

* Repetition with new content

* Time - weeks to months to start, ongoing
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Al Is as imperfect
as the humans making It

Carnegie Mellon Universi Al and Machine Learning Demystified [DISTRIBUTION STATEMENT A] This material has beenapproved for

g

Software Eﬂgi neeri ng Institute © 2022 Carnegie Mellon University public release and unlimited distribution. Please see Copyright
notice for non-US Government use and distribution.

25



Training Set and Use

Training data

Use case courtesy of Dr. Eric Heim, CMU SEI
https://resources.sei.cmu.edu/library/author.cfm?authorid=542374

Data encountered

Carnegie Mellon University Al and Machine Learning Demystified
i i ; © ie Mellon Universi
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Only know what taught

Training data

Unrepresentative
or incomplete trainingdata

Data encountered

Unlikely to recognize

Carnegie Mellon University Al and Machine Learning Demystified
. . . ©2022 C ie Mellon Uni
Software Engineering Institute AR o By
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Only as good as data
and time spent improving It.

Biased based
on what taught.
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Concern varies across industries
Accuracy Is not always the best measure!

Higher Priority
90-99%+

Lower Priority
60-89% accuracy acceptable?
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Use Cases
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Consider for each situation

Knowledge needed?
Ethical considerations?
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Strategic Games

1997 Chess, IBM
2016 Go, Google

Knowledge?
Ethics?

Carnegie Mellon University Floor goban, 2007, By Goban1 [DISTRIBUTION STATEMENT A] This material has beenapproved for
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Image Recognition — Google Photos a2

Photos
“ Q catg X
Sun, Mar 22 v
Tue, Dec 31,2019
<l
il -,
Carnegie Mellon University Carol's search for “cats” on her Google Photos account [DISTRIBUTION STATEMENT A] This material has beenapproved for
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Sound recognition: Labeling of birdsongs

Carnegie Mellon University “Comparison of machine learning methods applied to birdsong element classification” VIENT A] This material has been approved for
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Listening and understanding human speech

Mapping Q & A + Al
*Expected language

* Appropriate automated
responses

\When to escalate?

-Searches on self harm?
-What else?

e e e

Carnegie Mellon University
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https://www.pexels.com/photo/close-up-of-mobile-phone-248512/
https://www.amazon.com/Amazon-Echo-Bluetooth-Speaker-with-WiFi-Alexa/dp/B00X4WHP5E
https://www.ibm.com/watson/developercloud/doc/conversation/index.html

Decision Making: Autonomous vehicles

2

e 10
O —
e

N

Carnegie Mellon University

Software Engineering Institute https://mww.uber.com/info/atq/
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Bias in Al
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How can Data be biased?

Goal: Select the right lawn
care treatment, saving
humans time.

Multiple data source choices.
Whose data do you use?

Carnegie Mellon University Al and Machine Learning Demystified [DISTRIBUTION STATEMENT A] This material has beenapproved for
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Selecting Data Source

Company A Company B

* Primarily uses chemicals + Only “all natural”
to treat lawns treatments

« Data likely biased « Data likely biased
towards chemical use against chemical use

Carncgic Mellon University Al and Machine Learning Demystified [DISTRIBUTION STATEMENT A] This material has beenapproved for
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Selecting Data Source

Company A Company B

* Primarily uses chemicals + Only “all natural”
to treat lawns treatments

« Data likely biased « Data likely biased
towards chemical use against chemical use

Neither are wrong.
Both are biased.
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Joy Buolamwini, Algorithmic Justice League

“Data is a function of our
history...

The past dwells within our
algorithms....

Showing us the inequalities
that have always been there.”

C d d G THE > |
Photo(:)Joy Bﬁamwini on Qé%pgwnd: Algorithmic Justice League. n P E hll 9 M I N D
7

Jan 12, 2019. https://www.youtube.com/watch?v=hwHnXdoSSFY
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Our responsibility Is to keep people safe

\

Ak
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Brakes, Back doors and Buffers

Responsible, intentional
design
How are we keeping
people safe?

WWhen unintended
conseqguences arise,
how do we deal with
them?

Make a plan

Carnegie Mellon University http:/lwww flickr.com/photos/rockyi/6451635085/sizes/m/in/photolist-aQ7jkF/ [DISTRIBUTION STATEMENT A] This material has beenapproved for
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Learn about making ethical, transparent and fair Al

Carnegie Mellon University

Software Engineering Institut

Toward ethical, transparent and fair Al/ML.: a critical reading list

In the past 5 years there’s been a lot of enthusiasm about Al and specifically
machine learning and deep learning. As we continuously...

7:09 AM - 26 Feb 2018 from London, England

SEl on HMT: https://sei.cmu.edu/research-capabilities/all-

work/display.cfm?customel_datapageid 4050=197910

Toward ethical, transparentand fair Al/ML: a critical readinglist,

by Eirini Malliaraki, Feb 19 via tweet from @robmccargow
https://medium.com/@eirinimalliaraki/toward-ethical- Al and Machine Learning Demystified [DISTRIBUTION STATEMENT A] This material has beenapproved for
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Adopt Technology Ethics

Association for
Computing Machinery

What do you value?

What lines won’t you cross?
Track progress NOW

INSTITUTE

BE \licrosoft (GO g|€

(

W Montréal Declaration
/)) Responsible AI_
.// .y

An initiative of Université de Montréal V,’\‘ o

1CAL {
{OSy,
e
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Prompts for Conversations

Use a Checklist - find
concealed tasks

Pair with Tech Ethics

Bridges gap between
“do no harm™ and reality

Reduce risk and unwanted bias

Mitigation planning
Support inspection

Carnegie Mellon Ustiversity

Designing Ethical Al Experiences: Checklist and Agreement

USE THIS DOCUMENT TO GUIDE THE DEVELOPMENT of accoumtable dernhed

Wa valae rosp

Carnegie Mellon University
Software Engineering Institute

CMU SEI Checklistand Agreement - Downloadable PDF:
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=636620
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DEFENSE
INNOVATION UNIT

ARTIFICIAL INTELLIGENCE PORTFOLIO

Responsible Al
Guidelines

Operationalizing DoD's Ethical Principles
for Al

Download DIU's
Responsible Al

Guidelines report and N ——
' Responsible Al Guidelines
learn how to

implement ethical Al
principles.

https://www.diu.mil/responsible-ai-guidelines
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Phase |: Planning

Have you clearly defined tasks,
quantitative performance metrics,
and a baseline against which to
evaluate system performance?

tesponsitle, rellable, governable

Have you conducted harms
modeling to assess likelihood and
magnitude of harm?

equitable, governable

Have you evaluated ownership
of, access to, provenance of,
and relevance of candidate
data/models?

traceable

Have you identified the process
for system rollback and error
identification/correction?

responsible, governable

https://www.diu.mil/responsible-ai-guidelines

DEFENSE
INNOVATION UNIT

Phase |: Planning Worksheet for DIU Al Guidelines

Are end users, stakeholders, and

the responsible mission

owner identified?

responsible, equitable :
|

rview

ited the Al Guidelines and process to help gusde thinking and

than later o avord unintended consequences in creating Al systems.
ksheets for planning, development und deployment efforts, These

P ROC E E D TO or are they intended to supplant or replace existing laws and

DEVELOPMENT

thics Prineiples for the development and wse of artificial intelligence
Defense in 2020:

rxercise appropnate levels of fudament and care, while remaining
, deployment, and use of Al copabilities.

toke defiberate steps to minimize unintended os in Al copobifities

Troceable. The Department’s Al capobilities will be developed ana deployed such that relevant personnel
possess an appropriate understonding of the technology, development processes, and operationol
methods applicable to A capabilities, Including with transparent and auditable methodologies, date
sources, and design procedure and documentation,

Relioble. The Department’s Al copabities wil hove explicit, well-defined uses, ond the saofety, securnity,
and effectiveness of such copobilities will be subfect to testing and asswance within those defined eses
ocross their entire Afe-cycles.

Governable. The Department wil design and onginoer Al capabilitios te fulfil thelr intended functions
while possessing the ebility to det=ct and ovoid unintended consequences, ond the ahility to disenacge or
deocthvate deployed systems that demonstrate unintended bebavior.
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Al has great potential, develop with caution

“Al will ensure appropriate human judgement and not replace it”
- Defense Innovation Board. 2019

We aren’t perfect, Al won’t be perfect

Empower diverse teams, inclusive environments
Encourage deep conversations

Activate curiosity; be speculative; imaginative
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Don’t fear Al - Explore Al

Try out tools
Pair with others

Carnegie Mellon University Al and Machine Learning Demystified
. . . A o e S
Software Engineering Institute A Camegie Melon tnversiy
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Carol J. Smith
Twitter: @carologic
LinkedIn: https://www.linkedin.com/in/caroljsmith/

CMU Software Engineering Institute,
Al Division

Twitter: @SElI_ CMU_Al
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