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Outline

Previous discussions proposing MDM work

Focus of today’s discussion: responding to events
* Needs of NRMC
* SEl Assets

 Potential support projects
Next steps
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New Opportunities for Collaboration — MDM

Understanding the Information Environment for Text
» Provenance and Pedigree of Information
» Sufficiency, Precision and Recall of Query Systems

F Understanding the Information Environment for Data
ﬁ » Detection (Generation) of Deep Fakes
* Detection of Sensor Anomalies

Expanding Situational Awareness
« Sentiment Analysis of Text
» Biological Markers in Video
* Motivation Determination (reward function identification)
« Poisoning Detection
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New Opportunities for Collaboration-Supply Chain Risk Mgmt.

Improve Supply Chain Resilience
* Create lightweight tools for critical infrastructure
owners/operators to prioritize and manage key external
dependencies
External * Identify and quantify the risk in complex multi-vendor

Dependencies

(EXD) ecosystems (i.e., “fourth-party” risk)

Supply ChainRisk

Management Secure the Software Supply Chain
(SCRM « Supply chain risks of machine learning applications
* Supply chain risks in cloud development (i.e., DevSecOps)
environments
* Tools and technology for detection of supply chain attacks
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Responding to Immediate Needs
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To protect the nation effectively, we will need to operate as OWNE CISA — the operations group will
e e e e ety leverage expertize from across the agency, including cybersecurity, infrastructure security, risk analysis,
and Mis- Dis-and Malinformation (MDM). We will need communications and engagement teams to
" o o e e e st e o e educate stakeholders, regional forces to take the message to the field, and mission enablers to make it all
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SEI/CERT Data Science Skills

Analysis of “signal” content
* Image
* Video
 Audio
* Instrument
Analysis of “textual” content
* Web content
 Social media
* Incident reports
* Transcripts

Analysis of metadata

» Consistency of content and metadata

» Ontology generation
Working with CMU Centers (Prof Kathleen
Carley)

* Center for Informed Democracy & Social
- cybersecurity (IDeaS)

» Computational Analysis of Social and
Organizational Systems (CASOS),

« BEND framework and ORA tool set
Working with other government

organizations, e.g., ODNI Authentication
Steering Committee
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Responding to Immediate Needs

Example perceived needs:
» Guidance on fact-checking vs alteration detection
» Assemble list of assets forfake detection (per medium)
 Education on detecting MDM coming from conflict
» Guidance on how to create and distribute information to support authentication
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Next steps

Priority interests and needs
Mechanics: what PWPs could be tapped
POC for DHS
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