AUTOMATED RECONSTRUCTIONS FOR
THE DIGITAL FORENSIC EXAMINER
WORKFLOW

THESIS

Ryan P. Montgomery, Captain, USAF
AFIT-ENG-MS-22-M-048

DEPARTMENT OF THE AIR FORCE
AIR UNIVERSITY

AIR FORCE INSTITUTE OF TECHNOLOGY

Wright-Patterson Air Force Base, Ohio

DISTRIBUTION STATEMENT A
APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED.



The views expressed in this document are those of the author and do not reflect the
official policy or position of the United States Air Force, the United States Department
of Defense or the United States Government. This material is declared a work of the
U.S. Government and is not subject to copyright protection in the United States.



AFIT-ENG-MS-22-M-048

AUTOMATED RECONSTRUCTIONS FOR THE DIGITAL FORENSIC
EXAMINER WORKFLOW

THESIS

Presented to the Faculty
Department of Electrical and Computer Engineering
Graduate School of Engineering and Management
Air Force Institute of Technology
Air University
Air Education and Training Command
in Partial Fulfillment of the Requirements for the

Degree of Master of Science in Cyber Operations

Ryan P. Montgomery, B.S.
Captain, USAF

March 24, 2022

DISTRIBUTION STATEMENT A
APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED.



AFIT-ENG-MS-22-M-048

AUTOMATED RECONSTRUCTIONS FOR THE DIGITAL FORENSIC
EXAMINER WORKFLOW

THESIS

Ryan P. Montgomery, B.S.
Captain, USAF

Committee Membership:

Gilbert L. Peterson, Ph.D
Chair

Douglas D. Hodson, Ph.D
Member

Robert F. Mills, Ph.D
Member



AFIT-ENG-MS-22-M-048

Abstract

One product of a digital forensics examination is a reconstruction of events recorded
in the media. A reconstruction places all of the case relevant trace into temporal,
identity and associative relationships. Creating this reconstruction is a manual and
time consuming process for the examiner. This thesis presents Autopsy Integrated
Event Reconstruction (AIER). AIER integrates automation, abstraction and visu-
alization into the Autopsy forensic software to improve the reconstruction process.
The integration utilizes a custom Autopsy ingest module to extract and abstract
artifact data and an interactive graph-based timeline visualization module. These
improvements to the forensic examiner workflow are evaluated through a series of use

cases.
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AUTOMATED RECONSTRUCTIONS FOR THE DIGITAL FORENSIC
EXAMINER WORKFLOW

I. Introduction

As technology continues to develop, data storage requirements are growing at
an accelerated rate [1]. Modern consumer technology devices create, download, and
utilize large amounts of data quickly [2]. Consumers also own multiple devices that
perform a wide variety of tasks. The diversity of devices is increasing the workload a
cyber examiner faces with each case [3].

Cyber related crime is the fastest growing crime in the United States [4]. Criminals
are able to hide their crime efforts due to the sheer amount of data and number of
criminals utilizing technology to break the law. The expansion of data sets coupled
with increasing cybercrime rates, further increases the workload on investigators and
analysts. Investigators are fighting a losing battle against an overload of data even
with automated tools [5].

Much like the greater digital forensics field as a whole, the Department of Defense
(DoD) and subsequently the United States Air Force (USAF) shares most of the
same burdens. The DoD and USAF suffer from criminal case backlogs with the
added burden of cyber defense investigations. Both criminal investigations and cyber
incident investigations use tools like Autopsy. Digital forensics tools help with both
investigation types but digital forensic examiners require more automated tools and
techniques to alleviate case backlog.

Although developers have made major advances in digital forensic tools, there is

still a heavy reliance on manual reconstructions completed by the examiner. Tools



such as EnCase Forensic and Autopsy do not aid the examiner during the event
reconstruction process. Reconstruction takes a significant amount of input from the
examiner. New automation, visualization, and abstraction methods must be employed

within these tools to combat the slow, manual reconstruction processes.

1.1 Digital Forensics

Technological innovation has been growing so rapidly that technological develop-
ment in digital forensics has been unable to keep up. Much of the forensics process
still relies on manual searches by human investigators [6]. Additionally, a lack of
automation capabilities makes the digital forensics process very time consuming. In
the past, the expense and relatively small footprint of digital devices allowed for
investigators to keep up with the influx of cases involving digital evidence [7]. In
today’s connected world, investigators are plagued by a backlog of cases and a time
consuming process.

In addition to changes in general computing and the internet, the development of
the Internet of Things (IoT) has changed the forensics landscape [3]. IoT devices have
created new ways for criminals to conduct their business and try to remain hidden
from law enforcement [3]. These new devices are usually inexpensive while still being
able to complete complex tasks and store vast amounts of data. These devices include
televisions, refrigerators, automobiles, Global Positioning System (GPS) devices, cell
phones, and nearly any other device connected to the internet [3]. Many of these
devices record data that could be a key piece of evidence necessary to prove the
elements of a crime.

To keep up with this rapidly changing industry, new tools with greater automation
and abstraction capabilities must be developed to deliver traces of relevant criminal

activity to the investigator much faster.



The digital forensic process involves acquiring the target system image by making
a forensic copy of the system storage hardware seized from the scene [8]. Examiners
use the newly created copy in a digital forensic examination tool such as Autopsy.
Using Autopsy, the examiner runs ingest modules that parse the data stored on the
target image. Once the data is ingested, the examiner manually reviews it to look for
significant evidentiary artifacts. When finished, the examiner manually reconstructs
the steps the user took in order to create the artifacts. The examiner often creates
a timeline of events that shows how an item or event was created and where it came
from. This activity is the most time consuming aspect of the digital forensics process

and the cause for an inefficient digital forensics workflow.

1.2 Hypothesis

The research hypothesis is that automated event reconstruction and timeline visu-
alization integrated into Autopsy reduces time spent on reconstruction and improves
the forensic examiner workflow. The improved workflow allows the examiner to spend

more time working on decreasing case backlog.

1.3 Research Objectives

This research leverages the Property Graph Event Reconstruction (PGER) re-
search by Schelkoph [9] and the Temporal Analysis Integration Management Ap-
plication (TAIMA) research by Adderley [10]. PGER provided a method for event
data abstraction and graph database storage for rapid querying [9]. TAIMA used
the PGER database and abstraction rules to create a timeline visualization allowing
examiners to quickly analyze and reconstruct forensic events [10].

To evaluate the hypothesis, first is the development of Autopsy Integrated Event

Reconstruction (AIER). AIER integrates the ideas from Schelkoph and Adderley into



Autopsy, a common digital forensics software.
ATER automates event reconstructions and allows direct interaction between Au-
topsy and the abstracted timeline. AIER’s improvements to the digital forensic ex-

aminer workflow are demonstrated using three use cases.

1.4 Methodology

The first component of AIER is the ingest module. The AIER ingest module uti-
lizes the Autopsy database to extract events and temporarily stores them in Comma
Separated Value (CSV) files. The ingest module also utilizes an open-source tool
called Plaso to extract Windows event logs. Plaso creates text based timelines of
system events and saves them to CSV files. AIER abstracts the collected events from
the CSV files into five separate categories using a series of Neo4j cypher queries. The
Neodj cypher queries also load the abstracted data into a graph database for rapid
searches. The examiner is only required to initiate the ingest module processing and
then wait for it to complete. The ingest module incorporates the automation and
abstraction portions of the AIER process.

The second part of the AIER system is the visualization and user interface. The
visualization is made up of the GraphQL Application Program Interface (API) and the
vis.js timeline from the React JavaScript library. The GraphQL API receives requests
from the vis.js User Interface (UI) then queries the Neodj database to retrieve the
requested data. Next, the GraphQL API receives the requested data from Neo4j and
passes the data to the UI for display to the examiner. The vis.js Ul displays the
abstracted artifacts from the Neo4j database such that the examiner can easily see
the order of events within the five categories. The visualization of the events in one
place eliminates the need for manual reconstructions.

There are three ways to interact with AIER timeline. If the examiner already



knows specific dates they want to view in AIER, they can select the timeline button
in Autopsy, select the AIER button, then enter their dates to view the abstracted
artifacts within their search. If the examiner starts their search by browsing the ar-
tifacts in the Autopsy UI, they can find other temporally related artifacts in AIER
by right-clicking the artifact selecting “View Item in AIER...”. While browsing arti-
facts in AIER an examiner may want to authenticate a specific artifact and can find
more information about an artifact by double-clicking it in AIER. AIER opens a new

content viewer pane containing more information about the artifact.

1.5 Results

AIER was evaluated using three different scenarios to assess its ability to improve
the forensic examination workflow. Using the novel Autopsy ingest module, forensic
artifacts were automatically discovered, abstracted, and made available for display
in the AIER timeline. The integrated AIER timeline presented the abstracted data
across five categories. The presentation of the data enabled an examiner to quickly
identify key artifacts in the Autopsy user interface, display them on a timeline, and
reconstruct each step a malicious actor took on a target system. Lastly, the integration
of this visualization into the Autopsy software enabled the examiner to gather more

detail about each reconstructed artifact with ease.

1.6 Summary

Digital forensics examiners are fighting a challenging battle against rapidly chang-
ing technology and growing data sets. State of the art tools such as Autopsy help
the examiner, however these tools are still plagued with manual processes and time
consuming searches that cause case backlogs. Using graph database and abstraction

techniques from PGER and timeline visualization techniques from TAIMA, this re-



search seeks to automate reconstructions for the forensic digital examiner workflow

to reduce data overload and case backlog.



II. Background and Literature Review

Creating a tool to improve the workflow for the forensic examiner must include a
sound understanding of the technical and legal aspects of the cyber forensics process,
an understanding of currently available tools, and techniques for improving cognition
and pattern recognition. Enhancing forensics tools to improve cognition of forensic
data is key to improving the examiner’s workflow and a potential way to offset the
increasing amount of data produced by cyber devices today. Additionally, automating
the reconstruction phase of the investigation can aid in workflow efficiency.

The following sections discuss cyber forensics, tools currently used, and highlight
the prior research efforts in support of an efficient forensics workflow. These sections
also discuss the components that make up the resulting autopsy integrated event

reconstruction process developed in this research.

2.1 The Forensic Process

Much like the standard procedures for any forensic investigation, cyber forensics
shares many of the same investigation elements [11]. Cyber forensics follows the use of
the scientific methods, collection and preservation, validation, identification, analysis
and interpretation, and documentation or presentation [8]. The scientific method in
the forensics process involves observing the scene, research potential forensic meth-
ods, establish a hypothesis, test the hypothesis through searches and examination,
observe the collected evidence, analyze the evidentiary results and draw a conclusion,
and finally present the findings through documentation [8]. Similar to this scientific
approach in forensics, cyber forensics involves obtaining and imaging forensic data,
receiving a forensic request, preparation and extraction of the data, identification of

notable data, analysis of collected information, forensic reporting, and a case level



analysis [8]. This research focuses on the extraction of data, identification of events,
and analysis of collected information using commercial and custom-built tools. Fig-

ure 1 shows the Department of Justice (DOJ) digital forensics investigation process.

PROCESS OVERVIEW

" 2
FORENSIC B FreraraTIon R . y - B FORENSIC
REQUEST o J/ EXTRACTION £ IDENTIFICATION B§ ™ il B REPORTING

Figure 1: DOJ Investigative Process [§].

Dr. Edmond Locard, a forensic science pioneer, is credited with establishing
Locard’s exchange principle which states that every criminal act leaves a trace [12].
The Organization of Scientific Area Committees (OSAC) defines forensic science as
the systematic and coherent study of traces to address questions of authentication,
identification, classification, reconstruction, and evaluation for a legal context [13].
Locard’s exchange principle applies to digital forensics as it applies to many other
facets of forensic science. The OSAC questions guide digital forensic examiners during

their discovery of traces left by users.

2.1.1 Authentication

Authentication is the decision process used to establish confidence in the truth
of a claim [13]. This process involves evaluating a claim and deciding if that claim
meets an established level of confidence [13]. In the context of digital forensics the
same principles apply to the evaluation of an artifact of trace evidence from a target
system. The trace is evaluated based on its integrity and provenance to establish the

examiner’s level of confidence that the trace artifact is authentic.



2.1.2 Identification

Identification is the process that attempts to establish confidence that identity
information describes a specific trace artifact [13]. Identification attempts to apply
specific defining characteristics to an artifact. The identification process is very often
applied to humans, but the process can also be applied to nearly any object, physical
or virtual [13]. The identification of objects in digital forensics can be the application

of file names, timestamps, or other unique properties that identify that object.

2.1.3 Classification

Classification is the decision process that leads to the development of groups that
similar trace artifacts belong to [13]. The process of classification is defined by two
facets. One is the creation of the groups to which the artifacts belong. The groups
are formed by the common identification characteristics among artifacts. The second
is the process of evaluating the confidence that an artifact belongs to a specific group.
In digital forensics this is an important process in order to organize like traces and

enables the next process, reconstruction.

2.1.4 Reconstruction

Reconstruction is the organization of trace artifacts to find the most likely opera-
tional conditions or capabilities, patterns in time, and linkages between entities such
as people, places, or objects [13]. Within the examination and analysis phase of the
digital forensic process the examiner attempts to discover and reconstruct events in
the order in which they occurred [11]. Reconstruction can account for a significant
portion of the examiner’s time during the analysis phase. The use of a timeline during
the analysis phase is extremely helpful and allows the examiner to visualize the steps

taken by a user of the target system.



2.1.5 Evaluation

The process of evaluation is very broad and sometimes controversial [13]. In a
courtroom, the jury evaluates the truthfulness of the claims made by prosecution and
defense. The evaluation of forensic evidence is the process by which the strength of
the evidence is determined [13]. Evaluation occurs throughout the forensics process

to make decisions about the trace.

2.2 Forensic Tools

Commercial and open-source tools are available for processing digital investiga-
tions. Each tool has its own way of analyzing data and displaying it to the investiga-
tor. Each of these tools offers varying levels of detail and data granularity, and most
have varying methods of presenting data in a timeline. Some of the most common

commercial forensics tools include:

e Cellebrite’s Universal Forensic Extraction Device (UFED)

EnCase Forensic by OpenText

Forensic Tool Kit (FTK) by AccessData

i2 Analysis Notebook by International Business Machines (IBM)

Magnet, Forensics

Two of the most popularly used commercial forensics tools are Cellebrite’s UFED
and EnCase Forensic by OpenText. Cellebrite’s UFED is a widely used commercial
forensic tool that enables investigators to access and extract data from a wide variety
of modern devices [14]. UFED incorporates a substantial amount of proprietary
analysis and abstraction software [14]. UFED, however, can be costly, putting it out

of reach of many agencies. EnCase Forensics is another popular tool with enhanced

10



processes to increase efficiency and improve workflows [15]. Much like UFED, EnCase
can be cost prohibitive to smaller agencies.

In addition to these commercial products, there are multiple open source and
free forensic tools. Open-source software reduces costs and provides the level of
flexibility required to implement custom tools to suit specific forensic needs. These
open-source tools often provide similar capabilities as compared to the commercial
products but allow for customization. Some of the most common open-source or free

digital forensics tools include:

Autopsy / Sleuth Kit

SANS Investigative Forensic Toolkit (SIFT)

Digital Evidence and Forensic Toolkit (DEFT)

Plaso

Autopsy provides the most robust feature set compared to other open-source tools
and is the closest open-source equivalent to other commercial tools. These forensic
tools are very helpful at extracting and displaying information to the investigator.
However, the investigator must still review and interpret the data to gain an un-
derstanding of what happened on the device in question. Using computer graphics
and visual displays enables investigators to interpret data much faster. Autopsy In-
tegrated Event Reconstruction (AIER) utilizes Autopsy and The Sleuth Kit’s open-

source framework to help the digital forensic investigator.

2.3 The Sleuth Kit

The Sleuth Kit (TSK) is a collection of command line tools that enables developers

to build automated end-to-end digital forensics applications [16]. The TSK framework

11



contains an image database, pipelines and plug-in modules, blackboard, services, and
a three phase analysis process [17]. All of the data produced by the TSK framework
is stored in the image database as shown in Figure 2. The image database is used
in Section 3.2.2 during AIER ingest module processing. In addition to its use in

Autopsy, TSK tools are used in other open-source and commercial programs [18].

2- File Analysis Phase

Each file is analyzed with the File Analysis Pipeline
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Post Processing Pipeline is run after all files have been analyzed.

3- Post Processing Phase

Figure 2: The Sleuth Kit Framework [17].

2.4 Autopsy

Autopsy is an open-source, Java based, Graphic User Interface (GUI) that allows
a user to examine hard drives or mobile devices for the purposes of evidence recovery
[19]. Autopsy uses various modules to process forensic data for analysis and review
[16]. Some of these modules utilize TSKs command line tools to analyze disk im-
ages and recover files [16]. Autopsy’s most popular features include multi-user cases,
timeline analysis, web artifacts, registry analysis, and email analysis [20]. Autopsy’s

timeline feature, however, does not incorporate abstraction or automation to make it

12



easy for an examiner to reconstruct events. The Autopsy timeline shows data in two
modes [21]. The first view mode is a bar graph that shows the frequency of events

along a date line as shown in Figure 3 [21].
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Figure 3: Autopsy Timeline [21].

The second view mode shows event details about specific occurrences from the
extracted data as shown in Figure 4 [21]. The second view mode is still cluttered
and overloaded with all of the extracted data from the source image. Autopsy offers
no abstraction of the ingested data and simply displays all data to the examiner.
Additionally, the Autopsy design suggests the user still manually search for data, tag
relevant events, and then open the timeline to see when they occurred. This research
aims improve the examiner’s workflow by using the AIER timeline to find the relevant

events instead of the other way around.
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Figure 4: Autopsy Timeline Event Details [21].

2.4.1 Autopsy Modules

Autopsy’s design is modular and uses a series of modules to parse target images
and create a database of significant artifacts [16]. The modular design allows devel-
opers to create new modules to extend Autopsy in new ways. There are two types
of modules used in Autopsy [22]. Both module types are for parsing artifacts and
ingesting data into the Autopsy database. The modules are run on a new data source
when it is added to a case. The two types of ingest modules include, file and data
source modules. File modules are used on every file within an image. These modules
are used to inspect individual files and gather information about those files. Data
source modules are used to gather information about entire data sources, usually

system images. AIER includes a novel data source module called the AIER ingest

module.
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2.5 Information Visualization

Visualizing information in a graphical format can significantly improve cognition
[23].  The visual representation of information allows users to process and recall
information much faster [23]. Visualization also allows users to easily detect patterns
and infer data from the visualizations [23]. Using visualization in the identification
phase of the forensic process can increase the speed at which investigators find digital
evidence.

The visualization of digital forensic artifacts helps investigators see events, their
chronological order, and make determinations based on the patterns of behavior [24].
However, investigators can become overwhelmed with an overload of forensic events
produced by the various forensic tools. Chapter I highlighted the problems with the
overload of data provided by today’s modern devices. One method to help alleviate
data overload problem is to 1) abstract lower-level event data into higher-level events
and 2) reduce the number of significant artifacts that are visually displayed to the

user.

2.6 Data Abstraction

Visualizing the data produced by the forensic tools improves the efficiency of
the investigator’s workflow. However, visualization solves only part of the problems
associated with digital data overload. To further help the workflow problem we must
also reduce the amount of data presented to the investigator [25]. Data reduction must
be done carefully to ensure critical artifacts are not omitted from the investigator’s
review [25]. The use of filters and the abstraction of forensic events can significantly
reduce the data overload. Data abstraction can be used to find patterns and groups
of data that indicate a higher-level event [25]. Investigators do not often need to see

every detail about every event produced by an item of digital evidence.
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Windows based computers generate many thousands of events which are recorded.
The creation of events makes it difficult for investigators to see the ones that have sig-
nificant evidentiary value. Data abstraction combines numerous low-level events into
a high-level event [25]. The creation of a high-level event indicates to the investigator

that something significant likely occurred warranting further analysis.

2.7 Timelines

Criminal investigations often rely on timelines to create a chronological order of
events [26]. Humans naturally want to order events in order to understand the process
or order in which they were created. Digital forensic investigations are no different
in this respect. Additionally, a timeline assists the investigator in the reconstruction
phase of an investigation [26]. Timelines can be presented to the examiner in multiple
ways such as text-based timelines and visual timelines. Text-based timelines can lead
to an information overload problem and can make cognition difficult. Plaso, for
example, creates text-based timelines from system images and outputs the data in
the form of a Comma Separated Value (CSV) file. The CSV file is normally processed
further into a more useful format. AIER uses Plaso to gather system event log data,
but processes the CSV file into a visual timeline. Visual timelines make it easier
for examiners to identify patterns and relationships among trace artifacts. Autopsy’s
histogram style timeline and Temporal Analysis Integration Management Application

(TAIMA)’s timeline are examples of a visual timeline.

2.7.1 Property Graph Event Reconstruction

Property Graph Event Reconstruction (PGER) is a tool developed to reduce the
amount of data the investigator has to search through and reduces the amount of

computing power required by the forensic computer [9]. PGER processes events
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from a disk image using two applications. The first application is called Temporal
Event Abstraction and Reconstruction (TEAR). TEAR identifies high-level events
using algorithms and pattern matching [27]. These events are stored in CSV files for
further processing via a custom python script. The second application called Plaso is
a python based tool that extracts timestamps from system images [28]. Plaso consists
of two parts, log2timeline and psort [28]. Log2timeline extracts the timestamps from
the disk image and stores them in a database [28]. Psort parses the newly created
database and loads that data into a another database called Elasticsearch for further
processing. Next, PGER further processes the image for storage in a graph database
called Neodj that allows for rapid searching [9]. PGER processes the disk image
using the ELK Stack [9]. The ELK stack consists of the Elasticsearch, Logstash, and
Kibana [29]. Elasticsearch is a JavaScript Object Notation (JSON) based database
that allows for fast searching and data delivery [29]. Logstash is a tool that processes
data from the ElasticDB, filters it, and sends it to another source, and in Schelkoph’s
research, Neo4j. Lastly, Kibana is the GUI for the ElasticDB that allows users to view
and manage elastic data [29]. PGER uses these tools to import, filter, and export the

collected image data to Neo4j [9].

2.7.2 Temporal Analysis Integration Management Application

TAIMA uses the GRANDstack suite of applications to query the data abstracted
by PGER and present it to the user in a simplified timeline [10]. GRANDstack is made
up of GraphQL, React, Apollo, and Neo4j Database [30]. GraphQL is an Application
Program Interface (API) responsible for querying the Neo4j database and passing the
information along to the User Interface (UI) for presentation [31]. Neo4j uses a native
query language called Cypher, and is similar to Structured Query Language (SQL)

but for graph databases [32]. React is a JavaScript library for building reusable user
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interfaces [33]. Within this research, vis.js from the React library is used to present
the visual timeline to the end user. Apollo interacts with GraphQL to handle the
queries that are sent from the timeline UT [10]. Finally, Neo4j is a native graph
database that shows object relationships in a graph form [34]. The use of a graph
database configuration allows for rapid searching and data retrieval.

TAIMA utilizes these applications by first showing a blank timeline and waits for
a date input from the user. The user enters a date and the timeline sends the date
query to the GraphQL API via the Apollo client [10]. The GraphQL API creates
a Cypher query that is readable by the Neodj database [10]. The cypher query is
received by the Neo4j database and Neodj finds the appropriate data [10]. The data
is sent back to GraphQL and is then sent to the timeline UI via the Apollo client

[10]. Figure 5, is a visual representation of the process for a movie database.

{
moviesByTitle(title: "Matrix") {

React S

} Igl
}
- GraphQL query

— O o HTTP POST request /graphgl
Apalio response o
Client {

"data": {
Py "moviesByTitle": [
“title": "Matrix Reloaded
Web The", !
Client ) "year": 2003

]
}
}

*4| MATCH (m:Movie {title: "Matrix"})
RETURN m.title, m.Eemr
ypher

Bolt JavaScript driver

o Client issues GraphQL query

o GraphQL API send Cypher query to Neodj

o Response sent to client

o Data updated in React component props and view rendered

Figure 5: GRANDStack Framework [30].
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2.8 Summary

The digital forensic and traditional forensic process are nearly the same. Both
utilize the scientific method, collection and preservation techniques, and include the
formation and tests of hypotheses. Digital forensic investigations also include the
extraction of data, identification of artifacts, and analysis of the artifacts [13]. The
digital forensic examiner knows that every action on a target system leaves a trace
behind and the collection of those traces involves their authentication, identification,
classification, reconstruction, and evaluation. The reconstruction of artifacts is a time
consuming task for the examiner, but tools such as Autopsy and timeline visualiza-
tions help the examiner workflow to overcome information overload and the burden

of large data sets.
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III. Autopsy Integrated Event Reconstruction

The goal of this research is to enhance the forensic examiner workflow through
automation, visualization, and integration into the popular forensic software, Au-
topsy. Currently, the examiner workflow is plagued with string searches and manual
event reconstruction. Manual reconstruction takes a considerable amount of time
and attention from the examiner. Autopsy Integrated Event Reconstruction (AIER)
lessens the burden on the examiner by integrating Autopsy, Plaso or super timeline
all the things, Neodj graph database, GraphQL Application Program Interface (API),
a JavaScript based user interface, and a custom Autopsy ingest module called ATER
ingest module. AIER abstracts data extracted from a target image and produces
a visual timeline as an alternative to the Autopsy timeline. AIER’s custom time-
line provides the examiner with information from five categories including program
installations, power events, program executions, file downloads, and web history.

The following sections overview each component, how the component was created,
and its purpose in the creation of the final timeline. AIER requires a Windows based
system image as used in the prior research by Schelkoph [9] and Adderley [10]. ATER
is based on some of the ideas and techniques proposed by Schelkoph and Adderly, but
integrates these ideas into Autopsy, abstracts the data, and provides a visual timeline

in the style of Adderley’s work.

3.1 Autopsy Ingest

The first step in the AIER process is the standard Autopsy data ingest. The
ingest modules extract events from the provided image and stores them in a relational
database. Later, the Autopsy database is utilized to build the graph database required

to store the abstracted artifacts for use on the timeline.
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Figure 6 illustrates the ingest process for a Windows system image in Autopsy.
Starting with the standard Autopsy ingest modules, the image is processed and a
database of artifacts found during the processing is created for the case. Next, the
examiner initiates a new image ingest but only selects the AIER ingest module for
processing. The AIER ingest module uses data from the Autopsy database and the
Plaso tool to create an abstracted timeline. Lastly, the examiner opens the AIER
timeline for exploration with a new start and end time. The entered timestamps
are submitted through an API called GraphQL that queries the Neo4j database and
returns the data to the timeline User Interface (UI) for view by the examiner. The

following sections describe each step of the ingest process in more detail.
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Figure 6: AIER Integration Process.
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3.1.1 Autopsy Database

The Autopsy database is made up of many tables, but the AIER ingest module uti-
lizes the blackboard_artifact_types, blackboard_artifacts, and blackboard_attributes
tables created by the Autopsy ingest modules. The blackboard artifact types table
describes the type of data artifact listed within the blackboard artifacts table and
assigns each type a respective Identification (ID). The blackboard artifacts table lists
all the artifacts generated by the ingest modules. These artifacts have a respective
artifact ID, object ID, artifact object ID, and an artifact type ID from the blackboard
artifact types table. The blackboard attributes table contains the core data generated
by the ingest modules and contains the artifact IDs, artifact types, the data source,
timestamps, and other valuable data such as the artifact’s file path.

Figure 7 shows an example of the data stored in the Autopsy database tables. The
artifact ID is automatically generated by the ingest module. The artifact type ID 32
indicates that the artifact is showing a program that has run on the target Windows
image. The source column indicates what part of the ingest module found the artifact.
The value text column provides additional information about the artifact, and in this
case the value text column shows the file name of the run program. Lastly, the value
int64 column provides the timestamp indicating precisely when the program was run.
AIER utilizes these fields to abstract the data and create events for visualization

within the abstracted timeline.

artifact_id =1 artifact_type_id source ontex  attribute_type_id ue_ty lue_by value_text ue_inl  walue_int64
Filter [32 O [Filter [Fitter [Filter [Filter [Fitter [Filter [Filter JFilter
-0223372036854774786 32 Windows Prefetch Analyzer 4 0 123WASP_SETUP.EXE
-9223372036854774786 32 Windows Prefetch Analyzer 8 ]
-9223372036854774786 32 windows Prefetch Analyzer 2 5 1093014774
-9223372036854774786 32 Windows Prefetch Analyzer 92 1 1
-9223372036854774786 32 windows Prefetch Analyzer 66 0 Prefetch File

Figure 7: Blackboard Attributes Table.
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3.2 AIER Ingest Module

The core of the automation, abstraction, and data transformation occurs in the
ATER ingest module. AIER is a custom Autopsy module that utilizes open-source
forensics tools to extract, parse, transform, organize, and import data to a Neo4]j
graph database. The Neo4j database is used to host the abstracted timeline events
for the rapid retrieval and display to the investigator on the ATER integrated timeline.

Figure 6 shows a hierarchical view of the ingest process.

3.2.1 Plaso

The Autopsy database generated by the standard Autopsy ingest modules pro-
vides the data required to populate four of the five categories shown on the AIER
timeline. Additional information from the Windows target image is required to dis-
play results for the power events category. The open-source tool Plaso also known as
super timeline all the things retrieves the data that is required to determine power
events. Plaso uses two tools, Log2Timeline and PSort, to generate a Comma Sepa-

rated Value (CSV) file of selected events.

3.2.1.1 Log2Timeline and PSort

Log2Timeline parses the Windows image and collects selected events from Win-
dows logs and other various sources. AIER focuses on the Windows Event Log parser
built into Log2Timeline. The event log parser collects events and timestamps from
the Windows event logs.

After Log2Timeline parses the Windows image, PSort collects the data output,
organizes the data, applies headings, and outputs the data to a CSV file. The CSV
file contains the low-level event data used to abstract information into higher-level

data. The higher-level data is used determine major events that are otherwise not
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listed in the Windows event logs. The abstracted data is used to indicate a system
power event on the timeline and is further discussed in Section 3.2.3.2. Figure 8 shows

and example of the output provided by PSort.

batetime,timestamp_desc,source,source_lnng,message,parser,display_name,tag

2019-01-28T19:09:06.546508400:00, Content Modification Time,EVT,WinEVTX, [12 / 0x000c]
2019-01-28T19:09:06.546565400:00, Content Modification Time,EVT,WinEVTX, [153 / 0x0099]
2015-01-28T19:09:06.546618400:00,Content Modification Time,EVT,WinEVTX, [157 / 0x009d]
2015-01-28T19:09:06.5466159400:00,Content Modification Time,EVT,WinEVTX, [157 / 0x009d]
2015-01-28T19:09:06.5466159400:00,Content Modification Time,EVT,WinEVTX, [157 / 0x009d]

Figure 8: Plaso PSort CSV Output.

3.2.2 Autopsy Database Extraction

Data represented in the Autopsy database is created from the standard Autopsy
ingest modules. The Autopsy database information must be extracted from the
database file and organized for the abstraction phase as discussed in Section 3.2.3.2.
AIER uses an sqlite3 command line tool to extract the data from the Autopsy
database. AIER extracts information from the blackboard_ artifact_types, black-
board_artifacts, and blackboard_attributes tables and writes them to a CSV file for
later abstraction and import into Neo4j. Figure 7 shows the CSV output of the sqlite3

command line tool.

hrtifact_id,artifact_type_id,source,cantext,attribute_type_id,value_type,value_byte,v

—-922337203€854 775807, 10001, "Recycle Bin Analyzer™,"",E,0,,C:\\Users\\Steve'\\Pictures\
—89223372036854775807, 10001, "Recycle Bin Analyzer™,"",133,5,,,,1548989321,
-92233720363854775807, 10001, "Recycle Bin Analyzer™,"",14,0,,"",,,

Figure 9: Structured Query Language (SQL) Command Line Tool Output.

3.2.3 Neodj

The core of the AIER timeline integration and ingest module is the Neo4j native
graph database. Neo4j allows for rapid query speeds and data storage after abstrac-

tion. The CSV files generated in the previous ingest steps provide the data required
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for abstraction. The following section describe the processes required to abstract and

organize the data for use by GraphQL.

3.2.3.1 CSV Import

The first step in the data transformation process imports the CSV data from
the prior ingest steps. Importing uses the cypher shell command line tool. Cypher
is the query language used by Neodj for all of its data operations [32]. The initial
import populates the database with the Autopsy artifacts and no relationships as
shown in Figure 10. Section 3.2.3.2 discusses the import of the blackboard attributes
CSV output and the Plaso CSV output as well as abstraction of both data sets into

higher-level events.

<id=:21 artifact id:-9223372036854775786 artifact obj id: 20132 artifact_type id: 10002 data source_obj id: 1 obj id:2390

a—

Figure 10: Neo4j CSV Import.

3.2.3.2 Data Abstraction

With the CSV data imported into the Neo4j database, the AIER ingest module
abstracts and organizes the imported data into higher-level events for use by the
ATER timeline. The data is transformed using a series of cypher shell commands that
first create relationships between the artifacts and their types. Next, the remaining
data is imported, assigned properties for each node, and those properties are used
for abstraction and subsequently assigned a timeline group value. Finally, all of the
abstracted data is combined into a single Abstraction node. The abstraction nodes

are all connected to a time tree based on their timestamp values for rapid querying.
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The following sections describe each data abstraction in more detail.

Artifact and Type Relationships
The abstraction begins by creating a relationship between the artifacts shown
in Figure 10 and the artifact types that describe those artifacts. Figure 11 shows
an example graphical representation of the relationships between the artifact type
TSK_PROG_RUN (red), that indicates a program has run, and the artifacts (blue)
produced by Autopsy that provide the specific artifact IDs. These artifact IDs are

the link to more detailed information about that artifact in later abstraction steps.

blackboard artifact types | <id>: 12511 artifact type_id:32 category type:( display_name: Run Programs type name: TSK_PROG_RUN

Figure 11: Artifacts Associated with Types.

Program Installation Abstraction
To import and abstract data indicating the installation of a program on the tar-
get Windows image we first import the blackboard attributes CSV data and select
the specific headers that are useful to the abstraction. The artifact IDs from the
previous abstraction step are used to create a relationship to the detailed blackboard
attributes CSV data. Figure 12 shows an example of a single artifact (blue), its asso-

ciated artifact type (red), and the newly created attributes that describe that artifact.
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These newly created attributes contain the data required to create the final program

e
wﬁ"l'

installation abstraction node.

ISKE N + TYPE

o
AT TRy
R‘.rn"

artifact_id: -9223372036854775734 artifact_type_id: 8 attribute_type_id: 4 filename_text: mIRC source: Recent Activity

Figure 12: Attributes Related to Artifacts.

With all of the data required for the abstraction now imported and organized, the

final abstraction node is created using the cypher query shown below.

MATCH (a:blackboard_artifact)

WHERE a.artifact_type_id = "8"

MATCH (a)-[b:ATTRIB]->(c:blackboard_attributes)

WHERE c.attribute_type_id = "4"

WITH *, c.filename_text AS Event

MATCH (a)-[d:ATTRIB]->(e:blackboard_attributes)

WHERE e.attribute_type_id = "2"

WITH *, e.timestamp AS Timestamp

MATCH (a)-[f:ATTRIB]->(g:blackboard_attributes)

WHERE g.attribute_type_id = "4"

WITH *, g.source AS Trace

CREATE (Abstraction:Abstraction{artifact_id:a.artifact_id,
Event :Event ,Trace: ("Source: ")+Trace,Description:"
Installation operation completed successfully",
Timestamp:datetime ({epochSeconds:(toInteger (Timestamp)

-18000) }) . epochMillis ,Group:"1"})
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WITH Abstraction

CALL ga.timetree.events.attach({node: Abstraction, time:
Abstraction.Timestamp, relationshipType: "AT_TIME",
create: true, resolution: "Second"})

YIELD node RETURN node;

MATCH (a:Abstraction) ,(b:blackboard_artifact)

WHERE a.artifact_id = b.artifact_id

CREATE (b)-[:ABSTRACTION_LINK]->(a);

The above cypher query collects the artifacts by their ID number and their at-
tribute types then assigns them to a property in a new abstraction node. The ab-
straction node is created with the collected properties and assigned a group number,
then is connected to the time tree and the original artifact that composed the ab-
straction. The group number for program installations is 1. The time tree is created
by a Neo4j plugin that creates a tree of connected nodes that represent each part of
the associated timestamp. The time tree creates a node for the year, month, day,
hour, minute and second. The abstraction nodes have a relationship with the sec-
onds node. The creation of these relationships maintains the integrity of the graph
database allowing for rapid queries. Figure 13 shows the newly created abstraction
node connected to its associated time tree. The abstraction node (orange) example
shown here indicates that “mIRC” was installed successfully. The time tree indicates
the installation occurred on 20 August 2004 at 14:10:04. Additionally, the timestamp
property of the abstracted node indicates in milliseconds the amount of time since

the UNIX epoch on January 1, 1970.
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Description: Installation operation completed successfully Event: mIRC Group:1 Timestamp: 1093011004000 Trace: Source: Recent Activity

Figure 13: Abstracted Node and Time Tree.

Power Event Abstraction

Power events provide additional context to the examiner and help validate items
within the timeline. Power events require a slightly different strategy than other
events. There are a few indications within the windows event logs that typically only
occur during system startup. The Windows event log data provided by the Plaso
output helps determine system power events. Specifically, Windows event ID 6005
indicates that the event log service was started. Event ID 6005 typically only happens
at system startup and is a reasonable indicator that the target system just booted.
Additionally, the event log ID 6006 indicates the event log service stopped. Event ID
6006 generally only happens at system shutdown and is a reasonable indicator that
the system was turned off.

The power event abstraction starts by importing the data from the PSort CSV
output and storing it in a new node called plaso_attributes. The plaso_attributes node
contains the data necessary to create the final abstraction node similar to the one
created for program installations. Figure 14 shows an example of a plaso_attributes

node. The following example indicates the system event log was started via the event

ID 6005.
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message:
[6005 / 0x1775] Source Name: EventLog Strings: [| Computer Name: MACHINENAME Severity: Waming Record Number: 3
parser: winevi source: EVT srec_file: TSK:/MWINDOWS/system32/config/SysEvent Evi  timestamp: 1092934755000

Figure 14: Plaso Attributes Node.

The final abstraction node is created is created using the following query. The
properties of the plaso_attributes node are matched and sorted based on the event
log ID 6005 or 6006. The collected data is compiled into the abstraction node with
the group ID 2, then is assigned a relationship back to the original plaso_attributes

node and to the time tree

MATCH (a:plaso_attributes)

WHERE a.source = "EVT" AND a.message STARTS WITH "[6005 /"

WITH a, a.timestamp AS Timestamp, "System Startup<br>Event
Log Service Started" AS Event, a.src_file AS
Description, a.parser AS Trace

MERGE (Abstraction:Abstraction{Event:Event, Trace:Trace,
Description:Description, Timestamp:Timestamp, Group
:"2"})

WITH Abstraction

CALL ga.timetree.events.attach({node: Abstraction, time:
Abstraction.Timestamp, relationshipType: "AT_TIME",
create: true, resolution: "Second"})

YIELD node RETURN node;

MATCH (b:plaso_attributes)

WHERE b.source = "EVT" AND b.message STARTS WITH "[6006 /"

WITH b, b.timestamp AS Timestamp, "System Shutdown<br>

31



Event Log Service Stopped" AS Event, b.src_file AS

Description, b.parser AS Trace

MERGE (Abstraction:Abstraction{Event:Event, Trace:Trace,
Description:Description, Timestamp:Timestamp, Group
:"2"})

WITH Abstraction

CALL ga.timetree.events.attach({node: Abstraction, time:
Abstraction.Timestamp, relationshipType: "AT_TIME",
create: true, resolution: "Second"})

YIELD node RETURN node;

Program Execution Abstraction

It is important for the forensic examiner to know what programs were executed
on a target system. Program execution abstractions show the origin of an exploit
or other critical software information. The program execution abstraction is similar
to the program installation abstraction. The abstraction imports the blackboard
attributes data but only where the artifact type ID is 32. Figure 15 shows the
attribute nodes (green) created after the import of the blackboard attributes data.
The selected attribute node shows some, but not all of the information needed to
create the abstraction node. The sample selected node shows its properties at the
bottom of Figure 15. The filepath_text property in following example shows that the
program Cain, a popular password cracking tool, was run. The attribute nodes are
related to the original blackboard artifact node (blue) with the label “ATTRIB”. The

relationships and nodes are used to create the final abstraction node.
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artifact_id:-9223372036854774779 artifact type id: 32 attribute type id:8 filepath text: PROGRAM FILES/CAIN source: Windows Prefetch Analyzer

Figure 15: Program Execution Attributes.

Using the artifact type ID to indicate the type of artifact to be collected, and
using the attribute type IDs all of the data required to create the final abstraction
node is gathered. The query below shows how the data is matched and compiled to

form the final abstraction node with the group ID 3.

MATCH (a:blackboard_artifact)

WHERE a.artifact_type_id = "32"

MATCH (a)-[b:ATTRIB]->(c:blackboard_attributes)
WHERE c.attribute_type_id = "4"

WITH *x, c.filename_text AS Event

MATCH (a)-[d:ATTRIB]->(e:blackboard_attributes)
WHERE e.attribute_type_id = "66"

WITH *, e.trace_text AS Trace

MATCH (a)-[f:ATTRIB]->(g:blackboard_attributes)
WHERE g.attribute_type_id = "8"

WITH *, g.filepath_text AS Description

MATCH (a)-[h:ATTRIB]->(i:blackboard_attributes)
WHERE i.attribute_type_id = "2"

WITH *, i.timestamp AS Timestamp
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CREATE (Abstraction:Abstraction{artifact_id:a.artifact_id,
Event :Event ,Trace: ("Trace: ")+Trace,Description: ("
Filepath: ")+Description,Timestamp:datetime ({
epochSeconds:toInteger (Timestamp)}) .epochMillis , Group
:"3"})

WITH Abstraction

CALL ga.timetree.events.attach({node: Abstraction, time:
Abstraction.Timestamp, relationshipType: "AT_TIME",
create: true, resolution: "Second"})

YIELD node RETURN node;

MATCH (a:Abstraction),(b:blackboard_artifact)
WHERE a.artifact_id = b.artifact_id

CREATE (b)-[:ABSTRACTION_LINK]->(a);

With the final abstraction node created and the group ID assigned it is then
connected to the time tree along side the other abstractions. Figure 16 shows the
final abstraction, with its properties, and the connection to the time tree. The final

abstraction indicates that “CAIN.EXE” was run at 15:33:03 on 27 August 2004.
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Description: Filepath: /PROGRAM FILES/CAIN Ewent: CAINEXE Group:3 Timestamp: 1093620783000 Trace: Trace: Prefetch File artifact id: -9223372036854774779

Figure 16: Program Execution Abstraction.
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File Downloads Abstraction

In today’s internet based world, web download information is critical for deter-
mining where a file or executable came from. The file downloads group shows the
examiner the origin of items introduced to the target system. The file downloads
abstraction is created by importing timestamps, browser data and Uniform Resource
Locator (URL) data from the blackboard attributes nodes. These blackboard at-
tributes are created by importing the required properties only where the artifact type
ID is 5. Artifact type ID indicates that this artifact is from the file downloads category.
Figure 17 shows the artifact node (blue) and the associated attributes (green) of that
artifact. The selected attribute indicates that “Image Stenography 1.5.2 Setup.exe”
was downloaded. The selected attribute is only one of the many properties required
to create the final abstraction node. All the attribute data is collected and used to

create the final abstraction node.

artifact_id: -9223372036854774008 artifact type id:5 attribute type id: 8 filepath_text: C:\Users\Steve\Downloads\Image Steganography 1.5.2 Setup.exe source: Recent Activity

Figure 17: File Downloads Attributes.

The query below shows how the attribute data is abstracted to form the final
abstraction node. Once created, the abstraction node provides the original artifact
ID, event type, URL from which the file was downloaded, browser used to download

the file, timestamp, and the group ID 4.

MATCH (a:blackboard_artifact)
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WHERE a.artifact_type_id = "5"

MATCH (a)-[b:ATTRIB]->(c:blackboard_attributes)

WHERE c.attribute_type_id = "8"

WITH *, c.filepath_text AS Event

MATCH (a)-[d:ATTRIB]->(e:blackboard_attributes)

WHERE e.attribute_type_id = "1"

WITH *x, e.url_text AS Trace

MATCH (a)-[f:ATTRIB]->(g:blackboard_attributes)

WHERE g.attribute_type_id = "4"

WITH *, g.program_name_text AS Description

MATCH (a)-[h:ATTRIB]->(i:blackboard_attributes)

WHERE i.attribute_type_id = "33"

WITH *, i.timestamp AS Timestamp

MERGE (Abstraction:Abstraction{artifact_id:a.artifact_id,
Event :Event ,Trace: ("Source: ")+Trace,Description: ("
Browser: ")+Description,Timestamp:datetime ({
epochSeconds:tolnteger (Timestamp)}) .epochMillis , Group
:"4"})

WITH Abstraction

CALL ga.timetree.events.attach({node: Abstraction, time:
Abstraction.Timestamp, relationshipType: "AT_TIME",
create: true, resolution: "Second"})

YIELD node RETURN node;

MATCH (a:Abstraction),(b:blackboard_artifact)

WHERE a.artifact_id = b.artifact_id

CREATE (b)-[:ABSTRACTION_LINK]->(a);
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The final abstracted node is assigned a relationship to the same time tree as the
other abstractions and to the original artifact. Figure 18 shows the final abstraction
node (orange) with its properties and relationship to the time tree and artifact (blue).

The example shown in Figure 18 shows that “Image Stenography 1.5.2 Setup.exe”

was downloaded using Google Chrome at 00:16:32 on 01 February 2019.

]
0000008 - @ @

Description: Browser: Google Chrome Ewvent: C:\Users\Steve\DownloadsImage Steganography 1.5.2 Setup.exe Group:4 Timestamp: 1548980192000

Figure 18: File Downloads Abstraction.

Web History Abstraction

Web history is another important category for forensic examiners. Web history
abstraction must be handled differently than the previous abstractions due to the
nature of web browsing. When a web page is loaded, many assets are downloaded
and appear as individual web history artifacts. The numerous web assets could create
many artifacts when only a single web page or web session was created. Using ab-
straction rules, AIER shows only the most important parts of web history data to the
examiner and eliminates data overload. To start the abstraction process, the black-
board attributes data is imported and attribute nodes are created with relationships

to the artifact node as shown in Figure 19.

37



artifact_id: -9223372036854775580 artifact_type_id: 4 attribute_type_id: 15 domain_text: stuff. co.nz source: Recent Activity

Figure 19: Web History Attributes.

The selected sample attribute node in Figure 19 shows the domain “stuff.co.nz”
was visited. The domain information combined with the other attributes creates the
final abstraction node. The abstraction provides the username of the account that
visited the web page, domain of the web page, timestamp, the specific URL visited,
timestamp, and the group ID 5. The following cypher query creates the abstraction

node and connects it to the time tree.

MATCH (a:blackboard_artifact)

WHERE a.artifact_type_id = "4"

MATCH (a)-[b:ATTRIB]->(c:blackboard_attributes)

WHERE c.attribute_type_id = "15"

WITH %, COALESCE(c.domain_text ,"Local File Opened") AS
Event

MATCH (a)-[d:ATTRIB]->(e:blackboard_attributes)

WHERE e.attribute_type_id = "1"

WITH *, e.url_text AS Trace

OPTIONAL MATCH (a)-[f:ATTRIB]->(g:blackboard_attributes)
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WHERE g.attribute_type_id = "14"

WITH *, COALESCE(g.username_text,"Unknown") AS Description

MATCH (a)-[h:ATTRIB]->(i:blackboard_attributes)

WHERE i.attribute_type_id = "33"

WITH *, i.timestamp AS Timestamp

CREATE (web_trace:web_trace{artifact_id:a.artifact_id,
Event :Event ,Trace:Trace ,Description:Description,
Timestamp:datetime ({epochSeconds:toInteger (Timestamp)})
.epochMillis,Group:"5"});

MATCH (m:web_trace)

WITH m.Event AS Event ,m.Timestamp AS Timestamp,m.
Description AS Description, collect (DISTINCT m.Trace)
AS Trace, m.Group as Group, collect(m.artifact_id) AS
artifact_id

MERGE (Abstraction:Abstraction{Event:Event,Trace:("URL: ")
+apoc.text.join(Trace,’<br>’) ,Description: ("Username:
")+Description,Timestamp:Timestamp , Group:Group,
artifact_id:artifact_id})

WITH Abstraction

CALL ga.timetree.events.attach({node: Abstraction, time:
Abstraction.Timestamp, relationshipType: "AT_TIME",
create: true, resolution: "Second"})

YIELD node RETURN node;

MATCH (a:Abstraction)

UNWIND a.artifact_id AS art_id

MATCH (b:blackboard_artifact)
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WHERE art_id = b.artifact_id

CREATE (b)-[:ABSTRACTION_LINK]->(a);

The final abstraction node is created and relationships connect it to the original
artifact and the time tree. Figure 20 shows the web history abstraction node (orange),
the original artifact (blue) and the time tree relationship to the abstraction node.
The example node shows that an unknown user visited the domain “stuff.co.nz” at
21:05:55 on 20 January 2019. When Autopsy is unable to determine the user who

visited the domain, AIER displays “Unknown”. Additionally, the full URL of the

visited domain is provided.

6 :
000000°0'0
g . > | | ‘
—
b2

4
15 ?:"t
L4

S .

=<id=>: 49802 Description: Usemname: Unknown Ewent:stuffconz Group:5 Timestamp: 1548882355000
Trace: URL:
artifact id: -9223372036854775580

Figure 20: Web History Abstraction.

3.3 GraphQL

GraphQL [31] is the query language that collects the abstraction data from Neo4;
and presents it to the timeline UI for display. GraphQL allows AIER to select exactly
what data to retrieve and it returns an array of abstractions. GraphQL is made
up of schema and resolver functions. The GraphQL schema and resolver functions
in this research were primarily developed by Adderley, but modified for Autopsy

integration. Figure 21 shows the GraphQL schema used to retrieve the abstraction
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data for the timeline Ul. The schema uses the start time and end time to return
the event string, trace string, description string, timestamp, and group to which the

abstraction belongs.

[Ftype abstraction {
startTime: Float!
endTime: Float!
Event: String
Trace: 5String
Description: String
Timestamp: Float
Group: Int

Figure 21: GraphQL Schema.

Figure 22 shows the resolver responsible for pointing to the abstraction query that
translates the schema to a cypher query. The resolver used in AIER is a simplified
version of Adderley’s resolver function. The only required query for the timeline is
the abstraction query because all of the abstraction data was compiled into a single

abstraction node for each artifact we want to show in AIER.

Eexpnrt const resolvers = {
= Qumery: f{

abstraction: neodjgraphgl

Figure 22: GraphQL Resolver.

Figure 23 shows the cypher query that the resolver points to. The cypher query

finds the abstraction node that exists between the start time and end time bounds
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that the user enters into the timeline interface. The query collects the requested data

and returns an array for use in the timeline.

type Query {

abstraction(startTime: Float!, endTime: Float!):
[abstraction] @cypher(statement:
"MATCH

{abs:Abstraction) WHERE abs.Timestamp >= startTime AND abs.Timestamp <= endTime
WITH aks.Timestamp as timestamp, collect (DISTINCT aks) AS abs UNWIND abks 4S5 x RETURN x")

Figure 23: GraphQL Cypher Query.

3.4 React

React [33] is a JavaScript library developed by Facebook used to build user inter-
faces. AIER utilizes the vis.js timeline JavaScript library. The library was originally
modified by Adderley to create a visual timeline to display the abstracted artifacts
created in earlier steps. AIER allows users to enter a start time and end time then
submit the results. The requested start and end time is passed from the timeline Ul
to GraphQL discussed in Section 3.3. AIER integrates Adderley’s Temporal Analy-
sis Integration Management Application (TAIMA) timeline, with some modification,

into Autopsy.

3.5 Integrated User Interface

The integrated timeline provides an easily accessible display to view the abstracted
artifacts created in the previous sections. After the examiner runs the standard
Autopsy ingest modules, and the AIER ingest module, the timeline is ready for use.
To view the timeline, the examiner can click the timeline button already available
in Autopsy. To retain the original Autopsy timeline functionality, the examiner is
presented with a dialog and must choose between the standard Autopsy timeline and

the ATER Abstracted timeline as shown in Figure 24.
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Select the preferred timeline style

Autopsy Standard = AIER Abstracted Cancel

Figure 24: Timeline Selection Dialog.

3.5.0.1 Timeline Data Display

Once the examiner selects the AIER Abstracted timeline, a new window opens
to display the timeline interface. The timeline is displayed in a new window using
the open source chromium browser to handle the JavaScript interface. The browser
window is presented as a new window with no decoration or buttons, but retains
Autopsy branding and icons. The window is designed to appear as integrated as
possible into the Autopsy UI. Additionally, this secondary window can make use of
a second monitor so the examiner can utilize the entire Autopsy interface alongside
the timeline. Figure 25 shows the timeline interface presented to the examiner. The
examiner can enter their desired start and end time, select submit and the abstracted

artifacts are displayed in their respective groups.
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Submit
Button

Start and End Date Entry Fields

AIER Abstracted Timeline = [m]

Autopsy - :
Branding - =
Program Install

Source: Recent Activity Tool Tip

Installation operation completed successfully

Time: Tue Jan 29 2019 18:28:24 GMT-0500 (Eastern Standard Time) Traces
Power Event

Selected
Artifact
Program Execution (g reen)
Deselected

Artifacts
(red)

Abstraction
Categories

File Downloads

Web History

Artifact

Times
_ ° ' J
Time 18:20 | 18:30 1835 18:45 <
Grid Tue 29 January

Figure 25: AIER Interface Detail.

The following figures show the steps a user took to download and install the com-
mon encryption software TrueCrypt. First, Google Chrome was opened as shown in
the program execution category in Figure 26. Next, the user browsed to Google.com
shown in the web history category, and searched for True Crypt followed by a visit to
a softpedia.com page about TrueCrypt as shown in Figure 27. Next, the user down-
loaded TrueCrypt from softpedia.com and saved the executable as indicated in the
file downloads category shown in Figure 28. Within the program execution category
TRUECRYPT SETUP 7.1A.EXE was run and the tooltip next to the selected artifact indi-

cates the user executed the downloaded program from the /USERS/STEVE/DOWNLOADS

44



directory at 18:28:17 on 29 January 2019 as shown in Figure 29. Lastly, within the
program install category, TrueCrypt version 7.1a was installed a short time after the

setup executable was run and is shown in Figure 30.

Start Date/Time a1/ 29/ 2018 #5:31:35 Py B [End Date Time 83,39,/ 2818 87 :31:25 Pri ) | Submit
o Trace: Prefetch File
Filepath: /PROGRAM FILES (X86)/GOOGLE/CHROME/APPLICATION
Time: Tue Jan 29 2019 18:26:12 GMT-0500 (Eastern Standard Time)
Power Event
Trace: Prefetch File
Filepath: /PROGRAM FILES (X86)/GOOGLE/CHROME/APPLICATION
Pr E Time: Tue Jan 2% 2019 18:26:12 GMT-0500 (Eastem Standard Time)
ogram Execution
File Downloads
Web History
18:25
Tue 29 Jamuary
Figure 26: Chrome Execution.
Start Date/Time o1/29/2019 05:31:25 Pn ) [End Date/Time o1/29/2019 07:31:2% Pm | Submt
lPrngﬂm Install | | [ | 1 |

URL: https://www.softpedia.com/get/Security/Encrypting/TrueCrypt.shtml
Username: Unknown
Time: Tue Jan 29 2019 18:27:11 GMT-0500 (Eastern Standard Time)

softpedia.com

Program Execution

File Downl

Web History

\

URL: https://www.softpedia.com/get/Security/Encrypting/TrueCrypt. shtmi |
Username: Unknown

Time: Tue Jan 29 2019 18:27:11 GMT-0500 (Eastern Standard Time)

18:25 18:32

Tue 19 January

Figure 27: Google Web History.
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Start Date/Time a1/29/ 2019 851 531: 28 M

B |[End DateTime a1/ 29/ 2008 87 :31:2% P O] Submi

Program [nstall

Power Event

Program Execution

File Diownloads

Web Hustory

18:25

I

I I . _—

Source: https://softpedia-secure-download.com/d|/f269b98f6df9dab
Browser: Google Chrome
Time: Tue Jan 29 2019 18:27:43 GMT-0500 (Eastern Standard Time)

Tua 1 Jasusry

C:\Users'Steve'Downloads' TrueCrypt Setup 7.1a.exe

source: hitps://softpedia-secure-download.comy'dl/f269b98fedfodab)
Browser: Google Chrome
ime: Tue Jan 29 2019 18:27:43 GMT-0500 (Eastemn Standard Tine

C:Unery Steve Dewnloads TrueCrypt Setup 7. 1aeme

18:26

18:31

1833

Start Date/Time a1/ 29

1%

Figure 28: TrueCrypt Downloaded.

@5:31:25

o 0 [End Date/Time e/ 29/ 2099 #7:33:25 PH | Subm

Trace: Prefetch File
Filepath: /USERS/STEVE/DOWNLOADS
Time: Tue Jan 29 2019 18:28:17 GMT-0500 (Eastern Standard Time)

File Downloads

Wb History

1825

Tue 19

TRUECRYPT SETUF 7.1A EXE

Jamuary

Trace: Prefetch File
Filepath: fUSERS/STEVE/DOWNLOADS

TRUECRYPT SETUP TIAEXE

1828

Time: Tue Jan 29 2019 18:28:17 GMT-0500 (Eastern Standard Time)

1833

Figure 29: TrueCrypt Setup Executed.
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Start Date/Time o1/ 29/ 2819

@5:31:25 P [ [End Date/Time a1 /29, 281% &7:31:35 Po B | Submit

Program lnstall

Source; Regent Activity
Installation operation completed successfully

Time: Tue Jan 2% 2019 18:28:24 GMT-0500 (Eastern Standard Time)

Source: Recent Activity
Installation operation completed successfully
Time: Tue lan 29 2019 18:28:24 GMT-0500 (Eastern Standard Time)

TrueCrypt v.7.12

File Downloads

Wb Hustory

18:25

18:26

Tue 19 January

18:3]

Figure 30: TrueCrypt Installed.

3.5.0.2 Autopsy - AIER UI Integrations

In some cases, an examiner may not have a date and time to start the reconstruc-
tion process or may have limited information to work with. Without start and end
date parameters the examiner may use Autopsy’s keyword search to find related arti-
facts. The integration of AIER allows the examiner to right-click an artifact and view

it in the AIER timeline alongside other temporally related artifacts. The right-click

context menu selection is shown in Figure 31.
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Figure 31: View in AIER Context Menu.

A dialog appears, as shown in Figure 32, allowing the examiner to select the times-
tamp they wish to use within the AIER timeline. They may choose the modified,
accessed, changed, or created time. The examiner can also specify the number of sec-
onds, minutes, hours, or days they want to include on either side of the selected item
allowing the examiner to see the selected artifact and all the other related artifacts

on the timeline within the selected time range.

View Item in AIER X

|
| @ Program Mame: TRUECRYPT.EXE at 2019-01-29 18:31:25E5T
Choose the time you want to add before and after the selected artifact.

llil Minutes e

Cancel

Figure 32: View in AIER Dialog.
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An examiner often needs to authenticate an artifact or needs more information
about an artifact they find in AIER. If the examiner double-clicks an artifact on
the AIER timeline, the data about that artifact is transmitted back to the Autopsy
interface and a new content view pane is shown with additional data about the arti-
fact. Figure 33 shows the content viewer pane when TrueCrypt was double-clicked on
the AIER timeline. The double-click function completes the integration of the AIER
timeline into Autopsy to automate event reconstruction and enable examiners to gain

an understanding of the events that occurred on the target image.
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Figure 33: AIER Double-Click Results.
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3.6 Summary

The integrated AIER timeline and ingest module help to automate the reconstruc-
tion process for the digital forensic examiner. Prior to this research, to make use of
the ideas and processes researched by Schelkoph and Adderley, the forensic examiner
had to manually process an image, transform the data, create the graph database,
and initiate the timeline. The integration and automation of these processes through
AIER improves the examiner’s workflow, decreases information overload, and pro-
vides the examiner with the information needed to reconstruct cyber events more
rapidly. Now, even a novice examiner can use new or old autopsy cases with the
ingest module. The ingest module examines the Autopsy database, uses Plaso to ex-
tract Windows event logs, compiles the data, abstracts the data into high-level events,
organizes the data for rapid querying within the time tree, and presents the data on
the integrated AIER timeline. In addition to entering manual start and end times
on the timeline, the examiner can right click items in Autopsy for further inspection
in AIER. Lastly, the examiner can double-click items in AIER for further inspection
in Autopsy. These varying uses for the timeline give the examiner great flexibility to

further enhance their workflow.
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IV. Integration Assessment Process

This chapter discusses the assessment of the Autopsy Integrated Event Recon-
struction (AIER) timeline integration and data ingest process. Included in the chap-
ter is an explanation of how the typical digital forensics examiner would use AIER.
Additionally, three user stories were developed to test the integration and ingest pro-
cess. Lastly, this chapter explains how the integration of the AIER timeline and

ingest process fit within the workflow of the digital forensics examiner.

4.1 Assessment

Chapter I1I explained the process to ingest an image in Autopsy through the ATER
ingest module and display an abstracted timeline. AIER allows examiners to improve
their workflow through abstraction, automation, and visualization. The following
sections discuss the typical digital forensic examiner workflow, and illustrate three use
cases that show the viability of the automated event reconstruction process. Viability
is confirmed by locating key artifacts within the five ATER timeline categories. In each
scenario I act as the examiner and had limited information prior to the development
of the user scenario to prevent bias. Each system image has a set of specific questions
or goals for each image. Accurately answering these questions or accomplishing these

goals proves the viability of the AIER process.

4.2 Digital Forensic Examiner Workflow Integration

Similar to physical investigation processes, digital forensics relies on three main
phases. The extraction and preservation of data, identification of evidentiary artifacts,
and reconstruction and analysis of events. AIER is concerned with the last two phases,

identification and reconstruction of events. The preservation of data only requires
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the examiner to start the forensic duplication of the target image. The last two
phases are the most time consuming within the examiner’s workflow. Identification
and reconstruction of the events found on the target image require the examiner to
manually search and document artifacts. Event reconstruction is a skill and requires
the judgement of the examiner to determine if an artifact is substantial. While
the goal is not to replace the examiner’s judgement, AIER assists the examiner by
eliminating irrelevant data through abstraction. The following sections illustrate the

integration of the AIER timeline in the examiner’s workflow in more detail.

4.3 User Stories

The following user stories demonstrate the examiner’s ability to find key artifacts
within the five abstraction categories using the AIER timeline. Each scenario starts
with a brief background story followed by a walkthrough of the ingest process and
event discovery in the integrated timeline.

The evaluation of AIER uses three Windows system images provided by 1) the
National Institute of Standards and Technology (NIST) Computer Forensic Refer-
ence Data Set [35], 2) Digital Corpora [36], and 3) Air Force Institute of Technol-
ogy (AFIT). These image operating systems include Windows XP and Windows 10.
Currently, the AIER timeline is limited to Windows operating systems, however Sec-
tion 5.3 discusses the inclusion of other operating systems in the future. NIST pro-
vides questions and the answers to help guide the forensic process for the first image
and scenario one will use a portion of these questions that specifically fall within the
abstraction categories. The other two scenarios set a goal for the examiner and tests

AIER to see if it can meet the goal.
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4.4 Scenario 1 - Mr. Evil

The following scenario involves a suspect by the name of Greg Schardt [37].
Schardt’s computer, a Dell CPi notebook, was found abandoned on 20 September
2004 with a Personal Computer Memory Card International Association (PCMCIA)
wireless networking card and homemade antennae. Schardt is suspected to be a
hacker and is known by his online persona, Mr. Evil. His associates say he would oc-
casionally park his vehicle near wireless access points and attempt to intercept traffic
in an effort to acquire credit card numbers, usernames, and passwords. The goal of
this scenario is to locate evidence of hacking software and any data that identifies Mr.
Evil as the user of the computer. The scenario was chosen to illustrate the ability of
the timeline to work with older operating systems. Scenario 1 uses Windows XP, and
due to the age of this operating system some artifacts may not be detectable. This
is a limitation of the Sleuth Kit and Autopsy. The AIER ingest module relies on the
accuracy of the Autopsy database to create abstracted artifacts.

Using the integrated timeline and ingest module we will answer the following
questions, and where applicable, confirm their accuracy with answers provided by

NIST:

1. Find at least six installed programs that may be used for hacking [35].

2. When were these programs run?

3. What user likely ran these programs?

4. Find any indication the installed programs were downloaded from the internet.
5. Determine the internet source of the downloaded programs.

6. Note any power on and power off events indicated by the system [35].

7. Find additional information to determine the identity of the primary user.
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4.4.1 Scenario 1 Walkthrough

To begin processing the image, a new case is created in Autopsy and the standard
Autopsy modules are run. The standard Autopsy modules populate the Autopsy
database for use by the AIER ingest module. Next, the AIER ingest module is run
to build the abstracted timeline for examiner review as shown in Figure 34. After
completion of the ingest module, the examiner searches for artifacts within the image.

M Run Ingest Modules *

Steps Configure Ingest Modules

1. Configure Ingest Modules
Run ingest modules an:

All Files, Directories, and Unallocated Space w

= CIMUSUUET T I CATECT
C] Picture Analyzer

C] Keyword Search

C] Email Parser

D Encryption Detection MOTE: The AIER ingest module is disabled by default because
C] Interesting Files Identifier this module must be run after all standard Autopsy modules.
C] Central Repository

[:] PhotoRec Carver

C] Virtual Machine Extractor

[:] Data Source Integrity

[ uemene ]
C] Android Analyzer (aLEAPP)

C] DJI Drone Analyzer

C] Plaso

C] YARA Analyzer

(] i0S Analyzer (LEARF)

C] GP¥ Parser

C] Android Analyzer

This module can take a while to finish.

Runs AIER to produce a timeline,

Select All Deselect Al History

ack Mext = Cancel Help

Figure 34: AIER Timeline Ingest.

After completion of the ingest module, the examiner begins searching for artifacts
within the forensic image. The target system was found abandoned on 20 September
2004, therefore a search between 1 September and 20 September 2004 is a good place

to start. September yields no results so the examiner conducts a search for the month
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of August. The search yields many results and creates a large scroll-able timeline as
indicated in Figure 35. These results are concentrated around the 19, 20, 25, 26, and

27th of August 2004.

Figure 35: August Search Results.

Starting with 19 August 2004 we can conduct a search for the entire day. The
search yields many results but nothing that indicates suspicious behavior. Next, a
search including the entire day of 20 August 2004 provides many results with many
suspicious artifacts. These artifacts are concentrated around 11:00:00 to 12:00:00,
15:00:00 to 16:00:00, 19:00:00 to 20:00:00, and 20:00:00 to 21:00:00. Starting with
a search for the 11:00:00 to 12:00:00 time block we find the system was started at

approximately 11:01:22 as shown in Figure 36.
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Figure 36: System Start.

Shortly after system startup, a series software installs occurred to include the

following hacking tools as shown in Figure 37:

e Anonymizer Bar 2.0 - Installed at 11:05:09

Cain and Abel v2.5 betad5 - Installed at 11:05:58

Cute FTP - Installed at 11:09:02

Cute HTML - Installed at 11:09:03

123 Write All Stored Passwords - Installed at 11:13:08
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Figure 37: Hacking Tool Installations.
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In addition to the program installation artifacts we can see the execution of the
setup files that initiated the installation of the programs in Figure 38. A review of
the executed programs reveals the execution of the setup file for Power Toys. Power
Toys was executed from one of Mr. Evil’s directories and could indicate that the user
Mr. Evil executed these installations as shown in Figure 38. No additional artifacts

are shown in the other categories to indicate the source of these executables.
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Figure 38: Setup File Execution.

Next, a search for the entire day on 25 August 2004 reveals more suspicious activ-
ity. The system was booted and shortly after, the suspect executed LALSETUP250 . EXE.
Figure 39 shows the suspect installed LookQLAN at approximately 11:56:11 and the
installation is another indication of the suspect using hacking software. Addition-
ally, Figure 40 shows user Mr. Evil doing web research about hacking and computer

threats on elitehackers.com later that day.
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Source: Recent Activity
Installation operation completed successfully
Time: Wed Aug 25 2004 11:56:11 GMT-0400 (Eastern Daylight Time)
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Figure 39: Look@QLAN Installed.
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Figure 40: Hacking Research Web History.
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Next, a search for the entire day of 26 August 2004 reveals an attempt by the
user to use Look@LAN to potentially hack other systems. Figure 41 shows the user’s

hacking session lasted approximately one hour from 11:00:00 to 12:00:00.

[ [End Daile Timelas, 26/ 2008 11:58:33 P o[cem)
Trace: Prefetch File

Filepath: /PROGRAM FILES/LOOK@LAN
Time: Thu Aug 26 2004 11:06:14 GMT-0400 (Eastern Daylight Time)

Power Event

Program Execunon

| Trace: Prefetch File
Filepath: [PROGRAM FILES/LOOK@LAN
Time: Thu Aug 26 2004 11:06:14 GMT-0400 {Eastern Daylight Time)|

File Downloads

Web History

L]
1030 1100

Thu 26 August

Figure 41: Hacking Session.

Lastly, a search for the entire day of 27 August 2004 reveals a substantial amount
of activity indicating the user was trying to hack other systems. Figure 42 shows
the system was started followed by the installation of NETSTUMBLER.EXE, a common
wireless network utility. Shortly after the execution of NETSTUMBLER.EXE the user
ran WINPCAP, a tool that captures network packets. After the packet capture was
complete, the user installed ETHEREAL, the original name of Wire Shark, a common
packet inspection tool. Lastly, the user ran CAIN.EXE, a common password cracking
tool. Shortly after running CAIN.EXE the user Mr. Evil browsed to msn.com and
signed in. The execution of CAIN.EXE followed by the log in at msn.com indicates

Mr. Evil likely accessed someone’s account.
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Figure 42: Last Hacking Session.

4.4.2 Scenario 1 Analysis and Results

The integration of the AIER timeline and ingest module into Autopsy allowed the
examiner to find the necessary information to determine the steps the hacker took in
the scenario. The scenario provided a general starting time frame and the examiner
was able to determine concentrated dates of activity. Working through each date
the examiner could see a pattern of hacking research, hacking tool execution and
installations, and the potential capture of a user’s data. Additionally, the examiner
was able to answer most of the questions described at the beginning of this section.

The examiner was able to find all six hacking tools, when they were run, the user of
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these programs, and the examiner was able to note system power on and power off
events. Unfortunately, Autopsy was unable to provide any web download history, and
subsequently the AIER timeline was unable to display download results. The lack of
information was due to the age of the operating system and limitations of Autopsy.
Where applicable, the questions provided by NIST were verified to be accurate when

compared to the results the AIER timeline provided.

4.5 Scenario 2 - NARCOS

The following scenario is provided by Digital Corpora and involves three suspects
[38]. The scenario will only focus on one of the suspects named Steve Kowhai and
the scenario will only use Kowhai’s computer image. Digital Corpora provides the

following background information about Kowhai:

Steve is a big player drug distributor/dealer in the lower north island of
New Zealand and is wanting to find some quality product to expand his
growing empire even more. Steve has contacted a source (John) in the US
to smuggle in a taster of the product he plans to buy in larger quantities
later. Steve has provided John with information about New Zealand and
points on how best to smuggle the product into Wellington without raising
any alarms at customs. Steve knows a thing or two about digital forensics
and decided to use steganography to hide the document within a picture
36].

The image used in this scenario utilizes Windows 10 Pro and represents a more
modern operating system as compared to scenario one. The more modern operating
system results in more artifacts detected by Sleuth Kit. Better artifact detection sub-
sequently increases the number of abstracted artifacts displayed in the ATER timeline.
In this scenario there are numerous artifacts and potential evidentiary items. For the

purposes of this research the focus will only be on discovering steganography software

and the potential source.
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4.5.1 Scenario 2 Walkthrough

The scenario background did not provide any starting date to begin working from,
therefore to begin working with this image we will start in the Autopsy user interface
to establish a start date for the timeline. The background states Steve is familiar with
steganography, so we can conduct a keyword search in Autopsy to look for programs
that could assist Steve in hiding data. Figure 43 shows the results of the keyword

search for the term “steganography”.
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Figure 43: Steganography Results.

Next, right-clicking on Image Steganography.exe and selecting “View Source
File in ATER...” displays a dialog box as shown in Figure 44. Selecting the Modified
Time and a reasonable scope of 10 minutes either side of the timestamp for the

selected artifact we can view the execution of the file in the AIER timeline.
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| View File in AIER X

Image Steganography.exe
Choose the time type and amount you want to add before and after the selected file.
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10[%{ Minutes e

Cancel

Figure 44: AIER Dialog.

Selecting a scope of 10 minutes surrounding the selected artifact gives additional
context around the artifact that can help determine its origin. The timeline dis-
plays the execution of the steganography program after a Google search for “image
steganography download” and a subsequent visit to sourceforge.net. Sourceforge.net
is a common file hosting website. Shortly after a visit to sourceforge, a file is down-
loaded to user Steve’s downloads folder as shown in Figure 45. Soon after the down-

load, the Image Steganogrpahy executable is executed.
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Figure 45: Steganography Download.

Figure 45 indicates Steve has hidden data using the steganography tool and likely
sent the packaged image via protonmail, Steve’s chosen webmail service. Using the
Autopsy user interface and the AIER timeline together enables the examiner to find
artifacts, determine their source, and reconstruct the significant artifacts along a time-
line. Without the AIER timeline the examiner needs to manually locate the source
of the executable and trace how it got onto the system. AIER eliminated the need

for the examiner to manually gather all the artifacts with timestamps surrounding

the steganography executable.
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tamp for these artifacts and conduct searches based on those timestamps to manually
find correlated artifacts. Additionally, the examiner would need to manually order
the artifacts to establish their order. AIER automates this process to improve the

examiner’s workflow.

4.5.2 Scenario 2 Analysis and Results

Scenario two provided a different opportunity to use the AIER timeline integra-
tion. The scenario did not provide a starting time frame for the examiner to work
from. The examiner in this scenario started the process in the Autopsy user interface
with a string search. The string search resulted in the discovery of steganography
software. The search did not provide any additional information about the source
of the software. However, by using the right-click function and viewing in the AIER
timeline the examiner was able to determine the web based source of the software,
when and where the software was downloaded, who downloaded the software, and
when the software was used. The examiner was also able to gather more informa-
tion about how the embedded image was transmitted after it was created with the
steganography tool. The full trace of suspicious activity coupled with the integrated

Autopsy features allows the examiner to make quick and accurate reconstructions.

4.6 Scenario 3 - Boddy Inc.

The final scenario uses Windows 10 and was taken from the Computer Science
and Computer Engineering (CSCE) 527 Cyber Forensics course offered at the AFIT.
This image is part of an ongoing police investigation due to an altercation between
Mr. Golden Mustard and Miss Ruby Scarlet arguing over a computer. During the re-
sponse police seized the hard drive image used in this scenario and some questionable

Universal Serial Bus (USB) thumb drives. One of the thumb drives was a keylogger
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device. The keylogger did not provide any clue as to who is responsible for its use
on the computer. There are seven individuals that used the shared computer; Mr.
Boddy, Col Mustard, Mr. Green, Professor Plum, Miss Scarlet, Mrs. Peacock, and
Mrs. White. In this scenario the examiner attempts to figure out who is responsible

for the keylogger found connected to the system.

4.6.1 Scenario 3 Walkthrough

This scenario provides very little information for the examiner to work from. The
examiner starts their search by using the Autopsy timeline histogram to determine
when most of the activity on this system occurred. Viewing the histogram indicates
that most activity occurred in 2017 and the only web activity on the system occurred
in 2017. Additionally, in 2017, nearly all activity occurred in the month of June as

shown in Figure 46.

Mumber of Events (Logarithmic)

-:
January February March April May June
207

Start: | Jan 1,2017 12:00:32 AM ® 2B Zoominfout to ~

Figure 46: Boddy Inc. Activity.
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Knowing most of the events occurred in the month of June, now the examiner can
do a simple keyword search for “keylogger” in the Autopsy user interface. The search
resulted in web cache artifacts including the word keylogger and most of the events
occured in June. One of Autopsy’s first results is a photo of a PS/2 style keyboard

keylogger as shown in Figure 47.

Figure 47: PS/2 Keylogger.

Next, the examiner discovers more information about this internet session by

right-clicking and selecting the artifact from Figure 47 then choosing “View Source
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File in ATIER...”. The examiner chooses a reasonable time scope of one hour. Internet
activity is displayed including searches for penetration testing and software keyloggers.
Hovering over an artifact and reading the tooltip box provides additional information.
Figure 48 shows an unknown user viewed the web site symantec.com and specifically

viewed an article about spyware keyloggers.

Start Dale'Time ae/ 12/ 2017 10141119 & 0O [End DateiTimeéae /1272007 12141210 M 0 | Submi

Program Install

URL: https://www.symantec.com,/connect/articles/introduction-spyware-keyloggers
Username: Unknown
Time: Mon Jun 12 2017 12:02:43 GMT-0400 (Eastern Daylight Time)

Power Event

symantec com

Program Execunion

File Downloads

URL: https: /fwww.symantec.com/connect/articles/fintroduction-spywaré-keyloggers|
Username: Unknown
Time: Mon Jun 12 2017 12:02:43 GMT-0400 (Eastern Daylight Time)

Fmase. oo

Web History

11:55 12:00 12:05 12:10

Mon 11 June

Figure 48: Keylogger Searches.

The timeline indicates the user is unknown because the Autopsy database did
not provide a specific user attributed to this session. However, there are other ways
to determine the user who visited this web page. Double clicking the highlighted
web history artifact shows the examiner more information about the artifact in the

Autopsy user interface.
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Figure 49: Keylogger Trace.

After double clicking an artifact in AIER, an Autopsy content viewer pane opens to
display any potential trace that could help figure out who viewed the web page. At the
bottom of Figure 49 you can see the file path for the Google Chrome cache information
related to this web page visit. The file path would indicate that Mr. Green was doing
research about keyloggers. Figure 50 shows a visit to hakshop.com shortly after
the symantec.com visit. Double clicking on the hakshop.com artifact opens another
Autopsy content viewer pane to display the metadata about this particular web page
visit. The metadata reveals that Mr. Green also visited this web page as shown in

Figure 51
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Figure 50: USB Rubber Ducky Trace.
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Figure 51: USB Rubber Ducky Metadata.
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Visiting the web page shown in Figure 50 takes the examiner to a web based store
selling hacking devices. Available for purchase at this web page is the same USB
device seized at the scene. Figure 52 shows the USB device for sale on the web page
visited by Mr. Green. The examiner can deduce that Mr. Green is likely to have

planted the keylogger device.

Figure 52: USB Rubber Ducky [39].
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Viewing the device at hakshop.com, the examiner can see the main integrated
circuit on the USB thumb drive. It appears to be an Atmel chip and is visible
within the USB devices section of the Autopsy user interface. The device is listed
as an attached USB device. Further research on the Atmel chip indicates that it is
an integrated circuit for a keyboard explaining how the USB device captures typed

data. Figure 53 shows when the keylogger was connected to the system.
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Figure 53: Keylogger USB Device Attached.

4.6.2 Scenario 3 Analysis and Results

This scenario showed another way the ATER timeline and ingest module is used to
discover and reconstruct system events. The scenario provided no starting point for
the examiner, however, after viewing the timeline and a keyword search, the examiner
was able to discover substantial information. The Autopsy and AIER integrations
enabled the examiner to reconstruct the events leading to who likely planted the
keylogger. While this timeline integration did not answer all the potential questions

in this scenario, it enabled the examiner to generate other leads to look into further.
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4.7 Summary

This section demonstrated how the AIER timeline and ingest module helps to
automate event reconstruction for the forensic examiner. Automating this part of
the examiner’s workflow helps alleviate some of the problems causing forensic case
backlog. In the three scenarios presented in this section, the AIER ingest module
pulled data from the Autopsy database and, using Plaso, pulled data from the source
image. After the ingest of this data the AIER ingest module abstracted the data and
stored the abstractions in a graph database. The data was retrieved and presented in
the ATIER timeline for use by the examiner. The examiner in the three scenarios was
able to use the integrated timeline with the Autopsy user interface in various ways

to reconstruct system events.
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V. Conclusions

5.1 Summary

This research proposed a solution to help digital forensic examiners overcome
expanding data sets and a backlog of digital forensic cases. Using automation, ab-
straction, and visualization techniques integrated into the forensics tool Autopsy, the
workflow of the digital forensic examiner is improved. The integration allows the ex-
aminer to make use of the Autopsy Integrated Event Reconstruction (AIER) timeline
to reconstruct events during a digital forensic examination.

AIER was able to automate the event reconstruction process for the forensic ex-
aminer using a novel Autopsy ingest module and abstraction and visualization tech-
niques. Testing this process using the scenarios in Chapter IV showed that this

integration improved the forensic examiner’s workflow.

5.2 Limitations

The AIER process is limited by the ability of Autopsy to recognize and record
artifacts accurately. The AIER ingest module relies partially on the database used by
Autopsy to abstract data and display artifacts on the AIER timeline. If an artifact
is not detected and recorded in the Autopsy database it will not be displayed by the
AIER timeline.

Another limitation of this process is the reliability on Plaso. This timeline creation
tool only works on Windows operating systems. Within this research, the Plaso
timeline tool is used to parse Windows event logs. If Windows events are not required
it is possible to remove the Plaso process from the AIER ingest module. This is
discussed further in Section 5.3.

The Neo4j graph database presents another limitation of this process. Currently,
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the AIER ingest module creates Comma Separated Value (CSV) files as an intermedi-
ate storage medium before adding that data to Neo4j. This is the most effective way
to add data and run the abstractions in Neo4j. This can create a storage and pro-
cessing bottleneck. Eliminating Neo4j and using a different database medium could
improve these problems.

The AIER timeline and ingest module does not support multi-user cases. Each
user that wants to work with the timeline will have to run the AIER ingest module
individually. Section 5.3 proposes that modifications be made to allow the timeline
to be accessible by multiple users.

Lastly, the integrated timeline is currently limited to five categories of abstracted
data. These categories can be modified, however, additional abstraction rules will
need to be created to accomplish this. The addition of more categories will increase

the usefulness of the timeline integration across many more cases.

5.3 Future Work

5.3.1 User Study

A full user evaluation of this work will provide more feedback about the user
experience and the impact on the examiner’s workflow. AIER was evaluated based
on the perspective and experience of the developer and not the end-users. A formal
user study would test AIER’s usefulness and the impact it has on a variety of forensic
examiners. The formal user study would aid AIER’s further development and allow

for improvements based on the study feedback.

5.3.2 Technical Improvements

Adding more categories to the timeline allows the examiner to display more ar-

tifact types. This would increase the number of cases that would find the timeline
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useful. Currently, the timeline fits a relatively small number of case profiles due to
the limiting abstraction categories.

Another future area of study for this process could include adding options to
the ATER ingest module. One of these options within the module could enable and
disable the additional abstraction categories. This would allow the timeline to be more
tailored to the case. Additionally, with Plaso disabled, the ingest module will not
parse Windows event logs. This will allow the timeline to make use of any operating
system that Autopsy can ingest.

Autopsy allows multiple users to work on a case at the same time. Adding func-
tionality to allow the AIER timeline to be utilized by multiple users would be very
helpful to multi-user cases. One way to solve the problems with multi-user cases is
to move Autopsy to JavaServer Faces (JSF) technology. Adopting JSF moves ingest

processing work done by Autopsy to the server-side instead of the client-side.
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