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Splunk Query Name: Last 30 Days - Possible Theft of IP

Terms: 'host=HECTOR [search host="zeus.corp.merit.lab" Message="A user account was disabled.
eval Account_Name=mvindex (Account Name, -1) | fields Account Name | strcat Account_Name
"@corp.merit.lab" sender_address | fields - Account_Name] total bytes > 50000 AND

recipient address!="*corp.merit.lab" startdaysago=30 | fields client_ ip, sender address,
recipient address, message_subject, total bytes'
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Scope of the Insider Threat

Organization’s Intentionallyor  Negatively Affect
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who have or toactin away
had authorized
use thataccess that could
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Employees
Theft of Intellectual Property
CyberSabotage Integrity, or Availability of
Information or Systems
Disruption of Organization’s
) Abilityto Meetits Mission
Workplace Violence

Full-Time Employees

Degradation of Confidentiality,

Information
Part-Time Employees

Temporary Employees
Technology

Social Engineering Damage to Organization’s
Reputation
Accidental Disclosure
. - Harm to Organization’s
Acudgntal Loss or Disposal of T
Equipment or Documents

Contractors

. Facilities
Trusted Business Partners
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The Critical Path to Insider Risk

ePersonal or Social Skills
. __ ePrevious RuleViolations
Personal Predispositions eSocial Network Risks
ePersonal
eProfessional
Stressors eFinancial
e|Interpersonal ® Personnel
. ) eTechnical ® Counter-productive Behaviors
Concerning Behaviors *Security ® Social Network
eFinancial ® Travel
: e|nattention
oPrObIe.maF'c *No riskassessmentprocess
éii;g:;;gn elnadequateinvestigation
eSummary dismissal or other actions thatescalaterisk

AdaptedfromShaw, Eric, and Laura Sellers. "Application of the CriticakPath Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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Insider IT Sabotage Overview

Background

Risk Model

Insider IT sabotage: msider incidents in which the insider uses information technotogy fo
direct specific harm &t an crganization or individual

Motivations: revengs, pomarily in response to a negative work-retated event such as a
demation, transfer. dispute with a co-worker, or termination
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Incident progression: an insidar's unmat expectations (pay, promotion, workioad, efc. ), _I_"._ : Fraree {AM 'L'ﬁv(,,yj » ] | :.".:':'L‘:,,, ‘
combinad with personal predispositions (history of rule violations, cowodker conflicts, efc ), o N ST A Techial | st Fias
may lead to disgruntiement. Disgruntied insiders may begin to exhibit behavioral o Saactiont }‘“ [Mm..m,, 5
precursors (decline In work performance / attendance, etc, ), which may be discovered by ,mv,,}‘ = [m;m .
the organezation, who in tum imposes sanctions. Sanctions can lead 1o increased = Expectation BN Monitorng | *
disgrunttement, pushing an insider down the path to an incident. Technical precursors ; ] Percelvad Anhot 14
follow, Including satting up unknown access paths to conceal activity. Without sufficient e e,‘ S pociation ' insider Attack | |
technical and hehavioral monitoring, the organization's parceived risk of an insider attack £ cagon | | | Fukiiment I \ : !
may be lower than the actual risk. This can lead to an organization over-trusting an insider, 5% Fﬁn?mv— S
which in combination with decreased monitoring, can impair the organization’s abiity to Personal \ Precos tatng | R ‘{ Trust of Imndﬂ_rJ.
detect an altack | Peadispositon | L__Evem
Associated Potential Risk Indicators Applicable Data Sources
e + Repeated violation of organizatonal policies and procedures Account creation logs Identity management Change and
systems configuration
Stressors +* Co-worker conflicts management systems
Concaming * Sudden decline in job performance or work attendance
Behaviors = Aggressive of violen! behavior
+ Unauthorized modification or deletion of critical system Intrusion detection / User activity monltoring Backup system access
configurations prevention systems jogs
* Unauthonized modification or deletion of logs or backups
a + Creating and using backdoor, shared, non-attributable, and
armiul Act unauthorized accounts ;
+ Downloading and installing malicious code and / or hacking Confidential / Human resource Employee performance
tools anonymous reporting management systems management systems
* Tampaering with, disabling, or attempting o disable security systoms
controls
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Workplace Violence and Insider Cyber Sabotage: Two
Sides of the Same Coin?

Execution of malicious code Active shooter

Problematic
Organizational
Responses

Visiting internet underground CO ncerning BEhaViO rs Verbal threats to cause physical
harm
Lack of resources to Perceived harassment by
do job well Stressors coworkers

Demotion without changing access Loss/Suspension of Rights and Privileges

1 1+1 Resolving conflict b
Hacker Personal Predispositions VIng Y
physical means
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Hypothesis: Common Path Before Divergence

Prevalence of Physical
Manifestation

Prevalence of Cyber
Manifestation
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If Correct, So What?

« Costsavings in controls
» Better risk models
* Increased value for cross-organization collaboration
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Insider Harm to Others Overview

Background

Risk Model

Insider Harm to Others insider incidents in which e insider exploits physical securty
gaps 1o direct potentially lethal force at an organization's empioyees or other bystanders

Motivations: revenge, pnmanly In response to a negative workrefated event such as a
demotion, transfer, despute with a co-worker, ¢ lermination, In some crcumstances, the
Insider may misdrect anger related 10 & personal Me event toward the organizalion in
response to the perceived wrongdoeng of the organization

Incident progression an insider's unmel expeciations (pay. promotion, workioad, etc),
cormbined with personal predispositions (history of aggression and wolence, low sell.
mondonng behavior, etc), may lead to disgruntiement, desperation, or dstress.
Desgruntied Insiders may begin 10 exhibit behavioral precursors (deckne In work
performance | attendance, elic ), which may be discovered by the organizaton, who in turn
may or may not impose sanchons Falure to implement appropnate sanchions related to
speciiic, lowes-consequence harmful acts (staking, attempled violent acts, “boundary-
pushing,® efc ), wiech act as & form of reconnaissance for the Insider, may push the Insides
to mare extreme harmful acts.

Associated Potential Risk Indicators

Prafessonsd
Stessors

Uramatic
Chargesm
Petsonsity of derdfic abion
Betusnor with Violenc.e

Risk Takng

Work
Performance
Redated
Actions

Toping Port

Applicable Data Sources

Personal
Predispositions

Stressors

Concerning
Behaviors

Harmiul Act

= History of aggression and wolence

« Changes n employment status
* Changes i refationship status or koss of partner
*Financial stress

«Threats to others or self

» Sudden decline in job performance or work atiendance
« Sudden or dramatic shifts m mood

= Access or aitempls fo access wesapons

«"Enargy burst” of activity

*Workplace stalking
= Attemnpled or completed viokent acts
* Violations of physical securty policies ("boundary-pushing”)

systams

Usar actraty monitoring Parformance evaluations Security clearance
racords
Background Parsonnel records Emplyee performance
Investigations Managoement sSystenms
Disciplinary records Confidential / Human resource
anonymous reporting management systems
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Stressors by ICS and WPV

Stressors for ICS

Personal

! Relationship

m Work

Mental Health

Financial

Work Relationship

Stressors for WPV

Personal ork Financial

¥ Relationship Mental Health lelatior
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Findings
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Best Practices for Insider Threat Mitigation

1 - Know and protect your critical assets.

12 - Deploy solutions for monitoring employee actions and
correlating information from multiple data sources.

2 - Develop a formalized insider threat program.

13 - Monitor and control remote access from all endpoints,
including mobile devices.

3 - Clearlydocumentand consistentlyenforce policies and
controls.

14 - Establish abaseline of normal behavior for both
networks and employees.

4 - Beginning with the hiring process, monitor and respond to
suspicious or disruptive behavior.

15 - Enforce separation ofduties and least privilege.

5 - Anticipate and manage negative issues in the work
environment.

16 - Define explicit security agreements for any cloud
services, especiallyaccess restrictions and monitoring
capabilities.

6 - Considerthreats from insiders and business partnersin
enterprise-wide risk assessments.

17 - Institutionalize system change controls.

7 - Be especiallyvigilantregarding social media.

18 - Implementsecure backup and recoveryprocesses.

8 - Structure managementand tasks to minimize
unintentional insider stress and mistakes.

19 - Close the doors to unauthorized data exfiltration.

9 - Incorporate malicious and unintentional insider threat
awareness into periodic securitytraining for all employees.

20 - Develop a comprehensive employee termination
procedure.

10 - Implementstrict password and account management
policies and practices.

21 - Adopt positive incentives to align the workforce
with the organization.

11 - Institute stringentaccess controls and monitoring
policies on privileged users.
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A Holistic Approach to Insider Risk Management

Formalized and Defined Insider
Risk Management Program (IRMP)

Organization-Wide
Participation

Oversight of Program
Compliance and Effectiveness

Confidential Reporting
Procedures and Mechanisms

Insider Threat Incident
Response Plan

Communication of Insider
Threat Events

Protection of Workforce Member
Civil Liberties and Privacy Rights

Insider Risk

Management
Program

L/
S
=
@ Data Collection and Analysis Tools,

Integration with Enterprise
Risk Management

Practices Related to Managing
Trusted External Entities (TEES)

Prevention, Detection, and
Response Infrastructure

Insider Threat Training
and Awareness

Techniques, and Practices

IRMP Policies, Procedures,
and Practices

Positive Incentives
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For More Information
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https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
https://ieeexplore.ieee.org/abstract/document/8424655
https://resources.sei.cmu.edu/asset_files/WhitePaper/2018_019_001_521706.pdf
https://insights.sei.cmu.edu/insider-threat/2018/10/insider-threat-incident-analysis-by-sector-part-1-of-9.html
https://www.sei.cmu.edu/education-outreach/credentials/credential.cfm?customel_datapageid_14047=15170
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=446367
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=451065
https://resources.sei.cmu.edu/asset_files/Presentation/2016_017_001_474306.pdf

Questions / Discussion
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