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Conducting research,
modeling, analysis,
and outreach to
develop socio-
technical solutions to
combat insider
threats since 2001
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The Insider Threat Defined

The potential for an individual
who has or had authorized access
to an organization’s assets to use

their access, either maliciously or
unintentionally, to act in a way
that could negatively affect the
organization.
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Scope of the Insider Threat

Organization’s Intentionally or Negatively Affect
Assets Unintentionally the Organization

use that access to act ina way
A 1O that could

People Employees
Theft of Intellectual Property

Full-Time Employees Degradation of Confidentiality,

CyberSabotage Integrity, or Availability of
e ERte Information or Systems
Disruption of Organization’s
. Ability to Meet its Mission
Temporary Employees Workplace Violence
Technology
Social Engineering Damage to Organization’s
Reputation
Accidental Disclosure
Facilities " E Harm to Organization’s
Trusted Business Partners Accndgntal Loss or Disposal of S EFIES
Equipment or Documents

Individuals

who have or had
authorized

Contractors
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Scale of the Insider Threat

What percentage of organizations experienced an

What percent of the electronic crime insider incident?

events are known or suspected to 100
have been caused by : 90

Insidors
28%, 60

2004 2006 2008 2011 2013 2015 2017

What percentage of certain types of security incidents
were perpetrated by insiders? The most costly or damaging
crimes were committed by:

Confidential records (trade secrets or intellectual property) were

79%

compromised

Customer records were compromised 79%

Private or sensitive information was intentionally exposed 70%

Theft of personally identifiable information (PIl) (customer or partner Insiders
66% 46%

data)

Systems were sabotaged (deliberate disruption, deletion or

- A . 65%
destruction of information, systems or networks)
Private or sensitive information was unintentionally exposed 56%

Sources: 2004-2018 U.S. State of Cybercrime Survey, in partnership with KnowBe4, CSO, U.S.Secret Service, and CERT Division of Software Engineering Institute at Carnegie Mellon University
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The Critical Path to Insider Risk

¢ Personal or Social Skills
* Previous Rule Violations

Personal Predispositions « Social Network Risks

¢ Personal
- ¢ Professional
S5l ¢ Financial

e Interpersonal * Personnel
e Technical ® Counter-productive Behaviors

Concerning Behaviors e Security ® Social Network
¢ Financial ® Travel

. ¢ |nattention
Problematic * No risk assessment process

ORrganlzatlon ¢ Inadequate investigation
€sponses e Summary dismissal or other actions that escalate risk

Adapted from Shaw, Eric, and Laura Sellers. "Application of the Critical-Path Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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Key Components of an Insider Threat
Program

Integration with Enterprise
Risk Management

Formalized and
Organization-wide Defined Program Insider Threat Practices Related to
Participation Trusted Business Partners

Oversight of Program

Compliance and Effectiveness Prevention, Detection,

and Response Infrastructure

Confidential Reporting

Procedures and Mechanisms W (= Insider Threat
* g AA,, N . ‘ Training and Awareness
Insider Threat i _; b © @
\ [ b Techniques, and Practices
o

Communication of )

Insider Threat Events < /

Protection of Employee Civil Liberties Policies, Procedures and
and Privacy Rights Practices to Support the InTP
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Challenges to InTP Building

How extensive is the challenge of achieving each of the following for insider risk programs?
Respondent Medium ) Medium )
Challenge Count Low Low Medium High High
Coordinating and communicating across business / 50 v
operational units
Establishing the insider threat program scope and 50 v
organizational structure
Ensuring compliance with all applicable legal re- 50
quirements
Developing policy and formalizing the program 50 v
Incorporating insider threat controls for trusted busi- 49 v
ness partners
Obtaining adequate funding for program operation 50 v
Developing and administering insider threat aware- 50 v
ness training
Hiring and retaining qualified insider threat program 48 v
personnel
Sharing information across the organization's de- 50
partments / units, including Human Resources (HR)

https://www.cylab.cmu.edu/ files/documents/irm-survey-results-20210331.7.pdf
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Best Practices from the CERT Common
Sense Guide to Mitigating Insider Threats

1 - Know and protect your critical assets.

12 - Deploy solutions for monitoring employee actions and correlating
information from multiple data sources.

2 - Develop a formalized insider threatprogram.

13 - Monitor and control remote access from all endpoints, including mobile
devices.

3 - Clearlydocumentand consistentlyenforce policies and controls.

14 - Establish a baseline of normal behavior for both networks and employees

4 - Beginning with the hiring process, monitor and respond to suspicious or
disruptive behavior.

15 - Enforce separation ofduties and least privilege.

5 - Anticipate and manage negative issues in the work environment.

16 - Define explicit security agreements for any cloud services, especially
access restrictions and monitoring capabilities.

6 - Considerthreats from insiders and business partners in enterprise-wide risk
assessments.

17 - Institutionalize system change controls.

7 - Be especiallyvigilantregarding social media.

18 - Implementsecure backup and recoveryprocesses.

8 - Structure managementand tasks to minimize unintentional insider stress and
mistakes.

19 - Close the doors to unauthorized data exfiltration.

9 - Incorporate malicious and unintentional insider threatawareness into
periodic securitytraining for allemployees.

20 - Develop a comprehensive employee termination procedure.

10 - Implementstrict password and accountmanagement policies and practices.

21 - Adopt positive incentives to align the workforce with the organization.

11 - Institute stringentaccess controls and monitoring policies on privileged
users.
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Questions / Open Discussion
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Contact Information

Dan Costa, CISSP, PSEM
Technical Manager, CERT National Insider Threat Center

dicosta@sei.cmu.edu

https://www.sel.cmu.edu/our-work/insider-threat/index.cfm
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