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Abstract: Supply chain cyber risks stem from many organizational dependencies—in particular, 
processing, transmitting, and storing data; information technology; and communications technol-

ogy. These risks are broad, significant, and growing as outsourcing options expand. Important 
mission capabilities can be undermined by an adversary’s cyber-attack on third parties, even 
when the organization does not explicitly contract for technology. Virtually all products or services 

an organization acquires are supported by or integrate with information technology that includes 
third-party components/services. Practices critical to monitoring and managing these risks are 
scattered across the organization, resulting in inconsistencies, gaps, and slow response to dis-

ruptions. The Acquisition Security Framework (ASF) contains leading practices to support pro-
grams acquiring/building a secure, resilient software-reliant system to manage these risks. It de-
fines the organizational roles that must effectively collaborate to avoid gaps and inconsistencies. 

It also establishes how an organization should ensure effective supply chain risk management 
that supports its mission and objectives. The framework contains proven, effective goals and 
leading practices, and it is consistent with supply chain risk management guidelines from the In-

ternational Organization for Standardization (ISO), National Institute of Standards and Technol-
ogy (NIST), and Department of Homeland Security (DHS). 

Background 

Concern for supply chain risk has been growing. The potential impact of cybersecurity attacks became 

evident with the Heartland payment system breach in 2008 (Gordover, 2015). Millions of dollars were 

lost because of a software error for a product from an organization that was fully compliant with all 

regulatory mandates. This incident, at the time, brought attention to the limitations of compliance 

alone in addressing cybersecurity issues. What really mattered was the existence of a weakness in the 

software.  

The Target attack in December of 2013 expanded the concern for supply chain risk. In this successful 

attack, the perpetrators connected to the operational environment using stolen credentials from a sup-

plier to take advantage of the broad internal information-sharing capabilities available among third-

party systems. These capabilities enabled the perpetrators to insert malware and siphon off credit card 

information from the point-of-sale system acquired from another supplier (Aorato Labs, August). New 

impacts from increasing the use of third-party software continue today. Most recently, a breach at So-

larWinds leveraged a routine process for the automated distribution of software updates to send mali-

cious code to 18,000 customers, potentially impacting government and industry through trusted net-

work capabilities across the globe (Temple-Raston, 2021). 
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In a 2010 Software Engineering Institute (SEI) research project, we found that few organizations con-

sidered supply chain risk within the acquisition and development lifecycle beyond a narrowly defined 

vetting of the supplier’s capabilities at the time of an acquisition. This failure to consider the responsi-

bilities the acquirer had to assume based on the lifecycle use of the third-party product left the organi-

zation open to an extensive range of cyber risk that increased over time (Ellison, Goodenough, 

Weinstock, & Woody, 2010). In later research, we investigated the lifecycle issues of supply chain 

risk and identified that the operational and mission impact of cyber risk increases as organizations be-

come more dependent on suppliers and software.  

The traditional focus on operational controls for security compliance does not address the (1) increas-

ing supplier role in providing services, (2) design, and (3) introduction of code weaknesses into soft-

ware-reliant systems. As reliance on third-party components and products increases, the supply chain 

becomes a growing source of cyber risk. In this research concerning lifecycle issues, we identified 

practices throughout the acquisition and development lifecycle that were critical to reducing the poten-

tial success of cyberattacks (Alberts & Woody, 2017). However, at the time, few programs were im-

plementing effective cybersecurity practices and supplier oversight early in the acquisition lifecycle. 

Figure 1 shows the wide range of practices available for use, but these were not integrated into stand-

ard practice.  

 

Figure 1: Cybersecurity Practices Available Across the Lifecycle to Address Security Weaknesses 

Supplier-oriented risks were a key factor driving early CERT research into the development of more 

effective methods for managing cyber risks. We clearly recognized that the growing complexity of 

threats required that organizations use more systematic approaches to cyber risk management. Not 

only did organizations need better security methods, but their expanding outsourcing strategies led to 

major concerns that their suppliers also needed better security management tools. Introducing the 

CERT Resiliency Engineering Framework: Improving the Security and Sustainability Processes 

(Caralli, et al., 2007), published in 2007, was the first release of these innovative concepts that helped 
reset security management approaches and formed the basis for work that continues to evolve today. 

The CERT Resiliency Management Model (CERT-RMM), a process improvement model first pub-

lished in 2011, assembles leading practices from industry and government for managing operational 

resilience, which requires integration across the key organizational areas of security management, 
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business continuity management, and aspects of information technology (IT) and operations manage-

ment (Caralli, Allen, & White, 2011). In 2015, the CERT Division of the Software Engineering Insti-

tute developed the External Dependencies Management (EDM) Assessment to enable critical infra-

structure organizations in the United States to manage external dependency and supply chain risks . 

This assessment is an extension of the DHS Cyber Resilience Review (CRR) (DHS, 2014). Based on 

the CERT-RMM, the CRR establishes a baseline of cybersecurity capabilities that helps an organiza-

tion understand (1) its operational resilience and (2) its ability to manage cyber risks to critical ser-
vices during normal operations as well as during times of operational stress and crisis. 

In 2016, researchers from both CERT acquisition and operational teams collaborated to create an inte-

grated, systems-oriented perspective, called the Acquisition Security Framework (ASF), that considers 

the full supply chain risk management lifecycle (Alberts C. , Woody, Wallen, & Haller, 2017). Man-

aging supply chain cyber risk is especially challenging because it is broad and pervasive, and respon-

sibility is spread widely across an organization. Acquisition and development must consider the opera-

tional context and plan for sufficient risk management, and operations must effectively integrate each 

added supplier into sustainment processes and practices.  

ASF organizes leading supply chain risk management practices to measure and improve an organiza-

tion’s ability to manage third-party cyber risks across a system’s lifecycle. It provides a mechanism 

for increasing an organization’s confidence about the level of its vendors’ performance, improving its 

understanding of potential gaps, and making improvements based on a suggested roadmap. 

Active development of the ASF was initiated in 2020 for use in applying integrated software security 

engineering practices into the systems lifecycle. This development effort includes defining a risk-

based framework that enables a program to do the following: 

 Manage program security risks collaboratively across the lifecycle and supply chain. 

 Incorporate security practices that scale to selected acquisition pathways and development ap-

proaches. 

 Implement an appropriate level of process management and improvement (i.e., maturity) for se-

curity practices. 

Acquisition and engineering practices continue to evolve. Emerging threats and increased system 

complexity have given rise to new techniques that are designed to manage cyber risk from early re-

quirements definition through operations. These new techniques have brought improved methods and 

outcomes, including the lifecycle orientation shared by DevSecOps and ASF. Facilitating integrated 

cybersecurity in environments with complex supplier-dependent systems demands these new solu-

tions.  

Acquisition Security Framework (ASF) 

Supply chain issues impact every aspect of acquisition, development, and sustainment. The expanded 

use of third-party code, components, products, and services has further stretched the involvement of 

the supply chain into almost every aspect of the organization. Organizations’ need to access a wide 

range of technical skills to create, integrate, and maintain the multi-faceted capabilities that have be-

come operational necessities drives them further towards greater reliance on suppliers. Managing po-

tential supply chain risk requires effective collaboration across the many participants interacting with 

each supplier over time. 
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The ASF is a collection of cybersecurity leading practices that each acquisition program should con-

sider when building/acquiring a secure and resilient software-reliant system. These practices can be 

categorized into these practice areas: 

 Program Management 

 Engineering Lifecycle 

 Supplier Dependency Management 

 Certification  

 Support 

 Process Management and Improvement 

The framework enables programs to evaluate and manage risks and gaps when acquiring, engineering, 

and operating secure and resilient software-reliant systems. The challenge is to manage the supply-

chain-related security risks collaboratively across the lifecycle and supply chain. This management 

requires processes that effectively connect those performing practices in the practice areas listed above 

to continuously integrate as all aspects of the acquisition, development, and operational needs change 

over time.  

The growing challenges of supply chain risk coupled with the expanded use of automation in software 

development and implementation driven by moves to Agile at scale and DevSecOps require organiza-

tions to ensure the integration of effective and timely supply chain considerations through all acquisi-

tion, development, and operational practices. 

ASF Structure 

The framework contains layers of goals and supporting practices organized as shown in Figure 2. 

There are six primary practice areas: Program Management, Engineering Lifecycle, Supplier Depend-

ency Management, Certification, Support, and Process Management and Improvement.  Within each of 

these practice areas are two to three domains. Within each domain, there are six or more goals, each 

with a group of practices that support an organization in meeting each goal. The practices are phrased 

as questions that can be used in determining current and planned organizational capabilities. 

  

 

Figure 2: ASF Organizational Structure 

Many of the practices are interrelated to support the communication that must occur among the prac-

tice areas on an ongoing basis. Limited collaboration and communication among systems teams on 
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tasks that require supplier management creates potential risks. Program leaders may not be aware of 

risky choices made by acquisition and engineering teams or that the organization’s relationships with 

suppliers are not being managed effectively. For example, practices in Engineering Lifecycle domains 

connect to practices in the Program Management and Supplier Dependency Management domains to 

confirm that information sharing/reporting is occurring as needed for effective cybersecurity and sup-

plier risk management. 

Development of ASF Practice Areas and Domains 

In current ASF development, we have completed practices for Engineering Lifecycle and Supplier De-

pendency Management, leveraging our previous work we described earlier in the Background section. 

In the remainder of this section, we share the information we assembled about the domains and goals 

in these two practice areas.  

For the Engineering Lifecycle practice area, we identified the following domains: 

 Domain 1: Engineering Infrastructure 

 Domain 2: Engineering Management 

 Domain 3: Engineering Activities 

Domain 1 covers goals related to infrastructure development, operation, and sustainment.  Domain 2 

covers goals related to technical activity and product risk management. Domain 3 covers goals for en-

gineering lifecycle activities, including requirements, architecture, third-party components, implemen-

tation, test and evaluation, transition artifacts, deployment, and secure product operation and sustain-

ment.  

For Supplier Dependency Management we identified the following domains:1 

 Domain 1: Relationship Formation 

 Domain 2: Relationship Management 

 Domain 3: Supplier Protection and Sustainment 

Domain 1 covers goals related to planning, formal agreements, supplier evaluation, and supplier risk. 

Domain 2 covers goals related to supplier identification and prioritization, performance and manage-

ment, continuous risk management, change and capacity management, supplier access to program and 

system assets, dependency management, and supplier transaction management. Domain 3 covers goals 

for supplier disruption, maintenance, and situational awareness.  

Next Steps 

We are actively developing the Program Management practice area and have identified the following 

three domains: (1) Program Definition, (2) Program Planning and Management, and (3) Requirements 

and Risk. Once our work on Program Management is complete, we plan to address the remaining 

three ASF practice areas: Certification, Support, and Process Management and Improvement.  

____________________________________________________________________________ 

1 Detail questions relevant to each goal in the Supply Dependency Management practice area are provided in an ap-

pendix at the end of this paper as an example of the depth of material currently available in the framew ork. 
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To help bring value quickly, we have been building methods to deploy ASF in organizations that sup-

port software-intensive systems environments. These deployment methods include exploring the use 

of ASF as a baseline roadmap of practices for engineering and supplier management to improve cur-

rent program considerations of cybersecurity and supply chain risk.  We do this by comparing program 

and vendor deliverables, such as the statement of work, software assurance and cybersecurity check-

lists, and control plans to ASF. By mapping these program items to ASF practices areas and goals, we 

can identify practice areas that are well addressed as well as gaps in practice areas that should be ad-

dressed. 

Building ASF is clearly a challenge, but the larger concern is making sure that the approach is usable 

by those who need it. The focus must shift from selecting guidelines that suppliers should follow to 

improved collaboration among the parts of the acquiring organization that interact with suppliers to 

establish clear and effective actions and measures for supply chain risk management. To that end, we 

have taken this multi-prong approach that concurrently focuses on ASF development and deployment 

strategies. While this approach requires more effort, we believe it will result in a more accessible and 

useful tool that will support the systems and cybersecurity risk management needs of acquiring organ-

izations. 
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Appendix: ASF Goals for the Supplier Dependency Management 
Practice Area 

Domain 1: Relationship Formation has the following goals: 

 Goal 1—Establishing supplier relationships is planned. The purpose of this goal is to assess 

whether entering into relationships with suppliers is planned. 

 Goal 2—Security/resilience requirements are included in formal agreements with suppliers.  
The purpose of this goal is to assess whether supplier agreements include security/resilience re-

quirements. 

 Goal 3—Suppliers are evaluated before entering into formal relationships with them.  The 

purpose of this goal is to assess whether suppliers are evaluated to determine if they can meet the 

security/resilience requirements for the program or system before entering into relationships.  

 Goal 4—Supplier risk is managed. The purpose of this goal is to assess whether risk manage-

ment is included in supplier risk considerations. 

Domain 2: Relationship Management has the following goals: 

 Goal 1—Suppliers are identified and prioritized. The purpose of this goal is to assess whether 

suppliers that the program or system depends on are identified and prioritized. 

 Goal 2—Supplier performance is governed and managed. The purpose of this goal is to as-

sess whether performance is considered when evaluating suppliers that support the security/resili-

ence of the program or system. 

 Goal 3—Supplier risk management is continuous. The purpose of this goal is to assess 

whether the risks of relying on suppliers to support the program or system are continuously man-

aged. 

 Goal 4—Change and capacity management include suppliers.  The purpose of this goal is to 

assess whether change and capacity management are coordinated with suppliers that support the 

program or system. 

 Goal 5—Supplier access to program or system assets is managed. The purpose of this goal is 

to assess whether the risks associated with supplier access to assets is managed. (These questions 

involve access granted to any supplier, not only those that support the program or system.)  
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 Goal 6—Infrastructure and governmental dependencies are managed. The purpose of this 

goal is to assess whether the risks of depending on infrastructure providers and/or government 

service providers are identified and managed. 

 Goal 7—Supplier transitions are managed. The purpose of this goal is to assess whether man-

aging the transition of supplier relationships is based on business considerations (e.g., insol-

vency, nonperformance, new technology). 

Domain 3: Supplier Protection and Sustainment has the following goals: 

 Goal 1—Suppliers are included in disruption planning. The purpose of this goal is to assess 

whether suppliers are included in incident management and service continuity for the program or 

system. 

 Goal 2—Planning and controls are maintained. The purpose of this goal is to assess whether 

program or system controls and plans related to suppliers are regularly tested and updated. 

 Goal 3—Suppliers are included in situational awareness reviews and analysis.  The purpose 

of this goal is to assess whether situational awareness activities for the program or system include 

suppliers. (Satisfying this goal means that information sources about threats to key suppliers are 

monitored for the sake of the program or system.) 
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