Safety Analysis and Fault Detection Isolation
and Recovery Synthesis for Time-Sensitive
Cyber-Physical Systems -- SAFIR

Workshop #1 — May 2022

Pl: Jerome Hugues

Carnegie Mellon University [DISTRIBUTION STATEMENT A] Approved for public release and unlimited
. . . distribution
Software Engineering Institute



Copyright 2022 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-0002 with
Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded research and development
center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an official
Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS
FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE
OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON
UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOMFROM PATENT, TRADEMARK,
OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution. Please see Copyright
notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without

requesting formal permission. Permission is required for any other use. Requests for permission should be directed to the Software
Engineering Institute at permission@sei.cmu.edu.

DM22-0376

Carnegie Mellon University
Software Engineering Institute

ation and Recovery Synthesis for Time-Sensitive Cyber- [DISTRIBUTION STATEMENT A] Approved for public release and unlimited
distribution 2




Objectives: collecting feedback on LSI SAFIR

Id Card of an SEI LINE Project

« SEl-funded research under both 6.2/6.3
« Duration: 3 years

« Level of effort: 4 ETP/year

« Expected impact: TRL 5, derived from AFRL definitions

« TRL5P: There is clearly a significant, specific DoD need that can be met by the
technology

« TRL5A: The project's technology is sufficiently efficient foruse in surrogate DoD
scenarios at scale
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The Safety-Critical Embedded Software System Challenge

Problem: Goal: Solution:

« Software increasingly Early discovery of  Language standardized via SAE International & matured
d(_)m|_nates_ _safety and system-level issues into practice through pilot projects & industry initiatives
Ijnelj/zllgn-rfwreltrl](t:al system through virtual « Tooling available under open source license continually

P integration and enhances analysis, verification, and generation

* Issues discovered long incremental analytical capabilities

after they are created assurance

* Expertise in Modeling Safety-Critical Embedded Systems

. e
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A critical task: Reducing safety and security risks through early analytical assurance
o> 24 S
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Model-Based Engineering for Cyber-Physical Systems

Create the bestdesign
that holds up over time
as the systemevolves.

Build a single modelto assess
hardware and embedded software
before the systemis built.

SAE AADL /ACVIP OSATE DoD Transitioning

Testthe designwithout —
having to write any code. =

» Standardized language and . Open Source AADL . Maturity increased
process forthe engineering toolsetfor performing through pilot projects and
safety-critical systems. verification and validation trainings.

(V&V).
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Outline

1. Introduction of the SAFIR project

2. Safety considerations for Al-enabled systems

3. Oagarina: mechanization of the AADL language using the Coq theorem prover
4. ASAP: the Architecture-Supported Audit Processor

5. Wrap-up discussion
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The IA/AIl fresh breeze .. coming from an iceberg ..

| | IA; AUTONOMOUS
General enthusiasm on Increasingly-Autonomous CPS [1] to SYSTEMS -
N B ’

* Improve system efficiency (decrease # operators), system — ﬁ

capability (automate high-level tasks), faster than human, ..

SAFIR aims to

a) incorporate advanced Safety Analysis technigues to
b) synthesize Fault Detection, Isolation and Recovery
policies for time-sensitive IA-CPS

= Distrust in system, longer V&YV, or capability not deployed K
<3 o F

= May jeopardize capabilities of future DoD projects, s A
CPS, REAL-TIME,
SAFETY ISSUES

[1] E. E Alves, B. Devesh, B. Hall, K. Driscoll, A. Murugesan, and J. Rushby. Considerations in Assuring Safety of Increasingly
Autonomous Systems. Technical Report NASA/CR-2018-220080, NF1676L-30426, NASA AIR TRANSPORTATION AND
SAFETY, 2018.
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On safety and security of Increasingly Autonomous CPS

Safety of an autonomous system can be decomposed into security, safety,
and correctness arguments (definitions from [IEC]) - TRt e L

« Safetyis concerned whena failure leads to severe consequences S v t
(high risk) for the operational environment Hazard Mistake Threat

» Securityis concerned when a failure to protectassets (a breach) activates
leads to severe consequencesforthe systemitself (and potentially to
its operational environment). Vulne-

exploits

rability

 Correctnessis concerned with the realization of a function

SAFIR focus on the engineering of safety-critical IA-CPS leads to

Ensure Safety and security properties at the architectural-level, i.e.,

Assuming operational hazards, sensor/actuators faults or vulnerabilities,
timing anomalies, and Al functions misbehaviors are known,

ensure the architecture properly mitigates faults, preserving the mission

Failure Breach
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LS| SAFIR "Big Picture”

Safety of Increasingly Autonomous Systems

“From a safety standpoint, a system architecture embodies the principles and design

decisions by which system, sub-system, item, and their emergent behavior can be reliably

constrained to an operational state space that is acceptably safe”. SAE AS6983

= SAFIR does not consider the V&V of LEC components, but the V&V of their integration
within a general CPS architecture
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LS| SAFIR "Big Picture”
Work Breakdown structure
Safety assurance is a multi-tier, multi-domain endeavor Existing SOA

Thig autonomous CPS...exliS Safe because ..

Design [ * It does|__reqs|; It IS implemented by |, ch+code
ime o V&V __.iiies HEemonstrate strict conformance Hazard Analysis

[+ |tis operated|safely and hazards or threats|are

Run ; ) —
tme |  monitored and mitigated by|_rpr. Architecture
+ Code

LS| SAFIR is building a comprehensive approach to
- Support both Systems Engineering and Safety Assessment processes through
- tool-support, architectural patterns at both model and runtime levels, new analysis
capabilities, and
- an argument the above are self-consistent
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LSI SAFIR Contributions

1. Fault Detection Isolation and Recovery provides the foundation to safety
= Fault/attack detection mechanisms based on Reinforcement-Learning
= FDIR patterns in the scope of autonomous systems
— Reference architecture for FDIR-capable systems

2. Safety assurance relies on properties asserted on a system architecture
= Coq mechanization of AADL semantics: static, behavior, time, error

3. Analyzing system safety
= Views (slices) of a system to review hazards and their impact
= Derived from/ align with STPA, can be extended to support more viewpoints
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LSI SAFIR Case Study — 6.2 variant

10.1109/ACCESS.2019.2909530

Let us consider a patrolling mission with the following:

- Partially known place: a factory, with slow-moving parts
- Bothclosed and open areas: wind, lighting conditions

- Find and detect intruders, recognize threats

- Tight maneuvers to enter/exit buildings, safety margins to avoid damages

- Autonomy in decision making, basic man-machine teaming
1. classify threats, notification of threats to operator
2. select next step: navigation plan / follow threat / back home for maintenance
3. autonomous flight with switch to either human operated or fail-safe mode

FY21-22: theoretical foundations to support this case study
FY23: realization in a controlled environment with Georgia Tech
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Challenges in LEC integration: Dual perspective

Timing? Value?

Dual challenges:
- Architecture -> LEC: Can the architecture mitigates erroneous inputs feeding LECs?
= Fault detection + design guarantees

- LEC -> Architecture: How can we contain misbehaviorstriggered by LECs?
= Run-time assurance

Navigation)

Accuracy/confidence?
WCET

Sensitivity to data
Adapted from DOI: 10.5772/intechopen.79742
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Challenges in LEC integration: Control/Command perspective

Timing? Value?

' Main challenges, from a Control/Command perspective

1. Knowing error sources, how to select the right detection mechanisms?
2. How many faulty sensors warrant undetectable faults propagations?
3. Whatis the impact of clock offsets on RL components?

(Planning; Execution;
Navigation) |

Accuracy/confidence?
WCET
Sensitivity to data

Adapted from DOI: 10.5772/intechopen.79742
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Fault Taxonomy Classification of misbehaviors in LEC-CPS

Notionally, the Al function receives data from the
environment, take a decision or act on it

Pragmatically, this data is process by the CPS platform,
inducing the following risks:

« Data tampering (no reference point) due to sensor
faults, attacks, etc.

« Timing (blurring references) due to unavoidable
latency in the system, timing violations or faults

* And pre-existing faults in non-Al CPS

[1] provides a research agenda, testing existing patterns
for fault tolerance but recognize the need for
specialization for ML, especially in fault characterization

and detection

[1] Myllyaho, Lalli, Mikko Raatikainen, Tomi Mannisto, Jukka K. Nurminen,
and Tommi Mikkonen.

“On MisbehaviourandFault Tolerance in Machine Leaming Systems.”
Journal of Systems and Software 183 (January 2022): 111096.

https://doi.org/10.1016/j.jss.2021.111096.
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Challenge#1.: fault/attack detection

Faults (safety) and attacks (security) in LEC-CPS: different causes/same impact

Can be characterized using AADL EMV2 fault taxonomy

Fault Propagation
Taxonomy

Part of SAE AADL
Standard Suite

Omission errors

Value errors

Timing errors

Rate errors

Authentication
errors

Commission
errors

Seque nce errors

Replication
errors

Concurrency
errors

Authorization
errors
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Challenge#1.: fault/attack detection
Published in https://doi.org/10.2514/6.2022-0969, with GeorgiaTech

EMV2 fault taxonomy as pivot between faults/attacks

and detection mechanism g
« Scenario defines a set of error it produces: e - -
. Raplay attacks X X X X
error_set {scenario} — —
Spoofing X X X X
« Detection mechanism a set of error it mitigates ' —— .
Actuators
error_set {detector} X| X1 |X
e EAE i X
CO ndit|0n: Detection mechanisms Vaiue Timing | Presence | Quantity Subtlety | Repiic
« error_set {detector}. D error_set {scenario} _ w [ [ule]t(clols[ss(ulos
Sample-based X X x ot | o [x Ix|x x|
. . . Benman Dasey o | x
= Contribution: Survey of fault detectors, mapping seiobeed Jxx[ T [ 1 T x[ Ix]
of fault/attack scenario, to be extended for actual
case studies or systems.
(Iurnvgivl\ldlun L'nivvrsil_\' r:\:;" it Detection Isolation and Recovery Synthesis for Time-Sensitive Cyber- Lﬂigﬁil;UTlONSTATEMENT A] Approved for public release and unlimited 17
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https://doi.org/10.2514/6.2022-0969

Challenge #2: conditions for fault/attack detectability

To be published at the 2022 American Control Conference, with GeorgiaTech

Security index quantifies the least effortto conduct perfectly
undetectable attacks. { Tpy1 = Axy + Buy + Baay,

Consider a linear time invariant system with attack vector a, Yk = Cap + Daar,

—

so = min||ag||o
ak

For the system 2 = (A, B, C, B,, Da), the security index is
defined as the minimal number of attacked sensors and —
actuators to conduct perfectly undetectable attacks, 0 =Cxzy + Dyay,

iy :O,

s.t. xry1 =Axi + Baag,

We show that computing the security index is equivalent to a
max-flow problem on a graph built from the system equations.

s = 2 < 2 actuators must be compromised to forge an
undetectable attack or fault

Carnegie Mellon University
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http://acc2022.a2c2.org/

Challenge #3: impact of clock offsets on RL components

To be published at the 2022 American Control Conference, with GeorgiaTech + another preprint

Research question: a LEC-CPS gathers multiple
source of sensors. The architecture may induce delays
and jitters that are clock offsets. Could these impact
RL-based controllers?

= If clock offsets are bounded, RL can still converge,
with theoretical proof without quantification,

Euclidean norm of state

25

Offset=0ms
Offset=1ms
Offset=2ms
Offset=3ms

Offset=4ms
Offset=6ms
Offset=8ms

o ‘ ‘ ‘
simulation results show limits in offsets that ensure 2520 T meled
convergence o —

E — et
= Quantization errors also impact RL convergence 5 p <0988
g 150 2;0:98 |

Open question: upper-bound characterization, i 05

otherwise, use simulation VAV — ‘

20 30 40 50 60
Time [sec]
(]urnvgivM(‘llunLfnivvrsily P‘:i:; S r\lw‘/‘“ﬂﬁ‘ jon Isolation and Recovery Synthesis for Time-Sensitive Cyber- Lz‘igﬁ:;UHONSTATEMENTA] Approved for public release and unlimited 19
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Challenges in LEC integration — Architectural perspective

Timing? Value?

' Main challenges, from an Architectural perspective
1. Reference architecture for autonomy
2. Run-Time Assurance and error containment strategies
3. Patternsfor FDIR

(Planning; Execution;
Navigation) |

Accuracy/confidence?
WCET
Sensitivity to data

Adapted from DOI: 10.5772/intechopen.79742
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Autonomous Systems — An Architectural Characterization
From Sifakis, https://doi.org/10.1007/978-3-030-21485-2 21

Sensing

collection of raw data from the environment

f

Perception N

includes interpretation of stimuli, removing ambiguity/vagueness from complex input
data and determining relevant information

Reflection

i3

Involves building/updating a faithful environment run-time model

* < [ Goal Management

choosing among possible goals the most appropriate ones for a given configuration of
e environment model

Planning

i

developing plans to achieve chosen goals

[ Self-Adaptation ]

the ability to adjust behavior through learning and reasoning and to change dynamically
the goal management and planning processes

-

\

Application Software

includes software for aircraft control and mission system operation

Actuation

|

influence or control conditions in the environment

[

Platform ]

encompasses the computing hardware, including support software (e.g., operating
system) and the physical components that comprise the autonomous entity
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https://doi.org/10.1007/978-3-030-21485-2_21

Autonomous Functions - Aircraft System Architecture

perception ,—————-\,—————\
& reflection {applicationsoftware { actuation

perception } l aircraft control }I—I—»[ actuators }
\ 4
mission mission
systems equipment

management

!

sensors
(sensing)

reflection

\ 4

self
adaptation

planning / environment \
| |
extefnal
I i platiform l
=» Data flow | environment I
N e e e e = b=
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Runtime Assurance for LE-CPS

Runtime assurance is a monitoring and intervention approach

Monitoring and intervention capabilities
» employ conventional (non-LEC) technologies.
« are uncomplicated or well established.

Representative Output Monitoring and

Intervention Architecture for Control Applications , ,
Green Components are ‘trusted

Non-learning enabled technologies

shutdown ~ ~ 5"== = - e -I
signal I L
input data \ 4
Learning Enabled _ monitoring & actuation
Component Fail-Safe Intervention
a

Carnegie Mellon University
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Monitor and Intervention Architecture Patterns — Output

Monitoring

can ensure no errant
commands to
recipient

input

data . q
Leirnmg Enabtled signal recipient
omponen I

Lessons learnt:
- These patterns are notionally “trivia

Yet hard to properly implement and qualify

can ensure no errant
commands to
recipient

III

1

! Intervention (Response) i

1

: » Failsafe i
1

E * Fail-operational (reduced capabilities) |

shutdown

signal
LR N | LR N N |
safe state

signal monitoring &
input Fail-Safe
data . monitoring & Intervention

— Learning Enabled Fail-Safe recipient
Component Intervention
S
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FY21-22 Early Results

» Literature survey of reference architecture for runtime assurance;

« Patterns for layering monitoring, assurance, and detection across the architecture

Global

Monitoring Level
Autonomous Abstract Architecture
Monitoring Lewel

perception & N — B S —
reflection [ affecter software [ actuation

m “ perception aircraft control ]_||—’
‘ g

self

mission
systems

\____

oal

d -
adaptation management -
P g Core (EMV2) Error Monitoring
o — _ _____ N
planning environment I Example Monitors
| exte fnal latlorm) 1 * Watchdog Timers
\ SRS S — * Guards
* CRC
_ |
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Capturing RTA and reconfiguration patterns -- workplan

Patterns provide a solution to a well-defined architectural concern
Patterns are dual-sided

« As patterns, they propose a collection of design artefacts that fulfill some high-level
requirements like mitigation some errors, improving reliability or security

» As tactics, they propose a rationale for applying a pattern, and discuss improvements
to the system, and eventually drawbacks/limitations

In both cases, those are informally designed, strong expertise required to
» Define them: what is the best way to convey a specific pattern definition?

« Apply them: how to weave existing architecture with new components

DISTRIBUTION STATEMENT A] Approved for public release and unlimited

Carnegie Mellon University i ;
< 4 distribution

Software Engineering Institute

26



TMR pattern definition

https://doi.org/10.1007/978-3-030-14291-9 2

Patterns provide a concise definition
to a solution, e.g. Triple Modular
Redundancy, Hot/Cold Swap, etc.

Defined in a canonical way,
- Intent, architecture,
- Pro/Cons

- Fragments of a safety
argumentation

Pattern Name

wirLe Mootan REDUNpAseY Pattienn [Pattern Type|hardware, fallover

AlsoKnownAs | 2oo3 Pattern, Homogenoous Triplex Pattern

Contoxt A safoty-critical application without a fall-safo state, potentially many random
and few systematic faults

Problem How to design a svstem which continues operating even in the presence of a fault

in one of the system components

?orcea

- the system cannot shut down because it has no safe state
safety standard requires high fault coverage for single-polnt of failure companents
- high availability requires hardware platforms to be maintained at the runtime

‘Solution

[Safety GSN

Tlll‘v'v' l'i(':ill‘;\1 h:\rn[\s'nu' channols -l]n-r;ltc' m p.\r.\'ﬂ}:T ” n \Hlu,rr' IY,UIII oCcurs m one
channel then the other two channels still produce the correct output. A majority
voter decides for the correct result

[ mput +— Channet 1 1
. . > oter a
it —-{ Channed 2 -—»Rtm"L—O-__Oumn

( nput -—4 Channet 3 __r‘

kpmtlm?r;;;ﬁy 4

Thres cemeasl actoe
wrdmers therrwh
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https://doi.org/10.1007/978-3-030-14291-9_2

Roadmap FY22-FY23

FY21-FY22: Notional patterns defined and exercised =
» Relies on AADL semantics mechanization, see next sect. S | O ) e
FY2s: = Bl s T
« Full definition of patterns in AADL, covering fault e L | Ll
containment and reconfiguration
» Tools extension to support system configuration and o e
reconfiguration (modes) :
* Revisit analyses algorithms, Fault Tree -
» Provide proper GUI for visualization
» Design-space exploration tool to guide designers to apply
patterns
(Iurnvgivl\ldlun L'nivvrsil_\' r:\:;" it Detection Isolation and Recovery Synthesis for Time-Sensitive Cyber- Lﬂigﬁil;UTlONSTATEMENT A] Approved for public release and unlimited 28
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Outline

1. Introduction of the SAFIR project

2. Safety considerations for Al-enabled systems

3. Ogqarina: mechanization of the AADL language using the Coq theorem prover

4. ASAP: the Architecture-Supported Audit Processor

5. Wrap-up discussion
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Why AADL?

AADL Process AADL Thread as AADL Data as
as Partition Ada Task object Ada Protected object

/ Concurrency view

General AADL tool: OSATE
Requirements verifications: ALISA

Middleware synthesis : Ada, C
(POSIX, ARINC653), RTOS: Ocarina

Scheduling: Gateways to Cheddar,
MAST
- | Error modeling, FTA, FMEA: OSATE
e e .g , :
Model checking: Petri Nets (Time

and CPN), LNT
Security Analysis, CI/CD, [...]

Physical view

AADL goal is to provide “ground truth” for describing
safety-critical systems

lation and Recovery Synthesis for Time-Sensitive Cyber- [DISTRIBUTION STATEMENT A] Approved for public release and unlimited
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SAE International AADL Standard Suite (AS-5506 series)

Core AADL language standard [V1 2004, V2 2012, V2.2 2017, V2.3 2022]
- Focused on embedded software system modeling, analysis, and generation

Standardized AADL Annex Extensions

* Error Model language for safety, reliability, security analysis [2006, 2015]

* ARINC653 extension for partitioned architectures [2011, 2015]

* Behavior Specification Language for modes and interaction behavior [2011, 2017]
* Data Modeling extension for interfacing with data models (UML, ASN.1, ...) [2011]
* AADL Runtime System & Code Generation [2006, 2015]

* FACE Annex [2019]

- Evidence produced as a result of automated tool-supported analysis TQL-5,i.e. verification tools.
- Performance analysis: worst-case response time, schedulability of the system | Output :- evidence, part of
- Safety analysis: computing fault trees, probability of reaching an unsafe state | SOMeargument
- Automated model review: conformance to modeling guidelines

- Code generation: generating “correct-by-construction” software TQL-1tools,i.e. output is
part of final system

J—
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AADL “three layers”

Static architecture : structural

Subset of the static structure
of the AADL model.
Analysis specific rules

~<

Static

and configuration parameters

model Legality,
naming rules
Property sets

Consistency
rules

Architecture data
model subset

Static

scheduling security

analysis

analysis

Dynamic architecture:
state-based behavior

Component state
machine

Port semantics

Communication
semantics

Behavioral
Behavioral
Behavioral
model ...

Behavioral
ERENSH

AADL Standard

eneric AADL
odel processing

AADL analyses

Different behavioral models,
depending on semantics
(timed, untimed, stochastic, ...)
No common root, usually
incomplete
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AADL mechanization in Coqg

Coqgis an interactive theorem prover, well-suited for
defining the semantics of programming languages, e.g.,
the CompCert compiler.

Goal: provide an unambiguous formal semantics for AADL

- Reference for other tools

- Improved standard by eliminating corner cases

Cog mechanization released as software artefact:
https://github.com/Ogarina/ under a BSD license.

Model-Based
Engineering

’

SAFIR delivers formal semantics
of AADLas Coq types, theorems,

and operational semantics

Carnegie Mellon University
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Ogarina

Import model from AADL meta-model as Is the model “correct” Behavior of component
AADL toolsets Coq types with reg_ards to static categories, dynamic
semantics rules, e.g. composition rules

Operational
semantics

types, static composition

AADL JSON AADL Instance Well-formedness

Parser Coqg data type rules

Coq data types < AADL meta-model, basic typing rules, support building a model
Well-formedness rules < AADL legality/consistency rules, model is valid

Operational semantics < how to "execute” a model: proof, model checking, simulation,
code generation

Coq definitions help improving 1/ AADL standard, 2/ OSATE toolchain.

FY21-22: focus on well-formedness rules and simulation.
FY23: fault analysis, model checking
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Summary of AADL mechanization

Problem: safety assurance requires a precise semantics of the system behavior
Solution: mechanize AADL semantics in a theorem prover

Impact: SAFIR delivers formal semantics of AADL as Coq types, theorems, and
operational semantics as an Open Source project — Oqgarina. AADL practitioners have a
reference semantics to build their own tools

FY21-FY22Q2: support core semantics, timing
a. Reasoning/computing on models
b. Simulation using DEVS formalism
c. Code extractionto build standalone tool or directuse of Coq
d. Publicationof AADLV2.3

FY22Q2-FY22Q4: addition of error concepts
a. Extension of reasoning and simulation capabilities
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Outline

1. Introduction of the SAFIR project

2. Safety considerations for Al-enabled systems

3. Ogarina: mechanization of the AADL language using the Coq theorem prover

4. ASAP: the Architecture-Supported Audit Processor

5. Wrap-up discussion
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Objective / Contributions / BLUF

Summary: ASAP is a collection of views of a system. The views are designed to be
used for analyzing a system’s safety.

* Views are implemented in OSATE, ie, we're discussing tooling that is publicly available
now

* Current views are derived from/ align with STPA, but more can be added to align with
other hazard analysis techniques or standards-based approaches

Carnegie Mellon University

ult Detection Isolation and Recovery Synthesis for Time-Sensitive Cyber- [DISTRIBUTION STATEMENT A] Approved for public release and unlimited
. distribution
Software Engineering Institute

37



Outline

1. Background
1. AADL/OSATE
2. PulseOx Forwarding
3. STPA, SAFE

2. ASAP: Three Viewpoints
3. Future Work

Carnegie Mellon University
Software Engineering Institute

olation and Recovery Synthesis for Time-Sensitive

Cyber-

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited
distribution

38



AADL & OSATE
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The PulseOx Forwarding Example

i@ PulseOx_Forwarding_System_imp_Instance*

Pulse oximeter reads blood-oxygen saturation from a patient,
monitoring software displays an alarm if values are out of expected
range

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited

distribution 40

Carnegie Mellon University
Software Engineering Institute




The PulseOx Forwarding Example

PulseOx_Forwarding_System_imp_Instance*

D ¢ chinician® 1 CTTTTTTTTT patient* i
_____________________________________ )
l ! | : : |
H N \ | | ]
| H { | i 1
I ——— H \ \ |
i ! | i
S tesinimafe i e R e e g o i et e J
appDisplay*
pulseOx* appl.oglc”
electronicHealthRecord* ||
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The PulseOx Forwarding Example

PulseOx_Forwarding_System_imp_Instance*
RS R v A —— - | AR TOREE 7B M 7> - e e '
e e e L 2 | ClinGetAdvice  Slinician | i PatientTreatment  Ptent |
i doctor  hocGiveAdvice | b ClinTreatment i P E
]
i [ 2 | ClinViewspo2 [ = i PatientFingerclip i
I ——— \ \ |
L : ] :
........................................ \ S ———— |
appDisplay*
pulseOx* appl.oglc”
DispSp02 DispShowSp02
Sensorinput POOutSp02 LogicSp02 LogicDerivedAlarm
P P DispDerivedAlarm
ehrSpO2 electronicHealthRecord || ?
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The PulseOx Forwarding Example

PulseOx_Forwarding_System_imp_Instance*

7 e T S - S 7 ——— '
L S ST L T > | ClinGetAdvice  Cliniclan i | PatientTreatment  P3tIeNt i
E doctor  pocGiveAdvice i CIm‘I’mam';i/’> i

! |
E : i ClinViewSp02 : E PatientFingerclip E
L - 1 ] ]
/P ' /-4 :
—t ' 3
_—
& appDisplay*
pulseOx* applogic*
DispSp0O2 DispShowSp0O2
Sensorinput POOuUtSpO2 LogicSpo2 LogicDerivedAlarm
i DispDerivedAlarm
ehrSp02 electronicHealthRecord || F

Carnegie Mellon University
Software Engineering Institute

Safety Analysis and Fault Detection Isolation and Recovery Synthesis for Time-Sensitive Cyber-

Physical Systems -- SAFIR
©2022 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited
distribution

43



The PulseOx Forwarding Example

i PulseOx_Forwarding_System_imp_Instance*
I— __________________________________ M . 5 — :
S e s e ’ | ClinGetAdvice  Cciniclan ; | PatientTreatment  PateNt |
! doctor  pocGiveAdvice | cunTmam';i/’> i
] ]
i ; | ClinViewspo2 : | PatientFingerclip [
IS L SSRGS R St ) s FarC e e S Ay DA BB Irieo 1 ' \ ]
/P : /4 |
_______________________________________ » \ S R— o
—
s appDisplay*
pulseOx* applogic*
DispSp0O2 DispShowSp02
Sensorinput POOutSp0O2 LogicSp02 LogicDerivedAlarm
i DispDerivedAlarm
!'-hrs.:oz electronicHealthRecord || P

« Safety problem to avoid: Incorrect SpO, displayed

Carnegie Mellon University
Software Engineering Institute

Safety Analysis and Fault Detection Isolation and Recovery Synthesis for Time-Sensitive Cyber-
Physical Systems -- SAFIR
©2022 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited
distribution

44



The PulseOx Forwarding Example

i PulseOx_Forwarding_System_imp_Instance*
I— __________________________________ M . 5 — :
S e s e ’ | ClinGetAdvice  Cciniclan ; | PatientTreatment  PateNt |
! doctor  pocGiveAdvice | cunTmam';i/’> i
] ]
i ; | ClinViewspo2 : | PatientFingerclip [
IS L SSRGS R St ) s FarC e e S Ay DA BB Irieo 1 ' \ ]
/P : /4 |
_______________________________________ » \ S R— o
—
s appDisplay*
pulseOx* applogic*
DispSp0O2 DispShowSp02
Sensorinput POOutSp0O2 LogicSp02 LogicDerivedAlarm
i DispDerivedAlarm
!'-hrs.:oz electronicHealthRecord || P

« Safety problem to avoid: Incorrect SpO, displayed
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The PulseOx Forwarding Example

= PulseOx_Forwarding_System_imp_Instance” )
r T iclan 1 = S
______________________________________ Z | ClinGetAdvice  Cliniclan ; | PatientTreatment  Patient
E doctor DOCGI“AMCV ClinTruil"":;E/’> 1
H ! ' '
E ¥ i ClinViewSp02 : | PatientFingerclip |
________________________________________ I ' ]
_______________________________________ - R ——
r appDisplay*
pulseOx applogic*
DispSp0O2 DispShowSp02
Sensorinput POOutSp02 LogicSp02 LogicDerivedAlarm
i P\ DispDerivedAlarm
!'ah SpO2 electronicHealthRecord |l F
- J

« Safety problem to avoid: Incorrect SpO, displayed
 AADL's “Error Modeling” (EMV2) annex can model these error
propagations
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STPA & SAFE

2) Model 3) Identify 4) Identify

the Control Unsafe Control Loss
Structure Actions Scenarios
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Identify Losses, Hazards ' ' ' : :
Define : —+— : 1 |
System ' - | [~ '
Soundery \ Environment - : : : :
: i : l ! : 3 ' '

1 | | !

I System : ' : " "

' | ' ' '

| | L

P e RS

Figure 2.1: Overview of the basic STPA Method
© John Thomas Nancy Leveson STPA Handbook, March 2018
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Outline

1. Background

2. ASAP: Three Viewpoints
1. Fundamentals (skipped fortime)
2. Connected Neighbors
3. Unsafe Control Actions

3. Future Work
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Viewpoint 2: Connected Neighbors

2) Model 3) Identify 4) Identify
the Control Unsafe Control Loss
Structure Actions Scenarios

Identify Losses, Hazards

Define

System
boundery Environment

R e L

System

™ e e

Figure 2.1: Overview of the basic STPA Method
© John Thomas Nancy Leveson STPA Handbook, March 2018
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Viewpoint 2: Connected Neighbors

fr= PulseOx_Forwarding_System_imp_Instance*
r """"""""""""""""""" ra T :
R A S e S S D T ATy o | ClinGetAdvice cliniclan E E PatientTreatment patient !
|
E doctor D“GIVMMV CIinTnatmcmbE/P 1
i ! |
! v | ClinViewSpO2 : E PatientFingerclip |
1} ' '
| — — e EEEEEEEE—E—————————————————————.. J
——
r , appDisplay*
pulseOx* applogic*
DispSp0O2 DispShowSp02
Sensorinput POOutSp0O2 LogicSpO2 LogicDerivedAlarm
i DispDerivedAlarm
ehrSp02 electronicHealthRecord P
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Viewpoint 2: Connected Neighbors

fr= PulseOx_Forwarding_System_imp_Instance* )
U or Gotaduica | Cliniclan 1 Mg e patient |
| ClinGetAdvice ; | PatientTreatment  P? !
o HOCROF: il L 1 i i
! DocGiveAdvice i ClinTreatment | !
i ! 1 '
! : E ClinViewSp02 : ! PatientFingerclip !
T == < ' ] 1
) ]
/ .i £ _ /g _______________________________________ J
——
, appDisplay*
pulseOx*
DispSp0O2 DispShowSp02
Sensorinput POOutSp0O2
DispDerivedAlarm
ehrSp02 electronicHealthRecord F
S
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Viewpoint 2: Connected Neighbors

ia PulseOx_Forwarding_System_imp_Instance*

ClinGetAdvi cliniclan P - patient

doctor  pocGiveAdvice > ClinTreatment >
h/ ClinViewsp02 b-/ PatientFingerclip

’ appDisplay®
pulseOx* applogic*

Sensorinput

Oapplogic

T — T appDisplay

pulseOx a—
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Viewpoint 3: Unsafe Control Actions

STPA

1) Define 2) Model 4) Identify
Purpose of =i the Control safe Control e Loss
the Analysis Structure Scenarios

cwaaled e R ) - -
Identify Losses, Hazards ! 2 4 : | 1 4 : : 1
1 ] -
Define | \J [l 1 | i,
System 1 + 1 p—gr— A M
Soundory Environment " [ : | ' - :
1 | | [
! ! : | : ' ! /
I System ! ' ! " - v !
| ' : ' : ' " |
' R e ' ' '
n---.i-[.--- u---..-}._-- bl fm
A\l
Figure 2.1: Overview of the basic Method
© John Thomas, , STPA Handbook, March 2018
https://psa iD i J ) ile.phr Ame .
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STPA's presentation of unsafe control actions

Control Not providing Providing causes hazard | Incorrect Timing/Order | Stopped
action (by | causes hazard Too Soon
Auto-Hold) / Applied
too long
Hold
Command
Release |
Command
Adapted from John Thomas,
Nancy Leveson, STPA
Handbook, March 2018
h : .Scripts.mit, h
_ T 2 =
PA_handbook.pdf
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Viewpoint 3: Unsafe Control Actions

Communication Channels
(ie, control actions and
sensor feedback)

4 patient.PatientFingerclip -> pulseOx.Sensorinput

4 pulseOx.POOutSpO2 -> electronicHealthRecord.ehrSp02

4 doctor.DocGiveAdvice -> clinician.ClinGetAdvice

4 pulseOx.POOuUtSp0O2 -> applLogic.StoreSpO2Thread.incoming_spo2

<4 appDisplay.DispShowSp02 -> clinician.ClinViewSp02
4 clinician.ClinTreatment -> patient.PatientTreatment

<% applLogic.CheckSpO2Thread.Alarm -> appDisplay.HandleAlarmThread.Ala...
4 pulseOx.POOuUtSpO2 -> appDisplay.UpdateSpO2Thread.Sp02

(ie, abstract guidewords)

Top-Level Errors

<4 ItemValueError < ItemTimingError < ViolatedConstraint < ServiceError

X means one or more

errors in this family can
propagate on this channel

Carnegie Mellon University
Software Engineering Institute

Safety Analysis and Fault Detection Isolation and Recovery Synthesis for Time-Sensitive Cyber-

Physical Systems -- SAFIR
© 2022 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited
distribution

65



Interlude: The EMV2 Error Library

Item Timing

> Timing Related <

Error

A

Sequence Timing

Service Timing

Error Error Error
Early Late High Low Rate Early Delayed
Delivery Delivery Rate Rate Jitter Service Service
Late Babbling
Sp02 PulseOx
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Viewpoint 3: Unsafe Control Actions

Communication Channels Top-Level Errors
(ie, control actions and (ie, abstract guidewords)
sensor feedback) <4 ItemValueError < ItemTimingError < ViolatedConstraint < ServiceError

<4 patient.PatientFingerclip -> pulseOx.Sensorinput

4 pulseOx.POOutSpO2 -> electronicHealthRecord.ehrSp02
4 doctor.DocGiveAdvice -> clinician.ClinGetAdvice

4 pulseOx.POOuUtSp0O2 -> applLogic.StoreSpO2Thread.incoming_spo2 X means one or more
4 appDisplay.DispShowSp02 -> clinician.ClinViewSp02 errors in this family can
4 clinician.ClinTreatment -> patient.PatientTreatment propagate on this channel

<% applLogic.CheckSpO2Thread.Alarm -> appDisplay.HandleAlarmThread.Ala...

4 pulseOx.POOutSp0O2 -> appDisplay.UpdateSpO2Thread.Sp02
Refined Errors

(ie, domain/ system-specific guidewords)
V4
Early SpO Late SpO

4% patient.PatientFingerclip -> pulseOx.Sensorinput

4 pulseOx.POOutSpO2 -> electronicHealthRecord.ehrSp0O2

4 doctor.DocGiveAdvice -> clinician.ClinGetAdvice

4 pulseOx.POOutSp0O2 -> applogic.StoreSpO2Thread.incoming_spo2

4% appDisplay.DispShowSp0O2 -> clinician.ClinViewSp02

4 clinician.ClinTreatment -> patient.PatientTreatment

4 applLogic.CheckSpO2Thread.Alarm -> appDisplay.HandleAlarmThread.Ala...
4 pulseOx.POOutSpO2 -> appDisplay.UpdateSpO2Thread.Sp0O2
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Outline

1. Background
2. ASAP: Three Viewpoints
3. Future Work
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Future Work

1. The “Focus” Action

2. Discovering accident causation
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Outline

Introduction of the SAFIR project

Safety considerations for Al-enabled systems

Ogarina: mechanization of the AADL language using the Coq theorem prover
ASAP: the Architecture-Supported Audit Processor

a M 0 D PF

Wrap-up discussion
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LSI SAFIR Case Study — 6.2 variant

10.1109/ACCESS.2019.2909530

Let us consider a patrolling mission with the following:

- Partially known place: a factory, with slow-moving parts
- Bothclosed and open areas: wind, lighting conditions

- Find and detect intruders, recognize threats

- Tight maneuvers to enter/exit buildings, safety margins to avoid damages

- Autonomy in decision making, basic man-machine teaming
1. classify threats, notification of threats to operator
2. select next step: navigation plan / follow threat / back home for maintenance
3. autonomous flight with switch to either human operated or fail-safe mode

FY21-22: theoretical foundations to support this case study
FY23: realization in a controlled environment with Georgia Tech
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