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Scalable Verification
e Larger Systems
* Rapidly Evolving
» Critical Kinetic Consequences
* In presence of cyber-attacks

New Technology: Multicore
* Born for general-purpose computing
» Critical: Need to ensure they work in the worst-case

Preventing Costly Integration Errors with Early Analysis
* Early Design Models & Analysis
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Scalable Enforcement-Based Verification
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* Leave Most Code Unverified

« Add simpler (verifiable)
runtime enforcer to make algorithms

predictable
» Formally: specify, verify, and compose (%%
multiple enforcers Logical P at (xy)
- Logic: replaces unsafe values ‘ moveTo by~ LU

- Timing: at right time
- Physics: verified physical effects

« Enforcer protection against
failures/attacks

* Resilient to failures / dynamic
environment
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Verifying Physics (Control Theory)

Recoverable Set: &.;(1)
Safety Set: eg.;(€;5) £ €5 &5 (1)

Controlled System: i = f.(x) £ f(r, p(z))

Lyapunov Function: V,, : R" = R, M, (2eq) C N (),

Vix)
o ()‘ ‘ 15
Vo(x) = - folx) <0 e/
& (_).I' L3 10 3 >
Lyapunov level set:For ¢ > (), - < e
) /”:‘IM—J > o
Es(€) = {a € Nv,(2eq)|Vo(a) < €} <1 e — ' ‘
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Vizy<1i l?fil//
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05
R. Romagnoli, B. H. Krogh, B. Sinopoli. Design of Softw are Rejuvenation for CPS

5 B 1
Security Using Invariant Sets. ACC 2019 = :

Resilient Verification [DISTRIBUTION STATEMENT A] This material has been approved for public release 5
© 2022 Carnegie Mellon University and unlimited distribution.



Analysis of Mission Progress Enforcing Unsafe Behavior

6 DOF = 12 state variables 45
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Linear design:

* linearize at equilibrium _

- assume full state available . -
- LQ state feedbackdesign T g

» reference points = equilibrium states
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Drone Experiment

JMAYS I

\

ZARATE

mode! Dynamic @ 2%5,.00m  FOVE 60,00
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Enforcing Unverified Components oy
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Enforcing Unverified Components thler,
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Antillustration by Jan Gillbank, license by Creative Commons Attribution 3.0 Unported
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Enforcing Unverified Components e
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Untrusted

Resilient Verification
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But enforcer can be corrupted (bug or cyber attack) o
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Untrusted

Resilient Verification
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Add Memory Protection e
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Trusted = Verified & Protected
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Periodic Execution Must Finish by Deadline I,

- W
Untrusted € ‘u{ M  ——

Softwats
Ergineering
Instingte

time

Resilient Verification
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Periodic Execution Must Finish by Deadline i,
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Periodic Execution Finish by Deadline

Untrusted

Miss deadline:

a C
i Trusted
Timins
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Periodic Execution Finish by Deadline s

Ergineering
Instingte

Untrusted

N

Miss deadline:
crash

a a
§ Trusted

Timins
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Periodic Execution Finish by Deadline

Trusted
Timing

time
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Real-Time Mixed-Trust Computation e

D. de Niz, B. Andersson, M. Klein, J. Lehoczky, A. Vasudevan, H. Kim, & G. Moreno. R.Martins, M. McCall, D. de Niz, A.Vasudevan, B. Andersson, M. Klein, J. Lehoczky, and H. Kim.
Mixed-Trust Computing for Real-Time Systems. |[EEE RTCSA, 2019. Formal Verification of a Mixed-Trust Synchronization Protocol. RTNS, 2021.
{

« g

Carni
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g _
Ri =1 ag%}max‘(q Trusted
6% — Lg(Ti— ED] o
e(l..|L—2—— R i Timing
: ,

Untrusted
VM

*

S
- 9 i i

7))
O = 7Y UberXMHF
N = - Verified space protection
> O - Timing guarantees for temporal enforcer Rf = (ﬂTg (Wi'fq +1C;—(q - DT)
I: % VM scheduler a1 ?’“l}

T - Timing guarantees in absence of failures R} < D, —RF

- In sync with hypervisor scheduler
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. - . . . . Mellon
Verified Protection at Hypervisor, Kernel, Application s
Al Ng
e
. b t = Singleton object guarding exclusive
uo JeC indivisible system resource
\ o o o o o *= Principled entry, interruption, legacy
CcPS Application signal callers code invocations and tobject
. " 0 invocations
| Middleware | ] Q ) .
°|0 [T = execution trace respecting program
Device Drivers :'| CPU state - :,' control-flow enables use of state-of-the-
( e ] ® o memory; 8 e art program verification tools
erne ; . . i
oV clin ez e » facilitate AG reasoning and composition
Root-of-Trust e '8 ﬁ °
o .
aQ = Call-return Interfacing
AW ® ﬁ behavior + - ) )
Q resource manifest| 3 = Handle various CHIC programming
= 3 idioms
Provable _
» Resource Interface Confinement
+ legacy callees _
Cost-effective 4\ — » Resource protection and access control
T e o o = Support Shared memory concurrency->
multi-threaded execution and reasoning
Innocuous [9] |
A.Vasudevan, P. Maniatis, R.Martins, S. Chaki. Practical, Provable, End-to-End M. McCormack, A.Vasudevan, G. Liu, V. Sekar
Guarantees at the Edge. USENIX Workshop on Hot Topics in Edge Computing 2020 Formalizing an Architectural Model of a Trustw orthy Edge loT Security Gatew ay
RTCSA 2021
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Resilient Real-Time Mixed-Trust

CPS need to adaptto
failures/environment

« Daimler: Safety First for Automate
Driving?
- Built to preserve safety across failures

* Minimum Risk Maneuver (MRM)
to transition to degraded Mode or
Minimal Risk Condition (MRC)

Resilient Real-Time Mixed Trust
» Add enforcer to preserve safety
» Use enforcer to execute MRM

1Daimler et al. Safety First for Automated Driving.

Degraded Operation \

Capabiliti
Not Fully

Capabilities
Fully available

Nominal
Operation

Carnegie
\lt'lln;;2

pg
available

\ K
- -
Recovery

https://mwww.daimler.com/documents/innovation/other/safety-first-for-automated-driving.pdf, 2019

Resilient Verification
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Collision Avoidance Enforcer Example

LIDAR SONAR
e Detection distance 20 m * Detection distance 5 m
» Max braking: —10 « Max braking: —10 m/s?
S

. m
* Max Speed: 20% * Max Speed. 10?

LIDAR Failure Transitioning Enforcer
« Upon failure: start braking at —10=
S

» Once speed < 10? Transition to SONAR enforcer

& = B

10m 10m
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Resilient Real-Time Mixed-Trust Digraph Model / Scheduling

D. de Niz, B. Andersson, H. Kim, M. Klein, and J. Lehoczky.
Resilient Mixed-Trust Scheduling. IEEE RTSS 2021.

Task: graph G; = (V;, E;) M, T,
Vl' = {vi’l,vi'z, }
E;={ei1. €2 ..}
Vi1 = (Ti,1:'€i,1);
i1 = (”i,1»”i,2):

\ Release offset of
K{ =E;
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Multicore Processors: A Shared Hardware Problem Uiy

Engineering

Inszinate

Last-Level Cache (L3)

)

Memory Bus (and Mem Controller)

Resilient Verification
© 2022 Carnegie Mellon University
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{

{

DRAM
Bank O

DRAM
Bank 1

DRAM
Bank 2

DRAM
Bank 3
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Shared Hardware Delays: Shared Cache

Inesinste

Memory
Addr:
A 0
B 1
Shared Cache C 2
D 3
Addr Contents Set# E 4
0 F 5
1 G 6
2 H 7
3 | 8
J 9
K 10
L 11
M 12
N 13
0] 14
P 15
Icons credit: http://www.doublejdesign.co.uk
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Shared Hardware Delays: Shared Cache s

Ergineering
Inszitte
Memory
Addr:
fetchO A 0
~100ns g 1
Shared Cache 2
D 3
Addr Contents Set E 4
0 A F 5
1 G 6
10 K fetch 10 H 7
3 ~100ns | 8
J 9
read 10 K 10
L 11
M 12
N 13
0] 14
P 15
Icons credit: http://www.doublejdesign.co.uk
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Shared Hardware Delays: Shared Cache i

Engineenng
Inezinste
Memory
Addr:
A 0
B 1
read O C 5
f ~10 Shared Cache

7 (~10ns) D 3
Addr Contents Set# E 4
0 A 0 F 5
1 G 6
10 K 2 H 7
3 | 8
J 9

K 10

L 11

M 12

N 13

0 14

P 15

Icons credit: http://www.doublejdesign.co.uk
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Shared Hardware Delays: Shared Cache s

Ergineering
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Memory
Addr:
fetchO A 0
read O ~100ns 2 :
Shared Cache 2
D 3
Addr Contents Set E 4
8 A F 5
G 6
10 K H 7
fetch 8 j g
~100ns K 10
read 8
L 11
M 12
N 13
0 14
P 15
Icons credit: http://www.doublejdesign.co.uk
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DRAM Memory Organization

o
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DRAM Rank J > ; : ' : : : :
Address bus
64-bit . 8-hit K

Data bus <

DRAM Chlp | Bank s
| Rank
T Bank 1 Columns
q) F
f 5
(6] o w
St ] 4
Command > T Nk g
bus g 2 5
o| |x
£ 3 ‘
© g
— 12 Row buffer
Address bus >
8-bi addressn| ColumnAdecoder]
-bit +
Data bus = X
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Memory Banks Delays

Inesingte

read(row:1:col:0)

read(row:1:col:1)

read(row:1:col:2) read(row:1:col:2) Bank 1 Columns
read(row:1:col:1) = 0
read(row:2:col:2) § 1
read(row:2:col:1) g § 2

read(row:2:col:0) read(row:2:col:0) E © ”

read(row:2:col:1) read(row:1:col:0) g H é%:

read(row:2:col:2) . Di | ¥ |

%%éns%[ Columnédecoder]
Icons credit: http://www.doublejdesign.co.uk
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Memory Banks Delays s

read(row:1:col:2)
> Bank 1 Columns
- read(row:1:col:1) _ 0
Q
©
read(row:2:col:2) S 1
[}
read(row:2:col:1) @ 'g 2
[
= [e]
read(row:2:col:0) 3| | "
® A 2
1-col 2
read(row:1:col:0) % | ] | S
- i
> "Colump,
address[ CqumnAdecoder]
- 3
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Memory Banks Delays

v

v

Icons credit: http://www.doublejdesign.co.uk

Resilient Verification
© 2022 Carnegie Mellon University

read(row:1:col:2)

read(row:1:col:1)

read(row:2:col:2)

read(row:2:col:1)

read(row:2:col:0)

Bank 1 Columns
o 0
8 1
]
) ko] 2
‘B
gl & g
: é
o
addresms[ Columnédecoder]

[DISTRIBUTION STATEMENT A] This material has been approved for public release
and unlimited distribution.

Carnegie
Viellon

32


http://www.doublejdesign.co.uk/

Memory Banks Delays

v

v

Icons credit: http://www.doublejdesign.co.uk

Resilient Verification
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read(row:2:col:0)
read(row:2:col:0)
read(row:2:col:0)

read(row:1:col:2)

read(row:1:col:1)

read(row:2:col:2)

read(row:2:col:1)

read(row:2:col:0)

Bank 1 Columns

= O

Row decoder
N

y Rowaddress
Rows

—

addresms CqumnAdecoder]
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Memory Banks Delays i

rINg

read(row:2:col:0)

read(row:2:col:0)

read(row:2:col:0)
> Bank 1 Columns
read(row:1:col:2) = 0
(0]
©
read(row:1:col:1) < 1
(0]
) o 2
2
g S
© x [%2])
o =
[e]
: &
| . :
i address[ CqumnAdecoder]
Icons credit: http://www.doublejdesign.co.uk
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Use Virtual Memory to Map Physical Memory of Different Banks

Task 1

Physical Memory

DRAM
Bank O

Virtual Memory

DRAM
Bank 1

Virtual Memory
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And Different Cache Sets iare

Task 1

Physical Memory

age Table

Virtual Memory

Page Table

Virtual Memory
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Coordinated Partition Allocations Cnersy
Cache sets Englneering
Ve A N\ Inezinste
Pages{fset
. . Address bits
Address bit for banks may conflict 20 10 18 17 16 15 14 13 127 °
. : | HEEEEEEEN
with cache set bits J Y,
- Different cache colors may share Kgeng Color Index
bank color oRE T8 1
L [
Solutio n Bank Color Index
* Model conflicts and allocate colors to avoid them
* Assign: cache colors, bank colors, and cores
N. Suzuki, H. Kim, D. de Niz, B. Andersson, L. Wrage, M. Klein, and R.
Rajkumar. "Coordinated Bank and Cache Coloring for Temporal
Protection of Memory Access®. ICESS 2013
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Sharl N Partltl ons H. Kim, D. de Niz, B. Andersson, M. Klein, O. Mutlu, and R. Rajkumar. ety
g "Bounding and Reducing Memory Interference in COTS-Based Multi- 51 :
Core Systems*“. Journal of Real-Time Systems. 2016 I

Bank 1

When not enough partitions: Share Columns
Memory Controller

Rows

Request Queue Bank 1

o
But Predictably EEEN_ |

Row Buffer

Request Queue Bank 2

Bank 2

Columns

Others use CPU

1

1

1

1

1

1

1

1

1

—~

-1

1

el |

1

1

L9

< 1

_1
Rows

| ;
i Ehp(Ti) i
My Mem Regs. Izthers Mem Regs.

-~ Challenge: Need Processor Documentation (not always public) 38
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No Documentation: Co-Runner Analysis

[ ] .

The blue, red, and green tasks execute at
different times = no slowdown

Resilient Verification [DISTRIBUTION STATEMENT A] This material has been approved for public release
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No Documentation: Co-Runner Analysis

The blue and red tasks execute at
the same time = slowdown = increased execution time of blue and red.
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No Documentation: Co-Runner Analysis

The blue, red, and green tasks execute at
the same time = slowdown = increased execution time of all tasks.
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No Documentation: Co-Runner Analysis

Cpiue=4
{} il
{red} 0.5
{green} 0.45
{red,green} 0.25

The blue, red, and green tasks execute at
the same time = slowdown = increased execution time of all tasks.
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No Documentation: Co-Runner Analysis

Cpiue=4
| Co-runnerset | Speed | Exectime |
i 1 4
{red} 0.5 8
{green} 0.45 8.88
{red,green} 0.25 16

The blue, red, and green tasks execute at
the same time = slowdown = increased execution time of all tasks.

Resilient Verification [DISTRIBUTION STATEMENT A] This material has been approved for public release
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B. Andersson, H. Kim, D. de Niz, M. Klein, R. Rajkumar, and J. Lehoczky.

Schedulability Analysis of Tasks with Co-Runner-Dependent Execution

C 0' ru n n e r SC h ed u I abl | |ty Times ACM Transactions on Embedded Computing Systems. 2018.

How does schedulability analysis work?

Define reqlp(t,I1,it) asthe optimal value of the objective function of the following:

maximize E E E dug

i’ chep(7,I1,i) l-k,’,g\", seS(r,I1,i’ k")
subject to
; R g = N / f W
¥i' € hep(r.TI. /].Vrf‘, e Vi, Z 1)\&'?,'5,\“,-,_,\.,” x dug < [1] X (,A

_ it
seS(r.01.i' k")

Vi’ € r(_)p(r.H.i).Vrf}' e Vi, Z[)\\'f‘}'_s\{(,-,.k,” x dug < xUB(7.I1,7". k. t)

seS(r.J0.1' .k")A
(307, K"y s.v. (i €hep(7, ILI))A((i"” k" ) ES))

Vs € S(r.10) s.t. (3", k") s.t. (" € hep(7,I1,1)) A ((i". k") € s)),du, € R>q

Schedulability analysis (timing verification) is done as follows:
THEOREM 4.2. (Y7, € 7. (3t € [0, D;]. reglp(7.11.7.t) < t)) = 7 is schedulable on 11

Resilient Verification [DISTRIBUTION STATEMENT A] This material has been approved for public release
© 2022 Carnegie Mellon University and unlimited distribution.
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Inter-Core Interference Affect Tasks Differently

arrivaT _________ deadline

Corel| 74: €, = {13}
8 9 10 11 12 13

01234f567
=) _ Dl
o 1 2 3 4 5 6 7

8 9 10 11 12 13

Core2

o 1 2 3 4 5 6 7 8 9 10 11 12 13

Resilient Verification [DISTRIBUTION STATEMENT A] This material has been approved for public release 45
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Multi-Core Timing Interference using Co-Runner Locking. Real-Time
Systems Symposium 2021

Co-Runner Locker: Preempt Tasks That Lead to Deadlines Misses

INEzinste

arriva ldeadline

Corel| 7;: € = {13} ; >
. o 1 2 3 4 5 6 7 8 9 10 11 12 13

’ T3: €3 = {14} i ____________ - l

9 10 11 12 13 Ri=Ci-0; + Z [ww C; -0
Core 2 Ty €Ehpp(7;) 1)
[N | M s R; + I.(Cy -(h,-) .
e =) _‘I_— pl Ly [Remem e,
10 11 12 13 TREGATLEMP(T))

f where
"“\([ x,0) ,3ry:my€€; ATy €hp(T;)
e, = I;(z)= . .
Core3| 7,: 6 ={t4} o o o . . | .

.otherwise
0 1 2 3 4 5 6 7 8 9 10 11 12 13

v

New Schedulability Test
Find tasks that must not run together to prevent deadline misses

Resilient Verification [DISTRIBUTION STATEMENT A] This material has been approved for public release 46
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RAH-66 COMANCHE SOFTWARE REWORK
& INTEGRATION COSTS

* In 1983, the Army planned to buy 5,023 vehicles at $12.1 million/copy.

+ Test schedule delays and increasing development costs scaled down
the planned buy to 650 aircraft at $58.9 million/copy.

+ Most testing involved integration of the complete Mission Equipment
Package, which incorporated aradar, infrared, and image-intensified
television sensors for night flying and target acquisition.

* Technical challenges remained in software development, integration
of mission equipment, radar and infrared signatures, and radar perf.

» The first flight had been originally planned to take place during
August 1995, but was delayed by a number of structural and software
problems that had been encountered.

+ Key program elements, including development and integration of
certain software capabilities, failed to foster confidence with Army
overseers; several capabilities were viewed as having been unproven
and risky.

* The anticipated consumption of up to 40% of the aviation budget by
the Comanche alone for a number of years was considered to be
extreme.

Photo Credit: Boeing-Sikorsky

References:

* http://www defense-aerospace.convarticles-view/release/3/32273/pentagon-hit-over-comanche-
failings-(jan.-23).html
https://en.wikipedia.org/wiki/Boeing%E2%80%93Sikorsky _RAH-66_Comanchetcite_note-26
https://en.wikipedia.org/wiki/Boeing%E2%80%93Sikorsky _RAH-66_Comanchetcite_note-
Eden_p139-9)

Comanche costs were expected to consume up to 40% of US Army Aviation budget resulting in cancellation.

Resilient Verification Integration and software rework were significant cost contributors. case
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Underlying Cause — Interaction revealed Late Large SOFTWARE ke
REWORK Ergineerng

Aircraft industry has reached limits of affordability due to 300-100
exponential growth in SW size and complexity.

Requirements a
E 70% of errors occur in N : Acceptance
Requirements & Design, but Until integration - 80% Test
undiscovered discovery when we test
. together - at high rework
System *e I
Design ., ———, cost ! System
\‘ Test
-, (0%, 3.5% 1x
*
*
Software b
Architectural . ) . ; 3
Design Major cost savings through rework avoidance by ""’g: ‘::"’"
early discovery and correction
A S10K architecture phase correction saves $3M
Component \’
Software .
Design % .
%, Unit Where faults are introduced
— T
Rework & certification is 70% of SW cost, and software est Where faults are found
i 0, 0, o
is 70% of system cost. Thus, 49% of system costcan be :. Conservative cost for fault removal
attributed to softwarerework and cert. .
(SAVI) S, o i
v ———— . R Delivery Delays Not Known
* . . .
NIST Planning report 02-3, The Economic Impacts of Inadequate L | ,’. Until Late into PrOJeCt Schedule
Infrastructure for Software Testing, May 2002.
D. Galin, Software Quality Assurance: From Theory to Implementation, Code
Pearson/Addison-W esley (2004) Development
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ARCHITECTURE CENTRIC
VIRTUAL INTEGRATION Practice (ACVIP)

Early Discovery through Virtual System Integration
S I < o

Mecutrg
| Anstk &

Reduced Cost through Early Discaver

el e il

Bulld the
Systam

Assure the
System

)
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(uh‘oﬁlty
sohtwars
. . NEEMNE
Leverages research from the AVSI SAVI consortium which Inszitite
used virtual integration find issues early in commercial aviation

systems

Utilizes architecture models to perform virtual integration
focusing on software-intensive parts of real-time safety- and
security-critical computing systems to identify issues early
before integration.

Important enabler for MOSA to provide a standard

analyzable and processable architecture description for
embedded systems.

Process (from ACVIP Modeling & Analysis Handbook)
1) Develop ACVIP Management Plan
2) Establish Model Structure
3) Define Model Content Needed for Analysis
4) Incrementally Execute Analyses, Resolve
5) Build System in Conformance to Models
6) Support Certification and Readiness Reviews

Supports architecture-based incremental and
compositional modeling & analysis of computing system
properties

Analytical results + automated build support increasing

f Software, Hardware, and System
supporting verification, airworthiness, safety and cybersecurity certification

Resilient Verification
© 2022 Carnegie Mellon University
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ANALYSIS OF SYSTEM PROPERTIES VIA ARCHITECTURE MODEL

[Change of Encryption from
128 bit to 256 bit '
RESOURCE
CONSUMPTION /

One change drives multiple
Intrusion system issues

Integrity
Confidentiality
SAFETY &
, RELIABILITY
@ Hazard Analysis
FMEA

FTA

ARCHITECTURAL _
MODEL Potential New]

Hazard
AADL

Bandwidth
CPU Time
Power Consumption

Higher CPU
Demand

’ REAL-TIME v/
PERFORMANCE
Deadlock/ Starvation
Latency
Latenc Execution Time/ Deadline
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Affects Temporal
Correctness

emporal Correctness
Data Precision/ Accuracy
Confidence
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Concluding Remarks

Softwars
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Inszinate

Enforcement-Based Verification for Scalable Verification of CPS
* Minimizewhat is verified
* Monitor and enforce safety properties with verified enforcers
- Logic, Time, Physics
* Verify and Protect Enforcers
Predictable Real-Time Execution in Multicore Processors
« Shared Hardware and Partitioning Mechanisms
» Coordinated Configuration conflicting partitions to meet deadlines
» Shared Partitions
« Undocumented Hardware

Early Analysisto Prevent Integration Cost (Virtual Integration)
*Virtual Integration with Analysis of Architectural Models
* Models that can be refined down to implementation (e.g.,code generation)

Resilient Verification [DISTRIBUTION STATEMENT A] This material has been approved for public release 52
© 2022 Carnegie Mellon University and unlimited distribution.



