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On evidence for avionics critical systems

to

Q4 :the previous parts provided some high-level requirements for the end-to-end latency for 

some flows. Are these requirements valid? Does the current architecture meets these 

requirements?

In the requirement we have the latency between 0 ms to 2 ms;

For the flow f_etef1 we have:

we have in the best case 

100 + 200 + 200 + 100 = 600 µs < 2 ms

we have in the worst case 

300 + 400 + 400 + 500 + 4 + 2 + 2  = 9.6 ms > 2 ms  

Position
Models are a better way to organize syst. engineering artefacts, 
An analysis applied on a model produces evidence
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@ESA, the TASTE project: Models as Code
https://taste.tools/

 
Fig. 3 - System logical architecture 

 

In the picture above, the "arm" block on the left corresponds to the input sensors of 

the exoskeleton, while "VM_arm" function on the right corresponds to the 3D model. 

In between, the "controller" container in the middle contains the various software 

functions that interact with the hardware blocks, i.e. the SDL and the Simulink blocks. 

 

Each element of the model contains specific attributes. Interfaces can be cyclic, 

sporadic, protected (mutual exclusion), or unprotected. We also associate to each 

function an implementation language and context parameters (allowing configuration 

information to be captured at model level and used in the implementation code). 

 

 
Fig.4 Attributes of the cyclic_activation interface 

 

What is important is that all these attributes are used by TASTE model 

transformation tools, that follow a set of rules in order to go from a system abstract 

model down to a set of tasks and threads that comply with the system requirements. 

AADL+SDL+Simulink to engineer flight software

Automated toolchain to 

• Generate code and test infrastructure

• Gather coverage metrics, WCET, 

• Check code patterns, suspicious code

• Prove the correctness of middleware for Ada targets

• Perform run-time verification for C/SDL targets

Automation: easy/time consuming evidence gathering

• Provide ”engineering evidence”, ECSS-E-ST-40C

• Review with customer (regulator) to evaluate 
sufficiency and adequacy.

https://taste.tools/


5
HTO Panel
© 2022 Carnegie Mellon University

DISTRIBUTION STATEMENT A] This material has been approved for public 
release and unlimited distribution.

From “models producing evidence” to “evidential model-based process”
[1] ”Four Pillars for Improving the Quality of Safety-Critical Software-Reliant Systems”, by Feiler et al.
[2] “ROI Analysis of the System Architecture Virtual Integration Initiative“, by J. Hansson et al.

MBSE := { Reqs + Models } + Analysis 

Cost-effective: automation + improved req. [2]        

because of faster feedback and earlier analysis

Sufficiency of an evidence? [1]

Confidence in the engineering process

Conformance to established norms

 Confidence map, i.e., Toulmin-style argument that 
connects requirements, engineering artifacts, 

analysis, and results. 

Support for evidence acceptability: elicit in a precise way 
the rationale for this evidence: why? How? …
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Core AADL language standard [V1 2004, V2 2012, V2.2 2017, V2.3 2022] 

• Focused on embedded software system modeling, analysis, and generation

• Evidence produced as a result of automated tool-supported analysis

- Performance analysis: worst-case response time, schedulability of the system

- Safety analysis: computing fault trees, probability of reaching an unsafe state

- Automated model review: conformance to modeling guidelines 

- Code generation: generating “correct-by-construction” software

AADL Standard Suite (AS-5506 series)

Standardized AADL Annex Extensions
• Error Model language for safety, reliability, security analysis [2006, 2015]
• ARINC653 extension for partitioned architectures [2011, 2015]
• Behavior Specification Language for modes and interaction behavior [2011, 2017]
• Data Modeling extension for interfacing with data models (UML, ASN.1, …) [2011]
• AADL Runtime System & Code Generation [2006, 2015] 

• FACE Annex [2019]

TQL-5, i.e. verification tools. 

Output :- evidence, part of 
some argument

TQL-1 tools, i.e. output is 

part of final system

http://www.sae.org/
http://www.sae.org/
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AADL usages

1s

Send

Data_Source : out 

event data port

Data_Sink : in 

event data port

AADL Process 

as Partition

AADL Thread as 

Ada Task object
AADL Data as 

Ada Protected object

Receiver

Local

Object update

500

ms

100

ms

Update Read
Watch

Receiver_Thread Watcher_Thread

SpaceWireSpaceWire

LEON TSIMLEON TSIM

LEON TSIM

SpaceWire

SpaceWire

Sender_Thread

read

Data_Sink : in 

event data port

SC_2

SC_1

Concurrency view

Physical view

Receiver

Local

Object update

500

ms

100

ms

Update Read
Watch

Receiver_Thread Watcher_Thread

read

SC_3

AADL goal is to provide “ground truth” for describing 

safety-critical systems

General AADL tool: OSATE

Requirements verifications: ALISA

Middleware synthesis : Ada, C 
(POSIX, ARINC653), RTOS: Ocarina

Scheduling: Gateways to Cheddar, 
MAST

Error modeling, FTA, FMEA: OSATE

Model checking: Petri Nets (Time 
and CPN), LNT

Security Analysis, CI/CD, […]
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“What evidence is sufficient?” – Context

evidence /ˈevədəns/

• the available body of facts or information indicating whether a belief or proposition is true or valid. 

- Note: as a scientist, I concentrate on formal propositions, not beliefs.

“As a consequence of the above, the system will operate as required” is a master evidence, built from 
many partial evidences, collected from multiple artifacts (standards, engineering, tests, …).

“What evidence is sufficient?” 

• Why do we need this evidence? – “who” is asking?

• How is the evidence produced? – by “who”? Which artifact? tool-supported vs. human expertise

• Who is reviewing this evidence? – a human? Inputs to another tool/process?

• What does sufficient mean? Minimal amount of work to produce it? To accept it? Do we have well-
defined criteria for acceptability?

• What is the relationship between an evidence and an argument?

https://www.google.com/search?client=firefox-b-1-d&channel=nus5&sxsrf=APq-WBvuz0vT-txmcBhd0HJxPfpdC--YDQ:1649950061540&q=how+to+pronounce+evidence&stick=H4sIAAAAAAAAAOMIfcRoxS3w8sc9YSnDSWtOXmPU5uINKMrPK81LzkwsyczPExLhYglJLcoV4pHi4uJILctMSc1LTrViUWJKzeNZxCqZkV-uUJKvUADUkw_UlKoAUwIADZEmhlsAAAA&pron_lang=en&pron_country=us&sa=X&ved=2ahUKEwjDsML67pP3AhVghIkEHakdARoQ3eEDegQIFRAK
https://www.google.com/search?client=firefox-b-1-d&channel=nus5&sxsrf=APq-WBvuz0vT-txmcBhd0HJxPfpdC--YDQ:1649950061540&q=how+to+pronounce+evidence&stick=H4sIAAAAAAAAAOMIfcRoxS3w8sc9YSnDSWtOXmPU5uINKMrPK81LzkwsyczPExLhYglJLcoV4pHi4uJILctMSc1LTrViUWJKzeNZxCqZkV-uUJKvUADUkw_UlKoAUwIADZEmhlsAAAA&pron_lang=en&pron_country=us&sa=X&ved=2ahUKEwjDsML67pP3AhVghIkEHakdARoQ3eEDegQIFRAK
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AADL Model-Based Engineering for Cyber-Physical Systems@SEI

At the SEI, my team works on analysis techniques for safety-critical models

• Analysis operates either on the system, or a model of the system

• Models have different levels of fidelity: 

- Either an abstraction of an existing system

- Or a blueprint of a future system

• Our main line of research is on AADL, an architecture description language

- Scheduling or latency analysis, generation of fault trees, code generation, … 

- Each result from analysis is some form of an evidence

Create the best design 

that holds up over time 
as the system evolves.

Test the design without 

having to write any code.+ =
Build a single model to assess 

hardware and embedded software 
before the system is built.
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From analysis to Assume/Guarantee contracts
Brau, Hugues, Navet, https://doi.org/10.1016/j.scico.2017.12.007

A/G are logic predicates, G is a fragment of an evidence built using formal methods

Contracts are amenable to composition A/G -> A/G’ + A’/G’’ + A’’/G

Definition (Contract). A contract related to an 

element is a tuple K=(I,O,A,G):

• I are inputs: the data required by the element,

• O are outputs: the data provided by the element,

• A are assumptions: the properties required by the 

element,

• G are guarantees: the properties provided by the 

element.

These are have “raw evidences”, insufficient because

- Confidence in the predicates? analysis methods ? debatable 

- Connection with system-level safety process? To be established

https://doi.org/10.1016/j.scico.2017.12.007


12
HTO Panel
© 2022 Carnegie Mellon University

DISTRIBUTION STATEMENT A] This material has been approved for public 
release and unlimited distribution.

Stepper motor (SM) controls a valve

• Commanded to achieve a specified valve position

- Fixed position range mapped into units of SM steps

• New target positions can arrive at any time

- SM immediately responds to the new desired position

Safety hazard due to software design

• Execution time variation results in missed steps

• Leads to misaligned stepper motor position and 

control system states

• Sensor feedback not granular enough to detect 

individual step misses

Time Sensitive Engine Control Problem
From CMU/SEI-2015-TR-006 by Feiler et al.

Software modeled and verified in SCADE
Full reliance on SCADE state machines
Problems with missing steps not 
detected

Two Proposed Solutions
1. Sending of data with 12ms offset
2. Buffering of commands
No analytical confidence that the 
problem will be addressed

Software tests did not discover the issue
Time sensitive systems are hard to test.
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Architecture Fault Model Analysis

• Fault impact analysis identifies multiple sources of 

missed steps

- Early arrival of step increment commands

- Step increment command rate mismatch

- Transient message corruption or loss

• Understanding of error cause

- When is early too early

- Guaranteed delivery assumption

for step increment commands

- Built a confidence map, i.e., Toulmin-style argument 

that connects requirements, engineering artifacts, 

analysis predicates, and results

Analysis Results and Solution

Cx1.1a

Accurately: to the nearest digital

step corresponding to the

analog % open requested by

the ECS. T is determined by the

application using the SM.

C1.1

The 

SM_PCS accurately

positions the SM to the

position requested by the

ECS as soon as possible

but no longer than T ms.
A

A1.1a

ECS requests % open for SM

via direct memory. SM_PCS

runs in a frame of length F. SM

is commanded to a specific

position.

C3.1
The likelihood of a SM

malfunction is low

enough for the

application

Ev7.1
Test results

showing

sufficient SM

reliability

IR4.2

If there is evidence of

sufficient SM reliability then

the likelihood of malfunction

is tolerable for the application

R2.1

Unless there is a

malfunction in the

SM

UM6.1

Unless the SM

doesn't conform

N99635512

R4.1
Unless the likelihood

of malfunction was

incorrectly determined

Ev5.1

Data sheet for the SM

showing sufficient

reliability

N76623601

R3.3

Unless the SM_PCS

takes longer than F to

command a new

position requested by

the ECS

Ev6.2

Test results

consistent

with the data

sheet claim

C4.4

At the start of each

frame the

SM_PCS issues a

command to the

SM

R3.2

Unless the SM is

incapable of reaching

any requested position

within time T-F

R2.2

Unless the SM doesn't

reach any requested

position within time T-F

J

J2.2a

The request from

the ECS can come

in up to F before the

SM_PCS issues its

command

N89564258

Ev4.3

Analysis of data sheet for

SM shows that it can

move to arbitrary

positions within time T-F

UM5.2

Unless the SM

does not conform

to the data sheet

N13800520

R2.3

Unless the SM_PCS

doesn't issue the

appropriate commands to

the SM

C3.4

The SM_PCS asks the SM to move

to the location most recently

specified by the ECS

Ev5.3

SM_PCS Code

review showing

the correct

calculation

R4.6

Unless the transmitted

command is corrupted

Ev9.1

Test results

showing the link

has sufficient

reliability

R4.5

Unless the SM_PCS

does not correctly

calculate the position

specified by the ECS

C5.4

The communications

link between the

SM_PCS and the SM is

of sufficient reliablity for

the application

R6.6

Unless the reliability of the

link was incorrectly

determined

IR2.4

If there is no SM malfunction, it is

capable of moving fast enough, and

the SM_PCS issues the appropriate

command, then the SM will

accurately be positioned to the

location requested by the ECS within

time T

Ev7.6

Data sheet and tests for

the link showing

sufficient reliability

IR6.7

If there is evidence of sufficient

link reliability then the likelihood

of corrputed data is tolerable for

the application

UM6.5

Unless the code does not

execute as specified

UC5.5

Conditions in the

execution environment

interfere with correct

execution

Cx2.3a

An appropriate

command is a SM

position calculated

from the percentage

requested by the ECS

UM8.1
Unless the link

doesn't

conform

IR4.7

If the calculated position is

correct and is not corrupted

during transmission, then the

SM_PCS commands the SM to

move to the correct location

UM7.4

Hardware failure

prevents correct

execution
N63033932

N54850060

Ev7.2

SM_PCS Unit Test

showing expected

behavior

UM6.3

Unless the reviewed

code is not the

current code

UM6.4

Unless the code

review overlooks an

error

UM7.3

The code is

compiled/assembled

incorrectly

IR5.4

If the SM initializes to the

fully closed position, then

the SM_PCS is able to

know the location of the

SM at startup

UM7.3

Unless the reviewed

design/code is not

the current

design/code

R5.9

Unless the code

does not implement

the calculation as

specified

R3.9

The number of steps

between the current

position and the desired

position is computed

incorrectly

J

J2.2a

The request from

the ECS can come

in up to F before the

SM_PCS issues its

command

Ev3.2

Data sheet for the

SM showing that it

can move to an

arbitrary position

within time T-F

R2.4

Unless the SM_PCS

doesn't issue the

appropriate commands to

the SM

R3.4

The SM_PCS doesn't

know the position of

the SM at the

beginning of each

frame

C4.7

At the start of each frame the

SM_PCS issues a command

to move the SM min(|CurPos

- DesPos|,S) steps in the

appropriate direction

R2.3

Unless the SM_PCS

does not know the true

position of the SM

Cx1.1a

Accurately: to the

nearest digital step

corresponding to the

analog % open

requested by the ECS

IR5.8

If S steps can be completed in a

frame, the SM_PCS task runs once

per frame, and the interarrival time

of commands is F, then the SM

completely executes all of them

UM7.10

Unless the code

review overlooks an

error

UM7.4

Unless the

review

overlooks an

error

Ev8.8

Test results

showing the link

has sufficient

reliability

R5.7

Unless the SM_PCS

sends a new command

to the SM that overwrites

an incompletely executed

previous command

IR5.11

If a code review and test results

show that the calculation is made

correctly then SM is moved the

correct number of steps in the

correct direction

C4.4

The SM_PCS knows

that the SM is

initialized to the fully

closed position at

startup

Ev6.7

SM_PCS code

review showing

the correct

calculation

R3.7

When desired

position is S or fewer

steps away, the

SM_PCS asks for

more or fewer steps

than are needed

UM9.2
Unless the

implemented

clock does not

conform

Ev7.8

AADL model showing

minimum inter-arrival

time >= F ms

R3.10

A corrupted

command value is

received by the SM

C3.1

The likelihood of a SM

malfunction is low

enough for the

application

R3.8

The SM_PCS asks

for movement away

from the desired

position

Ev8.4

Schedule

showing

SM_PCS is

scheduled at a F

rate

UM4.3
Unless the SM

does not

conform to the

data sheet

R6.8

The code is

compiled/assembled

incorrectly

Ev6.3
Design review and code

review of SM_PCS

showing that it keeps

accurate track of all

commands issued

UM8.6

Unless the model fails

to capture information

affecting inter-arrival

times

C4.8

The communications

link between the

SM_PCS and the SM is

of sufficient reliablity for

the application

Cx2.3a

i.e., the CurPos

"known" by the

SM_PCS is not

consistent with reality

C7.5

The maximum number of

steps (S) the SM_PCS

will ask the SM to move in

any frame can be

completed in F

R3.6

When desired position

is more than S steps

away, the SM_PCS asks

for fewer than S steps

R5.5
Unless there is no

evidence that the

SM_PCS keeps track

Cx7.8a

AADL model

takes into

account task

preemption and

overhead

R5.3

Unless the SM does

not initialize itself to

the fully closed

position

Ev8.1

Test results

showing that the SM

initializes to the fully

closed position

IR4.2

If there is sufficient SM

reliability, then the

likelihood of malfunction is

tolerable for the

application

UM6.1

Unless the SM

doesn't conform

to the data sheet

IR5.6

If a design review shows that

the SM_PCS keeps track of

issued commands, then there

are grounds to believe that the

SM_PCS keeps track of issued

commands

R4.1
Unless the likelihood

of a malfunction was

incorrectly determined

Ev9.1

SM datasheet and

calculations showing

that S steps can be

completed in F ms

R6.6

The minimum

inter-arrival time

between SM

commands is less

than F

R6.5

The time between

scheduled SM_PCS

task initiations is

less than F

R5.12

Unless the reliability of the

link was incorrectly

determined

R8.3

Unless S steps cannot

be completed in F

R7.6
The task is

scheduled at a

rate different

from F

C1.1

The 

SM_PCS accurately positions

the SM to the position requested

by the ECS as soon as possible

but no longer than T ms.

Ev8.7

SM_PCS Unit Test

showing expected

behavior

IR2.5

If the SM doesn't malfunction and is

fast enough when optimally

controlled, and the SM_PCS can keep

track of where the SM is and issue

proper commands, then the SM will

be positioned properly within time T

Ev5.2
Test results

confirming the

data sheet claim

Ev6.11
Data sheet and tests

for the link showing

sufficient reliability

Ev7.1

Test results showing

SM reliability conforms

to the data sheet

R2.1

Unless there is a

malfunction in the

SM

IR5.13

If there is evidence of

sufficient link reliability, then

the likelihood of corrupted

data is tolerable for the

application
R5.10

Unless the code does not

execute as specified

UM7.9

Unless the reviewed

code is not the

current code

UC6.10

Conditions in the

execution environment

interfere with correct

execution

Cx2.4a

An appropriate

command moves

toward the desired

position as quickly as

possible

Ev6.2
Data sheet for the SM

showing that it

initializes to the fully

closed position

IR8.2

If calculations show that S

steps can be completed in

a frame, then S steps can

actually be completed in a

frame

R3.3
The SM_PCS doesn't

know the position of

the SM when it starts

up C4.6

The SM completely

executes all

commands sent to it

by the SM_PCS

R7.7

The hardware

clock drifts or is

otherwise

inaccurate

A

A1.1a

ECS requests % open for SM via direct

memory. SM_PCS runs in a frame of

length F. SM is commanded via number of

steps to move in the frame and direction.

Maximum number of steps commanded in

a frame is a precalculated constant S.

R6.9

Hardware failure

prevents correct

execution

R6.4

The SM takes longer

than F to execute a

command

C4.5

The SM_PCS computes the

position of the SM based on

its current computed

position and the commands

it sends to the SM

UM7.2
Unless the SM

doesn't

conform

UM7.11

Unless the link

does not

conform

R2.2

Unless the SM is incapable

of reaching the requested

position within time T-F no

matter how commanded

Ev10.1

Test results

showing that the

clock is accurate

enough for the

application

Ev5.1

Data sheet for the

SM showing

sufficent reliability

R3.5

The SM_PCS

asks for more

than S steps

Ev8.5

Clock data

sheet showing

sufficient

accuracy for the

application

Assurance Case 
Confidence Maps

Archetype of a ”sufficient” evidence supported by model, analysis 
results, and  a confidence map. 

Open questions: Is this affordable? An overkill?


