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Carnegie Mellon Leads an Ecosystem of
Innovation for Cybersecurity

CMUCampus —Global Research University

Global research university known for its world-class, interdisciplinary programs in
computer science, machine learning/artificial intelligence, engineering, business, arts,
policy, and science

Ranked #1 Artificial Intelligence, #1 Cybersecurity, #1 Software Engineering, #1 Computer
Engineering, #2 Computer Science, Programming Languages, #3 Computer Systems, Data
Analytics, Theory

(U.S. News and World Report)

1,442 total faculty and 130 research centers

CyLab, CMU's security and privacy research institute, brings together experts from all schools
across the university

CMU Software Engineering Institute (SEI)

Founded in 1984 by the DoD as a Federally-Funded Research and Development Center
(FFRDC) focused on software engineering

Leader in software engineering, cybersecurity, and artificial intelligence research
Established CERT in 1988

About $145M annual funding (~$23M DoD Line)

Critical to the DoD ability to acquire, develop, operate, and sustain software systems that
are innovative, affordable, trustworthy, and enduring (CMU SEI Sponsoring Agreement)

Carnegie Mellon University
Software Engineering Institute
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CERT Division

Founded on a unique combination of experiential understanding of
DoD missions, the cyber warfighter, the operational domain, and
constantly changing technology

Adapts the best science to impact operational missions, increase
the trustworthiness of technology, and develop cyber talent

Partners with DoD, non-DoD agencies, and the private sector
enable CERT to maintain technical depth, attract top talent,
amplify DoD financial investment, reduce the risk to DoD missions,
and scale the research

Strengthens the resilience of critical national functions, increases
the cybersecurity and resilience of DoD systems and Defense
Industrial Base, and develops the cyber capacity of allies and
partners
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Creating Deep Fakes using Autoencoders

Original Encoder Latent
Face A Face A
' ‘ — — Y

« First neural net “learns”
features of Face A (master)

* i.e., output layer represents
features of Face A

T. Nguyen, C. Nguyen, D. Nguyen, D. Nguyen, and S. Nahavandi, Deep Learning for Deepfakes Creation and
Detection: A Survey, arXiv:1909.11573v2 [cs.CV] 28 Jul 2020, https://dev.arxiv.org/abs/1909.11573v2
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Creating Deep Fakes using Autoencoders

Decoder A Reconstructed

Latent Face A
Face A
- h

« Second neural net “learns”
to reconstruct Face A

* i.e., output layer represents
pixels of Face A

T. Nguyen, C. Nguyen, D. Nguyen, D. Nguyen, and S. Nahavandi, Deep Learning for Deepfakes Creation and
Detection: A Survey, arXiv:1909.11573v2 [cs.CV] 28 Jul 2020, https://dev.arxiv.org/abs/1909.11573v2
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Creating Deep Fakes using Autoencoders

Original Encoder y tent Decoder A Reconstructed
Face A Face A Face A

' : ‘ . Y ' ‘

A i

 First neural net “learns” « Second neural net “learns”

features of Face A (master) 10 reconstruct Face A
- i.e., output layer represents * I.€., output layer represents
features of Face A pixels of Face A

Together, the two neural nets can encode and reconstruct a “master’

T. Nguyen, C. Nguyen, D. Nguyen, D. Nguyen, and S. Nahavandi, Deep Learning for Deepfakes Creation and
Detection: A Survey, arXiv:1909.11573v2 [cs.CV] 28 Jul 2020, https://dev.arxiv.org/abs/1909.11573v2
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Creating Deep Fakes using Autoencoders

Sxwih

Original : S Reconstructed
Face B Encoder Face B Decoder B Face B

By the same process, two neural nets can
encode and reconstruct a “target”

T. Nguyen, C. Nguyen, D. Nguyen, D. Nguyen, and S. Nahavandi, Deep Learning for Deepfakes Creation and
Detection: A Survey, arXiv:1909.11573v2 [cs.CV] 28 Jul 2020, https://dev.arxiv.org/abs/1909.11573v2
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Creating Deep Fakes using Autoencoders

Original Encoder Latars Decoder A Reconstructed
Face A : Face A Face A
‘ » § . ' ﬁ { ﬂ A ‘ .
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Original e Reconstructed
Face B Encoder Face B Decoder B Face B

In application, the two “encoders™ are the same,
l.e., trained on both master and target to produce
common features

T. Nguyen, C. Nguyen, D. Nguyen, D. Nguyen, and S. Nahavandi, Deep Learning for Deepfakes Creation and
Detection: A Survey, arXiv:1909.11573v2 [cs.CV] 28 Jul 2020, https://dev.arxiv.org/abs/1909.11573v2
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Creating Deep Fakes using Autoencoders

Original ' Latent Reconstructed
Face A Encoder Face A Decoder B Face B from A

Using the master to generate features which
feed the decoder specific to the target creates
the fake

T. Nguyen, C. Nguyen, D. Nguyen, D. Nguyen, and S. Nahavandi, Deep Learning for Deepfakes Creation and
Detection: A Survey, arXiv:1909.11573v2 [cs.CV] 28 Jul 2020, https://dev.arxiv.org/abs/1909.11573v2
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Visual Detection of Deep Fakes

Some artifacts can be detected visually

« Mismatched skintone at borders, especially
for face swaps

* Inconsistent light sources and shadows

« “Lip reading” (visemes) and sounds
(phonemes) aka lip sync

Illustration source:

https://ai.googleblog.com/2019/09/contributing- i DISCOﬂtanItleS |n VldeO

data-to-deepfake-detection.html

* Inconsistent eye blinking
« Mismatched jewelry, e.g., earrings

« Selectively indistinct features
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Machine Detection of Deep Fakes — GAN
Artifacts

Checkerboard
Pattern

Real Spectrum

Spectrum

Source: X. Zhang, S. Karaman, and S. Chang, "Detecting and Simulating Artifacts in GAN Fake Images (Extended Version)," 15 Oct 2019,
https://arxiv.org/abs/1907.06515

« Mathematical fingerprints in fakes

 GANSs leave unique markers, such as frequency spectra in
generated images (checkboard)
- Up-sampler detection
- Interpolation detection

Carnegie Mellon University Introduction to Recognizing Deep Fakes [DISTRIBUTION STATEMENT A] Approved for public release
- . . . © 2022 Carnegie Mellon University and unlimited distribution. 13
Software Engineering Institute



Machine Detection of Deep Fakes — GAN
Artifacts

GAN

: ; Artifacts
Real Spectrum AutoGAN Spectrum
! Reconstructed Image

Source: X. Zhang, S. Karaman, and S. Chang, "Detecting and Simulating Artifacts in GANFake Images (Extended Version)," 15 Oct 2019,
https://arxiv.org/abs/1907.06515

« Mathematical fingerprints from original
« AutoGANSs can create versions of original image
« Difference “fingerprint” can be used to train detector
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Machine Detection of Deep Fakes —
Physiological Inconsistency

- 3 3

Gross checks

Mismatch between facial movements and
speech

« Mismatch between facial movements and
respiration

* Inconsistent detected heart beats

Scale differences

Source: T. Karras, M. Aittala, S.
Laine, E. Harkdnen, J. Hellsten,

3. Lehtinen, and T. Aila, “Alias-  Gross anatomical features determine
Free G tive Ad ial -

Networks.” 351 Corference on facial layout

Neural Information Processing . .

Systems, 2021, « Detalls are interpolated unnaturally

https://arxiv.org/abs/2106.12423
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Many proposed ways to detect fakes

Table 3. Summary of Deepfake Detection Models

Type Modality Content Method Eval Datasel Performance®
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“Only the best reported performance, averaged over the test datasets, 18 displayed to capture the "best-case” seenario.

Mirksy & Lee, “The Creation and Detection of Deepfakes: A
Survey’, Sept 13, 2020, https://arxiv.org/pdf/2004.11138.pdf

Blending (spatial)
» Edge detectors, quality measures,
frequency analysis
Environmental (spatial)
« Face warping, lighting, varying fidelity
Forensics (spatial)
» Network fingerprints, camera/sensor
noise, inconsistent head poses
Behavior (temporal)
* Mannerism anomalies, perceived
emotion
Physiology (temporal)
» Heart rate, blood volume, eye blinking
Synchronization (temporal)
» Audio/video matching, mouth shapes
Coherence (temporal)
 Flickers, jitter, frame prediction

Carnegie Mellon University
Software Engineering Institute

Introduction to Recognizing Deep Fakes

© 2022 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release
and unlimited distribution.

16



Learning more about deep fakes

SEI Blog

£l + Publicatc Blag

How F% sy s It to Make and Detect a
Deepfake?
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https://insights.sei.cmu.edu/blog/how-easy-is-it-to-make-and-detect-a-deepfake/

Carnegie Mellon University Introduction to Recognizing Deep Fakes [DISTRIBUTION STATEMENT A] Approved for public release
. . . . © 2022 Carnegie Mellon University and unlimited distribution. 17
Software Engineering Institute



Ways to Engage with Us

« Download software and tools

 Explore research and capabilities

« Participate in education offerings

« Attend an event

« Search thediqital library

 Read the SEI Year in Review
 Collaborate with the SEl on a new project

Software Engineering Institute
Carnegie Mellon University
4500 Fifth Avenue

Pittsburgh, PA 15213-3890
412-268-5800 - Phone
888-201-4479 - Toll-Free
412-268-5758 - Fax

info@sei.cmu.edu - Email
www.sei.cmu.edu - Web
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https://www.sei.cmu.edu/publications/software-tools/index.cfm
https://www.sei.cmu.edu/research-capabilities/index.cfm
https://www.sei.cmu.edu/education-outreach/index.cfm
https://www.sei.cmu.edu/news-events/events/index.cfm
https://resources.sei.cmu.edu/library/
https://resources.sei.cmu.edu/asset_files/AnnualReport/2019_001_001_552485.pdf
https://www.sei.cmu.edu/about/work-with-us/index.cfm
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