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CURRENT MISSION

The 4£12CS Mission Defense

2

Team (MDT)

N
G
7'/, " - \$

The 412th Test Wing:

= Plans

= Conducts

* Analyzes

Supported by an Enterprise Scale

- Reports on Network:

all flight and ground testing of = Thousands of endpoints/network

aircraft, weapons systems, software devices

and components as well as modeling Multi P
. : ultiple classifications

and simulation for the USAF. P

On Prem and Cloud Data Centers

There_ arelth.ree core components Hardware and software unique to
for this mission: flying operations, o

maintenance, and engineering.

The Wing Commanders
organic DCO-IDM element

Focused on defending Test
Mission

NOT compliance focused

Capabilities:

» Threatresearch

= Network Security
Monitoring

= Incident Response

= Digital Forensics

e LeadPlanner
: e Threat Research

AND BACKGROUND

-Who Am I?

|+ SOCManager

* Project Manager






Common Usage:

» Consisting of many components and interactions closely connected
» Cannot be easily separated without destroying essence of the whole

THIS? * Resistant to simplification

WHAT IS
COMPLEXITY?

‘The whole is somethmg else than the sum of its parts...
-Aristotle '











Origins of Complexity 1n
| Cybersecurity






Cybersecurity: The Platonic Ideal..

How do you decrease the chances of'a material impact to mission due toa cyber incident? - Rick Howard

Cybersecurity 1st Pr1nc1ple
OBSERVE ORIENT DECIDE ACT ;

INCIDENT | rTHRQ' NSV
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OTHER
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Gives Rise to Emergent Complexity..





Mission Systems

Security Data COIIectién

Threat Intelligence Platform

Security Data Analysis

Security Data Presentation

Monitoring and Incident
Response

= Technical'Complexityl‘






HR
Acquisition
Budgeting
Approvals

Authorities Race Condition

e Tncident Coordination

* Reporting

* Access Requests Review
e Authorities

Approve? 4 C2 ~ Reporting

« COMREL

Project Management





The Psychological Factor

'

Confirmation i e :
Absence of evidenceis -
TOTALLY evidence of 4

absence

Base Rate. b
" How often does that
REALLY happen?

Satisficing

Meets RMF? Good enough.

Framing






Coping with Complexity

A lot less technical than some may have hoped...

- But not nearly as managerial as others assumed...





Fundamentally an Issue of P
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How does all this translate to
reduced data complexity?

'

A

I;Key CybérTefrain and potential
nexuses of complexity emerge as
| you work the overall problem

1 Uﬁderstanding of the variables '_:;‘.-:,_ .
-| that shape, drive, and obscure ~ -

complex relationships

Armed with the context to start
to making technical and
procedural changes to manage
complexity






Assume Breach and Defend Against Abuse of Legitimate Access THE ICEBERG ANALOGY AND
By @JohnLaTwC THE COMPLEXITY THAT

LURKS BENEATH.

Detecting lllegitimate

Defense Against Malware and Exploits

Signatures *  Requires knowledge of external threats

+« Defense complexity is a function of 2 KNOWING YOURSELF

environment permissiveness

Behavioral Analysis Attackers evade defense by change ° KNOWING THE ENEMY

diversity

0-days are a conversion technology e KNOWING THE ATTAC K PATHS

from illegitimate access
Horizon of Access A A L T T T e e

to legitimate access

Detonation Attackers bypass your security

Attackers use your security

Audit log inspection

Correlation Defense Against Credential Abuse

*  Requires knowledge of internal assets
*«  Defense complexity is a function of the
authentication and access matrix
Attackers evade defense by credential

diversity

Anomaly Detection

Impossibility Analysis

Detecting Abuse of Legitimate Access How much of defense is actuallyjust
understanding the hidden intricacies of your

own systems?

From John Lambert
Microsoft Threat Intelligence Center





From John Lambert

Microsoft Threat Intelligence Center "Defense Complexity is a Function of the Authentication and Access Matrix”

e Thinki ng N gra phS versus lists as a defender Attackers can lay in wait on a compromised machine, using a password dumper such as mimikatz until a high value account logs on to the

* You (should) already have the data as
defender - A Terminal Server

* Exposes actual complexity, but gives you
tools to mathematically reduce through SNA

1 High Value Asset

* End Result: Clearly see adversary attack paths machine Lets examine an example graph.

The cluster on the left is single Terminal Server used by hundreds of users. If attackers compromise (G ra ph/MatrIX EqU Ivalence)
\ N ‘ | [ / - U
\u ‘ /
U 1039\ 1T e :

514 U364

\\

—2# |erminal Server

this machine, they can dump the credentials
U

How can attackers move laterally to get to the High Value Asset?
r

A URA

High Value Asset

Terminal Server

154

By s_éarching the graph, attackers discover multiple paths to the High Value Asset. Compromising the terminal server can allow attackers to also
NN compromise User46 and User128. Those users are admins on Machine2821 and Machine115 respectively. Compromising those workstations
N\ allows attackers to compromise User1 and User34, both of which are admins on the High Value Asset. For the High Value Asset to be protected,

of many users over time. S all the dependent elements must be as protected as thoroughly as the HYA—forming an equivalence class.





‘ORIGIN OF COMPLEXITY e - MITIGATING APPROACHES

John Lambert
@JohnLaTwC

8/10 Prevention is the guardian of detection.
Prevention creates the whitespace to detect and
respond to the most important things.






Some Specific Nexuses of Security Data Complexity
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How and where is data fused?

How many systems use which IAM methods? How is data queued and enriched?

Fow 1o dats narrashcels How is data normalized?

IDENTITY AND  yypat groups overlap? Deduplication? SECURITY Deduplication?
AcCCEss : : : ' DATA
MANAGEMENT et PIPELINE
How is data queued and enriched?
How and where is data fused? ‘ '
Supporting network settings? : s Hiding in otherwise normal traffic

Logged in credential graph <
Volume of activity
Living off the land

\ 4

Bad practice vs. possible threat

s

Time of day
e

a

Probability that traffic is not normal?

What defines normal? Types of software

\ 4

Actual malware?

a

Possible failure states

Protocol type and volume = Legitimate credentials

These become self-evident when you approach the problem correctly..





Pitfalls

The Al/ML bandwagon

Beware of turnkey solutions — hides complexity to make things seems
simple _ '

Too much, too soon — collection, analysis, and capabilities
Not enough, too soon — especially threat intelligence |
Death by a 1000 support infrastructure papercuts — dependency hell

Over proceduralized
— Good process and procedures helps “automate” away the repetitive and simple
— Leaving decision space and time for the crux of the problem and creative approaches

Under proceduralized

e ————— == = o
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Netflix infra to handle a trillion events every day

v/s

Series A startups with five customers
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How NOT to Handle Complexity
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Conclusion

X - V— —— 4 — i ———— —— -

Inherently complex endeavor, growing more so all the time
The mindset matters more than a technical solution
Well framed to determine what is unavoidable and what is self inflicted

The technical solution will fall into place once you take the time to understand the
nature of the complexity

You may not know how to untie the Gordian Knot but you at least appreciate the
fact it's made of rope which comes with its own well-defined set of properties
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