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Introduction

What we mean by protocol

ISO/IEC 29147:2018

Information technology — Security
techniques — Vulnerability disclosure

1. Accepted code of behavior

of a group or organization S pey
wzeis 1ISO/IEC 30111:2019
* |ISO/IEC 29147, ISO/IEC 30111 ', : lnfom]ation technology”—Security
« CERT Guide to CVD, extended in this work Cas Lﬁﬁzggﬁs—vm"embmw i

<= Software Enginesring Institute
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2.Set of rules governing the
exchange of data via a Coortinsiod Valosrability Discsars
communications channel

e Starts in this work, more to do in the future
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MPCVD Protocol
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CVD is comprised of Participants in Roles doing Processes

CVD Roles

CVD Processes
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@ Deployer

?

may Case State

Report Mgt
Embargo Mgt
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Case State Model
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Householder, A. D., and Jonathan Spring. A State-Based Model for Multi-Party
Coordinated Vulnerability Disclosure (MPCVD). Tech. Rep. CMU/SEI-2021-SR-021,
Software Engineering Institute, Carnegie-Mellon Univ ersity, Pittsburgh, PA, 2021.

@ D = Fix Deployed X = Exploit Public
F = Fix Ready

V = Vendor Aware

Vendor Unaware

‘..itl’tl\':.,’il."‘ }]1*] |_1 Wi Ll||'|\.1-r_-;i|1.' Designing Vultron: A Protocol for MPCVD [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
b © 2022 Carnegie Mellon University 10



Householder, A. D., and Jonathan Spring. A State-Based Model for Multi-Party
Coordinated Vulnerability Disclosure (MPCVD). Tech. Rep. CMU/SEI-2021-SR-021,
Software Engineering Institute, Carnegie-Mellon Univ ersity, Pittsburgh, PA, 2021.

Carmegie Mellon University



Coordinated Vulnerability Disclosure (MPCVD). Tech. Rep. CMU/SEI-2021-SR-021,
Software Engineering Institute, Carnegie-Mellon Univ ersity, Pittsburgh, PA, 2021.
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Householder, A. D., and Jonathan Spring. A State-Based Model for Multi-Party

= Vendor Aware

= Fix Ready

= Fix Deployed

= Public Aware

= Exploit Public
Attacks Observed
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Management
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Report Management

Basic CVD

Start
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Report Management

Basic CVD + Coordinator
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Report Management

Basic MPCVD + Coordinator
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Report Management

Other MPCVD Scenarios
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Embargo Management
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Participant Stages
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MPCVD Protocol
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Message Category State-related Ack & Errors
Report Management RS, Rl, RV, RD, RA, RC RK, RE
Embargo Management EP. ER, EA, EV, EJ, EC, ET EK EE
mw Case State CV. CF, CD, CP,. CX, CA CK, CE
? General Gl GK, GE

When g state changes, Send 4 message

Carnegie Mellon University
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MPCVD Protocol
In Motion
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MPCVD Protocol In Motion

MPCVD Protocol _ =g
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MPCVD Protocol In Motion

MPCVD Protocol

«— received
= sent or received
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Designing Vultron

Simulating Vultron
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Behavior Trees

A method for designing autonomous agents

* Game Al / Non-Player Characters
(NPCs)

e Robhotics

Features
» Modularity / Composability
* Reactivity
* Generalize other ideas

- Decision trees
- Finite state machines

S
SES

Ghost
Close

Avoid
Ghost
Ghost Chase
Scared Ghost

Carnegie Mellon University Designing Vultron: A Protocol for MPCVD
- © 2022 Carnegie Mellon University

Software Engineearing Institute

[DISTRIBUTION STATEMENT A] Approved for public release and urlimited distribution.

36



Designing Vultron

Vultron Behavior
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MPCVD Protocol Behavior

Sohavior Trees s »

discover recelve roport ombargo
vulnerabillty | | messages ~management management

Close Report Behavior

Reporting Behavior

Embargo Mgpagement Behavior

Receive Mesggges Behavior

Discover Vulnergbility Behavior

Do Work Behavior

Prioritize Repol

Monitor Threats Beh:

Publication Bgavior

Terminate Embargo Behavior

Propose Embargo Behavior

Process CS Messages Behavior

Carnegie Mellon Universit

Report Management Behavior

Process RM Messages Behavior

Develop Fix Behavior

Acquire Exploit B ‘

Process EM Messages Behavior
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Looking Ahead: Vultron Al

Demo
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Looking Ahead: Vultron Al

Demo

2
3
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Looking Ahead: Vultron Al

Demo
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Looking Ahead: Vultron Al

Demo
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Looking Ahead: Vultron Al
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Looking Ahead: Vultron Al
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Looking Ahead: Vultron Al

Demo
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Looking Ahead: Vultron Al
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What next?

Carnegie Mellon University Designing Vultron: A Protocol for MPCVD [DISTRIBUTION STATEMENT Al Approved for pubiic release and u
e N ia ©2022 Carnegie Mellon University
=0ilware l:rljll'1ffffrlr1j; Irstitute



MiTbors Uniiva 3 igning Vultron: r or S MEN p for public re d unlimited distribution
Carnegie v




Vultron vs User Stories

Allowed
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—
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Unsupported
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Future Work

Continue prototype / simulator Incorporate concepts & logic into VINCE
Testing & Evaluation Message Formats

» User stories & requirements

* Prototype softvyare Integration / Interoperability

* Tabletop exercises? - Ontology?

Build community
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https://www.wombo.art/

Coming soon
 User stories doc

* Vultron simulator code
Allen Householder

adh@cert.org
@_adh

Feedback & collaboration
opportunities

* Probably Github?
 Other venues?

https://www.wombo.art/
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