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The Software Engineering Institute

* A United States Department of Defense Federally
Funded Research and Development Center (FFRDC)

» Vision: leading and advancing software engineering and
cybersecurity to solve the nation’s toughest problems

» Mission: to advance the technologies and practices
needed to acquire, develop, operate, and sustain
software systems that are innovative, affordable,
trustworthy, and enduring
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Insider Risk at The CERT Division of Carnegie Mellon
University's Software Engineering Institute
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Conducting research, modeling,
analysis, and outreachto develop
socio-technical solutions to
combatinsider threats since 2001

Mission: enable effective insider
threat mitigation, incident
management practices, and
develop capabilities for deterring,
detecting, and responding to
evolving cyber and physical
threats

Action and Value: conduct
research, modeling, analysis, and
outreach to develop & transition
socio-technical solutions to
combatinsider threats
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The Insider Threat Defined

The potential for an individual
who has or had authorized access
to an organization’s assets to use

their access, either maliciously or
unintentionally, to act in a way
that could negatively affect the
organization.
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Untangling Insider Taxonomy

Insider: An insider of an organization is an employee, contractor, or other business
partner who has or had authorized access to the organization’s critical assets.

Insider Threat: Insider threat for an organization is the potential for an insider to use their
access, either maliciously or unintentionally, to act in a way that could negatively affect the
organization.

Insider Risk: Insider risk is the potential for loss associated with the realization of an
insider threat.

Insider risk is unique in organizational security in that the potential threat agents play
fundamental roles in accomplishing the organization's mission.
* Insider goodwill is essential to both keeping intentional insider risk to a minimum and
ensuring organizational success generally.
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Scope of the Insider Threat

Individuals

had authorized

CurrentorFormer

Full-Time Employees

Part-Time Employees

Temporary Employees

Contractors

Trusted Business Partners

Organization’s Intentionally or Negatively Affect
Assets Unintentionall the Organization
use that access to act ina way
that could

Fraud Harm to Organization’s

Employees
Theft of Intellectual ploy

Propert

Confidentiality, Integrity,
CyberSabotage orAvailability of
Information I e
Espionage Disruption
Organization’s Ability to

Meetits Mission

Workplace Violence

Technology
Damage to Organization’s

Social Engineering R
eputation

Accidental Disclosure
Harm to Organization’s
Customers

Facilities

Disposal of EQuipment or
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Scale of the Insider Threat

What percentage of organizations experienced an

What percent of the electronic crime insiderincident?
events are known or suspected to 100
have been caused by : 90
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The most costly or damaging
crimes were committed by:

What percentage of certain types of security incidents
wereperpetrated by insiders?

Confidential records (trade secrets or intellectual property) were

T9%
compromised
Customer records were compromised 79%
Private or sensitive information was intentionally exposed 70%

Thedt of personally identifiable information (Pil) [customer of partner
data) 0%

Systems were sabotaged (deliberate disruption, deletion or
destruction of informatian, systems or networks)

Private or sensitive information was unintentionally exposed S6%

B65%

Sources: 2004-2018 U.S. State of Cybercrime Survey, in partnership with KnowBe4, CSO, U.S. Secret Service, and CERT Division of Software Engineering Institute at Carnegie Mellon University
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The Critical Path to Insider Risk

ePersonal or Social Skills
p | Predi . ePrevious RuleViolations
ersonal rre ISpOSItIOﬂS eSocial Network Risks

ePersonal

St eProfessional
ressors eFinancial

e|Interpersonal ® Personnel
eTechnical ® Counter-productive Behaviors

Concerning Behaviors *Security * Social Network
eFinancial ® Travel

Problematic *Inattention
*No riskassessmentprocess

Orgamzatlon eInadequate investigation
Responses eSummary dismissal or other actions thatescalaterisk

AdaptedfromShaw, Eric, and Laura Sellers. "Application of the Critical-Path Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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The Goal for an Insider Threat Program...

HR, Lagai, Physicai
Non-tech indicators

DAMAGE

Is to reduce insider risks to critical assets to acceptable levels

mu.edu/insider-t hreat/2020/01/ maturing-your -insider -threat-program-into

d L1SK
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https://insights.sei.cmu.edu/insider-threat/2020/01/maturing-your-insider-threat-program-into-an-insider-risk-management-program.html

Key Components of an Insider Threat Program

Participation
Oversight of Program
Compliance and Effectiveness
Confidential Reportng
Procedures and Mechanisms = =
Insider Threat B - &/ ﬁ %
Incdent Response Plan T e | e P<
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Communication of o
Insider Theeat Events 74
Protection of Employee Civil Liberties

and Privacy Rights

Integration with Enterprise
Risk Management

e

Insider Theeat Practices Related to
Trusted Busness Pariners

Prevention, Detecton,
and Response Infrastructure

Insider Threat
Trainng and Awareness

Data Collection and Analysis Tools,
Techmques, and Practices

&

Pokcies, Procedures and
Practices 1o Support the InTP
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Best Practices from the CERT Common Sense Guide to
Mitigating Insider Threats

1 - Know and protect y our critical assets.

12 - Deploy solutions for monitoring employ ee actions and correlating
inf ormation from multiple data sources.

2 - Develop aformalized insider threat program.

13 - Monitor and control remote access from all endpoints, including mobile
devices.

3 - Clearly document and consistently enforce policies and controls.

14 - Establish a baseline of normal behav ior for both networks and
employ ees

4 - Beginning with the hiring process, monitor and respond to suspicious or
disruptiv e behav ior.

15 - Enforce separation of duties and least privilege.

5 - Anticipate and manage negativ e issues in the work environment.

16 - Define explicit security agreements for any cloud services, especially
access restrictions and monitoring capabilities.

6 - Consider threats from insiders and business partners in enterprise-wide
risk assessments.

17 - Institutionalize sy stem change controls.

7 - Be especially vigilant regarding social media.

18 - Implement secure backup and recov ery processes.

8 - Structure management and tasks to minimize unintentional insider stress
and mistakes.

19 - Close the doors to unauthorized data exfiltration.

9 - Incorporate malicious and unintentional insider threat awareness into
periodic security training for all employ ees.

20 - Develop a comprehensiv e employ ee termination procedure.

10 - Implement strict password and account management policies and
practices.

21 - Adopt positiv e incentiv es to align the workforce with the organization.

11 - Institute stringent access controls and monitoring policies on privileged
users.
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The Importance of Positive
Deterrence to Insider Risk
Management
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Balanced Deterrence is Key

Balanced deterrence combines traditional security controls (command-and-control) with
practices to increase employees’ perceptions of organizational support (positive deterrence)

Command-and-Control Positive Deterrence

Workforce management practices that Workforce management practices that
attempt to force employeesto act in attemptto attract employeesto act in
the interests of the organization the interests of the organization

Employee Constraints, Value Employee Contributions,

Monitoring, Punishment Care about Well-Being, Treat Fairly

« Command-and-control alone can exacerbate the threat it is intended to mitigate

* Positive deterrence shown to reduce insider misbehavior through organizational justice,
performance-based rewards/recognition, respectful communication, supervisor support

* Both positive and negative deterrence needed in balance that is right for organization
BUT organizational culture can be a significant barrier to adoption.
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Why Augment Command-and-Control with Positive Deterrence?

1. Workforce management and security practices can undermine
workforce goodwill

2. Positive deterrence can reduce insider incident rates over command-
and-control alone

3. Promoting positive deterrence can significantly enhance the IRMP
mission

4. Positive deterrence improves job performance generally
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Three Categories of Positive Deterrence-Related Practices

People

MMM

Connected @ Work

Job

>,
AN

Job Engagement

Organization

Perceived Organizational
Support
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What Can Orgs Do Now to Implement Positive Deterrence

1. Engage and coordinate 2. Work with stakeholders 3. Fine-tune practices by 4. Bundle positive
with stakeholders across  to implement practices eliciting employee per- deterrence with
the organization, proven to increase spectives on IRMP and command-and-
especially HR organizational support working environment control practices
POS ?_-I %/;{_ bundled
- - o— . /‘ .
practices » L <+—> O”O@ practices
- - '
- -

practices
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Keys for Successful Stakeholder ldentification and
Engagement

Keys to success include:
* |dentifying stakeholders as early as possible
» Continually evaluating the list for needed additions
» Creating a communication strategy that is inclusive and bi-directional

» Meeting frequently, both as a group and in individual settings (where appropriate)
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Establish Relationships and Engagement

Support and engagement can include:

* senior leader assigned as director/head of the insider threat program (different than the
INTP manager)

» memos to key stakeholders, business process owners, and organizational senior
management

» strategic meetings with key stakeholders
« stakeholder attendance at planning meetings

 ongoing references to insider threat issues in meetings, publications, and training
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Keeping Stakeholders Engaged

Obtain continuous feedback.

Use incident scenarios as table-top discussions.
* use real incidents to discuss potential problems
* creatively use news articles affecting organizations similar to yours

» describe how insider activities can affect employees’ jobs

Use secure forums to discuss lessons learned.
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Contact Information

Bob Ditmore

Team Lead — Insider Risk, CERT Division
Software Engineering Institute

Carnegie Mellon University

rmditmore@sei.cmu.edu

https://www.sei.cmu.edu/our-work/insider-threat/index.cfm
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