Carnegie Mellon University
Software Engineering Institute

Designing Vultron:
A Protocol for Multi-Party Coordinated
Vulnerability Disclosure (MPCVD)

(Vultron v0.4.0)

Allen D. Householder

September 2022

SPECIAL REPORT
CMU/SEI-2022-SR-012
DOI: 10.1184/R1/19852798
CERT Division

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

http://www.sei.cmu.edu



http://www.sei.cmu.edu

Copyright ©2022 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Homeland Security under
Contract No. FA8702-15-D-0002 with Carnegie Mellon University for the operation of the Software En-
gineering Institute, a federally funded research and development center sponsored by the United States
Department of Defense. The view, opinions, and/or findings contained in this material are those of the
author(s) and should not be construed as an official Government position, policy, or decision, unless
designated by other documentation. References herein to any specific commercial product, process, or
service by trade name, trade mark, manufacturer, or otherwise, does not necessarily constitute or imply
its endorsement, recommendation, or favoring by Carnegie Mellon University or its Software Engineering
Institute.

This report was prepared for the SEI Administrative Agent AFLCMC/AZS 5 Eglin Street Hanscom AFB,
MA 01731-2100

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTI-
TUTE MATERIAL IS FURNISHED ON AN "AS-IS” BASIS. CARNEGIE MELLON UNIVERSITY MAKES
NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUD-
ING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, EX-
CLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON UNI-
VERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM
PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited dis-
tribution. Please see Copyright notice for non-US Government use and distribution.

Internal use:* Permission to reproduce this material and to prepare derivative works from this material
for internal use is granted, provided the copyright and “No Warranty” statements are included with all
reproductions and derivative works.

External use:* This material may be reproduced in its entirety, without modification, and freely distributed
in written or electronic form without requesting formal permission. Permission is required for any other
external and/or commercial use. Requests for permission should be directed to the Software Engineer-
ing Institute at permission@sei.cmu.edu. * These restrictions do not apply to U.S. government entities.

Carnegie Mellon®, CERT® and CERT Coordination Center® are registered in the U.S. Patent and
Trademark Office by Carnegie Mellon University.

DM22-0559


mailto:permission@sei.cmu.edu

Table of Contents

Acknowledgments viii
Abstract X
1 Introduction 1
1.1 Goals 3
1.2 Objectives 4
1.3 What Does “Success” Mean in Coordinated Vulnerability Disclosure (CVD) 4
1.4 Report Preview 6
1.5 Terms and Definitions 7
1.6 Notation 8

2 Report Management (RM) Model 9
2.1 RM State Machine 9
2.1.1 RM States 9

2.1.2 RM State Transitions 12

2.1.3 RM Deterministic Finite Automaton (DFA) Fully Defined 15

2.2 RM Discussion 15
2.2.1 The Secret Lives of Finders 15

2.2.2 RM Interactions Between CVD Participants 15

2.2.3 RM State Subsets 19

3 Embargo Management (EM) Model 20
3.1 EM State Machine 20
3.1.1 EM States 21

3.1.2 EM State Transitions 22

3.1.3 EM DFA Fully Defined 24

3.2 EM Discussion 24
3.2.1 Embargo Principles 24

3.2.2 Embargo Scale and Duration 25

3.2.3 Embargo Participants Are Free to Engage or Disengage 25

3.2.4 Entering an Embargo 26

3.2.5 Negotiating Embargoes 27

3.2.6 Default Embargoes 28

3.2.7 Early Termination 31

3.2.8 Impact of Case Mergers on Embargoes 32

3.2.9 Impact of Case Splits on Embargoes 32

3.2.10 Inviting Others to an Embargoed Case 33

3.2.11 Consequences of Non-Compliance 36

4 CVD Case State Model 37
4.1 CVD Case Substates 37
411 The Vendor Awareness Substate (v, V) 37

4.1.2 The Fix Readiness Substate (f, F) 37

4.1.3 The Fix Deployed Substate (d, D) 38

4.1.4 The Public Awareness Substate (p, P) 38

4.1.5 The Ezploit Public Substate (z, X) 38

4.1.6 The Attacks Observed Substate (a, A) 38

4.1.7 CVD Case State (CS) Model Design Choices 38

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY i
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



4.2 CVD Case States

4.2.1 CS Start and End States

4.2.2 CS Model Wildcard Notation
4.3 CS Transitions

4.3.1 CS Transitions Defined

4.3.2 A Regular Grammar for the CS model
4.4 CS Model Fully Defined

5 Model Interactions
5.1 Interactions Between the RM and EM Models
5.2 RM-CVD and EM - CVD Model Interactions
5.2.1 Vendor Notification
5.2.2 Fix Ready
5.2.3 Fix Deployed
5.2.4 Public Awareness
5.2.5 Exploit Public
5.2.6 Attacks Observed

6 A Formal Protocol Definition for Multi-Party Coordinated Vulnerability Disclo-
sure (MPCVD)
6.1 Communication Protocol Definitions
6.2 Number of Processes
6.3 States
6.3.1 Unreachable States
6.3.2 Vendors (Fix Suppliers)
6.3.3 Non-Vendor Deployers
6.3.4 Non-Vendor, Non-Deployer Participants
6.4 A Lower Bounds on MPCVD State Space
6.5 Starting States
6.6 Message Types
6.6.1 RM Message Types
6.6.2 EM Message Types
6.6.3 CS Message Types
6.6.4 Other Message Types
6.6.5 Message Type Redux
6.7 Transition Functions
6.7.1 RM Transition Functions
6.7.2 EM Transition Functions
6.7.3 CVD Transition Functions
6.7.4 General Transition Functions
6.8 Formal MPCVD Protocol Redux
6.9 Worked Example
6.9.1 A Finder Becomes a Reporter
6.9.2 Vendor Evaluates Embargo
6.9.3 Vendor Sets Priority
6.9.4 Coordination With a Coordinator
6.9.5 Embargo Teardown, Publish, and Close

7 Modeling an MPCVD Al Using Behavior Trees
7.1 CVD Behavior Tree
7.2 Vulnerability Discovery Behavior
7.3 Report Management Behavior Tree
7.3.1 Report Validation Behavior
7.3.2 Report Prioritization Behavior

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

39
39
40
40
40
43
43

45
45
46
46
47
47
48
48
49

50
50
50
51
52
52
54
55
56
57
58
59
60
60
61
61
62
63
64
66
68
68
69
69
69
71
71
73

76
77
78
79
80
81



7.3.3 Report Closure Behavior

7.4 Embargo Management Behavior Tree
7.4.1 Propose Embargo Behavior
7.4.2 Terminate Embargo Behavior

7.5 Do Work Behavior
7.5.1 Deployment Behavior
7.5.2 Fix Development Behavior
7.5.3 Reporting Behavior
7.5.4 Publication Behavior
7.5.5 Monitor Threats Behavior
7.5.6 CVE ID Assignment Behavior
7.5.7 Acquire Exploit Behavior

7.6 Receiving and Processing Messages Behavior
7.6.1 Process RM Messages Behavior
7.6.2 Process EM Messages Behavior
7.6.3 Process CS Messages Behavior
7.6.4 Process Other Messages Behavior

8 Implementation Notes
8.1 An MPCVD Case Object
8.1.1 The Case Class
8.1.2 The Report Class
8.1.3 The Message Class
8.1.4 The LogEvent Class
8.1.5 The Participant Class
8.1.6 The Contact Class
8.1.7 The Enumeration Classes
8.2 Process Implementation Notes
8.2.1 RM Implementation Notes
8.2.2 EM Implementation Notes
8.2.3 CS Implementation Notes
8.3 General Notes
8.3.1 Message Formats
8.3.2 Transport Protocol
8.3.3 Identity Management

9 Future Work
9.1 CVD Directory
9.2 Reward Functions
9.2.1 A Reward Function for Minimizing RM Strings
9.2.2 A Reward Function for Minimizing EM Strings
9.3 Embargo Management Does Not Deliver Synchronized Publication
9.4 Ontology
9.5 Modeling and Simulation

10 Conclusion
Request for Feedback

A Interactions Between the MPCVD Protocol and SSVC
A.1 SSVC Supplier and Deployer Trees
A.2 SSVC Coordinator Trees
A.3 SSVC Decision Points and the MPCVD Protocol
A.3.1 Exploitation

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

82
82
84
85
85
86
88
88
90
92
93
93
94
95
97
97
99

100
100
100
100
100
102
102
102
103
103
103
104
104
104
104
105
105

106
106
107
107
108
108
108
109

110
111

112
112
112
113
113



A.3.2 Report Public 113

A.3.3 Supplier Contacted 113

A.3.4 Report Credibility 114

A.3.5 Supplier Engagement 114

A.3.6 Supplier Involvement 114

A.3.7 Engagement vs. Involvement: What'’s the Difference? 115

B MPCVD Protocol and ISO/IEC Standards 117
B.1 ISO/IEC 30111:2019 117
B.2 ISO/IEC 29147:2018 118
B.3 ISO/IEC TR 5895:2022 120

C Embargo Management and the iCalendar Protocol 123
C.1 Proposing an Embargo 123
C.2 Embargo Counterproposals 125
C.3 Proposing a Change to an Existing Embargo 125
C.4 Terminating an Existing Embargo 125
References/Bibliography 127
CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY iv

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



List of Figures

Figure 2.1
Figure 2.2
Figure 2.3

Figure 2.4

Figure 2.5
Figure 3.1
Figure 4.1

Figure 6.1
Figure 6.2

Figure 6.3

Figure 6.4
Figure 6.5
Figure 6.6

Figure 7.1
Figure 7.2
Figure 7.3
Figure 7.4
Figure 7.5
Figure 7.6
Figure 7.7
Figure 7.8
Figure 7.9
Figure 7.10
Figure 7.11
Figure 7.12
Figure 7.13
Figure 7.14
Figure 7.15
Figure 7.16
Figure 7.17
Figure 7.18
Figure 7.19
Figure 7.20
Figure 7.21
Figure 7.22
Figure 7.23
Figure 7.24
Figure 7.25
Figure 7.26

Figure 8.1

The RM Process

Notional Diagram of a Finder RM DFA Interacting with a Vendor RM DFA

Notional Diagram of a Finder RM DFA Interacting with RM DFAs from
Both a Coordinator and a Vendor RM

Notional Diagram of a Finder RM DFA Interacting with a Coordinator and

Two Vendor RM DFAs in an MPCVD Case
High-Level Examples of Other Common MPCVD Scenarios

The EM Process
CVD Case State Process

MPCVD Protocol State Model Summary for a Single Participant

A Finder Becomes a Reporter, and a Vendor Acknowledges the Report
Without Yet Accepting the Embargo

A Vendor Evaluates a Proposed Embargo and Responds in a Variety of
Ways

A Vendor Prioritizes a Report

A Reporter Engages a Coordinator, Who, in Turn, Engages a Vendor
Embargo Teardown, Publication, and Report Closure

Basic Behavior Tree

CVD Process Behavior Tree

Discover Vulnerability Behavior Tree
Report Management Behavior Tree
Validate Report Behavior Tree
Prioritize Report Behavior Tree

Close Report Behavior Tree

Embargo Management Behavior Tree
Propose Embargo Behavior Tree
Terminate Embargo Behavior Tree
Do Work Behavior Tree

Deployment Behavior Tree

Fix Development Behavior Tree
Reporting Behavior Tree

Identify Participants Behavior Tree
Notify Others Behavior Tree
Publication Behavior Tree

Prepare Publication Behavior Tree
Monitor Threats Behavior Tree

CVE Assignment Behavior Tree
Acquire Exploit Behavior Tree
Receive Messages Behavior Tree
Process RM Messages Behavior Tree
Process EM Messages Behavior Tree
Process CS Messages Behavior Tree
Process Other Messages Behavior Tree

UML Class Diagram of a Notional MPCVD Case Object

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

13
16

17

18
19

22
41

70

71

72
73
74
75

77
77
78
79
80
81
82
83
84
85
86
87
88
88
89
90
91
91
92
93
93
94
95
96
98
99

101



Figure A.1  Mapping Vendor RM States to the Stakeholder-Specific Vulnerability Cat-
egorization (SSVC) Supplier Engagement (Left) and Supplier Involvement
(Right) Decision Point Values

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

115

Vi



List of Tables

Table 1.1
Table 2.1
Table 4.1

Table 6.1

Table 6.2
Table 6.3
Table 6.4
Table 6.5
Table 6.6
Table 6.7
Table 6.8
Table 6.9

Table B.1
Table B.2
Table B.3

Table C.1

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY

CS Transition Events [10]
Common CVD Actions by Role and Their Effects on the RM Model
CVD Case Status Labels

MPCVD Protocol Message Types (1;;) and the Corresponding Sender
State Changes

RM Messages Sent and State Transitions

RM Messages Received and State Transitions

EM Messages Sent and State Transitions

EM Messages Received and State Transitions

CS Messages Sent and State Transitions

CS Messages Received and State Transitions

General Messages Sent and State Transitions

General Messages Received and State Transitions

Mapping ISO/IEC 30111:2019 Onto the MPCVD Protocol
Mapping ISO/IEC 29147:2018 Onto the MPCVD Protocol
Mapping ISO/IEC TR 5895 Onto the MPCVD Protocol

Mapping Embargo Information to iCalendar Semantics

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

37

62
63
64
65
65
66
67
68
68

117
119
121

124

vii



Acknowledgments

The author thanks his colleagues at the CERT Coordination Center (CERT/CC) for their
contributions to the development of the protocol proposed in this report: Brad Runyon, Lau-
rie Tyzenhaus, Chuck Yarbrough, Jonathan Spring, and Art Manion. Together, they helped
keep the ball rolling by reviewing work in progress, paying attention to the details, asking in-
sightful questions, and suggesting numerous improvements along the way.

I also owe my gratitude to Eric Hatleback, Timur Snoke, Vijay Sarvepalli, and Sam Perl,
whose curiosity and conversations were helpful in sifting through a number of concepts inte-
gral to the underlying principles of the protocol proposed in this report.

Thanks as well to Barbara White and Sandy Shrum for their helpful editing advice.

Colledanchise and Ogren’s book Behavior Trees in Robotics and AI: An Introduction [6], cou-
pled with Dr. Ogren’s Behavior Tree tutorials on YouTube provided essential background for
Chapter 7.

This work was made possible through funding from the Cybersecurity and Infrastructure Se-
curity Agency (CISA) in support of the CERT/CC’s Multi-Party Coordinated Vulnerability
Disclosure (MPCVD) efforts.

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY viii
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY ix
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



Abstract

The Coordinated Vulnerability Disclosure (CVD) process addresses a human coordination
problem that spans individuals and organizations. In this report, we propose a formal pro-
tocol specification for Multi-Party Coordinated Vulnerability Disclosure (MPCVD) with the
goal of improving the interoperability of both CVD and MPCVD processes. The Vultron pro-
tocol is composed of three interacting Deterministic Finite Automata (DFAs) for each CVD
case Participant representing the Report Management (RM), Embargo Management (EM),
and CVD Case State (CS) processes. Additionally, we provide guidance and commentary on
the associated MPCVD Participant capabilities and behaviors necessary for this interoperabil-
ity to be realized.
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1 Introduction

The Coordinated Vulnerability Disclosure (CVD) process addresses a human coordination
problem that spans individuals and organizations. As we wrote in The CERT® Guide to Co-
ordinated Vulnerability Disclosure [14, 13],

Perhaps the simplest description of the CVD process is that it starts with at

least one individual becoming aware of a vulnerability in a product. This discov-
ery event immediately divides the world into two sets of people: those who know
about the vulnerability, and those who don’t. From that point on, those belonging
to the set that knows about the vulnerability iterate on two questions:

1. What actions should I take in response to this knowledge?
2. Who else needs to know what, and when?

The CVD process continues until the answers to these questions are “nothing,”
and “nobody.”

CVD Is Multi-Party Coordinated Vulnerability Disclosure (MPCVD), and MPCVD Is CVD.
Any given CVD case is made up of many individual disclosure events, for example,

* from a Finder to one or more Vendors and/or Coordinators
* from Vendors and Coordinators to other Vendors and Coordinators
* from Finders, Vendors, and Coordinators to Deployers and the Public

In recent years, software supply chains have evolved such that software library and component
vulnerabilities have become just as much a part of the everyday CVD process as vulnerabili-
ties in Vendors’ proprietary code. This means that many CVD cases we encounter require co-
ordination across multiple vendors. As a result, we find it decreasingly useful to differentiate
between “traditional” (i.e., two-party) CVD and MPCVD. In this report, we use both terms
interchangeably.

CVD <= MPCVD

Practically speaking, this means that readers should not infer from our use of CVD in one
place that we meant to exclude the multi-party scenario, nor that our use of MPCVD implies
the exclusion of the single-vendor CVD scenario. Instead, our intent is to construct a protocol
that adequately addresses the MPCVD scenario where Nyepndors = 1 and for which the “tradi-
tional” CVD case is merely a special (and often simpler) case where Nyendors = 1.

Context of Our Recent Work. This report, in the context of recent CVD work at the CERT
Coordination Center (CERT/CC), is one of four foundational documents aimed at increasing
the professionalization of the CVD process. The following is the full set of foundational docu-
ments (thus far):

* The CERT Guide to Coordinated Vulnerability Disclosure (the CVD Guide) in both its
original [14] and updated forms [13], provides a “field guide” perspective to the CVD
process and its natural extension into MPCVD.

» A Stakeholder-Specific Vulnerability Categorization [27, 28, 29] provides decision sup-
port for prioritizing vulnerability response activities closely associated with the CVD
process.
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* A State-Based Model for Multi-Party Coordinated Vulnerability Disclosure [10] describes
a model that encompasses all possible CVD case histories into a set of measures and
metrics for the efficacy of CVD processes. That report is an expanded version of “Are
We Skillful or Just Lucky? Interpreting the Possible Histories of Vulnerability Disclo-
sures,” an article published in the Association for Computing Machinery (ACM) Journal
of Digital Threats: Research and Practice (DTRAP) [12].

* This report, which proposes an abstract formal protocol for MPCVD, ties together vari-
ous concepts from all three of the above.

Whereas the CVD Guide offers a narrative description of both the CVD process and the
many scenarios one can expect to encounter as a Participant therein, in this report, we pro-
vide an additional layer of formality in the form of a protocol for MPCVD.

What We Mean by Protocol. We first define what we mean by our use of the term protocol
by providing a few common usages from the Oxford English Dictionary [26].

* (Computing and Telecommunications) A (usually standardized) set of rules governing
the exchange of data between given devices, or the transmission of data via a given com-
munications channel.

* (In extended use) the accepted or established code of behavior in any group, organiza-
tion, or situation; an instance of this.

Both usages are relevant to this report. First, insofar as we seek to scale the MPCVD process
through the use of automation and software-augmented human processes, we wish to propose
a formal technical protocol that can serve as the basis of such technical tools. Chapter 6 ad-
dresses this first definition in specific detail after explicating its component parts and their
interactions in Chapters 2, 3, 4, and 5.

Second, recognizing that MPCVD is primarily a coordination process among human Partici-
pants with the goal of remediating extant vulnerabilities in deployed information systems, a
protocol must not only address the technical formalities of communicating code but also ex-
tend to the expected behaviors of the human Participants that rely on it. In this second sense,
we address the term protocol in these ways:

* The CVD Guide offers a narrative protocol for practitioners to follow based on decades
of accumulated experience and observation of the CVD process at the CERT/CC [14,
13].

* The CVD Case State (CS) model from the Householder and Spring 2021 report [10] of-
fers a prescriptive protocol outlining the high-level goals of the CVD process, as derived
from a first-principles approach to possible CVD case histories.

* This report describes a normative protocol designed to structure and guide practitioners
toward those goals.

To that end, we offer this report as a proposal for such an MPCVD protocol.

Why Vultron? The working name for our protocol is Vultron, an homage to the fictional
robot Voltron. In the Voltron animated series, a team of protectors joins forces to defend the
universe from their adversaries. Their defensive mission requires a combination of indepen-
dent defenders coordinating their efforts to achieve their goals. Like Voltron, our MPCVD
protocol comprises a combination of humans and the technical processes and mechanisms that
empower them. Together, those humans, processes, and mechanisms must function both indi-
vidually and in coordination and cooperation with others to protect information systems and
the people who depend on them from exploitation by adversaries.
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Version Numbering Scheme. While we have not yet mapped out a future release sched-
ule, in anticipation of future revisions, we have chosen a semantic versioning scheme for the

Vultron protocol. Specifically, Vultron versions will be assigned according to the format
MAJOR.MINOR.MICRO, where

* MAJOR represents the zero-indexed major version for the release.

* MINOR represents a zero-indexed counter for minor releases that maintain compatibility
with their MAJOR version.

* MICRO represents an optional zero-indexed micro-version (patch) counter for versions
that update a MINOR version.

Trailing zero values may be omitted (e.g., 3.1 and 3.1.0 denote the same version, similarly

5 and 5.0). It may be useful at some point to use pre-release tags such as -alpha, -beta, -rc
(with optional zero-indexed counters as needed), but we reserve that decision until their neces-
sity becomes clear. The same goes for build-specific tags; while we do not currently have a use
for them, we do not rule out their future use.

Because of the early nature of the current version of the protocol (0.4.0), as of this writing,
no backward compatibility commitments are made or implied within the 0.x versions. We
anticipate this commitment will change as we get closer to a major release.

1.1 Goals

The overall goal of our MPCVD protocol effort is to achieve interoperability among CVD pro-
cess implementations according to the broad definition of that term found in the SEI report,
Current Perspectives on Interoperability [21]:

Interoperability. The ability of a collection of communicating entities to (a) share specified
information and (b) operate on that information according to an agreed operational se-
mantics

This definition encompasses both (a) syntactic and (b) semantic interoperability. The goal of
this report is to lay the foundation for the semantic interoperability of CVD processes across
Participants. Syntactic interoperability, in the form of message formats and the like, will be
left as future work (§9).

Addressing semantic interoperability first is a deliberate choice. If we were to go in the reverse
order, we might wind up with systems that exchange data quickly and accurately yet still fail
to accomplish the mutually beneficial outcomes that MPCVD sets out to achieve. Carney et
al. illustrate the importance of semantic interoperability in their report Some Current Ap-
proaches to Interoperability [5]:

There is a limited number of ways that agreements on meaning can be achieved.
In the context of design-time interoperability, semantic agreements are reached
in the same manner as interface agreements between the constituent sys-

tems. .. However, in the context of run-time interoperability, the situation is more
complex, since there is need for some manner of universal agreement, so that a
new system can join, ad-hoc, some other group of systems. The new system must
be able to usefully share data and meaning with those other systems, and those
other systems must be able to share data and meaning from an unfamiliar new-
comer.

In this excerpt, replace the word “system” with the concept of a “CVD Case Participant,”
and the need for semantic interoperability as a means of achieving coordination in MPCVD
becomes clear:
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[...] However, in the context of run-time interoperability, the situation is more
complex, since there is need for some manner of universal agreement, so that a
new CVD Participant can join, ad-hoc, some other group of CVD Participants [in
a CVD Case]. The new CVD Case Participant must be able to usefully share data
and meaning with those other CVD Case Participants, and those other Partici-
pants must be able to share data and meaning from an unfamiliar newcomer.

Elsewhere in the same report, Carney et al. write [5],

In the hoped-for context of unbounded systems of systems, trust in the actions
and capabilities provided by interoperating parties is essential. Each party to an
interaction must have, develop, or perceive a sense of whether the actions of inter-
operating parties can be trusted. This sense of trust is not Boolean (e.g., parties
can be trusted to varying degrees), is context dependent (Party A can be trusted
in a particular context but not in another), and is time sensitive (Party A can be
trusted for a certain period). Further, the absence of trust—distrust—is less
dangerous than misplaced trust: it is better to know that you cannot trust a par-
ticular party than to misplace trust in a party

The protocol we propose is intended to promote trust between MPCVD Participants both
within an individual case as well as over time and across cases.

1.2 Objectives

The objectives of this report are as follows:

1. Provide a set of common primitives to serve as an ontological foundation for CVD pro-
cess definitions across organizations.

2. Construct abstract workflows that support the inter-organizational coordination and
synchronization required for the CVD process to be successful.

3. From those primitives and workflows, identify a set of message types needed for the
CVD process to function.

4. Provide high-level requirements for the semantic content of those message types.

1.3 What Does “Success” Mean in CVD

We take as a base set of criteria the ordering preferences given in the Householder and Spring
2021 report [10]. While we incorporate this model fully in Chapter 4, some notation is nec-
essary to proceed here. The CS model is built on the idea that there are six events of signifi-
cance in the lifespan of every vulnerability: Vendor Awareness, Fix Ready, Fix Deployed, Pub-
lic Awareness, Exploit Public, and Attacks Observed. Brief descriptions of those events are
listed in Table 1.1.

The Householder and Spring 2021 report defines a set of 12 ordering preferences over these

6 events [10]. We present them in roughly descending order of desirability according to the
partial order developed in that report [10]. Items closer to the top of the list are indicators of
CVD skill. The symbol < is read as precedes.

Fix Deployed Before Public Awareness (D < P). For a fix to be deployed prior to public
awareness, a lot has to go right in the CVD process: The vendor has to know about the
vulnerability, create a fix, and deploy it—all without public knowledge——and has to
achieve all that prior to any exploits being published or attacks becoming known to the
public. Furthermore, it requires that the Vendor has the capability to deploy fixes with-
out intervention by the system owner or user, which is a rare engineering feat unattain-
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Table 1.1: CS Transition Events [10]

Case Event | Symbol | Description

Vendor Awareness A% The Vendor knows the vulnerability exists.

Fix Ready F A fix has been created by the Vendor and is ready to be
deployed.

Fix Deployed D The fix has been deployed to vulnerable instances.

Public Awareness P The public becomes aware of the existence of the vul-

nerability, whether through the successful completion of
a CVD process or otherwise.

An exploit for the vulnerability is made public.

Attacks against vulnerable instances of the software
have been observed.

Exploit Public
Attacks Observed

>

able by many software supply chains. More often, fix deployment (D) requires users
and/or system owners (Deployers) to take action. The need to inform Deployers im-
plies a need for public awareness of the vulnerability, making this criteria impossible to
achieve in those scenarios.

Fix Ready Before Public Awareness (F < P). Deployers (i.e., the public) can take no ac-
tion until a fix is ready. Because public awareness also implies adversary awareness, the
vendor-adversary race becomes even more critical when this condition is not met. Only
Vendors who can receive and act on vulnerability reports—whether those reports origi-
nate from inside or outside of the organization—are able to achieve this goal.

Fix Deployed Before Exploit Public (D < X). Deploying a fix before an exploit is made
public helps reduce the net risk to end users.

Fix Deployed Before Attacks Observed (D < A). Attacks occurring before a fix has been
deployed are when there’s maximum risk to users; therefore, we wish to avoid that situa-
tion.

Fix Ready Before Exploit Public (F < X). Exploit publication prior to fix readiness repre-
sents a period of increased threat to users since it means that attackers can exploit the
vulnerability even if they lack exploit development skills. When fixes are ready before
exploits are made public, defenders are better positioned to protect their users.

Vendor Awareness Before Public Awareness (V < P). Public awareness prior to vendor
awareness can cause increased support costs for vendors at the same time they are expe-
riencing increased pressure to prepare a fix.

Fix Ready Before Attacks Observed (F < A). As in the case with published exploits, when
fixes exist before attacks are observed, defenders are in a substantially better position to
protect their users.

Public Awareness Before Exploit Public (P < X). There is broad agreement that it is bet-
ter for the public to find out about a vulnerability via a CVD process rather than be-
cause someone published an exploit for any adversary to use.

Exploit Public Before Attacks Observed (X < A). This criterion is not about whether
exploits should be published or not. It is about whether we should prefer histories in
which exploits are published before attacks happen over histories in which exploits are
published after attacks happen. Because attackers have more advantages in the latter
case than the former, histories in which X < A are preferable to those in which A < X.

Public Awareness Before Attacks Observed (P < A). Similar to the exploit case above,
public awareness via CVD is generally preferred over public awareness resulting from
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incident analysis that results from attack observations.

Vendor Awareness Before Exploit Public (V < X). If public awareness of the vulnerabil-
ity prior to vendor awareness is bad, then a public exploit is at least as bad because it
encompasses the former and makes it readily evident that adversaries have exploit code
available for use.

Vendor Awareness Before Attacks Observed (V < A). Attacks prior to vendor awareness
represent a complete failure of the vulnerability remediation process because they indi-
cate that adversaries are far ahead of defenders.

Taken together, these twelve ordering preferences constitute the minimum set of outcomes we
hope to emerge from the protocol proposed in this report.

1.4 Report Preview

MPCVD is comprised of independent Participants performing their own CVD-related pro-
cesses. Those processes can be represented by Finite State Machines (FSMs), specifically as
Deterministic Finite Automata (DFAs). CVD processes (and the DFAs representing them)
can be decomposed hierarchically. We propose three main DFAs as the core of our MPCVD
protocol:

1. A Report Management (RM) DFA represents each CVD Participant’s engagement with
a particular report (Chapter 2).

2. An Embargo Management (EM) DFA negotiates and establishes the timing of future
disclosures and publications (Chapter 3).

3. A CVD Case State DFA tracks the events in Table 1.1, as originally described in the
Householder and Spring 2021 report [10] and summarized in Chapter 4 of this report.

Chapter 5 contains a discussion of the interactions among these three state machine models.

However, a set of agents independently executing processes is not coordinated, and if they are
not coordinated, then whatever they are doing does not deserve the name CVD. Hence, there
is a need for a protocol to describe the interactions necessary to coordinate these processes.
Communicating FSMs provide a formal way to define a communications protocol, which co-
ordinates the activities of independent DFAs through the interchange (e.g., sending and re-
ceiving) of messages [4]. We map our multiple DFA model onto a formal protocol definition in
Chapter 6.

However, an MPCVD protocol needs to do more than just provide formally defined commu-
nication mechanisms. It also needs to normalize the expected behaviors and activities that
the communication protocol enables. In this sense, our protocol expands upon ISO/IEC
29147:2018 Vulnerability Disclosure, ISO/TEC 30111:2019 Vulnerability Handling Processes,
and ISO/IEC TR 5895:2022, which, taken together, provide a high-level normative standard
for CVD activities [16, 17, 18].

Developed in response to the growing complexity of video game Non-Player Character (NPC)
Artificial Intelligence (AI) FSMs, Behavior Trees offer a way to organize and describe agent
behaviors in a straightforward, understandable way. Using Behavior Trees, agent processes
can be modeled as sets of behaviors (e.g., pre-conditions, actions, and post-conditions) and
the logic that joins them together. Today, Behavior Trees are used in video game software

to develop realistic NPCs and in robotics to create reactive and adaptive behaviors from au-
tonomous agents. Behavior Trees offer a high potential for automating complex tasks through
a hierarchical decomposition of the logic and actions required to complete those tasks.
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The behaviors we are interested in modeling are the various CVD activities described in the
CVD Guide (e.g., find contacts, send reports, validate reports, prioritize reports, create fixes,
publish reports, publish fixes, deploy fixes) [14]. Chapter 7 uses Behavior Trees to describe
MPCVD Participant activities and their interactions with the MPCVD protocol proposed in
Chapter 6.

Additional implementation notes, including a simplified case data model, can be found in
Chapter 8. Chapter 9 covers future work not addressed here. Our conclusion is in Chapter
10.

Appendices are included to provide connections to closely related work: In Appendix A, we
provide a mapping between the MPCVD protocol and relevant portions of the Stakeholder-
Specific Vulnerability Categorization (SSVC), a vulnerability response prioritization model
also developed by the CERT/CC. Appendix B contains a detailed crosswalk of our protocol
with ISO/TEC 29147:2018 Vulnerability Disclosure, ISO/TEC 30111:2019 Vulnerability Han-
dling Processes, and ISO/IEC TR 5895:2022 Multi-party coordinated vulnerability disclosure
and handling. Appendix C maps concepts from the EM process onto the iCalendar protocol.

A list of acronyms is provided at the end of the report.

1.5 Terms and Definitions

Throughout this report, we refer to CVD Roles from the CERT Guide to Coordinated Vulner-
ability Disclosure [14, 13]:

Finder. The individual or organization that identifies the vulnerability

Reporter. The individual or organization that notifies the vendor of the vulnerability

Vendor (Supplier). The individual or organization that created or maintains the vulnerable
product

Deployer (User). The individual or organization that must deploy a patch or take other re-
mediation action

Coordinator. An individual or organization that facilitates the coordinated response process

The Vendor role is synonymous with the Supplier role as it appears in SSVC Version 2 [29].
The Deployer role is synonymous with the User role in ISO/TEC 29147:2018 and ISO/IEC
30111:2019 [16, 17], while the other roles are named consistent with those standards.

We also add a new role in this report, which we expect to incorporate into a future version of
the CVD Guide:

Exploit Publisher. An individual or organization that publishes exploits (Exploit Publishers
might be the same as Finders, Reporters, Coordinators, or Vendors, but this is not guar-
anteed. For example, Vendors that produce tools for Cybersecurity Red Teams might
play a combination of roles: Finder, Reporter, Vendor, Coordinator, and/or Exploit
Publisher.)

Finally, we have a few additional terms to define:

CVD Case. The unit of work for the overall CVD process for a specific vulnerability spanning
the individual CVD Case Participants and their respective RM and EM processes

CVD Case Participant. Finder, Vendor, Coordinator, Deployer, etc., as defined above
Vulnerability Report. The unit of work for an individual Case Participant’s RM process

A diagram showing the relationship between CVD Cases, Participants, and Reports can be
found in Figure 8.1.
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1.6 Notation

Before we proceed, we need to formally define our terms. In all of these definitions, we take
the standard Zermelo-Fraenkel set theory. We adopt the following notation:

Set Theory Symbols
« {...} an unordered set that makes no assertions about sequence

* (...) depending on the context: (1) an ordered set in which the items occur in that
sequence, or (2) a tuple of values

* |z| the count of the number of elements in a list, set, tuple, or vector z
* the normal proper subset (C), equality (=), and subset (C) relations between sets
* € the membership (is-in) relation between an element and the set it belongs to

* < the precedes relation on members of an ordered set: o; < o; if and only if 0;,0; €
s and ¢ < j where s is an ordered set

|X| the size of (the number of elements in) a set X

(XN, aset of N sets X;, indexed by i; used in Chapter 6 in the context of Commu-
nicating FSM, taken from the article on “On Communicating Finite State Machines” [4]

Logic Symbols
* — implies
* < if-and-only-if (bi-directional implication)
* A the logical AND operator
* = the logical NOT operator
Directional Messaging Symbols
*+ — a message emitted (sent) by a process
* — a message received by a process
DFA Symbols
« — a transition between states, usually labeled with the transition type (e.g., %)
* (Q,q0,F,%,d) specific symbols for individual DFA components that are introduced
when needed in Chapters 2, 3, and 4
. <<Si>i]\;1, <oi)f\;1, (Ml-’j>2;:17 succ> formal protocol symbols that are introduced at the
beginning of Chapter 6

Our depictions of DFA as figures use common state diagram symbols (circles and arrows).

We follow Unified Modeling Language (UML) conventions for sequence and class diagrams in
Chapters 6 and 8. We introduce a few additional notation details specific to Behavior Trees
when needed at the beginning of Chapter 7.
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2 Report Management (RM) Model

In this chapter, we describe a high-level workflow for CVD Report Management (RM). The
RM process should be reasonably familiar to anyone familiar with Information Technology
Service Management (ITSM) workflows such as problem, change, incident or service request
management. In particular, any workflow in which work items (e.g., incident reports, problem
tickets, change requests) are received, validated, prioritized, and work is subsequently com-
pleted, should map onto the RM process outlined in this chapter.

In the interest of maintaining the potential for interoperability among different organizations’
internal processes, our protocol does not specify intra-organizational subprocesses within each
state, although we give examples of such subprocesses in §7.5. For further reference, ISO /TEC
30111:2019(E) [17] provides recommendations for Vendors’ internal processes that can be
mapped into the RM process. We provide such a mapping in Appendix B.

2.1 RM State Machine

In this section, we first cover the states themselves before proceeding to a discussion of the
transitions between them. Next, we provide a discussion of the Participant-specific semantics
of the state transitions. We use DFA notation to describe our RM model.

A DFA is defined as a 5-tuple (Q, qo, F, X, 0) [20]:
* Q is a finite set of states.
* go € Q is an initial state.
* F C Qis aset of final (or accepting) states.
* Y is a finite set of input symbols.

e § is a transition function § : @ x ¥ — Q.

2.1.1 RM States

Our proposed RM DFA models a report lifecycle containing seven states, shown in (2.1).

Q"™ = {Start, Received, Invalid, Valid, @.1)
Accepted, Deferred, Closed} '

In this example, we use underlined capital letters as a shorthand for the state names. We use
this convention throughout the remainder of this report. Each Participant in a CVD case will
have their own RM state.

RM states are not the same as CVD case states. Case states follow the Householder-Spring
model summarized in §4, as originally described in the 2021 report [10]. Further discussion of
the interactions of the RM and CS models is found in §5.2.

2.1.1.1 The Start State (5)

The Start state is a simple placeholder state for reports that have yet to be received. It is,
in effect, a null state that no CVD Participant would be expected to reflect in their report
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tracking system. We include it here because it will become useful when we are modeling co-
ordination that spans multiple Participants in a formal protocol in Chapter 6. Otherwise, the
discussion until then will mostly ignore it.

2.1.1.2 The Received State (R)
Reports initially arrive in the Received state.

Vendors lacking the ability to receive reports will find it exceedingly difficult if not impossible
to participate in the CVD process. Therefore,

* Vendors SHOULD have a clearly defined and publicly available mechanism for receiving
reports.

Similarly, those who coordinate others’ responses to vulnerability reports also need to have a
report receiving capability; otherwise, they are not capable of coordinating vulnerability dis-
closures. Hence,

* Coordinators MUST have a clearly defined and publicly available mechanism for receiv-
ing reports.

Exiting the Received state requires a Participant to assess the validity of a report. Note that
validation is distinct from prioritization, as covered in §2.1.1.4. As an example, a Vendor
might later choose to defer further response on a Valid report due to other priorities.

Validity criteria need not be limited to technical analysis. For instance, a Coordinator might
only accept reports within their specific scope of concern and consider reports outside their
scope to be Invalid even if they believe the report accurately describes a real vulnerabil-
ity. Alternatively, a Vendor might institute a policy designating reports unaccompanied by
a working proof-of-concept exploit as Invalid by default.

* All Participants SHOULD have a clearly defined process for validating reports in the
Received state.

» Participants SHOULD perform at least a minimal credibility check on reports as a mini-
mum validation process before exiting the Received state.

* Participants MAY perform a more technical report validation process before exiting the
Received state.

* Regardless of the technical rigor applied in the validation process, Participants
SHOULD proceed only after validating the reports they receive.

» Participants SHOULD transition all valid reports to the Valid state and all invalid re-
ports to the Invalid state.

* Regardless of the content or quality of the initial report, once a Vendor confirms that a
reported vulnerability affects one or more of their product(s) or service(s), the Vendor
SHOULD designate the report as Valid.

2.1.1.3 The Invalid State (I)

Reports in the Invalid state have been evaluated and found lacking by the recipient. This
state allows time for the Reporter to provide additional information and for the receiver to
revisit the validation before moving the report to Closed.

The reasons for a report to be put in this state will vary based on each recipient’s validation
criteria, and their technical capability and available resources. The Invalid state is intended
to be used as a temporary holding place to allow for additional evidence to be sought to con-
tradict that conclusion.
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* Participants SHOULD temporarily hold reports that they cannot validate pending addi-
tional information.

» Participants SHOULD provide Reporters an opportunity to update their report with
additional information in support of its validity before closing the report entirely.

* Participants MAY set a timer to move reports from Invalid to Closed after a set period
of inactivity.

2.1.1.4 The Valid State (V)

Reports in the Valid state are ready to be prioritized for possible future work. The result of
this prioritization process will be to either accept the report for follow-up or defer further ef-
fort.

* Once a report is in the Valid state, Participants MAY choose to perform a shallow tech-
nical analysis on it to prioritize any further effort relative to other work.

* Participants SHOULD have a bias toward accepting rather than deferring cases up to
their work capacity limits.

In other words, prioritization is only necessary if the workload represented by active valid re-
ports exceeds the organization’s capacity to process those reports.

Prioritization schemes, such as SSVC [29] or the Common Vulnerability Scoring System
(CVSS) [24], are commonly used to prioritize work within the CVD process; however, specific
details are left to Participant-specific implementation.’

2.1.1.5 The Accepted State (A)

The Accepted state is where the bulk of the work for a given CVD Participant occurs. Re-
ports reach this state for a Participant only once the Participant has deemed the report to be
both valid and of sufficient priority to warrant further action. The Accepted state has a differ-
ent meaning for each different Participant.

* For our purposes, Finders/Reporters enter the Accepted state only for reports that they
intend to put through the CVD process. If they have no intention of pursuing CVD,
there is no need for them to track their actions using this protocol. See §2.2.1.

* Vendors usually do root cause analysis, understand the problem, and produce a fix or
mitigation.
» Coordinators typically identify potentially affected Vendors, notify them, and possibly

negotiate embargoes.

We provide additional elaboration on the sorts of activities that might happen in the Accept
state in §7.5.

* A report MAY enter and exit the Accepted state a number of times in its lifespan as a
Participant resumes or pauses work (i.e., transitions to/from the Deferred state).

2.1.1.6 The Deferred State (D)

The Deferred state is reserved for valid, unclosed reports that are otherwise not being ac-
tively worked on (i.e., those in Accepted). It parallels the Invalid state for reports that fail to
meet the necessary validation criteria in that both states are awaiting closure once it is deter-
mined that no further action is necessary.

See also Appendix A, where we connect a few of the dots between SSVC and this protocol model.
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For example, a Participant might use the Deferred state when a valid report fails to meet
their prioritization criteria (2.7), or when a higher priority task takes precedence over an ac-
tive report, as in (2.9).

* A report MAY enter and exit the Deferred state a number of times in its lifespan as a
Participant pauses or resumes work (i.e., transitions from/to the Accepted state).

* Reports SHOULD exit the Deferred state when work is resumed (2.10), or when the
Participant has determined that no further action will be taken (2.11).

* CVD Participants MAY set a policy timer on reports in the Deferred state to ensure
they are moved to Closed after a set period of inactivity.

2.1.1.7 The Closed State (C)

The Closed state implies no further work is to be done; therefore, any pre-closure review (e.g.,
for quality assurance purposes) should be performed before the case moves to the Closed state
(i.e., while the report is in Invalid, Deferred, or Accepted).

* Reports SHOULD be moved to the Closed state once a Participant has completed all
outstanding work tasks and is fairly sure that they will not be pursuing any further ac-
tion on it.

2.1.1.8 RM Start and End States
The RM process starts in the Start state.

g, = Start (2.2)

The RM process ends in the Closed state.

F = {Closed} (2.3)

2.1.2 RM State Transitions

The actions performed in the RM process represent the allowed state transitions in the corre-
sponding DFA.

* A Participant’s RM process begins when the Participant receives a report.

* Each Participant SHOULD subject each Received report to some sort of validation pro-
cess, resulting in the report being designated as valid or inwvalid based on the Partici-
pant’s particular criteria.

In other words, the Received state corresponds to the Validation phase of The CERT Guide
to Coordinated Vulnerability Disclosure [14].

» For Valid reports, the Participant SHOULD perform a prioritization evaluation to de-
cide whether to accept or defer the report for further work.

Similarly, the Valid state is equivalent to the Prioritization (Triage) phase of the CVD Guide
[14]. The SSVC model is illustrative here, although any prioritization scheme could be substi-
tuted as long as it emits a result that can be mapped onto the semantics of “continue work”
or “defer further action” [29]. Appendix A takes a closer look at how SSVC fits into the pro-
tocol we are defining.

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 12
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



receive validate accept

S = Start invalidate

R = Received

V =Valid

A = Accepted

I = Invalid

D = Deferred close
C = Closed

Figure 2.1: The RM Process

Note that the Start state is a placeholder to assist with modeling the coordination process as a formal
protocol; it is not a “real” state. Underlined letters in transition names will be used as shorthand in both
the text and subsequent figures.

* Participants SHOULD close reports that require no further work (e.g., those that have
been in Invalid or Deferred for some length of time, or those in Accepted, where all
necessary tasks are complete.)

These actions constitute the set of symbols for the RM DFA| as shown in (2.4).

¥ = {receive, validate, invalidate, accept, defer, close} (2.4)

2.1.2.1 RM Transitions Defined

In this section, we define the allowable transitions between states in the RM process model.
The RM process, including its states and transitions, is depicted in Figure 2.1.

To begin, a Participant must receive a report. Recall that the Start state is a placeholder, so
this action simply puts the receiving Participant into the Received state at the beginning of
their involvement in the case.

receive

Start ——— Received (2.5)

The Participant must validate the report to exit the Received state. Depending on the valida-
tion outcome, the report will be in either the Valid or Invalid state.

lidat .
2 Valid

invalidat .
Lnuane®®, Imwvalid

Received — { (2.6)

Once a report has been validated (i.e., it is in the RM Valid state, ¢"™ € V'), the Participant
must prioritize it to determine what further effort, if any, is necessary. Appendix A contains
an example of how the SSVC model can be applied here, although any prioritization scheme
could be substituted. Prioritization ends with the report in either the Accepted or Deferred
state.

accept
——— Accepted
Valid = { oo P (2.7)
——— Deferred
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Some Participants (e.g., Finders and Coordinators) need to engage someone else (e.g., a Ven-
dor) to resolve a case. To do this, the sender Participants must also be in the Accepted state;
otherwise, why are they working on the case? In the following equation, we use brackets and
subscripts to indicate the interaction between two instances of the RM model: one bracket
represents the sender and receiver states before the message is transmitted, while the other
is for the end state of both Participants. Although the sender’s state does not change, the
recipient’s state moves from Start to Received.

{Acceptedsender} receiverecipient Acceptedgender (2.8)
_— .

Startrecipient Receivedrecipient

A Participant might choose to pause work on a previously Accepted report after revisiting
their prioritization decision. When this happens, the Participant moves the report to the
Deferred state.

Accepted defer, Deferred (2.9)

Similarly, a Participant might resume work on a Deferred report, moving it to the Accepted
state. .
Deferred ~“*% Accepted (2.10)

Finally, a Participant can complete work on an Accepted report or abandon further work on
an Invalid or Deferred report.

Accepted or \
Invalid or | %% Closed (2.11)
Deferred

Our model assumes that Valid reports cannot be closed directly without first passing through
either Accepted or Deferred. It is reasonable to wonder why close is not a valid transition
from the Valid state. The answer is that we wanted to allow prioritization and closure to be
distinct activities; deferral is reversible, whereas closure is not. Often a Participant might ini-
tially defer a case only to resume work later, once more information has arrived. However,
there is nothing stopping a Participant from instituting a process that goes from Valid to
Deferred to Closed in rapid (even immediate) succession.

2.1.2.2 RM as a Regular Grammar

Following the state machine diagram in Figure 2.1, equation (2.12) represents the RM process
model as a right-linear grammar:

S —=rR
R —oV il
I =V |eC
0" =9V —aA|dD (2.12)
A —dD|cC
D —aA|cC
C —e

The strings generated in the language defined by this grammar can be useful for exploring the
possible sequences of states each report might encounter for each Participant. The 15 shortest
paths are ric, rvac, rvde, rivac, rivde, rvade, rvdac, rivade, rvadac, rvdade, rivdac, rivdade,

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 14
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



rvdadac, rivadac, and rvadadc. Due to the structure of the RM DFA, longer strings just add
more defer-accept (da) or accept-defer (ad) cycles prior to closure (¢). The usually limited
duration of the RM process coupled with the tendency for CVD Participants to prefer to
avoid frequent starts and stops means that we expect the vast majority of reports to follow
one of the above paths, with the remainder falling into marginal extensions. Further discus-
sion of a reward function to evaluate RM DFA strings is discussed as future work in §9.2.1.

2.1.3 RM DFA Fully Defined

Taken in combination, the full definition of the RM DFA (Q, qo, F,X,0)"™ is given by equa-
tions (2.1), (2.2), (2.3), (2.4), and (2.12). For convenience, we assembled them into (2.13).

Q"™ ={S,R,I,V,A,D,C}, (2.1)
Q" =S, (2.2)
Frm ={C1, (2.3)
5 ={r,i,v,a,d,c}, (2.4)
S— rR
RM = R— oV |il (2.13)
I—» WV |cC
™ =LV s aA|dD (212
A— dD|cC
D— aA|cC
C— ¢

2.2 RM Discussion

State transitions represent messaging opportunities to communicate CVD case status among
Participants.

* CVD Participants SHOULD announce their RM state transitions to the other Partici-
pants in a case.

This is the lynchpin that makes the RM model point toward a technical protocol. Every state
transition implies a different message type.

2.2.1 The Secret Lives of Finders

While the Finder’s Received, Valid, and Invalid states are useful for modeling and simula-
tion purposes, they are less useful to us as part of a potential CVD protocol. Why? Because
for anyone else to know about the vulnerability (and as a prerequisite to CVD happening at
all), the Finder must have already validated the report and prioritized it as worthy of further
effort to have any reason to attempt to coordinate its disclosure. In other words, CVD only
starts after the Finder has already reached the Accepted state for any given vulnerability to
be reported. Correspondingly, this also represents their transition from Finder to Reporter.
Nevertheless, for now, we retain these states for completeness. We revisit this topic in our
derivation of a protocol state model for Reporters in §6.3.4.

2.2.2 RM Interactions Between CVD Participants

Each Participant in a case has their own instance of the RM state model. Participants can
change their local state independent of the state of other Participants. Events within a CVD
case may trigger a state transition in one Participant while no transition occurs in another.
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Table 2.1: Common CVD Actions by Role and Their Effects on the RM Model

CVD Role(s) RM
Finder | Vendor | Coordinator | Action transition
v Discover vulnerability (hidden) (2.5)
v Analyze discovery (hidden) (2.6)
v Decide whether to initiate CVD (hidden) (2.7)
v v v Notify Vendor (2.8)
v v v Notify Coordinator (2.8)

v v Receive report (2.5)
v v Validate report (2.6)
v v v Prioritize report (2.7)
v v v Pause work (2.9)
v v v Resume work (2.10)
v v v Close report (2.11)

Rt

c C

Finder Vendor

Figure 2.2: Notional Diagram of a Finder RM Deterministic Finite Automaton (DFA) Interacting
with a Vendor RM DFA

The Finder proceeds from discovery (start —  Ry) and must reach the Ay state prior to notifying the
Vendor (corresponding to the r transition shown in the center), who, in turn, starts in their own R,, state.
The goal of a Finder notifying the Vendor is to get the Vendor into state A, implying that the report
provided should be both valid and of sufficiently high priority that the Vendor will make both the v and a
transitions upon receipt. The report submission transition (r) triggers the S = R transition in the Vendor
but does not alter the Finder’s state.

For example, the notify another Participant action in (2.8) shows that even though the sender
is the one taking the action, it is the recipient’s state that changes. Table 2.1 lists role-based
actions. A few examples of this model applied to common CVD and MPCVD case scenarios
follow.

Finder-Vendor CVD. A simple Finder-Vendor CVD scenario is shown in Figure 2.2. As ex-
plained in §2.2.1, many of the Finder’s states would be hidden from view until they reach the
Accepted (Ay) state. The receive action bridging Ay % R, corresponds to the notify other
participants action defined by (2.8).

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 16
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



0’0’01 07020
%110

Finder Coordinator Vendor

Figure 2.3: Notional Diagram of a Finder RM DFA Interacting with RM DFAs from Both a Co-
ordinator and a Vendor

As in Figure 2.2, the Finder must reach the Ay state prior to notifying anyone. In this scenario, the
Finder first attempts to notify the Vendor (ro) but fails (for whatever reason) to achieve the goal of in-
ducing the Vendor into state A,,. The Finder then notifies the Coordinator (r1), who, in turn, starts in
their own R, state. The Finder’s goal in notifying the Coordinator is to get the Coordinator into state A.,
implying that the report provided should be both valid and of sufficiently high priority that the Coordinator
will make both the v and a transitions upon receipt. In turn, the Coordinator must reach the A. state
prior to notifying the Vendor (r2), who subsequently starts in their own R, state. Once again, the goal of
notifying the Vendor is to get the Vendor into state A,, implying the need to prompt the Vendor to make
both the v and a transitions upon receipt. State transition labels are omitted for clarity but are consistent
with Figures 2.1 and 2.2. The report submission transitions (ro, r1, =) correspond to the S = R transi-
tion for each recipient, although they do not necessarily trigger a state transition in the sender.

Finder-Coordinator-Vendor CVD. A slightly more complicated scenario in which a Finder
engages a Coordinator after failing to reach a Vendor is shown in Figure 2.3. This scenario is
very common in our experience at the CERT/CC, which should come as no surprise consider-
ing our role as a Coordinator means that we do not participate in cases following the previous
example. Here we see three notification actions corresponding to (2.8):

* First, Ay 2% R, represents the Finder’s initial attempt to reach the Vendor.

* Next, Ay 2% R, is the Finder’s subsequent attempt to engage with the Coordinator.

* Finally, the Coordinator contacts the Vendor in A, = R,,.
MPCVD with a Coordinator and Multiple Vendors. A small MPCVD scenario is shown in
Figure 2.4. As with the other examples, each notification shown is an instance of the notify
other participants action from (2.8). Contrary to the previous example, this scenario starts

with the Finder contacting a Coordinator, perhaps because they recognize the increased com-
plexity of coordinating multiple Vendors’ responses.

* First, Ay 1% R, represents the Finder’s initial report to the Coordinator.
* Next, A, RET R,, shows the Coordinator contacting the first Vendor.

* Finally, the Coordinator contacts a second Vendor in A, RN R,,.
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Vendor 2

Figure 2.4: Notional Diagram of a Finder RM DFA Interacting with a Coordinator and Two Ven-
dor RM DFAs in an MPCVD Case

In this scenario, the Finder must reach the A; state prior to notifying the Coordinator (r), who, in turn,
starts in their own R, state. The goal of ry is to get the Coordinator into state A., implying that the report
provided should be both valid and of sufficiently high priority that the Coordinator will make both the v
and a transitions upon receipt. In turn, the Coordinator must reach the A. state prior to notifying the
Vendors (r1, r2), who, in turn, start in their own R,,, and R,,, states, respectively. The goal of r1 and r,

is to get each Vendor into their respective A, states, implying that the report provided should be both
valid and of sufficiently high priority that each Vendor will make both the v and a transitions upon receipt.
State transition labels are omitted for clarity but are consistent with Figures 2.1 and 2.2. The report sub-
mission transitions (ro, 1, 2) correspond to the S = R transition for the recipient, although they do not
necessarily trigger a state transition in the sender.
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Figure 2.5: High-Level Examples of Other Common MPCVD Scenarios

Each node in the diagrams represents a single Participant’s entire RM state machine as detailed in
Figure 2.1. We have collapsed each Participant into a single node to save space. Note that, as with
previous examples, any given Participant must reach the Accept (A) state in their own RM process to
notify others.

A Menagerie of MPCVD Scenarios. Other MPCVD RM interaction configurations are pos-
sible, of course. We demonstrate a few such scenarios in Figure 2.5, where this time each cir-
cle represents a Participant’s entire RM model. We have observed all of the following interac-
tions at the CERT/CC:

* A Finder notifies multiple Vendors without engaging a Coordinator (Figure 2.5a).

* A Finder notifies a Vendor, who, in turn, notifies other Vendors (Figure 2.5b) or engages
a Coordinator to do so (Figure 2.5¢).

* Supply-chain oriented MPCVD often has two or more tiers of Vendors being notified by
their upstream component suppliers, with or without one or more Coordinators’ involve-
ment (Figure 2.5d).

We intend the RM model to be sufficiently composable to accommodate all such permuta-
tions.

2.2.3 RM State Subsets

Before proceeding, we pause to define a few useful subsets of RM states (--- C Q") for future
use:

Open ={R,I,V,D, A} ( )

Valid Yet Unclosed = {V, D, A} ( )
Potentially Valid Yet Unclosed = {R,V, D, A} (2.14c)
Active = {R,V, A} ( )

Inactive = {I,D,C} ( )
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3 Embargo Management (EM) Model

In this chapter, we describe the basic primitives necessary for the CVD Embargo Management
(EM) process. For our purposes, an embargo is an informal agreement among peer CVD case
Participants to refrain from publishing information about a vulnerability until some future
point in time relative to the report at hand. Once an embargo has expired, there is no further
restriction on publishing information about the vulnerability.?

CVD case Participants must be able to propose, accept, and reject embargo timing proposals
according to their individual needs. Additionally, Participants may want to attempt to gain
agreement that enables specific details about a vulnerability to be shared with other Partici-
pants or made public. Such content considerations are outside the scope of this proposal. We
focus our discussion on the when of an embargo, not the what.

Unlike the RM model, in which each Participant has their own instance of the RM DFA, EM
states are a global property of a CVD case.

* A CVD case SHALL NOT have more than one active embargo at a time.

Even in an MPCVD case having a vertical supply chain—in which Vendors must wait on their
upstream suppliers to produce fixes before they can take action on their own, as in Figure
2.5d—our intent is that the embargo period terminates when as many Vendors as possible
have been given an adequate opportunity to produce a fix.

Embargoes Are Not NDAs. Importantly, CVD embargoes are not Non-Disclosure Agree-
ments (NDAs). An NDA (also known as a Confidentiality agreement) is a legally binding con-
tract between parties, often accompanied by a reward for compliance and/or some penalty in
the event of unauthorized disclosure. NDAs do, on occasion, have a place in CVD processes,
but the relatively rapid pace and scale of most MPCVD embargoes makes per-case NDAs pro-
hibitively difficult. As a result, we are intentionally setting aside NDA negotiation as beyond
the scope of this proposal.

On the surface, many bug bounty programs may appear to fall outside our scope because
they are often structured as NDAs in which compliance is rewarded. For some bounty pro-
grams, the penalty for non-compliance or early disclosure is limited to the loss of the reward.
For others, non-compliance can lead to the forfeiture of a promise of amnesty from the pur-
suit of civil or criminal charges that might otherwise apply because of security or acceptable-
use policy violations. Nevertheless, we are optimistic that the bulk of this protocol (i.e., the
parts that do not interfere with the contractual provisions of bounty-associated NDAs) will be
found to be compatible with the full variety of bounty-oriented CVD programs existing now
and in the future.

3.1 EM State Machine

As with our definition of the RM model in Chapter 2, we describe our EM model using DFA
notation.

To recap, A DFA is defined as a 5-tuple (Q, qo, F, X, 0) [20].
* Q is a finite set of states

* o € Q is an initial state

2Reminder: Exploits are information about vulnerabilities too.
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« F C Qis a set of final (or accepting) states
* Y is a finite set of input symbols

e § is a transition function d : Q@ x ¥ — Q

3.1.1 EM States

CVD cases are either subject to an active embargo or they are not. We begin with a simple
two-state model for the embargo state:

simple = {None, Active} (8.1)

However, because embargo management is a process of coordinating across Participants, it
will be useful to distinguish between the None state and an intermediate state in which an
embargo has been proposed but not yet accepted or rejected. We might call this the None +
Proposed state, but we shortened it to Proposed.

Similarly, we want to be able to discriminate between an Active embargo state and one in
which a revision has been proposed but is not yet accepted or rejected, which we will denote
as the Active + Revise state, shortened to Revise. Finally, we wish to distinguish between
the state in which no embargo has ever been established (None), and the final state after an
active embargo has ended (eXited). Combining these, we get the following set of EM states,
which we denote as Q¢ in (3.2).

Q°™ = {None,
Proposed,
Active, (3.2)
Revise,
eXited}

As a reminder, we use the underlined capital letters as shorthand for EM state names later in
the document. Also note that ¢ € A is distinct from ¢" € A. An embargo can be Active,
while a Report can be Accepted, and these are independent states. Be sure to check which
model a state’s shorthand notation is referring to.

Start and Final States. The EM process starts in the None state. The process ends in one
of two states: If an embargo agreement is eventually reached, the EM process ends in the
eXited state. Otherwise, if no agreement is ever reached, the EM process ends in the None
state. Formal definitions of each are shown in (3.3) and (3.4), respectively.

g5 = None (3.3)
Fem = {None, eXited} (3.4)
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N = None
P = None + Proposed

E

% A = Active

z R = Active + Revise
X = eXited

BT' opose BT’OpOSG

Figure 3.1: The EM Process

Initial embargo negotiations occur on the left side of the diagram, while renegotiation happens on the
right.

3.1.2 EM State Transitions

The symbols of our EM DFA are the actions that cause transitions between the states:
* An embargo MAY be proposed.
* Once proposed, it MAY be accepted or rejected.

* Once accepted, revisions MAY be proposed, which MAY, in turn, be accepted or
rejected.

* Finally, accepted embargoes MUST eventually terminate.

A summary of the available actions is shown as 3™ in (3.5).

X" = { propose, reject, accept, terminate} (3.5)

Once again, the underlined lowercase letters will be used as shorthand for the EM transition
names in the remainder of the document.

3.1.2.1 EM Transitions Defined

Now we define the possible state transitions. Figure 3.1 summarizes the EM process DFA
states and transitions.

Propose a new embargo when none exists:

propose

None ——— Proposed (3.6)
Accept or reject a proposed embargo:
accept .
——— Active
Proposed § ,¢jcet (3.7)
———— None

An existing embargo can also be renegotiated by proposing a new embargo. The existing em-
bargo remains active until it is replaced by accepting the revision proposal.
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propose(new)

Activegq Revise (3.8)
If the newly proposed embargo is accepted, then the old one is abandoned. On the other
hand, if the newly proposed embargo is rejected, the old one remains accepted.

accept(new)

Activenew (3.9)

Revise )
reject(new) .

—————% Activeyyq

Existing embargoes can terminate due to timer expiration or other reasons to be discussed in
§3.2.7. Termination can occur even if there is an open revision proposal.

eXited (3.10)

Active terminate
. _—
Rewvise

3.1.2.2 A Regular Grammar for EM

Based on the actions and corresponding state transitions just described, we define the transi-
tion function §¢ for the EM process as a set of production rules for the right-linear grammar
using our single-character shorthand in (3.11).

N — pP e
P— pP|rN|aA
"M =<A— pR|tX (8.11)
R— pR|aA|rTA|tX
X — €

Due to the numerous loops in the DFA shown in Figure 3.1, the EM grammar is capable of

generating arbitrarily long strings of propose-propose and propose-reject histories matching
the regular expression (p*r)*(pa(p*r)*(pa)?t)?. As an example, here is an exhaustive list
of all the possible traces of length seven or fewer:

pr, pat, ppr, ppat, papt, prpr, pppr, ppppr, pprpr, prppr, pappt, ppapt, pppat,
papat, paprt, prpat, pppppr, papppt, prpppr, ppprpr, ppappt, pppapt, prprpr,
papapt, pprppr, pappat, paprpt, prppat, prpapt, ppaprt, pprpat, ppapat, papprt,
ppppat, pprprpr, prprppr, paprppt, prpprpr, pappprt, papppat, ppppapt, prpaprt,
papappt, pappapt, pppappt, pprpppr, pppprpr, prpopppr, ppprppr, ppapppt, ppaprpt,
papprpt, ppapprt, ppappat, prpppat, prpapat, ppprpat, ppppppr, pprppat, papapat,
paprpat, ppapapt, prprpat, paprprt, prppapt, pppapat, pprpapt, pppaprt, pppppat,
prpappt, papaprt, pappppt

However, because EM is a human-oriented scheduling process, our experience suggests that
we should expect there to be a natural limit on CVD Participants’ tolerance for churn during
embargo negotiations. Hence, we expect most paths through the EM DFA to be on the short
end of this list in practice. We offer some thoughts on a potential reward function over EM
DFA strings as future work in §9.2.2.

For example, it is often preferable for a Vendor to accept whatever embargo the Reporter ini-
tially proposes followed closely by proposing a revision to their preferred timeline than it is for
the Vendor and Reporter to ping-pong proposals and rejections without ever establishing an
embargo in the first place. In the worst case (i.e., where the Reporter declines to extend their
embargo), a short embargo is preferable to none at all. This implies a preference for strings
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starting with par over strings starting with ppa or prpa, among others. We will come back to
this idea in §3.2.6 and in the worked protocol example at the end of Chapter 6, specifically in
§6.9.2.

3.1.3 EM DFA Fully Defined

Taken together, the complete DFA specification for the EM process (Q, go, F, 3, §)¢™ is shown
in equations (3.2), (3.3), (3.4), (3.5), and (3.11), respectively. For convenience, we have assem-
bled them in shorthand form in (3.12).

Q°" ={N,P, AR, X}, (3.2)

" =N, (3.3)

Fem ={N, X}, (3.4)

e ={p,r,a,t}, (3.5)

EM = N — pP e (3.12)

P— pP|rN|aA

5" ={ A— pR|tX (3.11)
R— pR|aA|rA|tX
X — €

3.2 EM Discussion

Embargoes are a means of inhibiting public disclosure of a vulnerability while defenses are
prepared (e.g., until fix development has completed for a reasonable quorum of Vendors). The
goal of the EM process is not to establish an exact publication schedule for every Participant
to adhere to. Rather, it is to establish a window spanning from the present to some future
time, during which Participants are expected not to publish or otherwise disclose information
about the vulnerability to non-Participants outside of the CVD case.

3.2.1 Embargo Principles

An embargo is a social agreement between independent parties acting in the interest of pro-
viding vulnerability fixes to users in a timely manner while minimizing attacker advantage in
the interim. However, embargoes are not always appropriate or useful within the context of
any given CVD case.

With that in mind, we offer the following principles as guidance. We begin with some behav-
ioral norms that define what it means to cooperate with an embargo.

* Embargo Participants SHOULD NOT knowingly release information about an embar-
goed case until either

1. all proposed embargoes have been explicitly rejected
2. no proposed embargo has been explicitly accepted in a timely manner
3. the expiration date/time of an accepted embargo has passed

4. an accepted embargo has been terminated prior to the embargo expiration date and
time due to other reasons (e.g., those outlined in §3.2.7)

* Additional Participants MAY be added to an existing embargo upon accepting the
terms of that embargo.
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* Adding Participants to an existing embargo SHALL NOT constitute “release” or “publi-
cation” so long as those Participants accept the terms of the embargo. See §3.2.10.

Furthermore, we need to establish a few norms related to embargo timing.
* An embargo SHALL specify an unambiguous date and time as its endpoint.

* An embargo SHALL NOT be used to indefinitely delay publication of vulnerability in-
formation, whether through repeated extension or by setting a long-range endpoint.

* An embargo SHALL begin at the moment it is accepted.
* Embargoes SHOULD be of short duration, from a few days to a few months.

3.2.2 Embargo Scale and Duration

Given all other facts about a vulnerability report being equal, there are two factors that con-
tribute significantly to the success or failure of an embargo: scale and duration. The more
people involved in an embargo, the more likely the embargo is to fail.

* Embargo participation SHOULD be limited to the smallest possible set of individuals
and organizations needed to adequately address the vulnerability report.

Similarly, the longer an embargo lasts, the more likely it is to fail.

* Embargo duration SHOULD be limited to the shortest duration possible to adequately
address the vulnerability report.

3.2.3 Embargo Participants Are Free to Engage or Disengage

As we described at the beginning of the chapter, an embargo is not the same thing as an
NDA, even if they have similar effects. Because it is a contract, an NDA can carry civil or
even criminal penalties for breaking it. CVD embargoes have no such legal framework. Hence,
CVD Participants are free to enter or exit an embargo at any time, for any reason. In fact,
CVD Participants are not obliged to agree to any embargo at all. However, regardless of their
choices, Participants should be clear about their status and intentions with other Participants.
There are a few good reasons to exit an embargo early. (See §3.2.7.)

* Participants MAY propose a new embargo or revision to an existing embargo at any
time within the constraints outlined in §3.2.4.

* Participants MAY reject proposed embargo terms for any reason.
* Participants in an embargo MAY exit the embargo at any time.

Note that a Participant leaving an embargo is not necessarily the same as the embargo itself
terminating. Embargo termination corresponds to the ¢°™ € {A, R} L X transition in the
EM model and reflects a consensus among case Participants that the embargo no longer ap-
plies. A Participant leaving an Active embargo means that the embargo agreement between
other Participants remains intact, but that the leaving Participant is no longer involved in the
case.

* Participants stopping work on a case SHOULD notify remaining Participants of their
intent to adhere to or disregard any existing embargo associated with the case.

» Participants SHOULD continue to comply with any active embargoes to which they
have been a part, even if they stop work on the case.

» Participants who leave an Active embargo SHOULD be removed by the remaining Par-
ticipants from further communication about the case.
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These points imply a need for Participants to track the status of other Participants with re-
spect to their adherence to the embargo and engagement with the case. We will return to
these concepts with the case_engagement and embargo_adherence attributes described in

§8.1.5.

CVD is an iterated game, and actions have consequences. Leaving an embargo early in one
case may have repercussions to Participants’ willingness to cooperate in later cases.

» A Participant’s refusal to accept embargo terms MAY result in that Participant being
left out of the CVD case entirely.

» Participants SHOULD consider other Participants’ history of cooperation when evaluat-
ing the terms of a proposed embargo.

Finally, embargo termination removes a constraint rather than adding an obligation.

* Participants SHOULD not publish information about the vulnerability when there is an
active embargo.

» Participants MAY publish information about the vulnerability when there is no active
embargo.

* Embargo termination SHALL NOT be construed as an obligation to publish.

A discussion of how to decide who to invite to participate in a CVD case is addressed in
§3.2.10.

3.2.4 Entering an Embargo

Negotiating and entering into a new embargo for a case is only possible within an embargo
“habitable zone” defined in terms of the CS model as laid out below. The notation for CS

model states is explained in Chapter 4, but the contextual explanation below should suffice
for now.

* CVD Participants MUST NOT propose or accept a new embargo negotiation when any
of the following conditions are true:

1. Information about the vulnerability is already known to the public (¢°® € ---P--).
2. An exploit for the vulnerability is publicly available (¢°* € ----X-).

3. There is evidence that the vulnerability is being actively exploited by adversaries
(qCS € veeen A)

* CVD Participants MAY propose or accept an embargo in all other case states
(¢°° € --pza).

* CVD Participants SHOULD NOT propose or accept a new embargo negotiation when
the fix for a vulnerability has already been deployed (¢°° € VF Dpzxa). Counterexamples
include (a) when an embargo is desired to allow for a downstream Vendor to synchronize
their fix delivery or deployment, and (b) when a Vendor has deployed a fix but wants to
complete their root cause analysis prior to releasing information about the vulnerability.

* CVD Participants MAY propose or accept a new embargo when the fix for a vulnera-
bility is ready but has neither been made public nor deployed (¢** € V Fdpxa). Such
an embargo SHOULD be brief and used only to allow Participants to prepare for timely
publication or deployment.
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3.2.5 Negotiating Embargoes

Asymmetry is inherent in the CVD process because those who currently have the vulnerabil-
ity information get to decide who they will share it with. This asymmetry puts Reporters at
somewhat of an advantage when it comes to the initial report submission to another Partici-
pant. We will discuss some ways to improve (but not fully remove) this asymmetry in §3.2.6,
but for now we just need to acknowledge that it exists.

 Participants MAY accept or reject any proposed embargo as they see fit.
* Receivers SHOULD accept any embargo proposed by Reporters.
* Receivers MAY propose embargo terms they find more favorable as they see fit.

* Participants MAY withdraw (reject) their own unaccepted Proposed embargo.

Respond Promptly. Timely response to embargo proposals is important. Explicit accep-
tance is expected.

* Participants SHOULD explicitly accept or reject embargo proposals in a timely manner.
(For example, embargo agreement or rejection SHOULD NOT be tacit.)

* Participants MAY interpret another Participant’s failure to respond to an embargo pro-
posal in a timely manner as a rejection of that proposal.

* In the absence of an explicit accept or reject response from a Receiver in a timely
manner, the Sender MAY proceed in a manner consistent with an EM state of None
(¢°™ € N).

Don’t Give Up. Once an embargo negotiation has failed the first time, Participants have no
further obligations. They are, however, encouraged to try again.

* In a case where the embargo state is None and for which an embargo has been proposed
and either explicitly or tacitly rejected, Participants MAY take any action they choose
with the report in question, including immediate publication.

* Participants SHOULD make reasonable attempts to retry embargo negotiations when
prior proposals have been rejected or otherwise failed to achieve acceptance.

Participants need not wait for embargo negotiations to conclude before submitting a report.
However, by doing so, they might give up some of their leverage over the Receiver in the em-
bargo negotiations.

* Participants MAY withhold a report from a Recipient until an initial embargo has been
accepted.

* Submission of a report when an embargo proposal is pending (¢ € P) SHALL be
construed as the Sender’s acceptance (¢°" € P % A) of the terms proposed regardless of
whether the Sender or Receiver was the proposer.

Addressing Validation Uncertainty. Participants might prefer to delay accepting or reject-
ing a proposed embargo until after they have had an opportunity to review the report through
the validation and (possibly) prioritization processes. However, because other Participants

are under no obligation to withhold publication of cases not covered by an active embargo,

we recommend that a short embargo be used until the validation process concludes, at which
point, it can be extended with a revision.

» Participants MAY use short embargo periods to cover their report validation process,
and subsequently revise the embargo terms pending the outcome of their report valida-
tion and/or prioritization processes.
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» Participants SHOULD remain flexible in adjusting embargo terms as the case evolves.

3.2.6 Default Embargoes

As described in §3.1.2.2, the EM process has the potential for unbounded propose-reject
churn. To reduce the potential for this churn and increase the likelihood that some embargo is
established rather than a stalemate of unaccepted proposals, we offer the following guidance.

Declaring Defaults. First, we note that all CVD Participants (including Reporters) are free
to establish their own default embargo period in a published vulnerability disclosure policy. In
particular, we recommend that CVD report recipients (typically Vendors and Coordinators)
do so.

» Participants MAY include a default embargo period as part of a published Vulnerability
Disclosure Policy.

* Recipients SHOULD post a default embargo period as part of their Vulnerability Disclo-
sure Policy to set expectations with potential Reporters.

Using Defaults. Next, we work through the possible interactions of published policies with
proposed embargoes. Each of the following scenarios assumes a starting state of ¢ € N,
and a negotiation between two parties. We cover the extended situation (adding parties to
an existing embargo) in §3.2.10. For now, we begin with the simplest case and proceed in an
approximate order of ascending complexity.

In each of the following, subscripts on transitions indicate the Participant whose proposal is
being acted upon, not the Participant who is performing the action. For example, asenger in-
dicates acceptance of the Sender’s proposal, even if it is the Receiver doing the accepting.

* If neither Sender nor Receiver proposes an embargo, and no policy defaults apply, no
embargo SHALL exist.

™ eN (3.13)

* If the Sender proposes an embargo and the Receiver has no default embargo specified by
policy, the Receiver SHOULD accept the Sender’s proposal.

qem c N Psender P Asender A (314)

* The Receiver MAY then propose a revision.

qem E A Preceiver R (3.15)

* A Receiver’s default embargo specified in its vulnerability disclosure policy SHALL be
treated as an initial embargo proposal.

" e N Preeeivery, p (3.16)

* If the Receiver has declared a default embargo in its vulnerability disclosure policy and
the Sender proposes nothing to the contrary, the Receiver’s default embargo SHALL be
considered as an accepted proposal.

qem c N Preceiver P Areceiver A (317)
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* If the Sender proposes an embargo longer than the Receiver’s default embargo, the Re-
ceiver’s default SHALL be taken as accepted and the Sender’s proposal taken as a pro-
posed revision.

qe7n c N Preceiver P Psender P Areceiver A Tsender R (3.18)

* The Receiver MAY then accept or reject the proposed extension.
R Asender A
e { Teender (3.19)
R =" A

* If the Sender proposes an embargo shorter than the Receiver’s default embargo, the
Sender’s proposal SHALL be taken as accepted and the Receiver’s default taken as a
proposed revision.

qe7n c N Preceiver P Psender P Asender A Treceiver R (3.20)

* The Sender MAY then accept or reject the proposed extension.

Areceiver A
em ¢ {R (3.21)

R Treceiver A

A Game Theory Argument for Accepting the Shortest Proposed Embargo. Readers
may notice that we have taken a “shortest proposal wins” approach to the above guidance.
This is intentional, and it results directly from the asymmetry mentioned in §3.2.5: The Re-
ceiver is faced with a choice to either accept the Reporter’s proposal and attempt to extend
it or to reject the proposal and end up with no embargo at all. Therefore, if we take the
stance that for a vulnerability with no fix available, any embargo is better than no embargo,
it should be obvious that it is in the Receiver’s interest to accept even a short proposed em-
bargo before immediately working to revise it.

The alternative is impractical because the Reporter is not obligated to provide the report to
the Receiver at all. In the scenario where a Reporter proposes a short embargo and the Re-
ceiver rejects it because it is not long enough, the Reporter might choose to exit the negotia-
tion entirely and publish whenever they choose without ever providing the report to the Re-
ceiver. That is not to say that we recommend this sort of behavior from Reporters. In fact,
we specifically recommend the opposite in §3.2.5. Rather, it once more acknowledges the time-
dependent informational asymmetry inherent to the CVD process.

A Logical Argument for Accepting the Shortest Proposed Embargo. Perhaps the above
reasoning comes across as too Machiavellian for some readers. Here is a different perspective:
Say a Reporter proposes an embargo of n days, while the Vendor would prefer m days. If n
and m are given in units of days, we can look at them as a series of individual agreements,
each of 1 day in length. We will represent each Participant as a vector representing that Par-
ticipant’s willingness to perpetuate the embargo on each day. Embargo willingness will be rep-
resented as a 1 if the Participant is willing to commit to keeping the embargo on that day,
and a 0 if they are not. For simplicity’s sake, we assume that each Participant is willing to
maintain the embargo up to a certain point, and then their willingness goes away. In other
words, each vector will be a series of zero or more 1s followed by zero or more Os. For exam-
ple, [1,1,1,1,0,0,0] represents a Participant’s willingness to engage in a 4-day embargo.
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For our two Participants, let x and y be zero-indexed vectors of length max(n,m).

|x| = maz(n,m) (3.22)
ly| = maz(n,m) (3.23)

The elements of each vector represent each respective Participant’s willingness for the em-
bargo to persist on each consecutive day.

1 it

X=|z:z;= s n for 0 <4 < max(n,m) (3.24)
0 otherwise

y=\|yity= Lifi< m for 0 < ¢ < max(n, m) (3.25)
0 otherwise

Note that we have constructed these vectors so that each vector’s scalar sum is just the length
of embargo they prefer.

Now we can define an agreement vector z as the pairwise logical AND (A) of elements from x
and y:

zZ = [zl tzi=x; ANy, for 0<i< maz(n,m)] (3.28)

For example, if one party prefers an embargo of length n = 4 days while another prefers one of
length m = 7 days, we can apply (3.24), (3.25), and (3.28) as follows:

>

]

Il
—| = =
>—l:>— [
o R
o Rl
ol o
ol o
ol o

From this, we can see that the scalar sum of the agreement vector—and therefore the longest
embargo acceptable to both parties—is simply the lesser of n and m:

Y¥(z) = min(n,m) (3.29)

The Shortest Proposed Embargo Wins. In other words, if a Reporter proposes a 90-day
embargo, but the Vendor prefers a 30-day embargo, we can think of this as a series of 1-day
agreements in which both parties agree to the first 30 days of the embargo and disagree be-
yond that. By accepting the shorter 30-day embargo, the Reporter now has 30 days to con-
tinue negotiations with the Vendor to extend the embargo. Even if those continued negoti-
ations fail, both parties get at least the 30-day embargo period they agreed on in the first
place. This should be preferable to both parties versus the alternative of no embargo at all

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 30
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



were they to simply reject the shorter proposal. Typically it is the Reporter who desires a
shorter embargo than the Vendor. We chose our example to demonstrate that this analysis
works between any two parties, regardless of which party wants the shorter embargo.

On our way to making this principle explicit, we immediately came across a second scenario
worth a brief diversion: What to do when multiple revisions are up for negotiation simultane-
ously? Based on the idea of extending the above to an efficient pairwise evaluation of multiple
proposals, we suggest the following heuristic:

1. Sort the proposals in order from earliest to latest according to their expiration date.

2. Set the current candidate to the earliest proposal.

3. Loop over each remaining (later) proposal, evaluating it against the current candidate.
4

. If the newly evaluated proposal is accepted, it becomes the current candidate and the
loop repeats.

o

Otherwise, the loop exits at the first rejected proposal.

6. The current candidate (i.e., the latest accepted proposal) becomes the new Active em-
bargo.

7. If the earliest proposed revision is rejected—implying that none of the later ones would
be acceptable either—then the existing Active embargo remains intact.

Summarizing the principles just laid out as rules

* When two or more embargo proposals are open (i.e., none have yet been accepted) and
q°™ € P, Participants SHOULD accept the shortest one and propose the remainder as
revisions.

* When two or more embargo revisions are open (i.e., an embargo is active yet none of the
proposals have been decided) and ¢°™ € R, Participants SHOULD accept or reject them
individually, in earliest to latest expiration order.

3.2.7 Early Termination

Embargoes sometimes terminate prior to the agreed date and time. This is an unavoidable, if
inconvenient, fact arising from three main causes:

1. Vulnerability discovery capability is widely distributed across the world, and not all
Finders become cooperative Reporters.

2. Even among otherwise cooperative CVD Participants, leaks sometimes happen.

3. Adversaries are unconstrained by CVD in their vulnerability discovery, exploit code de-
velopment, and use of exploit code in attacks.

While many leaks are unintentional and due to miscommunication or errors in a Participant’s
CVD process, the effect is the same regardless of the cause. As a result,

* Participants SHOULD be prepared with contingency plans in the event of early embargo
termination.

Some reasons to terminate an embargo before the agreed date include the following:

* Embargoes SHALL terminate immediately when information about the vulnerability
becomes public. Public information may include reports of the vulnerability or exploit
Code. (qCS E {...P.., .X})

* Embargoes SHOULD terminate early when there is evidence that the vulnerability is
being actively exploited by adversaries. (¢°° € {-----A})

CMU/SEI-2022-SR-012 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 31
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



* Embargoes SHOULD terminate early when there is evidence that adversaries possess
exploit code for the vulnerability.

* Embargoes MAY terminate early when there is evidence that adversaries are aware of
the technical details of the vulnerability.

The above is not a complete list of acceptable reasons to terminate an embargo early. Note
that the distinction between the SHALL in the first item and the SHOULD in the second is
derived from the reasoning given in §4.3.1, where we describe the CS model’s transition func-
tion. Embargo termination is the set of transitions described by (3.10).

Waiting for All Vendors to Reach Fix Ready May Be Impractical. It is not necessary for
all Vendor Participants to reach ¢°®* € V F-.-- before publication or embargo termination.
Especially in larger MPCVD cases, there comes a point where the net benefit of waiting for
every Vendor to be ready is outweighed by the benefit of delivering a fix to the population
that can deploy it. No solid formula for this exists, but factors to consider include the market
share of the Vendors in ¢°° € V F---- compared to those with ¢°® € -f----; the software sup-
ply chain for fix delivery to Deployers; the potential impact to critical infrastructure, public
safety /health, or national security; etc.

* Embargoes MAY terminate early when a quorum of Vendor Participants is prepared to
release fixes for the vulnerability (¢¢° € VF----), even if some Vendors remain unprepared

(qCS c f)

» Participants SHOULD consider the software supply chain for the vulnerability in ques-
tion when determining an appropriate quorum for release.

3.2.8 Impact of Case Mergers on Embargoes

While relatively rare, it is sometimes necessary for two independent CVD cases to be merged
into a single case. This can happen, for example, when two Finders independently discover
vulnerabilities in separate products and report them to their respective (distinct) Vendors.

On further investigation, it might be determined that both reported problems stem from a
vulnerability in a library shared by both products. In this scenario, each Reporter-Vendor pair
might have already negotiated an embargo for the case. Once the cases merge, the best option
is usually to renegotiate a new embargo for the new case.

* A new embargo SHOULD be proposed when any two or more CVD cases are to be
merged into a single case and multiple parties have agreed to different embargo terms
prior to the case merger.

* If no new embargo has been proposed, or if agreement has not been reached, the earliest
of the previously accepted embargo dates SHALL be adopted for the merged case.

» Participants MAY propose revisions to the embargo on a merged case as usual.

3.2.9 Impact of Case Splits on Embargoes

It is also possible that a single case needs to be split into multiple cases after an embargo has
been agreed to. For example, consider a vulnerability that affects two widely disparate fix
supply chains, such as a library used in both Software-as-a-Service (SAAS) and Operational
Technology (OT) environments. The SAAS Vendors might be well positioned for a quick fix
deployment while the OT Vendors might need considerably longer to work through the lo-
gistics of delivering deployable fixes to their customers. In such a case, the case Participants
might choose to split the case into its respective supply chain cohorts to better coordinate
within each group.
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* When a case is split into two or more parts, any existing embargo SHOULD transfer to
the new cases.

» If any of the new cases need to renegotiate the embargo inherited from the parent case,
any new embargo SHOULD be later than the inherited embargo.

* In the event that an earlier embargo date is needed for a child case, consideration
SHALL be given to the impact that ending the embargo on that case will have on the
other child cases retaining a later embargo date. In particular, Participants in each child
case should assess whether earlier publication of one child case might reveal the exis-
tence of or details about other child cases.

» Participants in a child case SHALL communicate any subsequently agreed changes from
the inherited embargo to the Participants of the other child cases.

Note that it may not always be possible for the split cases to have different embargo dates
without the earlier case revealing the existence of a vulnerability in the products allocated to
the later case. For this reason, it is often preferable to avoid case splits entirely.

3.2.10 Inviting Others to an Embargoed Case

As anyone who has tried to schedule a meeting with multiple attendees can attest, multi-
party scheduling can be difficult. When that schedule must also accommodate work comple-
tion schedules for an MPCVD case, it becomes even harder. In §3.2.6, we laid out a heuris-
tic for resolving multiple embargo proposals, “The Shortest Embargo Proposed Wins.” More
specifically, we recommended that Participants accept the earliest proposed end date and im-
mediately propose and evaluate the rest as potential revisions. This principle applies to any
MPCVD case, even at its outset.

Embargo negotiations can become contentious in larger cases. Many MPCVD cases grow over
time, and it is usually easier to establish an embargo with a smaller group than a larger one.
Conflict resolution via consensus agreement is fine if it works. In fact, in scenarios where Par-
ticipants who have already agreed to an embargo get to choose who else to add to the em-
bargo, the existing consensus can be a strong influence for the new Participant to consent to
the existing agreement.

In other words, it is usually preferable to present an already-accepted embargo to new Partic-
ipants and get their agreement before potentially revising the embargo than it is to wait for
a large multi-party negotiation to succeed before establishing an embargo in the first place.
When consensus fails, however, it may be helpful for the group to appoint a case lead to re-
solve any conflicts. Such scenarios are often an opportunity for a third-party Coordinator to
be engaged [16].

Therefore,

* Participants SHOULD attempt to establish an embargo as early in the process of han-
dling the case as possible.

* Participants SHOULD follow consensus agreement to decide embargo terms.

* When consensus fails to reach agreement on embargo terms, Participants MAY appoint
a case lead to resolve conflicts.

* Participants MAY engage a third-party Coordinator to act as a neutral third-party case
lead to resolve conflicts between Participants during the course of handling a case.
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3.2.10.1 Who to Invite

The Finder/Reporter is, by definition, a Participant in any CVD case by virtue of their
knowledge of the vulnerability in the first place. Additional Participants usually fall into one
of three categories:

» All known Vendors of affected software SHOULD be included as Participants.
» Third-party Coordinators MAY be included as Participants.

* Other parties MAY be included as Participants when necessary and appropriate. Exam-
ples we have observed in past cases include Deployers, subject matter experts, and gov-
ernment agencies with relevant regulatory oversight or critical infrastructure protection
responsibilities.

3.2.10.2 Adding Participants to an Existing Embargo

Adding new Participants to a case with an existing embargo might require the new Partici-
pant to accept the embargo prior to receiving the report.

* When inviting a new Participant to a case with an existing embargo, the inviting Partic-
ipant SHALL propose the existing embargo to the invited Participant.

* A newly invited Participant to a case with an existing embargo SHOULD accept the
existing embargo.

* The inviting Participant SHOULD NOT share the vulnerability report with the newly
invited Participant unless the new Participant has accepted the existing embargo.

* The inviting Participant MAY interpret the potential Participant’s default embargo con-
tained in their published vulnerability disclosure policy in accordance with the default
acceptance strategies listed in §3.2.6.

* A newly invited Participant to a case with an existing embargo MAY propose a revision
after accepting the existing embargo.

3.2.10.3 When to Invite Participants

In MPCVD there are practical considerations to be made regarding the timing of when to no-
tify individual Participants. The primary factor in these decisions stems from the interaction
of the Active embargo with the potential Participant’s existing (explicit or implicit) disclosure
policy.

Participants with Disclosure Policies Shorter Than an Existing Embargo. Adding a po-
tential Participant with a known default disclosure policy shorter than an extant embargo
leaves Participants with these options to choose from:

1. Shorten the existing embargo to match the potential Participant’s policy.

2. Propose the existing embargo to the potential Participant, and, upon acceptance, share
the report with them.

3. Delay notifying the potential Participant until their default policy aligns with the exist-
ing embargo.
4. Avoid including the potential Participant in the embargo entirely.
For example, say a Vendor has a seven-day maximum public disclosure policy. Participants in
a case with an existing embargo ending in three weeks might choose to notify that Vendor two

weeks from now to ensure that even the default disclosure timeline remains compatible with
the extant embargo.
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* Participants with short default embargo policies SHOULD consider accepting longer em-
bargoes in MPCVD cases.

* Participants in an MPCVD case MAY delay notifying potential Participants with short
default embargo policies until their policy aligns with the agreed embargo.

Participants with Disclosure Policies Longer Than an Existing Embargo. Similarly,
adding a Participant with a known default disclosure policy longer than an extant embargo
leaves Participants with the following options to choose from:

1. Lengthen the existing embargo to match the potential Participant’s policy.

2. Propose the existing embargo to the potential Participant, and, upon acceptance, share
the report with them.

3. Avoid including the potential Participant in the embargo entirely.

In the case of a Vendor with a longer default policy than the existing embargo, it is still
preferable to give them as much lead time as possible even if it is not possible to extend the
embargo to their preferred timing.

* In the interest of receiving the report in the first place, potential Participants with a
longer default policy than an existing case SHOULD accept the embargo terms offered.

» After accepting an existing embargo, newly invited Participants with a longer default
policy than an existing case MAY propose a revision to the existing embargo, if desired,
to accommodate their preferences.

» Existing Participants MAY accept or reject such a proposed revision as they see fit.

» Participants in a case with an existing embargo SHOULD notify Vendors with a longer
default embargo policy.

» Participants in a case with an existing embargo MAY choose to extend the embargo to
accommodate a newly added Participant.

Untrustworthy Participants. Unfortunately, not all potential CVD Participants are equally
trustworthy with vulnerability information. For example, a Vendor might have sub-par oper-
ational security or even business practices that result in adversaries often finding out about
vulnerabilities in their products before the end of an embargo period. Participants might also
be subject to regulatory regimes in which they are required by law to share known vulnerabili-
ties with government agencies having oversight responsibilities.

* Participants that are known to leak or provide vulnerability information to adversaries
either as a matter of policy or historical fact SHOULD be treated similar to Participants
with brief disclosure policies.

Acknowledging that adversary is not a universally agreed-upon category, the definition of ad-
versary in the above is left to individual Participants.

The maximal interpretation of the above is that untrustworthy Participants are left to be no-
tified by the publication of the vulnerability report. This is the equivalent of treating them
like a Participant with a default zero-day maximum embargo policy.

Coordinators. Third-party Coordinators, as Participants who are neither Finders nor Ven-
dors, often play an important role in MPCVD cases, especially those with broad impact across
the software supply chain or with acute critical infrastructure or public safety impacts. Most
Coordinators strive to be consistent in their MPCVD practices and have well-documented dis-
closure policies along with significant histories of handling previous cases. All of these factors
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make the argument for including third-party Coordinators in CVD cases of sufficient complex-
ity, impact, or importance.

Other Parties. Some Participants in CVD have their own policies that prohibit notification
of any parties unable to directly contribute to the development of a fix for a particular vul-
nerability. Typically, these policies take the form of “only Vendors of affected products” or
similar such restrictions.

The CERT/CC’s position as a third-party Coordinator in numerous cases is that this ap-
proach can be appropriate for straightforward scenarios, such as those in which a Vendor is
in direct contact with their downstream Vendors and can coordinate the response within that
community. However, it falls short in some cases, such the following;:

* Vulnerabilities are found to affect a broad spectrum of Vendors and products, especially
when cases cross industry sectors or otherwise include Participants having widely diver-
gent operational tempos or software delivery models.

* Vulnerabilities affect systems deployed in high-impact niches, such as critical infrastruc-
ture, public safety, and national security.

* Outside expertise is needed to understand the implications or impact of a vulnerability
beyond the participating Vendors; sometimes the most knowledgeable parties work for
someone else.

3.2.11 Consequences of Non-Compliance

Considering multiple cases over time, MPCVD can be thought of as an iterated game analo-
gous to the Prisoner’s Dilemma. One notable strategy for the Prisoner’s Dilemma is tit for tat
in which non-cooperation from one party in one round can be met with non-cooperation from
the opposite party in the next. While MPCVD is usually much bigger than a toy two-player
game, we feel it is necessary to encode the possibility that non-cooperation will have down-
stream consequences.

* Participants MAY decline to participate in future CVD cases involving parties with a
history of violating previous embargoes.
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4 CVD Case State Model

In this chapter, we revisit the CVD Case State (CS) model from the Householder and Spring
2021 report [10]. A complete derivation of the CS model can be found in that report. Here,
we are primarily interested in the final model, which comprises 32 states and their transitions.

As in the previous two chapters, we wish to define a DFA 5-tuple (Q, Y, 6, go, F') [20], this
time for the CS model. However, due to the size of the final CS model, we begin with some

necessary background on the substates of the model in §4.1 prior to defining the Case States
in §4.2.

4.1 CVD Case Substates

In our model, the state of the world is a specification of the current status of all the events
in the vulnerability lifecycle model described in the Householder and Spring 2021 report [10].
We describe the relevant factors as substates below. For notational purposes, each substate
status is represented by a letter for that p