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1 PROBLEM STATEMENT

The continuous growth of counterfeit integrated circuits (ICs) poses a serious threat to our
critical infrastructures because they can potentially impact the security and reliability of a wide
variety of electronic systems. These ICs are cause for major concerns to governments and
industries due to the counterfeit ICs’ inferior quality. The microelectronics supply chain is
corrupted by different counterfeit ICs and can fall under different categories of counterfeit. These
categories are recycled, remarked, out-of-spec/defective, overproduced, cloned, forged
documentation, and tampered. Among all these different counterfeit ICs, recycled ICs account
for almost 80% of all the reported counterfeiting incidents. Recycled ICs pose a significant
challenge to the global electronic components supply chain due to the lack of efficient, robust,
and low-cost detection and avoidance technologies. The objective of this project is to design a
solution that can effectively detect recycled ICs and fulfills the requirements of being — (i) low-
cost, as the solution needs to be implemented into a wide variety of ICs. Moreover, a distributor
in the electronic components supply can verify the authenticity of an IC using a hand-held device
without performing costly and time-consuming test methods, (i1) robust, as it is necessary to
eliminate the effect of measurement errors and manufacturing process variations during the
detection process, and (ii1) accurate, as to reduce the probability of identifying a recycled IC as
new and vice versa. This proposed solution will also enable a distributor to perform the
verification without powering up a chip by using a commercial hand-held radio-frequency
identification (RFID) reader.

1
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2 BACKGROUND

The rise of counterfeit ICs in electronics supply chain calls for immediate solution. Information
Handling Services Inc. reported that counterfeit ICs represent a potential annual risk of $169
billion to the global electronics supply chain, and continues to increase in recent years [1].
Recycled, remarked, defective/outof-spec, overproduced, cloned, forged documentation and
tampered ICs pose a serious threat to our critical infrastructures. Among all these different
counterfeit ICs, recycled ICs account for almost 80% of all the reported counterfeiting incidents
[2]. The deployment of these recycled chips in a critical infrastructure will be catastrophic as
they exhibit lower performance and less remaining useful lifetime [3].

Recycled ICs are those that are reclaimed or recovered from a used system and are then
misrepresented as new components produced by an original component manufacturer (OCM).
Recycled ICs generally exhibit lower performance and have shorter lifespan compared to the
authentic ones, due to the effects of aging during their prior usage and mishandling during the
recycling process. The recycling process consists of aggressively removing components from
printed circuits boards (PCBs) under very high temperatures [4]. The components are then
subjected to washing, sanding, repackaging, and remarking, all of which could damage the ICs
and introduce many defects and anomalies [2, 5]. The recycling process may also introduce
latent defects that pass initial testing but are prone to failure in later stages. The electrical defects
could be resistive open/short, negative-bias temperature instability (NBTI), time-dependent
dielectric breakdown (TDDB), out-of-spec leakage current and out-of-spec dynamic current [2].
These defects could even make the components completely non-functional because of the
components’ exposure to extreme conditions.

The detection and avoidance approaches for recycled ICs are broadly classified into four
different categories. First, there are several standards (e.g., AS6171 [6], AS5553 [7], CCAP-101
[8], and IDEA-STD1010 [9]) in practice, which recommend different physical and electrical tests
for the detection purpose. The goal of these methods is to identify the defects and anomalies
present in those recycled ICs, which are not typically found in authentic ones. Since we assume
that foundries and assemblies have a fairly consistent manufacturing process and
comprehensively test their components, one should not expect to see many defective parts. A
counterfeit part often contains one or more different anomalies and deviations from the
normal/usual form and/or functionality of a genuine component. These anomalies may be
physical (i.e., related to the leads, package, etc.) or electrical (e.g., degradation in its performance
or a change in its specifications). The PI was actively involved in developing a comprehensive
assessment process for these test methods [2, 10]. The major limitation and challenges of
implementing these test methods are the excessive test time, high cost, and low confidence of
identifying recycled ICs.

Second, different solutions have been proposed based on statistical data analysis [11, 12, 12-16].
In [11], path-delay fingerprinting was used to differentiate recycled digital ICs from genuine
ones through changes in their path delay distribution caused by prior usage. However, this
technique requires data from genuine ICs, which can make its implementation impractical. In
[12], a statistical approach was presented to distinguish recycled ICs by measuring electrical
parameters and using a one-class support vector machine (SVM). This technique can be applied

2
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to all types of ICs (analog and digital) but requires data from genuine samples for SVM training.
In [13], the authors presented a scan-based characterization technique to detect recycled ICs. The
access to the scan chains may not be always possible when the chips are already in the market,
thus making it difficult to implement because of burnt fuses commonly practiced in industry. In
[14], the authors utilized dynamic current analysis to determine the aging difference between
high-activity and low-activity portions of symmetric structures. However, this approach requires
at least a year of aging for reliable detection of recycled ICs. The authors in [15] proposed a two-
phase detection approach that utilizes one-class SVM classifier to detect only recycled Field
(Programmable Gate Arrays) FPGAs.

Third, on-chip sensors, which uses aging degradation, have been proposed as an alternative to
the conventional test methods [17-21]. Note that extensive research has been carried out by the
solid-state circuits community to analyze aging degradation in ICs. The authors in [22] proposed
two separate structures to monitor NBTI and TDDB. A silicon odometer using on-chip ring
oscillators has been first proposed in [23] to monitor NBTI induced degradation by measuring
the beat frequency between the reference and stressed ROs. An improved version of the
odometer was presented in [24] to separately monitor NBTI and HCI induced degradation. In
[25], the authors presented a measurement system with an array of ROs that utilized statistical
aging measurements to monitor the degradation. In [26] the authors described a product-level
aging monitoring system which consists of a performance critical ARM1176 path. The authors in
[27] presented a hybrid on-chip aging monitor consisting of a ring-oscillator and a delay-line.
The objective of these sensors was to improve the reliability of ICs by accurately measuring the
aging degradation, not to accelerate the degradation to its maximum value to identify recycled
ICs. To address the shortcomings in these technologies, low-cost structures have been proposed
to detect recycled ICs with greater ease [17, 18]. The technique introduced in [17] inserts a
lightweight ring oscillator (RO)-based sensor (similar to one proposed in [23]) in the chip to
capture the usage of the chip in the field. All these sensors will be ineffective for detecting
recycled ICs when they have been used for a very short duration with high process variation.

Finally, DNA markings are commercially available to provide traceability for electronic parts.
DNA marks are created using plant DNA, and then integrated with inks. This ink is then applied
on the packages of the IC for enabling traceability. The authentication includes first checking
whether the ink fluoresces under specific light, and second, sending a sample of the ink to a lab
to verify that the DNA is in the database of valid sequences [28]. Note that DoD mandated DNA
marking be placed on the components in order to track them throughout the supply chain [29].
DNA markings have several limitations that introduce some serious concerns of their
applicability in counterfeit avoidance. The fast authentication achieved by observing the
fluorescence of the marking under specific light can be imitated by counterfeiters, either with
invalid DNA or other materials. But detailed DNA validation is extremely time-consuming and
costly [30]. As a result of complex authentication process, excessive implementation, and test
cost have made its application limited in practice.

3
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3 SOLUTION STATEMENT

Recycled ICs pose a great threat to our critical infrastructure, as the counterfeiters source these
parts to the supply chain due to the unavailability of low-cost test methods that can accurately
detect them. The lack of proper detection approaches motivates us to develop an on-chip
structure that can detect recycled ICs effectively. The core of the proposed on-chip structure is
utilizing a ring oscillator and a small non-volatile memory (NVM). The on-chip structure stores
the RO frequency, the measurement conditions, and a digital signature in the NVM. Although
the emphasis of this project and our experimental analysis is on detection of recycled ICs, we
acknowledge that our proposed solution can also be utilized to detect cloned and remarked ICs.
An IC becomes an attractive target for the cloners when there is a high demand, and when
original component manufacturers (OCM) stop manufacturing as they move to a new technology
node and design. The RO frequency will give an indication of a cloned IC if the cloners use a
pirated design file (layout/GDSII) to produce a clone. Moreover, the detection of remarked ICs
can be ensured by signature verification. A digital signature is computed on the data, which
consists of electronic chip ID (ECID) and RO frequency. Any tampering of the data will be
detected by signature verification.

Our proposed solution also enables a distributor to perform authentication without powering up a
chip. We believe, this is a significant improvement compared to the traditional tracking based on
QR codes, which can easily be cloned. The solution sets up a chain of trust among the
distributors, and empowers them to verify all prior distributors. Any modification or tampering
with the RFID tag data can preciously be detected. The end user can uniquely identify the
complete route of a chip in the supply chain by verifying the RFID tag content. The proposed
research activity will make a significant contribution for developing innovative techniques to
improve detection capabilities, and reduce test time. The electronic components supply chain
will be secure as we can detect recycled ICs with high confidence levels. We believe that we can
finally ensure our critical infrastructure free from counterfeit parts. The following tasks are
intended to address the counterfeiting problem with a systematic and holistic way. These tasks
will be undertaken during the entire duration of this project:

3.1 Task 1- Design of a Robust, Low-cost, and Accurate On-chip Sensor

This project proposes the design and implementation of a robust, low-cost, and accurate on-chip
sensor. The design and implementation requires a ring oscillator (RO) and an on-chip non-
volatile memory (NVM). The frequency of the RO needs to be measured with a specified
operating condition. A digital signature is created using the measurement data which consists of
the RO frequency and the operating conditions. These values will then need to be stored in the
NVM for future authentication.

3.2 Task 2- Performance Evaluation of the Proposed On-chip Sensor

The system is required to be implemented using different field programmable gate array
(FPGA) boards, each of which are manufactured with different technologies (28nm, 45nm,
and 90nm) to evaluate the effectiveness of the proposed on-chip sensor. Our preliminary
results indicate that we are able to detect recycled ICs that have been used for as little as a
single day.

4
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3.3 Task 3- Integration of the Proposed Sensor with the RFID

To reduce chip overhead, the PI plans to incorporate RFID infrastructure into the proposed
method. RFID tags can store data into their memory and transmit the data when any RFID reader
tries to read the content. Saving the data (d) in an RFID tag and attaching it to the chip will
eliminate the need for an on-chip NVM. The PI plans to set up the RFID read/write infrastructure
in his System Engineering and Security (SES) Laboratory. He also has access to the RFID Lab at
Auburn University that will help prototype an RFID that is capable of performing read/write
operations on the data and the digital signature for enabling traceability.

3.4 Task 4- Enabling End-to-End Trust in the Component Supply Chain

The PI proposes to implement an end-to-end security model for the global microelectronics
supply chain against recycling. One of the greatest benefits of using RFID technology is that any
distributor in the supply chain will be able to authenticate the chip purchased from either the
manufacturer or other distributors. The user can uniquely identify the complete route of a chip in
the supply chain by scanning the RFID tag. Another advantage of using RFID is that a distributor
does not need to power up the chip. This is one of the major requirements of the proposed
system, since a distributor may not have the necessary expertise to power up the chip to perform
authentication. The PI plans to demonstrate the end-to-end protection for the fabricated chips
using a commercial RFID tag.
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4 DESIGN OF A ROBUST, LOW-COST, AND ACCURATE ON-CHIP
SENSOR

This section presents the on-chip structure that can detect recycled ICs effectively. The core of
the proposed on-chip structure is utilizing a ring oscillator and a small non-volatile memory. The
on-chip structure stores the RO frequency, the measurement conditions, and a digital signature
[31] in the NVM.

The proposed solution is robust as the process variations do not affect the accuracy of the
authentication process. Unlike previous approaches [17-20]. No comparison is performed
between different ROs to determine the usage of an IC. Our solution can detect recycled ICs
accurately even if a chip was used for a very short period of time (e.g. aging due to
manufacturing tests, burn-in and system tests).

Move over, the integrity of NVM content is ensured by verification through digital signatures.
Any tampering with the NVM content will be detected during the signature verification process.
This solution is also low-cost as the on-chip structure consists of a single RO and a small NVM.
We do not require any additional overhead as ROs are commonly used in modern ICs to monitor
process variation [33—-35]. Note that no additional pin is required for frequency measurement as
the same resource is available for process monitoring [33]. On the other hand, the measurement
device only requires a counter and a timer. One can also use this resource from process monitor
circuit [35] to measure the RO frequency. Finally, this solution is accurate for measuring RO
frequency as the measurement error is much less than the degradation.

Figure 1 shows the structure proposed in [32] for detecting recycled ICs. It consists of an RO and
an NVM. The output of the RO can be made available using an existing primary output (PO)
through multiplexing primarily to reduce the pin count. A counter and a timer are required to
measure the RO frequency. One can also use the existing on-chip counter and timer for the
frequency measurement. Test access port and boundary-scan architecture [36] can be used to
access the NVM content. The following information are necessary to be updated in the NVM: (i)
the registration data (RD) that consists of the frequency (Co) of an RO and the conditions (e.g.,
supply voltage (V0), temperature (7o), and duration (¢po) for the frequency measurement), and (i7)
a digital signature (Sig(H4)) on data (d) that consists of RD and electronic chip ID (ECID). ECID
provides a unique identification to each chip. It generally includes the X-Y locations of a die in
the wafer, lot information, wafer number, binning information, speed grade, etc. for traceability
purposes [37]. This ECID value can be accessed using ECIDCODE instruction defined in Std
1149.1 [36]. The detection requires the verification of the signature to detect tampering with the
NVM content and the comparison between the measured and stored frequencies. This approach
helps to detect recycled ICs used as little as a day with a very low-cost measurement unit.

6
DISTRIBUTION STATEMENT A: Approved for public release; distribution is unlimited.



Ring Oscillator (RO) L |incentil|,
Ea LS PSo>o - -0 T
NAND INVI INV2 INVa Timer
[
Trig
Cn T-_: \"u LII_I Slg(}m
Measurement
Non-Volatile Memory (NVM)

On-Chip Structure Read Write

Figure 1: Prior Process Variation Resilient On-chip Structure for Detecting
Recycled ICs [32]

The solution requires to generate the digital signature and then program it into the NVM during
the registration phase. The identity of the chip is verified during the authentication phase.

4.1 Registration Phase

The registration phase starts after the chips are manufactured and tested for defects. Only the
defect-free chips can go through the registration process. During this phase, the frequency of the
ring oscillator is measured by using a low-cost measurement unit. Next, the digital signature is
constructed based on the collected sensor data. Finally, they are programmed into an NVM. The
steps are described as follows:

1. Ring oscillator data (RD) is constructed by concatenating counter value and
measurement conditions.

RD ={Col||To||Vo||tpo}

2. Data (d) is constructed by concatenating RD and ECID.

d = {RD||ECID}

3. The digital signature (Sig(Hz)) is constructed on the hash of d with the original
component manufacturer (OCM)’s private key. This secure private key is only
available to the OCM.

Ha= hash(d)
Sig(Ha) = K-(Ha)
where, hash(), K-, K-() represent a secure hash algorithm (SHA-2/SHA-3 [38]),
private key, and the encryption function (RSA or ECC [31]), respectively.
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4. The oscillator data RD, and the digital signature Sig(Hu) are stored in the NVM of
the chip.

4.2 Authentication Phase

The authentication process can be described as the process of verifying the authenticity of a
device. It can be straightforward and performed by the system integrator or end user with a very
low-cost measurement set-up, which has to be equipped with a counter and a timer. During this
phase, it is necessary to extract the ECID and NVM content from the chip. The signature
comparison is performed to verify the integrity of the NVM content. At the end of the
authentication process, the status of the chip is determined by comparing the stored RO
frequency in the meomory with the measured RO frequency performed by the end user(system
integrator). The steps are described as follows:

1. The NVM content that consists of the ring oscillator data (RD) and digital signature
(Sig(Ha)) of the chip under authentication, and the ECID value are read. The data
(d) 1s now constructed by concatenating RD and ECID.

d = {RD||ECID}

2. A hash (Ha) is computed on d, and another hash (Ha*) is recovered from the
signature (Sig(Hd)).

Hae = K*(Sig(Hd))
where, K* represents the public key.

3. The computed hash (Hs) and the recovered hash (Hg*) are tested for any mismatch.
Any mismatch indicates the tampering of the NVM content by an adversary, and the
chip will be flagged as recycled.

4. If the hashes match perfectly, the measurement parameters during registration (7o,
Vo, and #po) are extracted from the ring oscillator data (RD).

5. The RO clock cycle count (C5) is measured using parameters #po, 70, and Vo.

6. The difference between the measured clock cycle count (C5) and the registration
clock cycle count (Co) is calculated. If the difference is greater than the precision of
the counter (measurement error), the chip will be identified as recycled.

Note that the authentication process consists of two distinct phases. First, a signature matching is
performed in order to ensure that none of the NVM content has been modified by an adversary.
Second, the current oscillator frequency is compared with the value of the registered frequency
in order to identify the aging or usage of the chip.
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S PERFORMANCE EVALUATION OF THE ON-CHIP SENSOR

We have implemented an on-chip sensor to detect recycled ICs. To demonstrate the effectiveness
of our on-chip sensor, we perform accelerated aging experiments on different FPGA
technologies, i.e., 28nm, 45nm, and 90nm, and use the sensors to verify the detection accuracy.

Figure 2 shows accelerated aging for evaluation of aging degradation. We age the FPGA using a
Tempeteronic Thermospot DCP-201 system [39], which is a thermal inducing system designed
to control a device’s operating temperature over a wide range. The RO frequency data from the brand
new FPGA boards need to be collected first. The board will then be aged for two hours at a nominal
supply voltage and an elevated temperature of 85°C. Accelerated aging of two hours under the
conditions mentioned above corresponds to approximately one day of in-field aging [32]. The data
are collected after 2hrs, 4hrs, and 6hrs of accelerated aging, representing approximately 1, 2, and 3
days of normal usage in the field.

Figure 2: Experimental Setup for Accelerated Aging

A computer is required to interface with the board in order to collect the RO frequency. The tool
RealTerm is used to control and monitor the UART communication and display the results
transmitted from the FGPA board. A MUX-based selection is constructed in the design and reads
the RO data. A 0.1-second timer is set up to capture the counter value. Figure 3 shows the setup
for collecting the frequencies of different ROs implemented in 28nm, 45nm, and 90nm
technology nodes. The Artix-7 FPGA (Nexys 4) shown in Figure 3(a) is fabricated in a 28nm
High-Performance Low-power (HPL) process. The micro-USB port supports the UART data
transmission, in addition to powering the FPGA board. ROs with four variable stages, e.g. 21,
31, 51, and 81 stages, are implemented to evaluate the aging performance. The RTL schematic of
our RO sensor implementation and measurement is shown in Figure 4. Each type of RO setup
(i.e., 21,31, 51, 81 stages) has 300 instances, with a total of 1200 ring oscillators implemented
on the Artix-7 FPGA board. The data for each RO is readout serially through the UART
interface. The Spartan-6 FPGAs are manufactured with a 45 nm low-power copper process
(LPC) technology. Four different ROs with 3, 5, 7, and 9 inverter stages are created to evaluate
the performance. An extra PmodUSBUART module is required to interface the FPGA

with the PC for UART protocol. Similarly, we activate the counter for 1/10 second and then
calculate the RO frequency. Figure 3(b) shows the measurement setup for Spartan-6 (CMOD
S6), whereas Figure 3(c) shows the same for Spartan-3E100 (Basys 2) FPGAs.
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Figure 3: Setup for Measuring the Frequencies of Different ROs Implemented

Artix-7 (NEXYS 4) with 28nm HPL process [40] (a), (b) Spartan-6 (CMOD S6) with 45nm LPC
technology [41], and (c) Spartan-3E100 (Basys 2) with 90nm process [42]
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Figure 4:RTL Schematic of RO Implementation and Measurement
The top RO contains 1200 ring oscillators (for Artix-7 FGPA). The uart is used to readout all
these ROs serially.

Figure 5 shows the Vivado layout of implemented design on the 28nm Artix-7 FPGA board,
Figure 5 (a) shows the overall layout, and the highlighted LUTs are assigned for the
implementation of multiple ROs with different stages (21, 31,51, and 81) using hard macros.
Figure Figure 5 (b) illustrates the part layout. Each red box represents a 51-stage RO.
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Figure S: Implemented Design on Vivado for Artix-7 FPGA Board
Overall layout design (a) and (b) Partial with 51 stages.

The histogram of percentage degradation for RO frequencies on different chips and technology
nodes is shown in Figure 6. The samples are taken from the implemented 21-stage ROs on 28nm
and 3-stage ROs on 45nm and 90nm, respectively. Then, we performed accelerated aging for 2
hours, 4 hours, and 6 hours. The distributions are shown in different colors. We observe a
Gaussian distribution for the percentage of degradation for these ROs on different technology
processes and different chips. The mean (u) value of the percentage (%) degradation and 3-times
standard deviations 3o are also labeled for each histogram. For example, one can observe a mean
(«) value of 0.155% with a 36 of 0.128 for 2hrs of accelerated aging, as shown in Figure 6(a).
When considering the 4 hours of accelerated aging, the average percentage degradation u is
increased to 0.203 with a 36 of 0.095. It can be concluded from the figure that the distribution
will move towards the right further when a chip has been aged more. The same trend can be
observed in other technologies, i.e., 45nm and 90nm in Figure 6(c)-(f), which indicates the
feasibility of our proposed on-chip sensor.
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Figure 6: Percentage Degradation of RO (implemented in 28 nm, 45 nm, and 90 nm
technology) Frequency under Accelerated Aging

In Table 1, we have summarized the experiment results from three different technologies. The
temperature used for accelerated aging is set to a constant of 85°C. Column 1 shows the aging
duration. We perform 2, 4, and 6 hours of accelerated aging for each FPGA board, which
represents approximately 1 day, 2 days, and 3 days of usage in the field. Columns 2 and 7
represent the number of stages for each technology. The mean value (u) and three times the
standard deviation (30) are provided for each chip. The frequency percentage degradation
evaluation for the 28nm HPL process is performed on two chips with 300 ROs each and shown
in Columns 3-6. For example, we observe a mean value u of 0.263 with a 3-times standard
deviation value 3¢ of 0.139 for 6-hour-aged 81 stages ROs. Columns 8-9 shows the results on
CMOD S6 FPGA with 45nm LPC process, and each stage has 32 samples. Columns 10-15 show
the experimental results on 90nm with three different boards. Even though the different boards
with the different technologies may have different frequency change, we observe more
degradation with the increased aging time.
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Table 1. Percentage Frequency Degradation under Accelerated Aging for Different ROs
Based on 28 nm, 45 nm, and 90 nm Technology

28nm 45nm 90 nm
Aging
T‘mflirs) Stages T o1 Chip2 | P8 T Chip Chip 1 Chip 2 Chip 3
U 30 U 30 U 30 U 30 U 36 U 36

2 0.155 | 0.128 | 0.168 | 0.068 2399 | 0.822 | 4.793 | 0.859 | 2.722 | 0.396 | 4.204 | 0.683
4 2110203 ]0.095] 02120058 | 3 [2529] 08275227 | 0.345 | 2.984 | 0.569 | 4.371 | 0.570
6 0.241 | 0.064 | 0.236 | 0.056 2760 | 0.837 | 5.296 | 0.381 | 3.231 | 0.449 | 4.466 | 0.381
2 0.155 | 0.095 | 0.170 | 0.061 2.507 | 1.162 | 4.987 | 0.229 | 2.874 | 0.203 | 4.409 | 0.192
4 31 0210 | 0.066 | 0219 ] 0.054 | 5 | 2617 | 1.145 | 5.157 | 0.241 | 3.210 | 0.202 | 4.537 | 0.191
6 0.239 | 0.064 | 0.241 | 0.056 2.832 | 1151 | 5.258 | 0.241 | 3.394 | 0.187 | 4.543 | 0.193
2 0.171 | 0.150 | 0.177 | 0.080 2.539 | 0.952 | 5.012 | 0.192 | 2.914 | 0.154 | 4.411 | 0.168
4 5102230124 | 0224 | 0064 | 7 | 2745 | 0974 | 5.157 | 0211 | 3.255 | 0.162 | 4.533 | 0.172
6 0.255 | 0.136 | 0.248 | 0.068 3.136 | 1.181 | 5.266 | 0.201 | 3.426 | 0.152 | 4.534 | 0.174
2 0.158 | 0.107 | 0.185 | 0.125 2267 | 1.293 | 5.026 | 0.158 | 2.930 | 0.092 | 4.398 | 0.211
4 81 | 0226 0.105 | 0233 | 0065 | 9 | 2479 | 1.283 | 5.167 | 0.152 | 3.272 | 0.099 | 4.516 | 0.199
6 0.263 | 0.139 | 0.252 | 0.074 2734 | 1539 | 5272 | 0.166 | 3.444 | 0.105 | 4.517 | 0.206
o i B p =3183 MHz Al p =2427MHz
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Figure 7: Measurement Error Evaluation during Frequency Measurement for Single RO
Based on 28, 45and 90 nm Technology

To evaluate the measurement accuracy, we have also recorded the same RO 330 times for all
different HPL processes, and the plots of measurement errors are shown in Figure 7. In Figure
7(a), we have observed a Gaussian distribution with a mean (x) value of 96.9 MHz with a three
standard deviation (3c) of 56.2 kHz for 28 nm technology. The calculated measurement error ()
for the first RO is 0.06%. Similar trends of distribution can also be observed on 45 and 90 nm
technology, which are shown in Figure 7(b) and Figure 7(c), respectively. Note that the
measurement error € for each technology is less than 0.1% and much lower than the percentage
degradation of frequency after two hours of accelerated aging, which indicates that our proposed
solution can detect the recycled IC efficiently and accurately.
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6 INTEGRATION OF THE PROPOSED SENSOR WITH THE RFID

The solution proposed and developed in Task 1 (and Figure 1) can detect recycled ICs accurately
even though they have been used for a short period of time. However, it is necessary to power up
the chip when an entity in the supply chain wants to verify whether it has been used before or
not. It can be challenging for many distributors to adopt the solution proposed in [32], as they
may not have the proper test infrastructures. Besides, access to individual chips may be
infeasible as unpackaging may create many defects and anomalies from improper handling.

Our proposed design is shown in Figure 8, where each chip is equipped with an RFID tag. We
propose to move the on-chip NVM contents, such as the registration data, the signature, and
other information to the RFID tag. The die of a chip only contains the ring oscillator to determine
the age, whereas, the RFID tag can be placed in the package during the packaging stage of the
manufacturing process for enabling the traceability of chips in the supply chain. In recent years,
RFID tags are widely used for traceability in the supply chain. There are two basic types of RFID
tags in use: passive and active tags. Passive tags are more popular due to their lower size, cost,
and longer lifetime. As these tags do not require a battery, they can be small enough to put into a
label attached to the product. Even though the RFID solution provides flexibility for device
identification, its contents are vulnerable to unwanted modifications. Our solution provides
protection against it as the contents are digitally signed.

STl = = = = = = = T -"""-"="-""="—-"="""-—————————= '!I
' |
' |
' Frequency I
En — ':! )3 "|>°"{>D___*DC f= B S P Cp
l Measurement |
'|| NAND INVI  INWV2 INVn |
I . 0
| Ring Oscillator (RO) |
|
vl I r

Non-Volatile Memory

RFID Tag

—
o
M’

N
E
w)
%
=%
=
o

Chip Traceability

Figure 8: Proposed design for enabling traceability of ICs in the Supply Chain for
combating against recycling
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Figure 9(a) shows the integration of an RFID into the package of an SRAM chip. We selected a
high frequency (HF) RFID tag, LXMS33HCNG-134 [43], so that a mobile phone (e.g., iPhone
12) can be used as an RFID reader. To evaluate the feasibility of integrating the tag in the chip
package, we drill a small hole, place the RFID tag into it and apply adhesive. The chip remains
fictional after the RFID integration. Note that this tag can easily be integrated during the
packaging step of IC manufacturing. Due to the small size of the RFID tag, it can be placed in
the majority of the chip packages.

Figure 9(b) shows how the read and write can be performed using an iPhone. Near Field
Communication (NFC) enables devices within a few centimeters of each other to exchange
information wirelessly [44]. The operating frequency of the NFC tag is the same as the HF
technology, which is at 13.56 MHz. An iOS app running on the supported device (iPhone 12 in
Figure 9(b)) could help the designer read/write content from/into the RFID tag. Different NFC
applications from the Apple Store can be used to perform the operations. When performing a
writing process, the manufacturer needs to create the initial data and calculated signatures and
put them into the text box. Once the NFC area of the phone is close enough to the tag and the
write button is pressed, the phone will scan the available NFC tag nearby and update the tag
memory. In the case of a read operation, the NFC function can be recalled by pressing the
Scan/Read button. Next, the distributor/end-user can extract the data and perform the signature
verification with other tools. Since the apps in the store are only designed with NFC function
support only, we are also going to design and demonstrate our application, which combines the
NFC function and cryptographical computation together for enabling IC protection in the supply
chain.

B ~tag B spaM
pha—— - Chip in
the bag

== SRAM Chip B
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Figure 9: RFID and SRAM Chip as a Product in the Supply Chain
Left: and SRAM chip as a product in the supply chain. Left: multiple RFID tags on a rail.
Right: an RFID tag is embedded into the package of the SRAM chip (b)The chip with RFID tag
inside the packing can be read successfully.
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7 ENABLING END-TO-END TRACEABILITY IN THE COMPONENT
SUPPLY CHAIN

The traceability of a component in the supply chain can be achieved by creating a chain of trust
among the manufacturer, distributors, and users. We use the concepts of the blockchain, which
was introduced in the Bitcoin cryptocurrency system by Satoshi Nakamoto in 2008 [45]. Bitcoin
uses a hash-based block structure, and a consensus algorithm denoted as Proof-of-Work (PoW)
to achieve decentralization. A consensus algorithm is unnecessary for traceability purposes as the
endpoints of the component supply chain are trusted, and chips can be considered the
transactions. In the supply chain, the manufacturers of chips are treated as trusted (see General
Requirements of the Standard AS6171 [6]), as there is no motivation for a manufacturer to
recycle chips and send them into the market as new. In addition, the end-users of the chips are
also considered trusted as they are suffered from recycled chips. Thus, our objective here is to
identify a recycled (used and old) chip that enters the supply chain through untrusted distributors.

7.1 Approach for End-to-End Traceability

Figure 10 shows the solution for enabling the traceability of chips while they travel through the
supply chain. First, the manufacturer reads the RO frequency (Co) once the chip is free from
manufacturing defects. The parameters during the measurement process (e.g., supply voltage
(o), temperature (7o), and duration (¢po)) are also recorded. The data (d) is constructed by
concatenating these parameters with the ECID, where d = {Co||Vol||To||tpo||ECID}. A
cryptographically secure hash (Hu) is computed on d and the ID of the first distributor (e.g.,
public key of D! KB_I). A digital signature (Sign) is then computed on Hu. The manufacturer
updates the RFID tag memory with{4 7KAJ/FI,SigM} using a commercial RFID reader, and later ships
the chip to the distributor, Di. Second, the distributor D first reads the RFID content using a
commercially available RFID reader once it receives the chips from the manufacturer. It then
verifies the integrity of the RFID content. If the verification passes, D1 creates a hash (Hp:) on
the previous stage’s hashes and signatures, and next distributor’s public ID (e.g., Kp*2). It then
computes the signature (Signi) on Hp, updates the RFID with Kp*i, Sigp:, and sends the chip to
the next distributor (Dz), which also performs the same steps as D1. Finally, the system integrator
(S7) verifies the entire RFID content and constructs the complete trace. Once the chip has been
placed into a system, S/ updates the RFID memory with its own signature to certify that it has
been deployed.
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Figure 10: Proposed Flow for Enabling Traceability of ICs in Electronic Component

Supply Chain

Figure 11 shows the approach for enabling traceability in the supply chain. It consists of three

stages (1) read RFID content, (2) verify RFID content, and (3) update RFID content. Note that
the manufacturer only performs the update operation, as there are no prior entities in the supply
chain and it is not required to verify the RFID content.
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Figure 11: Verification and Update Process for the Contents of an RFID Tag Placed in the

Package of a Chip
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7.1.1 Read RFID Content:

The first step is to extract the information stored in the RFID tag. This can be performed
through a commercial RFID reader without powering a chip.

7.1.2  Verify RFID Content:

The distributor needs to perform signature verification for all prior stages starting from the
manufacturer. Note that each row in the memory contains the public key (Ki*) of the
manufacturer (first row), the system integrator (last row), or the distributor (other rows), and the
signature (Sig:). The verification can be performed as follows:

o Step 1: The content in the 1* row of the RFID memory needs to be read first by i
distributor (Di), which was created by the OCM. A hash Huis computed based on d
and the public key of distributor 1.

Hu = hash(d||Kpy) (1)

where, hash(.) represents a secure hash function (e.g., SHA-2 or SHA-3 [38]).
Similarly, a hash (H mwill be recovered from the signature by using the following
equation:

Hu* = Ku(Sigu) (2)

where, Ki* is the public key from the OCM. The integrity is verified by comparing Hu with
Hu.

 Step 2: Once the previous verification is passed, Direads the next row j of the RFID
content. A hash is now computed on previous stage hash value Hj-1, signature Sigj-1,

and the public key K*/+1 using Equation 3.
+

Hy= hash(H-1||igr 1K7+1) 3)

Similarly, another hash value H*;is recovered from the signature by using following
equation.

5= K (Sig) 4

The verification will pass if H;= H*;, j will be increased by 1, and stay at Step 2. Any mismatch
of the computed hash value and recovered hash value will indicate that RFID content is tampered
and the chip will be flagged as recycled, and the corresponding distributor will be identified. In
addition, distributor, Di-1 can also be charged for promoting recycled ICs, as either it does not
perform the verification when it acquired the chips from D;i-2 or deliberately falsified the
authentication results. Note that the end-user or the system integrator will also follow the same
verification process as D;.
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The authenticity of a device can be ensured by verifying its identity. At every stage (e.g.,
distributors and the S7), the verification of a device ID is performed. The data d contains an
electronic chip ID (See Equation 5), which is unique to every device. The manufacturer
(considered trusted in our threat model) provides its digital signature to certify ECID. Any

tampering of d can be detected at any stages (D1 through SI).
7.1.3 Update RFID Content:

In this phase, all entities in the supply chain write data into the RFID memory. As the

manufacturer is the first entity in the supply chain and trusted, the content directly written

by the OCM should be authentic and verified. On the other hand, the distributors and

system integrator only update the RFID memory, once the chip passes the verification as
described above. The manufacturer writes the data d, its public key (Ku*), and signature

(Sigm) into the RFID tag memory. The update process for the manufacturers can be
described as follows:

 Step 1: The data (d) is constructed by concatenating the RO cycle count (Co) with

measurement conditions (e.g., temperature (70), supply voltage (Vo) and duration
(zpo), and electronic chip ID (ECID).

d = {Co||To|| Vo||tpo| |[ECID}

« Step 2: A secure hash is computed based on d and the public key of the first
distributor (Kp*1).

Hu= hash(d”KLJ)rl)

« Step 3: The signature of the manufacturer is computed on Ha.
Sign=Ku (Hy)

where, K is the private key of the manufacturer.

« Step 4: Finally, the manufacturer writes the data {d, Ku*, Sigum} into the RFID and

distributes the chip into the supply chain.

The update process for the distributors is described as follows:
e Step 1: Direads the entire RFID memory to construct the data (d;) for hash
computation.

di={H(.(HH (| Kp)ISigad K5 ISigp II--)1Kp) Sigpi-1}

e Step 2: A secure hash is computed on d; and the public key of the (i+1)” distributor

(Kpi*+1).
Hpi= hash(dil |Kgi+l)

e Step 3: The signature of D;is computed on Hpi.
Sigpi = Kpi(Hpi)

19
DISTRIBUTION STATEMENT A: Approved for public release; distribution is unlimited.

()

(6)

(7)

(8)

)

(10)



« Step 4: Finally, the distributor appends{KlJ)ri, Sigpi} to the RFID and sends the chips
to the next distributor or system integrator.
Finally, the update process for the S/ can be described as follows:

e Step 1: S reads the entire RFID memory to construct the data (dss) for hash
computation.

ds;= {H (..(H(H(dIK5)ISigid K5 Sigot - N1Ks)Sign (11)
 Step 2: A secure hash is computed on dsi.

Hsi= hash(dsi) (12)

» Step 3: The signature of S/ is computed on Hsr.
Sigs = Ksi(Hs1) (13)

« Step 4: Finally, S7 appends{K§ , Sigsi} to the RFID after deploying it into a system.

7.2 Final Verification for Detecting Recycled ICs:

This proposed solution enables a chain of trust among manufacturers, distributors, and system
integrators. As a result, anyone in the supply chain can verify the identity of chips without
powering them on. However, the final verification, whether a chip is used before or not, is
performed at the system integrator’s site. Figure 12 shows the final verification of the prior usage
of an IC by the SI. Once the complete route of an IC in the supply chain is verified, the ST powers
up the chip to measure the RO frequency with the same experimental parameters. If a mismatch
of RO frequency over measurement error is detected, it indicates that the IC under test is
recycled, otherwise, it is brand new. Note that this operation will only be performed at the end-
user side since the distributor may not have the proper test infrastructure. In the case of a
successful brand new qualification, the system integrator is also required to update their own
information into the RFID tag memory. Thus, the entire protection of IC in the supply chain from
manufacturer to system integrator is achieved.
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Figure 12: Final Verification Flow for Detecting Recycled ICs
7.3 Prototype for Supply Chain Protection

The need to develop an authentication app that can seamlessly integrate with a low-cost and
hand-held device can enable both distributors and end-users to verify the authenticity of ICs,
which is crucial for supply chain provenance. We implemented our supply chain traceability
solution on multiple platforms. We created one application in the Windows platform so that a
permanent measurement platform can be developed for large-scale IC testing. We also developed
one for the platform so that an individual at the testing facility can authenticate ICs using a
commercial mobile phone (e.g., iPhone). Both implementations support the function of read,
verify and update the entity-specific data on the commercial RFID tags. Thus, an entity in the
supply chain can verify all data stored in the passive RFID tag written by the manufacturer and
prior distributors, thus the complete route of a chip in the supply chain.

7.3.1 Windows Application for supply chain protection:

In order to implement this technique efficiently at a large scale it is critical to be able to make
use of high speed RFID readers. In order to show that this can be done we have developed a
windows application that can pair with a high speed RFID reader and perform all necessary
operations for reading from the RFID tags, verifying that the contents of the tags is correct, and
writing updated data back to the tag. This app can be used by the manufacturer, distributors, and
the end-user.

The prototype verification system with our Windows application is shown in Figure 13.

In addition to the Windows interface, an ultra-high frequency (UHF) RFID reader gun (Zebra
RFD8500) is used to read data from an RFID tag. The reader gun can read and write data on a
commercial UHF RFID tag. The RFID tags used are attached to ICs such as those that this
technique aims to help protect. The RFID reader gun will be used to read the data from the RFID
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tag to the windows app where the data will be verified and updated and then the reader gun will
be used again to write the updated information from the windows app to the RFID tag. This
process is repeated several times from the perspective of sequential members of the supply chain
in order to simulate the full path of an IC through the supply chain from the manufacturer to the
end-user.

Sl i . : ) i 5 |
Figure 13: Experimental Setup for End to End Authentication with Windows Application
We have developed an in-house user interface (GUI) to enable end-to-end traceability described

in Figures 10-11. Figure 14 shows the different interfacing buttons and a drop-down list for stage
selection.
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Figure 14: Layout Design for Windows Application

Depending on the different stages in the supply chain, one can configure the app as either
“Manufacturer”,“Distributor”, or "End User”. The computer can be treated like a wallet with
unique public-private key pair, where the private key will never leave the system. The authorized
personnel with proper login credentials can use this platform to authenticate chips and upload
signatures in the RFID tag. The GUI includes buttons in the top right corner for pairing a new
RFID reader with the application and for disconnecting the currently paired reader. There are
three function buttons in the GUI: “read”, “verify”, and “update.” The read button is used to read
the data from the RFID tag, the verify function is used to verify the signatures of all previous
entities in the supply chain where the chip traveled, and the update button is used to update the
RFID tag with the signature of current entity (e.g., i distributor). As the supply chain entity
needs to perform “read”, “verify”, and “update” on every the chip within the same batch, the
entity selects the tag on the target chip using the “tag pattern” box to avoid the reader gun
inadvertently picking the wrong RFID signal. The log window displays the possible content
stored in the RFID tag along with the appropriate “read”, “verify”, and “update” status results.

Let us consider Distributor 2, D2, as an example. When it receives a shipment of ICs, each chip is
authenticated individually. The “read”, “verify”, and “update” operations performed by D2 on a
single chip is shown in Figure 15. First, D2 readout the content already stored in the tag, that is
data d, the public keys and digital signatures for both Manufacturer (M) and D1, as shown in
Figure 15(a). Second, it verifies whether the digital signatures from both M and D are valid or
not, as shown in Figure 15(b). If verification is successful, it means that all signatures are
computed correctly and the RFID content has not been tampered with. D> then knows that the
chip is authentic and can proceed with the last step by updating its own public key and the
corresponding digital signature into the RFID memory, as depicted in Figure 15(c). If the stored
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digital signatures from either M or D1 do not match with the computed value, D2 knows that the
chip must be counterfeit and there is no need to save its own information into the RFID tag.

(a) Read RFID content. (b) Verify RFID content. () Update RFID content.

Figure 15: Read, Verify and Update Operations are performed on RFID Tag
7.3.2 iOS Application for Supply Chain Provenance:

We have also designed the end-to-end supply chain traceability app on iOS. For the
demonstration purpose, we have implemented one manufacturer, three distributors, and an end-
user on the same phone. Note that when this app will be deployed, one needs to create a wallet
with unique public-private key pairs. While registering, the entity (manufacturer, distributor, or
end-user) needs to create an account (like any other app) so that the appropriate functions can be
enabled. We did not include this feature as it is out of the scope of this project.

Figure 16: Experiemtnal Setup for End-to-End Authentication with iOS Application
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Like the Windows application, the same “read”, “verify”, and “update” functions are
implemented. Any entity in the supply chain (with proper authorization) can read, verify, and
update the RFID tag memory. All three operations are performed by simply using a commercial
iPhone.

The demonstration setup with our 10S application is shown in Figure 16. As the current mobile
devices are NFC-enabled, one only needs to install the app on the phone without the need for any
external RFID reader. An authorized entity in the supply chain can perform “read”, “verify”, and
“update” functions for the on-chip RFID tag when it is within the read/write distance from the
mobile device.

The layout of our developed iOS app is shown in Figure 17. The top row indicates the possible
supply chain entities, where M denotes the Manufacturer, D1, D2, and D3 are the three
Distributors, and the End-User is the last entity in the supply chain. It supports the same
functions “read”, “verify”, and “update” as in the Windows application. The verification status
bar displays whether or not the data already stored in the tag memory is valid. The status can be
either three of the following: (i) “No Status” is the default status before an entity presses the
“verify” button; (ii) “Pass” if the verification is successful; or (iii) “Failed” if one or more
mismatch is found between the computed signatures and stored valued during the signature
verification. The complete content in the RFID tag is shown in the “Read Data” section once the
“read” function is invoked. For the Manufacturer, it can input the measured ring-oscillator
frequency, its associated parameters, and ECID under the “Data D” box. But, for other entities,
the “Data D” cannot be modified. Once all the signatures of prior stages have been verified with
the status “PASS”, the entity can press the “Generate” button to append its own public key along
with its corresponding digital signature, where the public-private key pair is entity-specific and
stored in the mobile device. Both public key and signature are displayed in the “RFID Content”
box. Once the entity presses the “update” button, the new data is saved to the tag. A pop-up
window will show “Write NFC Successfully” to confirm that the desired data is stored in the
RFID tag.

When the chips are delivered to Distributor 1 (D1), it first needs to verify the RFID tag’s memory
contents before updating its own stage ID and signature. Figure 18(a) shows a successful read
from D1. Once the tag is successfully read, the entire data stored in the RFID tag memory will be
shown in the bottom text box. It can be verified that in our demonstration, extracted data is
identical to the stored data provided by the Manufacturer. Figure 18(b) shows the verification
status when clicking the Verify button. A “PASS” means that the initial data, stage ID, and
signature computed by the manufacturer are valid and authentic. After that, D1 can generate the
updated information by simply pressing the “generate” then “update” buttons, as shown in Figure
18(c), where information will be written into the RFID tag through the NFC function. Thus, a
complete group of operations from D is executed successfully. Similarly, Distributor 2 (D2) and
Distributor 3 (D3) perform identical steps of transactions. After distributor 3 updates the RFID
tag, the chip will be sent to the end-user for final verification. The end-user will validate all the
previous signatures first. Then, a final IC verification will be performed to identify whether the
chip is brand new or recycled, as illustrated in Figure 12. The chip is considered genuine and
ready for deployment once the RO measurement agrees with the value saved in the tag.
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8 SECURITY ANALYSIS

In this section, we present different scenarios where our proposed solution is under attack.
Under the adversarial settings, it is possible for attackers to maliciously alter the contents
stored in the RFID tag, masquerade as an authentic distributor, clone tag data from new
chips to recycled ones, or tamper with the on-chip sensors, etc. The robustness of our
proposed architecture under these attacks is thoroughly assessed.

8.1 Tampering with the RFID Content
In this attack, an adversary is going to use a commercial RFID reader to tamper with the RFID

content. To break the traceability of a component in the supply chain, the attacker can remove
one or more entries from the RFID memory to eliminate the trace for a few distributors.

RFID Tag Memory

d | Ky | Sigy [~ M
(D1 Sigp; «— D,

¢ Sigp, l—— D,

Kp; .S'igm «— g

K Sigpy [« Dy

Kj:—li._'i «— Ds

Figure 19: Tampering with RFID Content to Modify Trace

For example, an adversary (D4) removes the 47 entry (i.e., public key and signature from D3) of
the RFID tag memory, and then sell the chip to Ds. Figure 19 shows an example of the removal
attack, where the row highlighted in red was removed by the distributor Ds. Note that M and D:
represents the manufacturer, and i distributor, respectively.

This attack can be detected by a distributor (in this example, distributor Ds) or the system
integrator (S7) while they perform the signature verification. When doing authentication, the first
two verifications for the manufacturer (M) and distributor (D1) will be passed. However, the third
verification will fail as there will be a mismatch of the computed hash value H> and recovered
value H>* from the signature because of the involvement with different public keys.

The authentication can be performed as follows: e Step-1: Dsreads the entire memory, constructs
data for each stages, and then compute the hashes.
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dy={d}, Hy = hash(mIKp,)
dp1 = {Hwu||Sigm}, Hp1 = hash (dp1l1Kps)dps =
{Hp1||Sigp1},Hp> = hash(dp2] Kps)

« Step-2: It recovers the hashes from the signatures.
Hv = Ku*(Sigum);
Hpi = Kp+1(Sigp1); Hp =
Kp+2(Sign2).

« Step-3: Finally, it performs signature verification.

ver
(Hy,Hy) =
paSS; ver
(Hp1,Hp,) =
paSS; ver
(HDZaHz;Z) =

fail,

since
Hp2 = hash(HmllSing”KlJ)%) 7 Hp2 = hash(Hpi| |SigD1||K1J54);

where the ver() function can be described as follows:

( ) =1 ver X1,x2pass if x1=x2;

fail otherwise;

8.2 Impersonation of a Distributor

In this attack, an untrusted distributor (D)) tries to sneak into stage (i+1)” distribution
stage using the identity of a trusted distributor (Di+1). However, this attack is infeasible as
the entries of the RFID memory is protected by the digital signature. It is infeasible for D;
to create a signature of Di+1. As a result, D; cannot pass the chip to Di+2 as the signature
verification will fail. In addition, we do not see any motivation for D;to sneak into the
supply chain. However, it can perform tampering with an authentic chip received from D;
and send to Di+1, which is beyond the scope of this paper.

8.3 Dictionary Attack

In this attack scenario, an illegal recycler (untrusted distributor) constructs a dictionary of
RO frequencies from fresh new chips. Each entry of the dictionary consists of the data (d),
the manufacturer’s public key (Ku*), and its signature (Sigum) from new chips. After
recycling an old chip, the adversary measures the frequency of that RO. If a match (or
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close enough) is found in the dictionary, he/she can update the RFID content with the
respective content from the dictionary. Note that the RO frequencies of the new chips vary
significantly (generally Gaussian in nature [19]) due to process variation. It can be
possible that two RO frequencies of new and recycled chips are of the same value. Thus,
it seems that a recycler can impersonate an old chip with a new one. However, one can
easily detect this attack by verifying the signature (SigM). The verification process can be
performed as follows:

e Read ECID* value, and RFID contents from the chip.

o First Authentication: This fails if ECID, which is present in the data (d) from the
RFID, does not match with ECID* of the chip. This authentication can only be
performed by the S7 as it is necessary to power up the chip to read ECID*.

» Second Authentication: 1f the First Authentication passes, a second authentication is
necessary to verify the signature, which can be done as follows: (i) compute hash on
data (d), Ha= hash(d), (ii) recover the hash from the signature (Sigu),Ha = Ky
(Sigm), and (iii) verify both these hashes using verHa: Hj) function (see Equation
8.1).

Note that this second authentication can be performed by any entity in the supply
chain.

8.4 Tampering the Ring oscillator

For this attack scenario, an attacker tampers with the physical structure of the RO of a counterfeit
chip. An RO becomes faster if the number of inverter stages becomes smaller. An attacker can
reduce the number of inverter stages using FIB circuit edit [46]. To perform this attack, the chip
needs to be decapsulated to remove the old package and then perform the edit. After the
modification, the chip needs to be repackaged and remarked to its original specification. Note
that this attack needs to be performed on every chip. As a result, the circuit edit, repackaging,
and remarking may not be cost-effective to the counterfeiters. Hence, it is unlikely to be used in
practice by an adversary.

8.5 Improper Registration

In this attack scenario, an untrusted entity at the production site can update the RFID content
with a false oscillation count, which is significantly less than the actual measured value. As a
result, the oscillation frequency can still be found very close to the registration value, even
though a chip has been used in the field for a long time. However, there will not be any financial
motivation behind such an act from a foundry’s perspective, as it will only help the
counterfeiters. Moreover, we generally consider the foundry as trusted for IC recycling. Thus,
manipulating the frequency value at the registration phase has limited financial motivation for
foundries.
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8.6 Key Breach

If a breach happens for distributor Dj, it is required to update its keys and put its new signature in
forthcoming chips. However, the public key remains unchanged (old key) in the RFID memory
of chips with previous signatures. Practically an adversary can put a signature at the (j+1)”
location of the RFID memory (first location is reserved for the manufacturer) by modifying the
next-stage distributor ID, and thus, make the authentication fail for an authentic chip. At this
point, the system integrator (S7) can contact distributor D; for more information regarding the key
breach. It is then up to the S/ to decide the acceptance of this chip. If a breach happens, the
distributor must report it to all the participating entities in the supply chain. Note that if the
manufacturer’s database is breached, no authentication can be performed for chips with old keys
as the RO frequency value can be updated in the RFID memory.
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LIST OF SYMBOLS, ABBREVIATION, AND ACRONYMS

ACRONYM DESCRIPTION

DNA Deoxyribonucleic Acid

ECID Electronic Chip ID

FPGA Field Programmable Gate Arrays

HF High Frequency

HPL High-Performance Low-power

ICs Integrated Circuits

LPC Low-Power Copper

NBTI Negative-Bias Temperature Instability
NVM Non-Volatile Memory

OoCM Original Component Manufacturer
PCBs Printed Circuits Boards

RFID Radio Frequency Identification

RO Ring Oscillator

SES System Engineering and Security
SVM Support Vector Machine

TDDB Time-Dependent dielectric

UART Universal Asynchronous Receiver-Transmitter
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