
1
Verifying Trust in CPS with Untrusted Components
© 2022 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public release 
and unlimited distribution.

Softw are Engineering Institute

Carnegie Mellon University

Pittsburgh, PA  15213

[DISTRIBUTION STATEMENT A] This material has been approved for public release 
and unlimited distribution.

Verifying Trust in Cyber-Physical 

Systems with Untrusted Components

Dionisio (Dio) de Niz

July 21, 2022



2
Verifying Trust in CPS with Untrusted Components
© 2022 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public release 
and unlimited distribution.

Copyright 2022 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-0002 with 
Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded research and development 
center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an official 
Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS 
FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER 
EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR 
PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE 
MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM 
PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see 
Copyright notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without 
requesting formal permission. Permission is required for any other use.  Requests for permission should be directed to the Software 
Engineering Institute at permission@sei.cmu.edu.

Carnegie Mellon® is registered in the U.S. Patent and Trademark Office by Carnegie Mellon University.

DM22-0630



3
Verifying Trust in CPS with Untrusted Components
© 2022 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public release 
and unlimited distribution.

Most Systems Today Include Untrusted Components

• open source components

• COTS

Provenance unknown/unverified

• Open source has too many authors

• Commercial cannot be economically verified

Not practical to assume we can verify everything

• And cannot verify at design time

Verifying Systems With Untrusted Components
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Scalable Enforcement-Based Verification

• Leave Most Code Unverified

• Add simpler (verifiable) 
runtime enforcer to make algorithms 
predictable

• Formally: specify, verify, and compose 
multiple enforcers

- Logic: replaces unsafe values 

- Timing: at right time

- Physics: verified physical effects

• Enforcer protection against 
failures/attacks

• Resilient to failures / dynamic 
environment

multiple enforcers
values

time

physical

protection

Resilient
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Recoverable Set: 𝜀𝑆𝐶 𝑗(1)

Safety Set: 𝜀𝑆𝐶 𝑗 𝜖𝑠 ≜ 𝜖𝑠 𝜀𝑆𝐶 𝑗(1)

Verifying Physics (Control Theory)

R. Romagnoli, B. H. Krogh, B. Sinopoli. Design of Softw are Rejuvenation for CPS 

Security Using Invariant Sets. ACC 2019
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Analysis of Mission Progress

Idea:

Provide a sequence of waypoints that 

represent a sequence of equilibrium 
points around which we define the 

Safe Set.

Goal:

• Safely transition from one waypoint 

to the next

• Liveness (in the case of no errors)

switch to xj

switch to xj+1

switch to xj+2

R. Romagnoli, B. H. Krogh, B. Sinopoli. Safety and Liveness of Software 

Rejuvenation for Secure Tracking Control. ECC 2019.
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Analysis of Mission Progress Enforcing Unsafe Behavior

6 DOF  12 state variables

Linear design:

• linearize at equilibrium

• assume full state available

• LQ state feedback design

• reference points = equilibrium states
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Drone Experiment
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Enforcing Unverified Components

𝑠 𝛼
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Enforcing Unverified Components

𝑠 𝛼

Ant illustration by Jan Gillbank, license by Creative Commons Attribution 3.0 Unported

https://creativecommons.org/licenses/by/3.0/deed.en
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Enforcing Unverified Components

𝑠 𝛼

Untrusted

Trusted?
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But enforcer can be corrupted (bug or cyber attack)

𝑠 𝛼

Untrusted

Trusted?
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Add Memory Protection

𝑠 𝛼

Untrusted

Trusted

Trusted  = Verified & Protected
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Periodic Execution Must Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠 𝛼 𝑠 𝛼

time
Untrusted

Trusted
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Periodic Execution Must Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠 𝛼 𝑠 𝛼

time
Untrusted

Trusted
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Periodic Execution Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠 𝛼

Miss deadline: 
crash

time

Untrusted Trusted
Memory

Trusted
Timing
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Periodic Execution Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠 𝛼

Miss deadline: 
crash

time

time

Untrusted Trusted
Memory

Trusted
Timing
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Periodic Execution Finish by Deadline

𝑠 𝛼 𝑠 𝛼 𝑠

time

time

𝛼

𝛼∗

Trusted
Memory

Trusted
Timing
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Real-Time Mixed-Trust Computation

𝑠 𝛼 𝑠 𝛼 𝑠

time

time

𝛼

𝛼∗

Trusted
Memory

Trusted
Timing
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UberXMHF

- Verified space protection

- Timing guarantees for temporal enforcer

VM scheduler

- Timing guarantees in absence of failures

- In sync with hypervisor scheduler

Mixed-Trust Task

𝑅𝑖
𝑔
= max

𝑥∈ 𝐸,𝐴
max_(𝑞

∈ {1…
𝑡𝑖
𝑔,𝑥

− 𝐼𝑥=𝐸 𝑇𝑖− 𝐸𝑖

𝑇𝑖
𝑅𝑖,𝑞
𝑔,𝑥

𝑅𝑖
𝜅 = max

𝑞∈ 1…
𝑡𝑖
𝜅

𝑇𝑖

𝑤𝑖 ,𝑞
𝜅 + 𝜅𝐶𝑖 − 𝑞 − 1 𝑇𝑖

𝑅𝑖
𝑞 ≤ 𝐷𝑖 − 𝑅𝑖

𝜅

D. de Niz, B. Andersson, M. Klein, J. Lehoczky, A. Vasudevan, H. Kim, & G. Moreno.

Mixed-Trust Computing for Real-Time Systems. IEEE RTCSA, 2019.

R.Martins, M. McCall, D. de Niz, A. Vasudevan, B. Andersson, M. Klein, J. Lehoczky, and H. Kim.

Formal Verif ication of a Mixed-Trust Synchronization Protocol. RTNS, 2021.
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Verified Protection at Hypervisor, Kernel, Application

CPS Application

Middleware

Device Drivers

OS Kernel

HW

Root-of-Trust

HW

signal callers

m
e
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c
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legacy callees

ü
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c
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l
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e
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code; 

data; 

stack;

resource

CPU state; 

memory; 

device;

behavior + 

resource manifest

üobject
 Singleton object guarding exclusive 

indivisible system resource

 Principled entry, interruption, legacy 

code invocations and üobject 

invocations

 execution trace respecting program 

control-flow enables use of state-of-the-
art program verification tools

 facilitate AG reasoning and composition

 Call-return Interfacing

 Handle various CHIC programming 
idioms

 Resource Interface Confinement

 Resource protection and access control

 Support Shared memory concurrency -> 
multi-threaded execution and reasoning

Cost-effective

Innocuous [9]

+ 

Provable+ 

A. Vasudevan, P. Maniatis, R.Martins, S. Chaki. Practical, Provable, End-to-End 

Guarantees at the Edge. USENIX Workshop on Hot Topics in Edge Computing 2020
M. McCormack, A. Vasudevan, G. Liu, V. Sekar 

Formalizing an Architectural Model of a Trustw orthy Edge IoT Security Gatew ay

RTCSA 2021
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Predictive Mixed-Trust

Enforcement Lookahead

• Non-Holonomic Vehicles

- Cannot switch direction instantaneously

- Require computing safe trajectory set (safety cone)

• Enforce safety cone

Balancing safety cone calculation and enforcement

• How far into the future to calculate

• Leave enough CPU computation to for safety enforcement
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Predictive Mixed-Trust Architecture

Safety Enforcement only needed in hazardous deviations

• If enforcement is needed then it can pause

trajectory generation

• Considered High-Criticality task

Trajectory generation can use CPU cycles not used by

safety enforcement

• But ensure that we have enough lookahead trajectories

• Precomputed trajectories work as a computation buffering

GT

Trajectory
Computation

(Low Critical)

Enforcer
(High Critical)

OR Trajectory
Check

Enforcement

Enforcement

Precomputing
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Predictive Mixed-Trust Scheduling

Balance Trajectory Production and Consumption

• Production rate: 𝐺𝑖
𝑑, Consumption rate: 𝑆𝑖

𝑒, Enforcement interarrival: 𝐼𝑖

• 𝐺𝑖
𝑑 𝐼𝑖 − 1 − 𝑆𝑖

𝑒 ≥ 0

Verify that the enforcement worst-case response time meet the deadline

•𝑅𝑖
𝑝 = 𝜅𝐶𝑖

𝑝 + ∑
𝑅
𝑖
𝑝

𝑇𝑗
𝜅𝐶𝑗

𝑝 −
𝑅
𝑖
𝑝

𝐼𝑗𝑇𝑗
𝜅𝐶𝑗

𝑝 − 𝜅𝐶𝑗
𝑒 ≤ 𝐷𝑖

D. de Niz, B. Andersson, H. Kim, M. Klein, and J. Lehoczky.

Tow ard Precomputing in Real-Time Mixed-Trust Scheduling.

Work-in-Progress. IEEE RTSS 2020
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Resilient Real-Time Mixed-Trust 

CPS need to adapt to 

failures/environment

• Daimler: Safety First for Automate 

Driving1

- Built to preserve safety across failures

• Minimum Risk Maneuver (MRM)

to transition to degraded Mode or 

Minimal Risk Condition (MRC)

Resilient Real-Time Mixed Trust

• Add enforcer to preserve safety

• Use enforcer to execute MRM

1Daimler et al. Safety First for Automated Driving. 

https://www.daimler.com/documents/innovation/other/safety-first-for-automated-driving.pdf, 2019

Nominal
Operation

MRC
m

MRC
n

Final 
MRC

I

MRM
m1

Degraded Operation

Capabilities
Not Fully availableCapabilities

Fully available

MRM
m2

MRM
n1

MRM
n2

MRM
I1

MRM
I2

Recovery
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Collision Avoidance Enforcer Example

LIDAR

• Detection distance 20 𝑚

• Max braking: −10
𝑚

𝑠2

• Max speed: 20
𝑚

𝑠

SONAR

• Detection distance 5 𝑚

• Max braking: −10 𝑚/𝑠2

• Max speed: 10
𝑚

𝑠

10m 10m

LIDAR Failure Transitioning Enforcer

• Upon failure: start braking at −10
𝑚

𝑠2

• Once speed < 10
𝑚

𝑠
Transition to SONAR enforcer
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Resilient Real-Time Mixed-Trust Digraph Model / Scheduling

:

0            2            4             6            8            10          12          14           16         18         20 22          24          26         30

Release offset of 

Task: graph 

Hypertask decides to switch 

to mode 

When VM informs HV of new GT job,

HV informs GT of new mode (no GT)

When VM informs HV of new GT job,

HV informs GT of new mode ( )

Hypertask decides to switch 

to mode 
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Digraph Transformation for Schedulability
D. de Niz, B. Andersson, H. Kim, M. Klein, and J. Lehoczky.

Resilient Mixed-Trust Scheduling. IEEE RTSS 2021.
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Decentralized Control Enforcement Approach

Each agent is normally disconnected 

from the network to prevent misbehaviors

Decentralized systems require 
occasional communication between 
agents to ensure overall system safety

Root of trust: secure onboard 
hardware module
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Decentralized Control Enforcement Verification

control due to misbehavior
control due to misbehavior

Misbehavior

P. Griff ioen, R. Romagnoli, B. H. Krogh, and B. Sinopoli, “Resilient Control in 

the Presence of Man-in-the-Middle Attacks,” IEEE ACC, 2021,.

P. Griff ioen, R. Romagnoli, B. H. Krogh, and B. Sinopoli, “Decentralized Event-

Triggered Control in the Presence of Adversaries,” IEEE CDC 2020

R. Romagnoli, P. Griff ioen, B. H. Krogh, and B. Sinopoli, “Softw are 

Rejuvenation Under Persistent Attacks in Constrained Environments,” IFAC 

2020.

P. Griff ioen, R. Romagnoli, B. H. Krogh, and B. Sinopoli, “Secure Netw orked 

Control for Decentralized Systems via Softw are Rejuvenation,” IEEE ACC 2020.

control due to misbehavior
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Conflict Resolution of CPS Enforcers

Controller

System/Plant

Se
n
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A
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Enforcer A

Enforcer B
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 ,   
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( 𝑠,  𝑠)

(  ,   )
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Signal Temporal Logic to Detect and Resolve Conflicts

Signals

• Over 𝐷 over time 𝑇 : 𝑠: 𝑇 → 𝐷
- 𝑇 ⊆ ℝ≥0 represent points in time

Signal Temporal Logic

• Extension to Linear Temporal Logic

• Formulas 𝜑
- 𝑢: predicate of the form 𝑓 𝑠 𝑡 ≥ 0

- Until: 𝜑1𝑈 𝑎,𝑏 𝜑2
- Eventually: 𝐹 𝑎,𝑏 𝜑 = 𝑡𝑟𝑢𝑒 𝑈 𝑎,𝑏 𝜑

- Always: 𝐺 𝑎,𝑏 𝜑 = ¬𝐹 𝑎,𝑏 ¬𝜙

Robustness

• Quantify distance from property 
violation

• 𝜌(𝜑, 𝑠, 𝑡)
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Two enforcers that can conflict

d

  
 ,   

   
 ,   

 

  
 ,   

 
  
 ,   

 

Signal 𝑠 𝑡 = ( 𝑠,  𝑠 ,   ,   )

Enforcer 1 
• Guarantee:

𝜑1 :  𝑠(𝑡) −   (𝑡)
2 +  𝑠(𝑡) −   (𝑡)

2 −𝑑 ≥ 0
• Robustness: 

𝜌 𝜑1 , 𝑡, 𝑠 =  𝑠(𝑡) −   (𝑡)
2 +  𝑠(𝑡) −   (𝑡)

2 −𝑑
Enforcer 2 
• Guarantee
𝜑2 :   

 ≤  𝑠(𝑡) ≤   
 ∧   

 ≤  𝑠(𝑡) ≤   
 

• Robustness

𝜌 𝜑2 , 𝑡, 𝑠 = min  𝑠 𝑡 −   
 ,   

 −  𝑠 𝑡 ,  𝑠 𝑡 −   
 ,   

 −  𝑠 𝑡

( 𝑠,  𝑠)

(  ,   )

Position of drone under control (self): ( 𝑠,  𝑠)
Position of pursuing drone (other): (  ,  )
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Invariants to avoid “corners”

d

  
 ,   

   
 ,   

 

  
 ,   

 
  
 ,   

 

( 𝑠,  𝑠)

(  ,   )

( 𝑠
′ ,  𝑠

′)

 =
 𝑠
′ −  𝑠

 𝑠
′ − 𝑠

 − 𝑠 +  𝑠

𝑠 𝑡 = ( 𝑠,  𝑠,   , 𝑠 ,  𝑠
′ ,  𝑥

′)

𝜑1 :  𝑠(𝑡) −   (𝑡)
2 +  𝑠(𝑡) −   (𝑡)

2 − 𝑑 ≥ 0

𝜑2 :min  𝑠 𝑡 −   
 ,   

 −  𝑠 𝑡 ,  𝑠 𝑡 −   
 ,   

 −  𝑠 𝑡 ≥ 0

𝜑3 :  𝑠
′(𝑡) −   (𝑡)

2 +  𝑠
′(𝑡) −   (𝑡)

2 −  𝑠(𝑡) −   (𝑡)
2 +  𝑠(𝑡) −   (𝑡)

2 ≥ 0

𝜑4 : 𝐷 − 𝑑 ≥ 0,𝐷 =  𝑠−   
2 +  𝑥 −   

2 cos𝛼 , 𝛼 = 𝛽 − 𝛾 − 90 , 𝛽 = atan
 𝑠 −   
 𝑠 −   

, 𝛾 = atan
 𝑠
′ −  𝑠

 𝑠
′ −  𝑠

D

B. Gafford, T. Dürschmid, G. A. Moreno, E. Kang (2020). Synthesis-Based Resolution 

of Feature Interactions in Cyber-Physical Systems. 

IEEE/ACM International Conference on Automated Software Engineering (ASE) 

2020.
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Concluding Remarks

Verification for Rapid Fielding: Minimize Verification+ Verified Enforcement

Verify Cyber-Physical Properties

• Correct Value, Right Time, Correct Physical Behavior

• Resolve Conflicts Between Enforcers 

Enforcement Protection (Open Source Mixed-Trusted Runtime Environment)

• Enforced unverified code + Prevent verified enforcer corruption

Resilient

• Resilience to environment changes, sensor failures, networked environments

Transition

• ONR Yolo: to fielded Navy system in progress!

• AFRL TEAMS: Enforcement, Adaptation in Manned and Unmanned Teams (MUMT)

Community

• 17 Academic/Industrial Publications: RTSS, RTCSA, USENIX, CDC,ACC, ECC, IFAC, ASE, AUVSI 

• Open-source : Real-time mixed-trust runtime, Uberspark verified hypervisor

Conflicts

Value Time Physical

Protection

Resilient
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