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Most Systems Today Include Untrusted Components
* Open source components
«COTS

Provenance unknown/unverified
* Open source has too many authors
« Commercial cannot be economically verified

Not practical to assume we can verify everything
* And cannot verify at design time

Verifying Trust in CPSwith Untrusted Components
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Scalable Enforcement-Based Verification

* Leave Most Code Unverified

« Add simpler (verifiable)
runtime enforcer to make algorithms

predictable

- Formally: specify. verify, and compose
multiple enforcers

- Logic: replaces unsafe [values

- Timing: at right
- Physics: verified physicall effects

» Enforcer|protection

failures/attacks

against

. to failures / dynamic

environment

Verifying Trust in CPSwith Untrusted Components
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Verifying Physics (Control Theory)

Recoverable Set: &.;(1)
Safety Set: eg.;(€;5) £ €5 &5 (1)
Controlled System: i = f.(x) £ f(r, p(z))

Lyapunov Function: 1, : R" — R, Ny () C N’ (Zeq),
\,,(z,q)_()and V'IE’\/ (J,,I {1,,,} () ald) =0,

s oV
",:(-") o /,,(’) <0

i)l 10 <- —-->
Lyapunov level set:For ¢ > 0, v VO

Eo(€) ={x € Ny, (weg)|Vp(x) <€} €<

v |
\ V(izy<i L?-n_;__l//
x STd—

R. Romagnoli, B. H. Krogh, B. Sinopoli. Design of Softw are Rejuvenation for CPS - - R
Security Using Invariant Sets. ACC 2019 E

—
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Analysis of Mission Progress

ldea:

Provide a sequence of waypoints that
represent a sequence of equilibrium
points around which we define the

Safe Set.

Goal:

« Safely transition from one waypoint
to the next

* Liveness (in the case of no errors)

R. Romagnoli, B. H. Krogh, B. Sinopoli. Safety and Liveness of Software
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switch to xi*1

switch to X switch to xi*2

Physics

Rejuvenation for Secure Tracking Control. ECC 2019.

Verifying Trust in CPSwith Untrusted
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6 DOF = 12 state variables 45
o {
/
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Il“
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]

Linear design:

* linearize at equilibrium _

- assume full state available . -
- LQ state feedbackdesign T g

» reference points = equilibrium states

—
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Drone Experiment

JMAYSIm

'/“’lfl\‘\\

mode! Dynamic @ 2%5,.00m  FOVE 60,00
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Antillustration by Jan Gillbank, license by Creative Commons Attribution 3.0 Unported
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Untrusted
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But enforcer can be corrupted (bug or cyber attack) o
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Add Memory Protection
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Trusted = Verified & Protected
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Periodic Execution Must Finish by Deadline

e W
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Periodic Execution Finish by Deadline

Untrusted

Miss deadline:

a C
i Trusted
Timins
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Untrusted

N

Miss deadline:
crash

a a
§ Trusted

Timins
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Periodic Execution Finish by Deadline

Trusted
Timing

time
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Real-Time Mixed-Trust Computation e

D. de Niz, B. Andersson, M. Klein, J. Lehoczky, A. Vasudevan, H. Kim, & G. Moreno. R.Martins, M. McCall, D. de Niz, A.Vasudevan, B. Andersson, M. Klein, J. Lehoczky, and H. Kim.
Mixed-Trust Computing for Real-Time Systems. |[EEE RTCSA, 2019. Formal Verification of a Mixed-Trust Synchronization Protocol. RTNS, 2021.
{

« g
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g _
Ri =1 ag%}max‘(q Trusted
6% — Lg(Ti— ED] o
e(l..|L—2—— R i Timing
: ,

Untrusted
VM

*

| -
< 9 i £
p)
O = 7'y UberXMHF
N = - Verified space protection
> O - Timing guarantees for temporal enforcer B = X (wr, + K€, = (g — DT)
I: % VM scheduler 99 L ?Ll}
T - Timing guarantees in absence of failures R} < D, —RF

- In sync with hypervisor scheduler
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. . . . . Mellon
Verified Protection at Hypervisor, Kernel, Application s
. b t = Singleton object guarding exclusive
uo JeC indivisible system resource
\ o o o o o *= Principled entry, interruption, legacy
CcPS Application signal callers code invocations and tobject
. " 0 invocations
" Middleware ) o Q ) .
°|0 [T = execution trace respecting program
Device Drivers :'| CPU state - :,' control-flow enables use of state-of-the-
( e ] ® o memory; 8 e art program verification tools
erne ; . . i
oV clin ez e » facilitate AG reasoning and composition
Root-of-Trust e '8 ﬁ °
o .
aQ = Call-return Interfacin
W - ﬁ behavior + ) e dl ) g )
qE) resource manifest ,8 !—Ign e various CHIC programming
3 idioms
Provable _
» Resource Interface Confinement
+ legacy callees _
Cost-effective 4\ — » Resource protection and access control
T e o o = Support Shared memory concurrency->
multi-threaded execution and reasoning
Innocuous [9] |
A.Vasudevan, P. Maniatis, R.Martins, S. Chaki. Practical, Provable, End-to-End M. McCormack, A.Vasudevan, G. Liu, V. Sekar
Guarantees at the Edge. USENIX Workshop on Hot Topics in Edge Computing 2020 Formalizing an Architectural Model of a Trustw orthy Edge loT Security Gatew ay

RTCSA 2021
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Enforcement Lookahead
* Non-Holonomic Vehicles
- Cannot switch direction instantaneously
- Require computing safe trajectory set (safety cone)

» Enforce safety cone

Balancing safety cone calculation and enforcement
* How far into the future to calculate

 Leave enough CPU computation to for safety enforcement

Verifying Trust in CPSwith Untrusted [DISTRIBUTION STATEMENT A] This material has been approved for public release 21
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Predictive Mixed-Trust Architecture it
Er%%:iﬁhre

Safety Enforcement only needed in hazardous deviations
* If enforcement is needed then it can pause

Enforcer
(High Critical)

|
trajectory generation :

- Considered High-Criticality task — _I_ - _:_

KR Bl s

Trajectory generation can use CPU cycles not used by - 'I‘ o :

safety enforcement | e I

 But ensure that we have enough lookahead trajectories ! ..o el :

* Precomputed trajectories work as a computation buffering

Verifying Trust in CPSwith Untrusted [DISTRIBUTION STATEMENT A] This material has been approved for public release 22
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Balance Trajectory Production and Consumption

* Production rate: G&, Consumption rate:S¢, Enforcement interarrival:l;
G, —1)—Sf =0

Verify that the enforcement worst-case response time meet the deadline
*RY —KCp+Z[ }KCP { ‘ KCp KCe) < D;

D. de Niz, B. Andersson, H. Kim, M. Klein, and J. Lehoczky.
Tow ard Precomputing in Real-Time Mixed-Trust Scheduling.
Work-in-Progress. IEEE RTSS 2020
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Resilient Real-Time Mixed-Trust

CPS need to adaptto
failures/environment

Degraded Operation \

Capabilities

» Daimler: Safety First for Automate Capabilities Not Fully available
Driving 1 Fully available
- Built to preserve safety across failures :
o _ Nominal
* Minimum Risk Maneuver (MRM) Operation

to transition to degraded Mode or
Minimal Risk Condition (MRC)

Resilient Real-Time Mixed Trust
» Add enforcer to preserve safety \ K
« Use enforcer to execute MRM Recovery

1Daimler et al. Safety First for Automated Driving.
https://mwww.daimler.com/documents/innovation/other/safety-first-for-automated-driving.pdf, 2019
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Collision Avoidance Enforcer Example

LIDAR SONAR
e Detection distance 20 m * Detection distance 5 m
» Max braking: —10 « Max braking: —10 m/s?
S

. m
* Max Speed: 20? * Max Speed. 10?

LIDAR Failure Transitioning Enforcer
« Upon failure: start braking at —10=
S

» Once speed < 10? Transition to SONAR enforcer

& = B

10m

Softwars
Ergineering
Inszinste

10m
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Resilient Real-Time Mixed-Trust Digraph Model / Scheduling

Task: graph G; = (V;, E;) My T,
Vl' = {vi’l,vi'z, }
E;={ei1. €2 ..}
Vi1 = (Ti,1:'€i,1);
i1 = (”i,1»”i,2),

\ Release offset of
K] = E

Verifying Trust in CPSwith Untrusted \ = [DISTRIBUTION STATEMENT A] This material has been approved for public release 26
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Digraph Transformation for Schedulability v

T2 D. de Niz, B. Andersson, H. Kim, M. Klein, and J. Lehoczky.
= Resilient Mixed-Trust Scheduling. IEEE RTSS 2021.

o o
Us
Ml MZ

Tz2 T2 @\

2

/‘

Ty

R(v;1) = MI(vix) + Cix, MI(vix) = Ploig) + ), rf Gy (MI(vig) + J(g;))-

gi€hp(t)
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Decentralized Control Enforcement Approach ~

Root of trust: secure onboard

Ago hardware module
Each agentis normally disconnected ¥ - . :
- . ' ‘ Ac ] Plart » Sensors |——— ;
from the network to prevent misbehaviors ... ... ' T
Decentralized systems require o | ] e Tive |3 Newor |
occasional communication between TN ‘ P L "J[' | SRy
agents to ensure overall system safety e $. - E*W | |
Ty E f_”.-- Ty E Eu Fl = 4!.'; Ty = L‘: T E E| T, € Ex Th = 4‘:_'-.' Tk & lrll: T E.'*-' . T o - ' ‘/-b_\h_ »
St | comc | ot | st comed | comec ‘;':'.:.'::'.“-;;-'. | sk o {\; ;/3
4 Sacure Unceriain | Softwars Sacur Unariain Sofwan L v - - .- .- R ’“
U G Cantrol Refrash Corrol Contrel Refrash ialiateiainiintieieeie e !
ATy — k= T — =T} —t— Ty — Ty —wt— Ty —wa— Ty —t—Tue—> | Achsslors Plant »  Sensoes : a
Tt Tt LT [l g W |
Opan Natanrk Mtinirrum Timis M Close Metaark Cannection| |
Trusted Gmnﬂmkm o Comgpramise ) FW C-I'H'ﬂm:hm__u ‘ - |’~ * ‘
Gofrware Flodsh %’der Es’ PEN——
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Decentralized Control Enforcement Verification e
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Network Connected Network Disconnected
z(t) = Az(t) + Bu(t) &(t) = Af (x(t) — z;)
z(t) € C(x;) u(t)el u(t) = —Kxz(t) Ay = A-BK

equilibrium point: z; € R"

tire; Contyol &) & {z|(z "P(x —zj) <1, P> 0} (safe states)
Ei(e) & {z|(z — :Ej)TP(J; —xz;) <€, P-0, €€[0,1]}

control due to misbehavior

control due to misbehavior
MRS 11 & p————— mizzion .

canta N softwas sCurs Sacute
- h refresh ta‘n‘a canbra
M Ta Tgr Ta T T
T — T T
-l " wsz|
Loy 2 = o ! Loy &
P. Griffioen, R. Romagnoli, B. H. Krogh, and B. Sinopoli, “Resilient Control in R. Romagnoli, P. Griffioen, B. H. Krogh, and B. Sinopoli, “Softw are 5
the Presence of Man-in-the-Middle Attacks,” IEEE ACC, 2021,. Rejuvenation Under Persistent Attacks in Constrained Environments,” IFAC
P. Griffioen, R. Romagnoli, B. H. Krogh, and B. Sinopoli, “Decentralized Event- 2020.
P. Griffioen, R. Romagnoll B. H. Krogh and B. Slnopoll “Secure Netw orked

Triggered Control in the Presence of Adversaries,” [IEEE CDC 2020 =
venation.” |FEE_ACC 2020
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Conflict Resolution of CPS Enforcers

Controller

Enforcer A

XPI']' YFU

Xk, Y XY, vk

System/Plant

$J031eN1DY
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Signal Temporal Logic to Detect and Resolve Conflicts o

sSohtwars
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Signals Al 0.5 fter 1 | settl der 0.5 for 1.5
«Over D overtime T s:T — D ways |z| >0.5 ,—/ a ef s, |x| settles under 0. o—r 5s
- T € Ry, represent points in time p = G(|z[t]| > 0.5 = Fjo,1)(Gpo,1.5|2[t]| < 0.5))

Signal Temporal Logic
» Extension to Linear Temporal Logic
* Formulas ¢
- u: predicate of the form f(s(t)) = 0
- Until: @ 1Uq p192
- Eventually: Figp1@ = true Ujgp) @
- Always: Gig p)@ = F[gp] ¢

Robustness \V’\ | PUSHA 2 “le"“>
» Quantify distance from property JJ—
violation e . X . | )
*p(@,s,t)
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Two enforcers that can conflict el

L U U U
XF’ F XF' F
(x5, ¥5)
()
L L U yL
XFl YF XF’YF

Position of drone under control (self): (xg, ;)
Position of pursuing drone (other): (x,,¥,)

softwars
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Signal s(t) = (x5, Vs, X0, V)

Enforcer1
* Quarantee:

@17 (s () — %, ()2 + (s (D) — Yo (D)2 —d = 0
e Robustness:

p(p1,t,9) = (xs(1) = % (D)2 + (s (1) — ¥, (£ — d
Enforcer 2
* Guarantee
O XE<x () S XYANYE<y () <YV
* Robustness

p(y,t,5) = min (x,(0) — Xk, X¥ = x,(0),y,(8) = Yh,Y¥ — 3,(0)
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Invariants to avoid “corners” b

Inszingte

B. Gafford, T. Dirschmid, G. A. Moreno, E. Kang (2020). Synthesis-Based Resolution
X é , FU X ILJ'] , YFL'] of Feature Interactions in Cyber-Physical Systems.
IEEE/ACM International Conference on Automated Software Engineering (ASE)
2020.

(%0, Y0)

XL, vk XY, vk

S(t) = (xs' Ys) X050, x;;y;)

011V (x5(8) =%, ()2 + (s (1) = 3, ()2 —d 2 0

¢, :min (xs(t) — XE XU — x.(t), y,(t) — YL, VY — ys(t)) >0

@3 \/(x;(t) - xo(t))z + (ys’ (t) — Yo (t))z - \/(xs(t) — Xy (t))z + (ys(t) - yo(t))z =0

@a:D—d>0,D=+(x;—x,)%+(y, — y,)2cosa,a =B —y—90°8 = atan(u),y = atan(ys, _ys>

s — Xs
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Verification for Rapid Fielding: Minimize Verification+ Verified Enforcement

Verify Cyber-Physical Properties

« Correct[Value] Right [Time] Correct Behavior
» Resolve [®0]jii[8&] Between Enforcers

Enforcement (Open Source Mixed-Trusted Runtime Environment)
» Enforced unverified code + Prevent verified enforcer corruption

* Resilience to environment changes, sensor failures, networked environments

Transition
* ONR Yolo: to fielded Navy system in progress!
 AFRL TEAMS: Enforcement, Adaptation in Manned and Unmanned Teams (MUMT)

Community
« 17 Academic/Industrial Publications: RTSS, RTCSA, USENIX, CDC,ACC, ECC, IFAC, ASE, AUVSI
» Open-source : Real-time mixed-trust runtime, Uberspark verified hypervisor
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