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1 Summary

Maude-NPA is a protocol analyzer developed by Catherine Meadows (Naval Research Lab-
oratory, Washington DC, US), Jose Meseguer (University of Illinois at Urbana-Champaign,
IL, US) and Santiago Escobar (Universitat Politecnica de Valencia, Spain). It is a specialized
model checker that relies on equational unification for the generation of the search state space.
During this third year, we have obtained some publications on the unification capabilities
of the Maude programming language and on new features for Maude-NPA. The Maude-NPA
tool has been updated to version 3.1.4, although the manual is still in version 3.1.1, see http:
//maude.cs.illinois.edu/tools/Maude-NPA.

2 Introduction

Formal analysis of cryptographic protocols has become one of the most successful applica-
tions of formal methods to security. The idea is to verify protocols that use cryptography
to guarantee security against an attacker —commonly called the Dolev-Yao attacker— who
has complete control of the network, and can intercept, alter, and redirect traffic, create new
traffic on his/her own, perform all operations available to legitimate participants, and may
have access to some subset of the longterm keys of legitimate principals.

A number of protocol analysis tools are available nowadays: AKISS [7], ProVerif [8], Maude-
NPA [12], Scyther [11], and Tamarin [5]. There has been a growing body of research in
extending these tools to reason about different types of equational theories such as Abelian
groups, exclusive-or, and Diffie-Hellmann.

Maude-NPA incorporates a hybrid equational unification framework by combining three
approaches: (i) unification algorithms for common algebraic properties such as combinations
of associativity, commutativity and identity, (ii) specialized unification algorithms for theories
such as homomorphism or exclusive-or, and (iii) a generic variant-based unification algorithm
for equational theories that satisfy the finite variant property such as exclusive-or, Abelian
groups, or Diffie-Hellman. Maude-NPA is built on top of the Maude programming language [10]
using its meta-programming capabilities. Maude is the one actually providing the unification
approaches (i) and (iii) of Maude-NPA. Indeed, other protocol analysis tools such as Tamarin
[9] from ETH Zurich, Switzerland, and AKISS [7] from INRIA, France, use Maude for similar
purposes.

3 Methods, Assumptions and Procedures

The expected deliverables of this project include publications, new versions of the Maude
programming language, and new versions of the Maude-NPA protocol analysis tool. The PI is
part of the development teams of both Maude and Maude-NPA systems.
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4 Results and Discussion

This project considers two main research lines for the Maude-NPA tool:

1. Extending the unification and satisfiability capabilities to express more cryptographic
properties.

2. Integrating satisfiability modulo theories (SMT') capabilities to tackle new protocols and
standards.

During this third year we focused on both research lines. First, we obtained the following pub-
lications on the unification and satisfiability capabilities of the Maude programming language.

1. We published a survey article on JLAMP [4] about the Maude programming language
summarizing all the symbolic features added to Maude during the last ten years. A new
version, 3.0, of the Maude programming language has been released during this third year,
see http://maude.cs.illinois.edu. We envisage new tools and applications based on
these novel features. There is no other programming language with such unification and
narrowing infrastructure.

2. We published a paper at ICLP’20 [1] improving the variant-based unification algorithm
implemented in Maude 3.0, which is not always able to provide a minimal set of most
general unifiers. This paper improves upon the publication [6] of this project published
the previous year.

Second, we have worked on improving the Maude-NPA crypto tool during this third year.

1. We published a paper at ESORICS’20 [2] providing a protocol transformation that allows
complex protocols to be manageable by Maude-NPA and by many other crypto tools such
as Tamarin. Our protocol transformation is able to safely get rid of many cryptographic
properties under some conditions. The time and space difference between verifying the
protocol with all the crypto properties and verifying the protocol with a minimal set of
the crypto properties is remarkable. We also provide, for the first time, an encoding of
the theory of bilinear pairing into Maude-NPA that goes beyond the encoding of bilinear
pairing available in the Tamarin tool.

2. We published a paper at INDOCRYPT’20 [3] where we extend Maude-NPA with real-
time and are able to analyze many time-specific properties of distance-bounding pro-
tocols, e.g., Mafia-fraud attacks (i.e., an attacker tries to convince the verifier that an
honest prover is close to him whereas he is far away), and distance-hijacking-fraud at-
tacks (i.e., a dishonest prover located far away succeeds in convincing a verifier that he
is actually closer, and he may only exploit the presence of honest participants in the
neighborhood to achieve his goal).
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During this third year, only Damidn Aparicio (PhD student) has been working on the project
at full-time, apart of myself.

5

Conclusions

We have advanced in the two topics of this project: (i) improving the unification infrastructure
in Maude and (ii) specifying and analyzing new protocols and standards in Maude-NPA.
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