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The worldwide proliferation of Web 2.0 capable mobile devices and streaming technologies* has
revolutionized and empowered global communication capabilities. Peaceful and charitable
individuals and groups can now communicate messages and ideologies to global audiences in
unprecedented ways. Unfortunately, violent extremists and other “Bad Actors” also use these
capabilities. Extremists leverage the interplay between traditional media institutions and “New
Media”? to their violent advantage on every societal level. Contemporary Media (CM)?
dynamics including the traditional media response to CM have intensified previously existing
radicalization and victimization media processes to terrible effect. Currently, terrorists and other
violent extremists are born far more rapidly than many governments and their security services
can handle.*

This dynamic threatens the security and sovereignty of all states, but is understandably
troublesome for those with weak or brittle social contracts or weak security service
capabilities. If we are to understand this phenomenon, we must study it as a system instead of
breaking it into its component parts. Only once we are able to define contemporary media
interactions and their effects will we be able to devise meaningful ways to amplify the positive,
and mitigate the negative forces currently at work. This paper will argue in general for
continued study of the radicalization engine and that our government and our society refocus
efforts in the ideological and informational sphere but will not advocate any scaling back or
reduction of societal access to CM. The benefits of CM far outweigh all of the negatives we will
cover.

When we add violent extremist activity to the interplay between New and Traditional
Media we get a Radicalization Engine; a destructive global phenomenon. We can understand

this complex and chaotic system also by examining the patterns of interaction among its



component parts and by tracking its multiple shifting characteristics. We may eventually achieve
adequate understanding of the system but it will never be perfect.® Ideally, the better our
understanding, the more positive courses of action become evident.

The internet is not just a marketplace of ideas but of identities; transformed or discovered

by people in “long tail”®

online marketplaces. Social identities as discussed by Korostelina will
play an important role throughout this discussion’ and perceived grievances whether real or
imagined will also factor heavily, especially as they relate to how modern globalized economies
have tended to increase income inequality. With this in mind, and for New Media connected
societies, relative deprivation and other highly visible grievance producing sources gain
increasing prominence.®

Once the claimed domain mostly of governments and elites, information framing and
agenda setting national and even international discussions concerning politics/policy, war and
other conflicts now belong to everyone connected to the CM. This connectivity effects how
states and non-state actors resolve conflicts.” The historic competition between official and
unofficial media sources has ebbed and flowed over the years but an educated, free and informed
citizenry, engaged and actively participating in a liberal democracy engenders resilience and is a
public good.

Increased access to information influences societal elites and governments but empowers
everyone. Arguably, empowered individuals and societies do not directly erode state
sovereignty but they do change the power ratio between states and individuals/social groups.
The relationship is not zero-sum but the ratio does matter.'® Mobilizing empowered individuals
and groups using greed or grievance still requires the diagnosis of a problem, a prognosis for that

problem, and a convincing argument for why someone should do something about it."* Finally,



war being politics/policy by other means,*? violent extremism arguably exists in a social space

one-step further removed from war but not necessarily one step further removed from

politics/policy.

Traditional twentieth century media institutions historically functioned to frame

important societal debates. This dynamic has continued into the earlier years of the online

Traditional Media:

Often labelled “Old Media” it
includes: print media
(newspapers, magazines,
journals), television and radio
broadcasts and other one way
communication.

New Media:

Often labelled “non-traditional”
media, it incorporates
technological advances in
computing, communications,
mobile device applications, and
social media. Also referred to as
the New Media Revolution or
NMR.

Contemporary Media:

Shortened to CM throughout this
document, it is the combination
of traditional and non-
traditional media into a new and
more complex system

information revolution,*® but traditional news institutions have
found themselves struggling to survive in today’s hyper-
competitive media markets. One can look back to the French and
American Revolutions to see similar political propaganda
dissemination through pamphlets or the American “Yellow Press”
of the late nineteenth century focusing on crime, sex and other
scandalous topics to see historic parallels.™

The intensity of CM market competition tends to be
problematic as it forces an exaggerated and consistent use of
emotionally laden and dramatic material to keep viewers engaged,
even though this coverage needlessly provokes fear/anger
responses.’® In the United States™® and the rest of the world,*’
many consider traditional news sources as not fully trustworthy.
The New Media Revolution (NMR) has subsumed and eclipsed
the ground breaking impact of the 24-hour news cycle as

inaugurated by CNN, ** though CNN does continue to evolve by

regularly embracing social media and mobile technology innovation.*



Once they matured, twentieth century media agencies for all their faults and biases self-
regulated by internal and external forces, both market based or otherwise. Customers held the
limited number of large traditional media journalists and editors accountable in generally
understood and moderately effective ways mostly because they could keep track of them all. A
highly developed system of incentives and punishments consistently guided larger publications
toward maintaining more objectivity in reporting® though Traditional Media no longer retains its
loose monopoly on setting agendas and framing issues, it still wields enormous influence in this
regard.”

The NMR includes various forms of non-traditional media, to include mobile social
networks, blogs, and other information sharing applications (apps). Mobile apps continue to
further revolutionized public and private information flow. The NMR has broken down barriers
to entering the global community, shortened communication delivery and response times, and
eliminated distance as a factor.”? As machine translation has improved, it has increasingly
reduced language barriers as well.?® The anonymous and intense nature of some online social
interactions contains varying inhibiting factors compared to those that are face-to-face. A
thriving virtual, global commons characterized by resonant and emotive messaging and other
powerful narratives has proven attractive to many. Truth can be very subjective in the hands of
technically gifted, sophisticated users when they are empowered by this tool.

Interpersonal connections reinforced by social media are proving an increasingly
important expression tool for discontented populations throughout the world. Few would contest
the pervasive influence they exerted in shaping the Arab Spring and its unfortunate degeneration
into chaos.?* Social connections are often vital in decisions to join and to remain in politically

violent groups.?® The staggering growth of online connectivity with nearly 1.75 billion smart



phone users in the world today?® and well over 1 billion people actively engaged in online social
networks underscores the spread of these social connections.?’

The explosion of new media has proven beneficial in many ways and at the level of the
individual, information access is now often ubiquitous. Users keep in touch with as many people
as they wish with very little effort. They can buy almost anything and have it shipped almost
anywhere using universally accepted currencies. New Media has even allowed politicians to
energize and harness their constituents via micro targeting® and micro donating.” The positive
benefits of the NMR are abundant. In these ways, it has brought beneficial improvement to how
people interact with one another. Modern societies should never wish to go backward because
access to information is indispensable to daily modern life. It is likely that modern societies
would be unable to back out even if they wished to try but this paper definitely does not suggest
anything of the sort as a problem solving approach.

Like traditional media institutions CM possesses complex characteristics but the massive
participatory scale of these networks dwarf any historical examples. The CM exhibits an
unchanging nature but constantly changing characteristics.* Theoretically, even if we could
measure its conditions perfectly, those measurements would lose relevance over any meaningful
time frame.®! At the limit of reducibility, the CM still needs a story, a storyteller, and an
audience to retain its meaning as a social system. We can still make models of how these three
components interact but our models will always fall short of reality.*

Keeping this in mind CM does produce recognizable patterns and emergent properties; so
our modeling efforts continue to aid our understanding.®* Emergent properties though, often
defy prediction and refuse to remain bound by our efforts to describe them, so flexibility of mind

and a willingness to accept risk will prove necessary when one approaches any complex societal



problem like the Radicalization Engine. The “Black Swan” phenomenon as described by Nassim
Nicholas Taleb in his book of the same name posits that even when societies recognize larger
patterns, unpredictable occurrences will still invariably take them by surprise despite their best
efforts.®

Nonlinearity: In a CM dominated environment, predicting what will gain attention
requires little imagination but knowing what will fade in to the background or go viral still
remains unpredictable. The timeline of a story often does not follow a linear pattern because
stories break all of the time; some make a huge splash immediately while others sit in relative
obscurity until some unpredictable quality or factor of the story reaches critical mass. This latent
period can vary dramatically and is itself unpredictable.*®

High Sensitivity to Initial Conditions: ** A newspaper cartoon of a religious figure may
have very little impact on a European audience but in some countries of the Middle East, it might
spark furious outrage and riots. Context and perspective dramatically influence how an audience
reacts to a CM product. This sensitivity to initial conditions also changes over time in a
feedback loop between the audience, the story, and the storyteller.

Incomprehensibility If Broken Into Component Parts: A blogger, a news editor, a
freelance journalist, a subway passenger, a disenfranchised youth and a family of four may have
very little in common yet they all play a role in the CM. Isolating each of them and studying
how they produce or consume media will gain us very little. We must examine components
interacting within the system if we wish to understand CM because it generates massive amounts
of unprocessed data and information. Governments are usually limited by insufficient financial

and human resources; they using incomplete, confusing, and/or misleading metrics, and tend to



harbor cultural and linguistic biases. All of these factors contribute to the inherent difficulties of
distilling appropriate and timely meaning from it all.

Changeable by Observation Alone: Even a near perfect image of CM data will not
reflect reality because the act of observation alone introduces more energy into the system. CM
competition for consumers intensifies many previously existing media characteristics in this
regard. Stories now break out of the background noise if they are to resonate with a target
audience. Stories thrive by being compelling, provocative, emotive, and sometimes even
shocking but whom they affect can me more important than how many. Decision makers,
whether politician, CEO, or military commander, often point to particular stories as pivotal to
their decision making process.

Emergent Qualities: Emergent qualities abound in the CM and include: internet memes,
viral videos, mutating extremist propaganda, Social Media fueled unrest, as well as the life cycle
of the innumerable applications and publications living merging and dying in the global capitalist
marketplace. We can only predict that many new and emerging information technologies will
continue to impact the CM related system in completely unpredictable ways with far reaching
cascading effects.

Indirect Effects: 3" There are countless plausible indirect and counterintuitive effects
possible in a CM dominated environment.®® A dictatorial regime decides it can no longer tolerate
dissent, so it shuts down a popular news organization or social media platform. This move
backfires and a popular uprising results. A minority politician performs very well in a televised
debate and galvanizes her constituency but this drives the majority candidate to an extreme
political position in order to counteract her success. The debate polarizes and the minority

opinion ends up losing more than they gain from the election had the debate not taken place.



Keeping these many system effects in mind, it should not be a surprise to note that many
traditional media institutions failed to adapt to the changing CM environment. The NMR
threatened the survival of many of these traditional media institutions.** Even CNN now exists
as just one (though still highly relevant) conglomerate Media Corporation among the many. The
competition is intense and every niche interest owns a virtual venue and an online constituency:
Radio and Television talk shows, Infotainment News Channels (FOX News and MSNBC),
Political comedy/satire (Jon Stewart, Stephen Colbert), Information corporations (RAND,
JANES, Heritage, Brookings), internet news aggregators*’and internet portals like Yahoo and
Google, Blogs, Twitter Feeds, YouTube Accounts, Podcasts, and Webcasts, email campaigns.

While old media struggles to adapt and remain relevant, sheer volume often overwhelms
information consumers.** This overabundance of information forces people to filter what they
receive.*? Unfortunately, when filtering out noise and other uninteresting information people
tend limit their number of sources in alignment with an entrenched belief system or worldview.
Even if we did not self-filter our sources, information giants such as Facebook and Google have
instituted what Eli Pariser calls the “Filter Bubble” and have been doing it since 2009.* The
Filter Bubble tailors online experiences to give the consumer what the service provider thinks the
consumer wants. This works fantastic when Netflix recommends movies to regular customers,
but applied to contentious and emotional societal or political issues it invites disaster.
Information consumers, unaware of the filtering could be led to minority or extreme viewpoints
while remaining unaware of the automatic filtering. Large numbers of information consumers
possessing heavily reinforced beliefs meet conflicting realities; some may conceivably react in

counterproductive or even dangerous ways.



At the national level, mass media does continue to provide us with timely information
concerning important life issues and world events. Reporters and journalists examine and
compellingly explain to us natural disasters, political events and international conflicts in
professional and entertaining ways. In the Boston Marathon Bombing case, media coverage was
harshly criticized.** Unfortunately, due to time-based competition, the media coverage tended to
be overdone and sensationalized. Media representatives often consciously inform viewers that
their reporting is based upon incomplete information but these efforts are often lost in the mix.

The intense competition between media organizations has caused both new and
traditional media to adopt the successful forms and functions of their competitors. Those who

145 and

refuse to adapt are gone, grim examples of, “Digital Darwinism” or “Media Darwinism
since CM is hyper-connected, chaotic, complex, emotional, and overtly political in nature its
efficacy grows as it becomes more connected. Metcalfe’s Law*® argues persuasively that CM
sources will continue to gain importance until they achieve Lock-In.*” Lock-In takes effect when
a consumer chooses to remain in a network even though options that are more valuable become
available. The exorbitant exit costs involved in exiting from a network like this, whether short-
term utility losses or long-term exclusion from social connections, inhibits most invested in a
huge network from ever leaving.

Vladimir Lenin and Mau Tse Tung both grappled with how to mobilize societies
successfully. They diagnosed major problems and then tried to convince others of their
diagnoses. Once accomplished, each needed to sell their own particular prognosis as well in
mobilizing people to act. People often mobilize through grievances or by other pivotal

emotional events*®, though greed usually keeps them motivated over the long run.** The CM

accentuates these initially motivating emotional events and magnifies their effect to gain



viewers/readers/listeners. By percentage of population, those engaging and believing in the
diagnosis and prognosis can be lower than the historical average of earlier conflicts for many
reasons including positive governmental and societal countermeasures, but since the CM reaches
such a larger overall number of people, the pool of possible actors will grow.

A possible violent extremist non-state actor today experiences far more opportunities to
engage an issue because of this coverage and because long tail markets are there to provide a
tailor made issue or grievance. Impressing upon target audiences the need to act has historically
been the last and most difficult hurdle but now relative deprivation and other sources of
grievance provide constant motivators. Of course, we must not underestimate the positive power
shown by this phenomenon. Crowd sourcing, online petitions, grassroots campaigns have all
exerted positive influences on society because the CM proved effective in motivating them to
act.”

Regardless, individuals and small groups radicalize more rapidly and in larger numbers

than ever >

and new recruits and supporters emerge faster than law enforcement entities or
kinetic means can hope to eliminate them. Both secular®® and religious based extremists have
proven more adept at utilizing the CM than governments.>® Radical propaganda and violent
events capture public attention, and effectively set political agendas, giving extremists the upper
hand in their ideological battles against both democratic and authoritarian governments alike.
Many disagree about the radicalization process, especially about how people actually go
through it, A detailed research effort by Alex P. Schmid lists three levels of analysis: Micro or
individual, Meso or the wider radical milieu, and macro meaning the government and society

abroad being the main drivers of radicalization.®® He also argues radicals are open to discussing

and debating ideas while extremists close their minds and prove much less amenable to
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ideological engagement.®® This argument underscores the need for a continuous public discourse
to clarify common definitions and terms as their meanings shift.

For our purposes here, it is sufficient to recognize that whether linear or otherwise, a
large number of drivers and catalysts work in combination for radicalization to occur. Perhaps
chief among such factors is exposure to dramatic and/or traumatic events, often portrayed online
or in the media. Repeated exposures can lead to desensitization but when an event breaks
through this barrier, emotionally charged coverage can spur a desire to engage; to do something
about the newly formed grievance, to fight for others and altruistically join a cause larger than
oneself.*®

We have covered how traditional media has been forced to adapt to the now highly
competitive and dynamic information market; this adaptation has blurred the line between
traditional and new media. For instance, every news site now offers a forum/comments section
for readers and listeners to engage directly with each other on a topic. These venues tend to draw
out people willing to write or say things they would never say in public.

The internet then is no longer just “the internet”. The CM has blended all of the
capabilities and efficiencies gained over the last decade and combined them and the reaction of
traditional media toward new media has made much of the difference. Adaptation born from the
fierce competition has erased all boundary lines between the internet, traditional media, and new
media.”’

Stephen Peter Rosen wrote in “War and Human Nature” how emotionally laden coverage
sets people in a state of mind to react emotionally to similar future patterns. Memories formed
under times of emotional stress and crises are longer lasting and much easier to recall from

memory. The patterns created by this dynamic move to the unconscious parts of the psyche and
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short circuit rational calculations under certain circumstances. Ultimately, time compressed
decisions rely heavily on our predispositions and we then modify them later as additional
information becomes available. How we make subconscious or emotionally based decisions
therefore, depend heavily upon initial assumptions and preliminary decision-making patterns.®

Taking this all into account, governments, the private sector and civil society must do
more to address violent extremists’ abuses of the CM Current strategies punish violent offenders,
ban extremist material and shut down obvious extremist presences, but this action only treats the
symptoms of the greater problem. Many measures are marginally effective at best and at worst,
they do more harm than good because they take freedoms away from law abiding citizens.

The State’s monopoly on the legitimate use of physical force can be eroded over time and
directly challenged by terrorists when violence is used to compete for the support of the
population.®® When terrorists, revolutionaries, insurgents or organized criminals use force they
weaken that monopoly in various indirect ways. It is logical to deduce that their intentions
and/or actions put stress on a state’s ability to provide security and governance regardless of the
initially perception of legitimacy of that state. This stress can be argued to occur regardless of
value judgments ascribed to the goals, intentions, or grievances of the terrorist group.
Historically, terrorists have also sought to instigate and then take advantage of government
overreaction as well as to capitalize on a government’s inability or unwillingness to act.*® When
governments do not provide appropriate security, governance and public goods and services,
they play into this violent dilemma.

In the western political tradition, freedom of speech, religion and expression are
considered cornerstones of democratic representative governments as well as basic human

rights.®* The exploitation of CM by violent extremists for information distribution weakens those
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cornerstones because governments invariably react by curtailing or limiting free speech and
expression rights. Government efforts in this way are understandable but arguably feed into
violent extremist narratives concerning government oppression. Monitoring extremist efforts and
mining them for intelligence can curtail freedoms but might be a better approach. When the
media’s attention span is captured by the brutality of terrorism, events tend to be examined both
publicly and thoroughly. Indeed, details are reported in excruciating detail with special emphasis
on the emotionally compelling storylines, which can serve the interests of those who might use
the CM to intentionally destabilizing or violent ends.

Recruiting, financing, organizing, validating, and justifying actions are the sine qua non
of violent extremism. How did these “bad actors” learn to propagate their ideologies and
narratives so effectively? The CM has been an excellent teacher. ldeological extremists tend to
crave the sound of like-minded voices in ideological echo chambers® and more of these
programs exist today than ever before. They sacrifice credibility for sensationalism and
objectivity for emotional appeal and use cleverly emotive techniques not only in what they
choose to cover but how they package their messaging with music and imagery as very strong
drivers for emotional engagement.®

Charles Perrow argues in Normal Accidents that “complex systems often fail because of
the failure of several components, each of which would have been harmless had the others not

occurred.”®

While he was discussing a high technology system like nuclear reactors here, the
lesson is applicable to the issue at hand. An innumerable number of factors cause states to
collapse or fail but not all aspects in a state need fail for this to occur. Robert Rotberg lists the

media and civil society as factors important to the success or failure of a state; information as a

factor cuts across all others in this regard.®
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With this in mind, ceding the sphere of social media to violent extremists and other “bad
actors” would be a huge mistake. There have been several initiatives in the United States and in
Europe to leverage newer media technologies to better secure populations from threats. The US
Department of State’s “Think Again, Turn Away” Program may be the most visible.?® These
efforts are important because violent extremists are manufactured within the radicalization
engine because the CM provides unlimited mobilizing material for them.

An informed population remains a public good and they do stay informed through CM,
but they are also victimized because successful terrorists are guaranteed that their theatre will
play for a sold out audience. Both sides are very proficient in this symbiotic relationship and the
process has improved in effectiveness and efficiency over time. Stuck in the ‘gears’ of the
engine, politicians are forced to shorten their decision time horizon while populations watch and
participate. People can end up struggling with symptoms of post-traumatic stress even when
they are nowhere near the actual violent or traumatic event.®” The reduced timelines often leads
to government overreaction or paralysis; terrorist groups capitalize on this dynamic and work to
repeat the process.

When legitimate and well-intentioned states fail to compete against extremists’ use of
these technologies or if they do so in a weak and disjointed manner, violent extremist
populations will continue to grow Government strategic communication and messaging efforts
today® struggle to counter extremist messaging because governments are slower in reacting and
often burdened by bureaucratic hurdles. An additional danger arises when decisions are made at
lower levels of government who prove unable or unwilling to deliver on them. In some non-
western cases, traditional media sources are government influenced or government controlled.

Because these governments consistently propagate a unified message, the damage can be far
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reaching when they are proven to be lying. Here the “Say-Do Gap”® creates an environment of
distrust between those governments and their target population and the distrust feeds the violence
and hampers efforts to develop and distribute effective competing narratives. Responsible
governments have proven slow to understand and even slower to react to this paradigm.

As previously mentioned, the NMR arguably began when CNN ushered in the 24-hour
news cycle.’® News coverage gained depth and breadth never before seen. Not only are there
now multiple 24-hour news coverage sources but society is penetrated all the way down to the
most personal of social media levels. New Media now directly influences political attention on
issues in ways far more powerful and time sensitive than traditional media was ever capable.”
The United States disaster response to Hurricane Katrina in 2005 was one of the first large scale
disasters covered by the earlier NMR. The large numbers of false reports and bias shown at this
time were later revealed, but the damage to government legitimacy had already been done.”® The
reduction in allotted time for elected leaders to make sober policy decisions has shortened their
decision making process. This adds to the damage done when a government is unable or
unwilling to act in a crisis or when it overreacts. Government legitimacy is negatively impacted
either way, especially if that government is portrayed as out of touch with the pace of events or
uncaring for the human suffering taking place.

Current negative repercussions and abuses of CM are benefitting terrorists while existing
policies have proven incapable of mitigating them. Consequently, some adjustments to policy or
strategy are necessary. Any approaches to countering extremist groups must take into account
that political extremists will continue to misuse media and communication technology. This
misuse, if not checked, will build upon an ever-increasing number of violent extremists both

abroad and at home. Whole communities can radicalize and may vote into power political
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parties favouring the use of violence over peaceful political processes, with recent examples
including Hamas in the Gaza Strip and (arguably) the Muslim Brotherhood in Egypt. These
types of cases could be the greatest threat to emerging democracies throughout the world.

Of recent public policy concern has been the unprecedented numbers of foreign fighters
in Syria including from Europe and the United States. Those not killed in action will return to
their home countries with a powerful personal story. Currently, as they fight they remain
connected to their supporters at home through social media. During their time in country and
beyond they will tell their story with images and videos, and as it unfolds it will feed the cycle of
radicalization and recruitment further.

The extremist narratives used by active foreign fighters highlights the immorality of the
West and claims the west is at war against Islam. In the Syrian conflict they consider themselves
soldiers while their followers and supporters consider them heroes. This sentiment within the
extremist narrative works against security force and societal efforts to counter all types of violent
extremism.

There is no silver bullet to combat the negative uses of CM in the world. However,
several conclusions and recommendations require further elaboration: First, do not act to avoid,
limit or restrict the reach of CM because to do so will provide fertile ground for violent
extremists to radicalize, organize, finance, train and recruit. CM poses problems as has been
discussed, but provides much in the way of solutions.

Second, the Western governments and educational and media institutions must increase
investment into proactively crafting competing narratives as opposed to reactively using counter
narratives because using counter narratives cedes the initiative. Western civil societies must

construct clear and resonant competing narratives especially within their counter-radicalization
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efforts. To do otherwise continues to allow violent extremists to frame and set the agendas of
the debate. This must be communicated to populations using private and public CM tools to
mitigate, limit and possibly even reverse violent extremist successes in the area of ideology. This
will be more effective than reacting after the damage is done and will assist in reducing
recruitment pools and support for violent extremism.

Take a simplified Al Qaeda Master Narrative as an example: The West is at war with
Islam. It is every Muslim’s duty to defend the Ummah. You are obligated to join this fight in
order to protect the Ummah and restore proper Islamic governance according to Sharia.”® A
counter-narrative would argue: The west is not at war with Islam. Democracy is not
incompatible with Islam and democracy is the best form of government for protecting the rights
and freedoms of all people. While the elements of counter-narrative need to be communicated to
the world, it is inadequate because, it requires Al Qaeda’s frame of reference to exist.

A more dynamic and resonant competing narrative might look like this: “Sunni Islam is
at war with itself. Sunni Islam is at war with Shia Islam. Radical Islam is at war with the West.
Radical Islam’s war with the West is a symptom of Islam’s current internal struggles. The souls
of all Muslims are at stake in these current struggles and it is the duty of every Muslim to reject
Islamist Extremism.” A competing narrative can win in an ideological war in ways that counter
narratives are unable.

Once these narratives have been constructed, Governments and other security institutions
must attempt to educate traditional and non-traditional media providers as well as civil society
groups and the private sector employees. If academic institutions and security institutions
partner to educate themselves and others, all parties will benefit.”* All need to be aware of the

full range of positive and negative uses of CM. Publishing a list of best practices will also
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encourage organizations (public, private, social, religious) to consciously recognize future
credible threats to public safety and will encourage them to make future decisions with a better
understanding of their potentially negative impacts.

After implementing an education plan security minded institutions must be willing to
develop an interdisciplinary strategic communication response to combat extremist radicalization
and recruiting efforts. Official U.S. Government agencies currently are working to counter this
phenomenon but often lack support.” Law enforcement and intelligence agencies need to focus
on conducting community policing, public diplomacy and strategic messaging in order to
weaken and reduce the effectiveness of extremist narratives and ideology.

Third, we must dedicate ourselves to further study. Commission a comprehensive study
of current private and public institutional efforts at combating extremist messaging and
recruiting. The data thus gained can further connect and harmonize the efforts of these entities
and identify new potential media vehicles for combating violent extremism. Emerging
technologies will play a key role here.

This further study must support nongovernmental organizations’ efforts to combat
extremism. NGOs are very well placed in society to compete with and counter violent extremist
narratives. They are far enough away from official circles to be a trusted source of information
and are likely to be the most effective tool for free societies to counter the power of non-
traditional media and its empowerment of foreign fighters and other violent extremists. Great
care must be taken by governments and by private media enterprises to not discredit NGO’s in
the eyes of the population by way of overt government support.

Finally, we must implement an all-level whole society approach to combat violent

extremism within the existing social work apparatus to prevent radicalization, interdict potential
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extremists on the path to radicalization and appropriately addressing the hard-core terrorist and

true irredeemable.

Call To
Violence

0r

Linear Radicalization Curve

1. Prevent 4. Disengage

2. Identify 5. Reintegrate

2a. Enforce X. Death or Capture
3. Mitigate

7 Image Source: Major Jeremy Thompson, USMC, from GCMC PTSS 13-7, National CbT Strategy Project.

Within these efforts we must facilitate the reintegration of extremists who peacefully
disengage or de-radicalize back into society. There are now de-radicalization programs spread
throughout the globe which must be studied and evaluated in much greater detail.”” There are
also potential lessons to be learned from difficulties experienced in reintegrating western military
forces back into society after their combat deployments to places like Afghanistan and Iraq.”®
These lessons, if used correctly and in tandem with best practices from the 40 or so de-
radicalization programs currently active throughout the world, may provide a relatively low-cost
method to improve our current efforts and will reduce the negative effects of blanket

incarceration for returning foreign fighters and other violent extremists.
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CM is here to stay but the Radicalization Engine can be mitigated. This paper has aimed
at identifying it as a complex system and highlighting and defining many of its characteristics. It
has attempted to defend its many positives while recognizing its dark side. Embracing CM in
our efforts to combat the Radicalization Engine will provide the greatest return on societal
investments as will engaging violent extremists in the realm of ideology with competing
narratives. Finally, comprehensive efforts can be implemented within the existing social services
and NGO framework in the West. If societies wish to be empowered by CM they must also
shoulder responsibility for and work to limit its abuses without infringing upon the rights and

freedoms of their citizens.
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