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EXECUTIVE SUMMARY

Title: The Ethics Surrounding Lethal Autonomous Weapons Systems in Future Conflict
Author: Mr. Robert Pratten

Thesis: Lethal autonomous weapons systems (LAWS) can safely and effectively integrate with
military architecture to cover a range of conventional military options. They can operate in
accordance with the Law of Armed Conflict (LOAC) despite the numerous ethical issues
surrounding their use.

Discussion: Continuing improvement in computer technology has made LAWS the next logical
step in the evolution of weapons systems. At this time, the combination of system limitations and
legal restrictions has kept most systems semi-autonomous with a human making or supervising
the decision to fire, rather than truly autonomous. The major debates surrounding the use of
LAWS in combat focus around the ethics of employing a weapon that can select and fire on
targets without human interaction. Some critics fear that LAWS will operate outside the LOAC
framework, making decisions to enter war easier.

This paper answers two major research questions regarding LAWS’ ethics and considers two
ideas that may defeat the necessity of ethical decisions by LAWS. The first question is First,
‘what ethical issues currently surround the use of LAWS in combat operations’ and the second
question is ‘will LAWS lower the threshold decision at which a country enters conflict?” The
first idea is that LAWS should be constrained within a geographical area and a time limit and the
second idea is that LAWS should only target enemy vehicles. Neither of these ideas would
require making a distinction between human combatant and non-combatant.

Conclusion: U.S. Department of Defense Directive 3000.09 makes the intent to ensure that
LAWS operations conform to the principles of LOAC through deliberate development
restrictions. Within that framework and accordance to the proposed United Nations moratorium,
the United States should pursue LAWS to target enemy aircraft, vehicles and maritime vessels.
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PREFACE

Lethal autonomous weapons systems (LAWS) are potentially the next evolution of
weapons. Throughout history we have seen technology increase the ability for a country to
combat their enemy with fewer casualties and less civilian infrastructure damage. This paper’s
conclusions emerged from through analysis of many documents ranging from scientific
magazine articles and scholarly articles involving algorithms of how to modulate a computer’s
decision all the way to United Nations documents for countries’ open plans regarding LAWS.
Scientists, roboticists, philosophers, academics, defense and military professional all have a stake
in this subject and | suspect — and hope — the topic will garner more attention as technology

progresses.

I must thank several individuals for their assistance: Dr. Bill Powers from the Potomac
Institute for Policy Studies who provided mentorship, editing, and provoking thoughts; Dr.
Streusand from the Marine Corps University for his editing assistance and inspiring me to think
and write at a higher level; Dr. Lynn Tesser from the Marine Corps University for motivation to
complete this project and editing. Thank you to my peers who provided their time reviewing my

work and a special thank you to my family for their enduring patience and encouragement.



“Given the rapid pace of development of military robotics and the pressing dangers that these
pose to peace and international security and to civilians in war, we call upon the international
community to urgently commence a discussion about an arms control regime to reduce the threat
posed by these systems. We propose that this discussion should consider the following: The
prohibition of the development, deployment and use of armed autonomous unmanned systems;
machines should not be allowed to make the decision to kill people.” —International Committee
for Robot Arms Control Mission Statement

1. INTRODUCTION

Lethal Autonomous Weapons Systems (LAWS) are robots — machines powered by
computers — that carry a lethal arsenal, require no human interaction during the assigned mission,
and can function in any of the four physical domains of space, air, land and maritime. LAWS
seem to be incredibly practical; they can fly, swim, or traverse distances under a set of pre-
programmed rules and kill the enemy with no concern for self-survival. However, just because

they are practical does not mean they are ethical.”

Research is underway to develop LAWS but no completely lethal autonomous weapons
currently exist. Research is only a conceptualization because the technology necessary to target
human beings in an ethical manner is not a reality. Targeting enemy vehicles, aircraft, and
maritime vessels may be the largest target for the future because the targeting process would
require a minor, if any, ethical decision. Not every government, corporation, or company is
supportive of developing LAWS. Clearpath Robotics published a press release in August 2014
from the company president describing why they will not produce LAWS: “This technology has
the potential to kill indiscriminately and to proliferate rapidly; early prototypes already exist.

Despite our continued involvement with Canadian and international military research and

" Ethics are social principles that guide behavior and failure to abide by ethical principles carries legal
repercussions.



development, Clearpath Robotics believes that the development of killer robots is unwise,

unethical, and should be banned on an international scale.”?

Japan and Cuba released public statements in April 2015 regarding LAWS development
and prohibition. Japan’s statement specifically states they have “no plan to develop robots with
humans out of the loop, which may be capable of committing murder.”® Cuba “supports the
adoption of a legally binding international instrument which ordains a total prohibition of lethal

autonomous weapons, especially those used against people.”

The United Kingdom issued guidance in June 2013 that the country does not have LAWS
or an intention to develop them. “Whilst technological advances will likely increase the level of
automation in some systems, just as in non-military equipment, the MoD currently has no
intention to develop systems that operate without human intervention in the weapon command

and control chain.”

Since 2013, approximately 50 nations have joined the discussion on issues
surrounding the use of LAWS in combat operations but not all of them have entered an

agreement not to pursue LAWS. If the ban fails, a secondary plan needs to be established.

Although critics call for a ban on LAWS, current literature indicates they can safely and
effectively integrate with the military architecture to cover a range of conventional military
options. The technology for immediate implementation of LAWS is deficient in two key areas:
the vast number of programming variables to ensure that LAWS will abide by ethical codes, and
constraining LAWS to comply with International Humanitarian Law, The Geneva Conventions,

and rules of engagement set forth by military commanders.

This paper will introduce the reader to the key ethical debates concerning the use of

LAWS in combat operations. Guiding the analysis will be two research questions. First, what



ethical issues currently surround the use of LAWS in combat operations? Second, will having
LAWS as a combat tool lower the threshold decision at which a country enters conflict? Two
ideas that depart mainstream literature for employing LAWS while potentially defeating the
ethical decision making conundrum are proposed. The first idea is LAWS should attack enemy
vehicles, aircraft, and maritime vessels. Targeting these classes would prevent direct human
targeting which removes the need to understand the difference between combatant and non-
combatant status or make ethical decisions during the targeting process. The second idea is that
LAWS can operate effectively in a time and geographically constrained zone. A review and
analysis of current literature and the developing situation throughout the world will answer the

two research questions and two ideas.

First, several assumptions to prevent ambiguity must be clarified. Uninhabited military
systems’ (UMS) encompass the four physical domains of space, air, ground, and maritime.
Underwater mines, guided missiles, and precision guided munitions such as the smart bomb will
not be included because they are considered ‘set and forget” weapons. Artificial intelligence will
not be discussed due to the limited scope of this paper. Close-in Weapons (CIW) systems are not
fully autonomous. Finally, the reader must set aside unrealistic Hollywood derived portrayals of
robots such as RoboCop®©, Terminator©, and scenes from other movies of “killer humanoid

robots’ that hunt down a person with no regard for human life.

Before addressing the ethics of LAWS, autonomy must be defined as a term of reference.
In accordance with Department of Defense Directive (DoDD) 3000.09, autonomy is *“a weapon

system that, once activated, can select and engage targets without further intervention by a

»l

human operator.”” The Department of Defense (DoD), academic, engineering, and philosophical

" Uninhabited military system is a gender-neutral term used in lieu of unmanned military vehicle.



communities have not agreed on an authoritative definition of autonomy.® The undefined term is
problematic because some organizations, critics, and activists have been calling for a ban of

LAWS but there is vagueness as to what they are specifically trying to ban.

The definition of autonomy is such a key component for the context of this paper because
the entire understanding is premised on the DoDD definition. One could argue that lethal
autonomous robots have been in use for decades if a different definition is used or autonomy is
not internationally agreed on. Influence mines, which are triggered by a ship or submarine and
are controlled by sensors rather than direct contact, have been around since World War | and are

operated off of microprocessors and acoustic sensors.*

One simple way to imagine autonomy on a broad scale is through a tiered pyramid. The
bottom tier is a “human in the loop,” what is commonly referred to a semi-autonomous robot. In
this instance, a human controls the robot and authorizes permission to fire a weapon at an
identified target. The middle represents a “human on the loop,” known as a human supervised,
semi-autonomous robot. The robot identifies a target and automatically fires its weapon but the
human operator monitors the robot and can intervene to stop the firing weapon if necessary. The
top and final tier is a “human out of the loop,” signifying an autonomous robot. This top tier
represents “a weapon system that, once activated, can select and engage targets without further

intervention by a human operator.”®

From a roboticist perspective, autonomy means that a robot can complete a task when

assigned by a human being much as if a soldier accomplishes a goal when a commander gives an

* Influence mines can be bottom or moored weapons and can have sophisticated sensors and firing mechanisms
that do not require contact with targets. They are fitted with combinations of magnetic, acoustic, seismic,
underwater-electrical potential, pressure, and video sensors. Modern sensors use microcomputers that can sense
a target’s approach, determine whether the sensed sig nature is a ship or a sweep, and estimate the optimum time
to detonate as the target passes.



order. From a philosophical standpoint, autonomy means being sentient and understanding

through sensory feelings such as sight, touch, and sound.

Autonomy is not the same as automated and thus they will not be used interchangeably.
Automation is a structured process that emphasizes quality, reliability, and productivity without
direct control. Autonomy is the ability of a system to independently select a course of action

based on sensory inputs from the surrounding situation and perform an act.™

2. EXISTING ARGUMENTS ON THE ETHICS OF LAWS

An overview of the existing arguments on the ethics of LAWS goes far in answering the
question of the ethical issues surrounding their use in combat operations. The overview will shed
light on how my argument diverges from existing claims in advocating for the use of LAWS in a

range of conventional military operations, though with certain limitations.

LAWS has garnered international attention as many questions — ethical, moral,
technological, and legal — remain unanswered. Answering these questions is imperative and
according to some pundits, LAWS have the potential to change the course of warfare. BJ
Strawser, an Assistant Professor of Philosophy in the Defense Analysis Department at the Naval
Postgraduate School in Monterey, CA, emphasizes two types of questions that must be
understood: the moral questions surrounding the use of drone warfare (use in principle or theory)
and the moral question regarding current implementation (use in practice).'* Despite Strawser’s
definitions applying to drones, the word ‘drone” may encompass LAWS. Drone warfare is
synonymous with semi-autonomous weapons systems and the word drone is enough to
encompass unmanned systems with either lethal or non-lethal capability. The majority of this

paper will be use in principle because LAWS are not available for combat operations.



2.1 Debate: Robots do not have the capability to make ethical decisions.

Ethics are the single most contested point when discussing LAWS. The University of
Massachusetts at Amherst published a 2013 survey revealing approximately 55% of the 1,000
US citizens polled oppose LAWS and approximately 30% of the respondents needed more
information to make a decision.'? Of the polled citizens who chose to identify demographic data,

“active and former military are among those most opposed to autonomous weaponry.™

Noel Sharkey, a Professor of Artificial Intelligence and Robotics and Professor of Public
Engagement at the University of Sheffield, is a founding member of the International
Community for Robot Arms Control (ICRAC). Dr. Sharkey is adamantly opposed to allowing
LAWS on the battlefield because he asserts that robots — physical machines controlled by
computers — cannot make the required ethical decisions necessary to kill a human.** While
LAWS can receive information from sensory inputs such as infrared or optical cameras, radars,
and other sensors, that processed information still does not make LAWS capable of accurately
identifying targets from all aspects, whether targeting individuals or equipment, much less make

them capable of ethical decision-making.

Rob Sparrow is an Associate Professor of Philosophy of Monash University, Melbourne,
and a co-founder of ICRAC. Mr. Sparrow shares similar thoughts to Sharkey regarding LAWS
being incapable of sentient behavior. His beliefs are that peace in the world should be carried out
in the form of swift court justice and not the threat of armed conflict. Furthermore, he states that
the money used for LAWS research could be spent developing stronger judicial institutions.*®
However, Sparrow desires that if LAWS become reality, they have a set of parameters guided by
ethical considerations that allow a list of ‘what-if’ scenarios from which the computer must

choose.



Ron Arkin is the Regents' Professor and Associate Dean for Research and Space Planning
in the School of Interactive Computing at the Georgia Institute of Technology. Arkin believes
that by installing an “ethical governor,” a sort of artificial moral agent, LAWS can be
programmed to be ethical on the battlefield. He professes that humans have a moral imperative to
utilize LAWS in clearly defined scenarios if they can make ethical decisions superior to

humans.*®

Jurgen Altmann is a professor of experimental physics at the University of Dortmund,
Germany who believes that “killing humans by machine decision raises a fundamental ethical
problem” and “even more problematic would be autonomous decisions by armed uninhabited

vehicles about when and whom or what to attack.”’

2.2 Debate: A complete ban or time delay in LAWS development.

Sparrow, Sharkey, and other critics lobby for preventing LAWS development before they
ever reach a point of introduction for combat operations. For example, Altmann’s
recommendation is that LAWS should be banned outright but in the event that a ban is not
attained, the IHL “should be augmented by a specific rule prohibiting autonomous machine
»18

decisions on whom or what to attack, absolutely demanding a human in the decision chain.

This option may be more attainable than an outright ban.

Arkin supports a delay in the implementation of LAWS that would allow the
international community time to develop appropriate questions and answers about the use of this
technology but he does not believe that imposing an outright ban.'® Arkin’s assertion is that
LAWS can function well through advanced technology and the fitment of an ethical governor

that would support ethical decision-making.



Peter Asaro is an Assistant Professor and Director of Graduate Programs for the School
of Media Studies at the New School for Public Engagement in New York City. Asaro does not
call for a delay but he does state that an “international treaty will necessarily be determined
through a process of negotiations, the centrepiece of such a treaty should be the establishment of
the principle that human lives cannot be taken without an informed and considered human
decision regarding those lives in each and every use of force, and any automated system that fails
to meet that principle by removing humans from lethal decision processes is therefore

prohibited.”%

The 2012 Directive 3000.09 provides a time delay does not explicitly ban LAWS
production. Instead, the directive states that any such production will be under scrutiny and
supervision of Pentagon leadership.?! In 2013, multiple organizations and experts recommended
a proposed United Nations moratorium against LAWS.? The highlights of the early April 2015
UN conference was discussing meaningful human control — similar to the tiered system of a
human on, in, or out of the loop — and another call for action on the LAWS moratorium. As of
late April 2015, the United Nations Convention on Certain Conventional Weapons (UNCCW)

has not imposed an international ban or moratorium on LAWS production.
2.3 Debate: LAWS could provide a method of targeted killing or assassination.

Noel Sharkey asserts “attacking with a remote piloted vehicle is no different under the
Laws of War than attacking with a manned helicopter gunship or even with a rifle.”* Semi-
autonomous weapons systems already conduct targeted killing except their use is under the
supervision of a human. Every UAYV strike is a targeted killing based on the best available
intelligence at the time; if the killing were not targeted, the strikes would be regarded as

indiscriminate war crimes and the country that launched the attack would be held liable.



Targeted Killing discussion quickly becomes a quagmire of ethical, legal, and
technological arguments mainly regarding the right to legal due process. First, assassination and
targeted killing are not synonymous. Targeted killings are “premeditated acts of lethal force
employed by states in times of peace or during armed conflict to eliminate specific individuals
outside their custody.”?* Additionally, targeted killings are not an internationally defined term
and they are do not fit neatly within any legal context.?> Secondly, experts are keenly aware that
distinction must be practiced in order to identify who is a combatant and who is a non-
combatant. A human may then engage the target with a full understanding of the risk involved
once the target or targets has been identified. Understanding the repercussions of attacking the
target and ensuring that the action complies with one’s own social morality is a burden that must
be at the forefront of the human’s decision to act. LAWS may be capable of making faster
decisions but that does not necessarily mean LAWS can understand the social dynamics that a
human must interpret in order to make a valid and justifiable decision when targeting another
human being. DARPA’s Robotics Challenge has demonstrated that the technology necessary for
a robot to understand the dynamics of combat operations is not ready for real world use and that

most robots can only perform under controlled conditions in controlled exercises.?®
2.4 Debate: LAWS may possibly lower the threshold decision at which a country enters conflict.

LAWS as a tool may make the decision to go to war easier due to lower financial costs
and less risk for materiel and work force. Sparrow argues that robots can accomplish the same
actions as a human but without additional endangerment to humans that could lead to lowering
the threshold decision.?” Additionally, a commander may be willing to deploy LAWS over
soldiers for many reasons including fearing the loss of loved ones, being killed, or having to kill

another human being.?® Further contextual analysis of this issue will be discussed later in section



10

3.4.Existing LAWS literature primarily focuses around the ethics of employment. Some key
points concerning LAWS development and use for combat operations include their inability to
make ethical decisions; a complete ban or temporary delay in LAWS development; LAWS usage
for targeted killing; and whether LAWS may lower the threshold decision at which a country
enters conflict to avoid having humans do dull, dirty, or dangerous work.?* The four outlined
debates build the foundation for answering the two ideas and two research questions this paper

seeks to explore and answer.



11

3. FURTHER DEVELOPMENT OF THE ARGUMENT ALLOWING LAWS IN

COMBAT OPERATIONS

This paper moves the debate a step further in justifying the ethical basis for the use of
LAWS in combat operations, with certain limitations. The first part considers LAWS in the
context of the Law of Armed Conflict (LOAC) while the second part discusses why LAWS
should attack enemy vehicles, aircraft, and maritime vessels before moving on to consider
geographical and time constraints. A final section considers whether the use of LAWS in combat

operations will lower the threshold for a country to embark on conflict.
3.1 LAWS and LOAC.

Attention to multiple issues arises when discussing how LAWS will perform if they are
built. The issues can only be discussed in a theory context because the technology is unavailable
and may never be available. LAWS published literature raises two common themes: moral and
legal responsibility for their actions and their inability to perform equal to or superior to a human

when making an ethical decision.*

The first theme is easy to answer but difficult to impose. If LAWS are equipped with an
ethical governor, as Arkin suggests, and programmed to function based on near infinite variables,
they cannot be responsible because they are not moral beings. The same question of
responsibility does not apply to weapons already in use because a human being must release a
weapon. In theory, LAWS cannot be held responsible because there are no repercussions to a
machine or robot. In practice on the closely related semi-autonomous weapons systems, the
commander is the responsible moral agent of the operation. A human operator in the command

hierarchy must be held responsible.
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The second theme is LAWS inability to perform equal or superior to a human ethical
decision. The first point is nested within the Law of Armed Conflict, a set of laws that govern
combat conduct. The three tenets of the Law of Armed Conflict (LOAC) nested under the
International Humanitarian Laws (IHL) are military necessity, distinction, and proportionality.
These principles are used to regulate the conduct of armed conflict, protect civilians, and ensure
the rules apply to all forces engaged in combat. IHL encompass the LOAC and the Geneva

Conventions as a commonality.

The first LOAC tenet is military necessity. A US Marine Corps publication offers the
following definition: “military necessity prohibits combatants from killing or harming
noncombatants or destroying or seizing civilian property, unless such destruction or seizure is
demanded by the necessities of war.”*! Unfortunately, there is no clear-cut matrix displaying
what action to take based upon a given scenario so the individual war fighter should exercise
strong war acumen. Thus, we cannot expect LAWS to understand military necessity with ease if

a human struggles with the same concept.

The second tenet of LOAC is distinction that implies a human can distinguish enemy
combatants from non-combatants, surrendering enemy combatants, child soldiers, civilians
protecting their homes, and civilians conducting daily business.*? The ability to understand these
nuances reflects a major point of why LAWS will not be battlefield ready for the foreseeable
future. The wide-ranging variables that must be programmed into a non-sentient machine to
understand distinction are too vast. Hence why LAWS would work best attacking enemy
equipment rather than humans, a point of departure that differs from what most key leaders have
suggested. The argument that humans are in the vehicles is typically factual; but if LAWS attack

an enemy vehicle, the safe assumption is that an enemy is also operating the vehicles and
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distinction between combatant and non-combatant is irrelevant. During the fog of war, generally
defined as a period of uncertainty, LAWS must determine the differences between non-
combatants and combatants who blend in with the local population during an asymmetric
conflict.®® The distinction necessary must be as good as or superior to a human’s distinction.
Properly programmed LAWS will be essentially rendered ineffective if they cannot make the
proper distinction because the weapon will no longer fire on viable targets. If LAWS are
programmed to make these distinctions, the ethically based rules for distinction would have to be
both finite and exact, which would be extremely difficult based on the myriad variables inherent

in war. The potential effects from the wrong decision could be catastrophic.

Proportionality is the final tenet of LOAC and requires the anticipated loss of life and
damage to property that may result from attacks. It must not be excessive in relation to the direct
military advantage gained.>* Proportionality is subjective and must take into account an
appreciation of the larger battlefield picture or cognizance of parallel operations. Proportionality
requires some analysis and clarification from use in practice. Professional journals do not reveal
an authoritative source of collateral damage from semi-autonomous weapons systems already in
use but several private organizations are attempting to categorize drone strikes with sub-
categories including collateral damage to civilians and infrastructure.® In a report published by
Reprieve, the methodology section indicates the difficulty of accounting for all the incidental

deaths with the antithesis being that the US drone strikes have kept casualties to a minimum.*

A simple scenario to illustrate the three tenets of LOAC runs as follows: when a platoon
receives effective sniper fire from a building, they must identify the target (distinction), take into

account any surrounding noncombatants (distinction), determine how to eliminate the threat
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(military necessity), and perform a military action to render the threat impotent without excess

damage to noncombatants or civilian property (proportionality).

LAWS proponents insist LAWS can satisfy military necessity and proportionality
requirements for use of force much faster than a human can. Using acoustic sensors and
advanced ballistics algorithms, LAWS can identify the direction and general location of where
the sniper is hiding. Using infrared cameras in conjunction with radio detection and ranging
(RADAR) and light detection and ranging (LIDAR), the system can identify the exact position
where the sniper is located. The technologies in this example are tools that infantry can employ

in combat and quickly neutralize threats.

The final note regarding the three LOAC tenets of military necessity, distinction, and
proportionality is that the explicit understanding that they are all subjective and necessary for
making an independent decision and taking an independent action that may adversely affect the
outcome of an operation. If machines interpret the LOAC, the rules may need amending with

unequivocal words that a computer can interpret.

Understanding the tangled relationship between the LOAC, nested under the IHL, and the
permissible use of LAWS is necessary for the future of LAWS. The IHL provides legal rules by
which belligerents must abide or the belligerent who commits an unlawful act can go on trial in
the International Criminal Court. Currently, the technology does not exist to program LAWS
with the understanding of the IHL. If LAWS can be adequately programmed in the future, the
IHL may need to be revised to prevent any ambiguity in the specific words. Peter Asaro asks, “is
current IHL ... sufficient to deal with autonomous lethal technologies, or are they in need of
minor extensions, or major revisions?”*’ Additionally, Asara states, “automating the rules of IHL

would likely undermine the role they play in regulating ethical human conduct.”® International
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panels should answered answer this question — starting with the UN Convention on Certain

Conventional Weapons — in a timely manner.

If LAWS can perform as well as or incrementally better than a human, the US would be
amiss for not exploiting them to assist in battlefield operations.*® However, LAWS use for saving
lives is wholly depending on the type of warfare being conducted; referencing the examples
used, urban asymmetric combat is not the place to use LAWS. Conventional warfare would seem
to be the most logical case to use LAWSs because the chance of excess civilian casualties and
collateral damage is far less. When asymmetric warfare is conducted, insurgents use terrorist
tactics in populated areas, which provides difficult conditions for well-trained humans to operate

within LOAC guidelines of distinction.

If the UN does not impose the moratorium, Russia is an example of a state that can
probably attain LAWS and use them within the LOAC. Due to declining birthrates, Russia would
be wise to use their strong industrial base to support technology growth such as LAWS. The
machines would then be employed to compensate for Russia’s smaller work force pool for

military recruitment.
3.2 LAWS should attack enemy vehicles, aircraft, and maritime vessels.

Most analysts agree that LAWS would not do well in densely populated urban
environments because they would be required to make too many distinctions. The enemy would
assuredly use guerilla tactics to blend in with the civilian population, fade away, and wait for a
more opportune time to attack. To expect a robot, even a non-lethal robot, to determine who is
friendly and who is an enemy in such a densely populated environment is a difficult task, even

for a human being. The variances between combatants and non-combatants are nearly
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indistinguishable. While such variances may eventually be apparent to a human, it takes time and
intensive training to develop these skills and even then, they are not always perfect. For robotic
programming, this presents a challenge that may produce undesired results. Presently, the
technology does not exist to identify key indicators in the ‘gray area’ that constitute the

landscape of ethical decision-making.

Conversely, LAWS could perform well in a conventional conflict targeting enemy
vehicles instead of humans. The process or targeting vehicles, aircraft, and maritime vessels
would occur through automatic target recognition. Automatic target recognition software
analyzes objects and matches the data to an information database. In the theory of LAWS, the
sensory information can be received through various sensors, rapidly processed, and used to
identify the target as either friendly or enemy. Once the targeting process is complete, the

engagement phase of the kill chain will occur.®

If LAWS are used in a conventional conflict targeting enemy vehicles, the potential for a
war atrocity dramatically drops. Distinction between combatant and non-combatant will no
longer be necessary because LAWS will only target vehicles based on a pre-programmed
database of enemy vehicles. This methodology also circumvents the majority of the ethical

argument about how LAWS will be operated.

3.3 LAWS can operate effectively in geographical and time constrained box.

If LAWS are given a well-defined operating area and time constraints, they must be

capable of responsible ethical decisions and programmed to avoid committing a war atrocity.

Arkin asserts that “atrocities are a human trait that does not need to be replicated in a robot.”*

5 The kill chain is a term used to describe the cycle used when targeting an enemy. The process is comprised of five
steps: find, fix, track, target, and engage.
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LAWS operations could be restricted to a time and geographically restricted box to
comply with the LOAC and avoid potential unjustified collateral damage.*! If intelligence
determines where enemy vehicles are operating, establishment of an operating polygon or
polyline could allow LAWS to ‘free-range’ within or along the boundary. LAWS passive sensors
can detect enemy vehicles and then enter an active mode to begin destroying the enemy
equipment while maintaining the LOAC tenets. Restricting LAWS to constrained operations
could work best on a mountain pass, roadblock, or other specific scenario where the enemy can

be canalized and have no operating space to disperse its forces.

US military scholars have written numerous articles on how to defeat the anti-access/area
denial (A2/AD) threat in the event of a military conflict.** The enemy A2/AD threat involves
weapons systems, such as anti-ship cruise missiles, that can destroy friendly assets such as a US
aircraft carrier, estimated at 12.9 billion dollars. If LAWS were used in the maritime domain
with both geographic and time constraints, they could function on the surface and subsurface
with specific parameters of operation. Any parameter could be used including an operating
window of three hours before the main body starts the attack (time restraint) and only within a
15-kilometer buffer on either side of the shoreline, extending approximately 30 kilometers on
either side of the primary landing (geographical constraint). Within this area, LAWS would

defeat the A2/AD threat and allow the main body of forces unfettered access to the objective.

LAWS operating in any of the four physical domains (space, air, land and maritime) may
need to be used in conjunction with human conducted ISR missions in order to achieve the
greatest chance of success with the fewest amount of civilian casualties or collateral damage.
This will lower the threshold requirement for LAWS to understand proportionality because ISR

operators can either narrow or enlarge the LAWS operating area based on changing factors
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during war. If ground LAWS are operating in an open desert where only enemy forces are
present, human operated ISR will not be as necessary as LAWS operating near urban areas. In
the latter example, the ISR analyst can immediately change the geographical boundaries based

on civilian responses to combat occurring around them.
3.4 Will LAWS lower the threshold decision at which a country enters conflict?

Using LAWS as a weapon for combat operations has the potential to lower the threshold
of conflict in which a country enters against an enemy. This debate is important because having
LAWS available for combat operations may lead senior policymakers to lower the decision
threshold to commit military forces, believing that throw-away machines should be used opposed
to citizens dying on the battlefield. The concern is not only how to use LAWS in combat
operations but to what extent the senior policymakers would be willing to go in order to extend

their politics.

As Dr. Arkin has suggested “the threshold of entry into warfare may be lowered as we
will now be risking machines and fewer human soldiers.”*® LAWS may be able to advance the
US political agenda based on the Clausewitzian premise that war is an extension of politics by
other means but the negative comes from a political viewpoint that elected officials want to
remain in office and may take measures believing that LAWS present that opportunity.** When
debating a lowered conflict threshold, multiple problems exist. The first problem is stated in a
UN Report: “due to the low or lowered human costs of armed conflict to States with LARs
[LAWS] in their arsenals, the national public may over time become increasingly disengaged and
leave the decision to use force as a largely financial or diplomatic question for the State, leading
to the “normalization” of armed conflict.”*> The second problem is that airborne LAWS have the

capability to fly low and undetected by enemy radar. Because airborne LAWS would be
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unmanned, there would be no concern for imprisonment or loss of a pilot’s life, making the
decision to use LAWS easier.*® A third problem is that lowering the threshold could lead to a
knee-jerk reaction in case of a surprise conventional attack on the homeland or our military
forces. This reaction could lead to a counter-offensive deemed necessary to maintain the safety
and security of the public, regardless of the repercussions and negating the concept of a ‘last

resort’ for military action.*’

The idea of lowering the conflict decision threshold could lead to more common conflict.
If LAWS become prolific through common technology, nearly any country will be able to afford
a fleet of LAWS. Future warfare could be wholly dependent on LAWS attacking each other. In
history, no other combat tool is similar to LAWS so no examples are available. The idea of states
owning LAWS is not far-fetched; building them will require no sensitive materials, no special
storage facilities, no special handling, nor any international treaties requiring inspection. This
scenario highlights a potential path that LAWS could take except the issue would be far more

pervasive and prolific than nuclear weapons.

The United States and other nations have historically relied on mechanical means and
technological advances in all forms of warfare for waging a war in which fewer humans were
required but the autonomous weapon capability has never existed. When the opportunity to use
advanced weapons arises, we must wrestle with the ethical codes by which our society lives, the
cost of waging a war with regards to work force, materiel, and cost, and destabilizing fragile
international relations before, during, and after conflict. LAWS could potentially assist with
numerous tasks of war including saving friendly lives, lowering the cost of war, and force

protection when the necessary technology to assure IHL compliance is available and assured.
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The issue of cost effectiveness presents a broader ethical discussion regarding integrity
and trust of the public as the cost can be misleading. For example, the most expensive part of any
organization is personnel; they require clothing, feeding, and retirement benefits to name a few.
If military personnel are the example, veteran’s affairs cost is also included. Thus, if we
substitute one LAWS for ten soldiers, a potential cost savings may be realized over time.
However, the cost savings could be falsified if many personnel are required to work abroad to
support LAWS maintenance, rearmament, etc. The positive aspect of LAWS cost is that airborne
platforms do not require a minimum number of flight hours per month to maintain currency
which leads to lower man hours required for maintenance.*® Even if a cost savings is feasible and
realized, the ultimate ethical question remains justifying the use of LAWS in conducting combat

operations.

4. CONCLUSION

I submit that LAWS can be ethical in combat operations but only under two constrained
measures: the first constraint is that LAWS must not engage humans and secondly, LAWS must
be constrained in a geographic area and specific time. Combining these two actions would help

to obviate the majority of ethical debates that currently surround the use of LAWS in combat.

Experts criticize allowing LAWS in combat because of their inability to make ethical
decisions. Distinction is one of the key tenets of the LOAC that LAWS would need to abide by
but the technology is unavailable and may never be available. Other debates include the need to
implement an immediate prohibition of LAWS and the idea that LAWS will lower the conflict

decision threshold.



21

Several actions should be taken when discussing the ethical use of LAWS in combat
operations. The first recommended action is to place a moratorium on LAWS, an action that has
been accomplished in the US DoD Directive 3000.09 preventing LAWS use until 2022. The

proposed 2013 UN moratorium would prohibit LAWS production if imposed.*®

Following the moratorium, the second recommendation is to internationally define
autonomy and link that definition with weapons systems. In conjunction with the moratorium,
the international community will have the opportunity to discuss all of the issues surrounding
LAWS and decide if this advanced tool of warfare that should be considered for combat and to

what extent it should be used.

The third recommendation is for states to create international rules and guidelines before
LAWS application. The technological leap is potentially volatile enough that it can change
warfighting. The challenge remains that we should not develop rules after putting the weapons
system in place. Some of the rules and guidelines include the decision threshold that a country
would enter into combat. The desired outcome from this recommendation is a practical

international treaty to serve as the basis for LAWS proliferation and use in combat.

Other research areas need further exploration: the cost of LAWS including modularity;
LAWS and ISR synchronization; whether LAWS are best suited for offensive, defensive, or a

combination of both during combat operations; and autonomous target recognition software.

The permissive use of robots on the battlefield as a tool that serves humans will become a
reality when the requisite technology is available. Once the technology requirement is satisfied,
LAWS use will probably be inevitable. Until then, the US should pursue LAWS that will operate

with time and geographic constraints and not target humans.
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