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Executive Summary
Title: Force and Diplomacy in the Cyber Age
Author: Lieutenant Colonel Brian M. Quinn, United States Air Force Reserve

Thesis: The United States and China should lead the effort to establish the regulations and norms
of an international cyber standard through a bilateral agreement to avoid a conflict stemming
from an escalating crisis in this domain.

Discussion: Cyber has transformed nearly every aspect of modern life and now connects
approximately 42 percent of the world’s population. The inherent transparency and speed open
new markets, foster efficient trade, and allow for global collaboration. These factors have
resulted in positive effects on global economic growth and development. Technological
innovations have been militarized to create comparative advantages throughout the course of
history. Cyber is no different and has been referred to by some as the fifth domain of warfare.
The United States has been the dominant power in the Pacific but now faces a rising China. The
balance of power politics that is emerging is dangerous and cyber is a domain where the two
powers compete. Global regulation of cyber has not matched adaptation and now presents a new
kind of security dilemma. Leaders of both countries need to address this issue and establish a
framework of rules or risk a potential escalating crisis. Rational choice theory advocates would
espouse that the two powers would act logically to avoid conflict and realize mutually beneficial
gains. The historical record and advances in the science of decision-making may challenge this
position. Scientific study has indicated that the amygdala, the portion of the brain associated with
emotion, affects decision-making involving risk. As human emotions affect decision-making,
choices are made with bias and may not reflect logical consistency. The belief that a conflict is
“improbable” has historically increased the risk taking of nation-states. Additional evidence
suggests that a narrative fallacy associated with “exceptionalism” may also encourage risk. The
inherent anonymity of the Internet favors the offensive, a trait that has historically encouraged
the assumption of risk in warfare. A framework for normative behavior is required to mitigate
this risk. Richard Clarke and Robert Knake prescribe a framework for a treaty in their 2010
book, Cyber War, which will serve as the baseline for my proposed agreement.

Conclusion: A bilateral treaty between the United States and China to establish the standards
and norms of cyberspace will help foster the familiarity and trust required of this century’s two
major Asia-Pacific powers. Consensus between Washington and Beijing will be a key step in
avoiding falling into Graham Allison’s “Thucydides Trap.”
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INTRODUCTION

The Internet is at the core of the greatest transformation of humanity over the past twenty
years. Internet users have increased from an estimated 16 million in December 1995 to over 3
billion by June 2014.! This platform connects over 42 percent of the world’s population.? Cyber
has altered nearly every aspect of human life and is considered the fifth domain of warfare by
some. International regulation has not matched the rate of adoption to this technology and
presents a significant diplomatic challenge to the great powers of the twenty-first century. This
lack of governance is undermining the benefits of transparency, speed, and collaboration in the
increasingly connected global economy. President Barack Obama’s 2011 “International Strategy
for Cyberspace,” establishes hostile acts in cyberspace as casus belli.®> The absence of specific
terms and international standards make this unilateral proclamation somewhat dangerous. The
United States and China, the two global economic leaders, have had difficulty coming to terms
diplomatically and share a mutual history of nefarious cyber activity. Noted political scientist
Graham Allison refers to the delicate balance of this relationship as the “Thucydides Trap.”™ He
observes that since 1500, “11 of 15 cases . . . in which a rising power rivaled a ruling power, the
outcome was war.” Allison stresses that preventing war in this case will require a generation-
long, super-ordinary effort by leaders of both countries.® In his 2014 work World Order, Henry
Kissinger notes that China is profoundly affected by an awareness that they did not participate in
making the existing rules of the international system but expect to become centrally involved as
they grow in stature.” As such, Washington and Beijing should lead the effort to establish the
regulations and norms of an international cyber standard through a bilateral agreement to avoid a
conflict stemming from an escalating crisis in this domain. This step will foster the relationships

necessary to collaborate on a broad range of issues between the two powers that was identified as



the potential world of “Fusion” and humanity’s “most plausible best-case outcome” in the

National Intelligence Council’s recent study, “Global Trends 2030: Alternative Worlds.”®

LITERATURE REVIEW

The cyber lexicon continues to grow as the domain matures, and this paper will use the
following terminology, except when directly quoting an individual or statute. Gary McGraw’s
“Three Headed Cyber Cerberus” consists of cyberwar, cyber-espionage, and cyber-crime; terms
that are often used interchangeably by politicians and the press.’ Richard Clarke and Robert
Knake’s definition of cyberwar as, “actions by a nation-state to penetrate another nation’s
computers or networks for the purposes of causing damage or disruption.”*® I will use this
nomenclature in my analysis. Similarly, I will use their definition for cyber-espionage as, “the
unauthorized entry by a nation-state onto the networks, computers, or databases of another nation
for purposes of copying and exfiltrating sensitive information.”*! Both appear in their 2010 book,
Cyber War. INTERPOL defines cyber-crime in three broad areas: “attacks against computer
hardware and software, financial crimes, and abuse.” *? This definition will serve as my standard
for cyber-crime. INTERPOL recognizes the evolving nature of cyber-crime and estimates the
burden on these new trends to be “running to billions of dollars” of damage to the global
economy.™® Governance of this domain will be defined by the UN Secretary General’s Working
Group on Internet Governance’s standard as, “the development and application by Governments,
the private sector and civil society, in their respective roles, of shared principles, norms, rules,
decision-making procedures, and programmes that shape the evolution and use of the Internet.”*

With the specific terminology defined a look at existing research in this field will help to

formulate an informed cyber position.



Recognized as the genesis of the term cyberwar, RAND Corporation researchers John
Arquilla and David Ronfeldt authored their defining piece, “Cyberwar is Coming!,” in a 1993
Comparative Strategy article. The authors identify the information revolution as the next major
shift in the nature of war that will enable innovators to avoid attrition warfare and facilitate
decisive victory. This work introduces the terms netwar and cyberwar into the lexicon of
theorists and policymakers. Netwar is largely non-military and represents “information-related
conflict at a grand level between nations or societies.” Alternatively, cyberwar is focused on
conducting military operations according to information-based principles and “turning the
balance of information and knowledge in one’s favor.” Properly applied concepts associated with
this Military Technology Revolution, a term the authors borrowed from the Soviet notion of a
Scientific Technology Revolution, could compensate for problems associated with distance and
reduced force posture. Arquilla and Ronfeldt are careful to point out that their ideas are
speculative and require further discussion while suggesting that the information revolution could
be changing the nature of war. They illustrate this potential change with a brief history of
warfare focused on Western nation-states beginning in the 16™ century. In all cases, destruction
of enemy forces through violence has been a prerequisite for achieving the “aims of war”
otherwise referred to as political objectives. Conversely, using the non-Western Mongol defeat
of the Khwarizm as an example of a bloodless victory, the authors suggest that cyberwar may be
able to achieve victory without destroying an enemy’s force.*® The debate focused on
Clausewitz’s requirement of violence to define war, and the non-Western approach continues
today especially as it relates to cyber.

The terms in play reflect the state of much of the literature. One can find useful, and

necessary attempts to better understand this emerging arena of international policy, but the direct



ties to the impact of that field on cyber diplomacy are underdeveloped, to say the least. An effort
that becomes a laborious task of piecing together disparate assertions and analysis emerges as
one attempts to understand the diplomatic tools one might utilize to avoid a pending clash
between the United States and China. This study will bring much-needed order to a part of this
field in need of greater clarity.

THE PENDING CLASH

Richard Clarke and Robert Knake co-authored the book, Cyber War, in 2010, where
they detail the threat to US national security interests and explain the vulnerabilities of the
western hyper-connected society in a sensationalized manner. They use historical events and
published military papers to illuminate the fact that potential adversaries have long embraced
cyber as an asymmetric advantage to exploit in a conflict with any conventional opponent.
Furthermore, they discuss the bureaucratic challenges inherent in the US system of government
to effectively address threats to national security. Existing stovepipes between the military,
intelligence, and private sector communities present challenges to implementing a holistic US
cyber strategy. This book served to raise public awareness of cyberwar through an alarmist
hypothetical scenario but also provided a prescriptive approach for policymakers to consider
going forward. Clarke’s proposed roadmap reflects his experience negotiating agreements on a
number of issues as part of the four administrations spanning Presidents Reagan through George
W. Bush. He proposes a Cyber War Limitation Treaty (CWLT) for the United States to pursue
with its key allies as the framework for a new international standard.*® The analysis in this MMS
advocates the use of the CWLT as the basis of a bilateral agreement between the United States
and China, and therefore it will be explained in detail later. Clarke’s advocacy became part of the

mainstream dialog in 2011 at Secretary of Defense Leon Panetta’s Senate Armed Services



Committee confirmation hearing. During this hearing, Panetta predicted, echoing Clarke’s
warning, “the next Pearl Harbor that we confront could very well be a cyberattack.”’ So no
matter the sensationalism that critics believe limits the book, it has made an impact reaching the
policy level.*® Of course, Panetta’s declaration underscores the seemingly reckless
pronouncements regarding cyberwar. Given the high political profile of some of those making
these statements, the danger of finding a sound diplomatic standing in cyberspace is all the more
difficult. A stumbling toward war could well be the result of not curbing this alarmism.

How to forestall war, to curb what looks like an inevitable conflict when seen from the
present and looking backward, this approach to international affairs is slowly being tied to US-
Sino relations. Christopher Coker, a Professor of International Relations at the London School of
Economics, analyzed the present strategies of Beijing and Washington in his 2015 work, The
Improbable War. Coker’s title is reflective of historian Jack Beatty’s theory that World War |
was “improbable.” This “improbability” stemmed from the Great Powers feeling that war was
highly unlikely leading them to assume risk and subsequently doing too little to avert conflict.
Coker draws a parallel between European thinking leading up to the Great War and the
predominantly held idea of present leaders in China and the United States that a future great
power war is also improbable. Coker analyzes historic cases involving an inescapable spiral into
conflict through the underlying narratives of the major players and the human complexities of
politics as they relate to the limits of logic. He believes that growing Chinese nationalism,
relationships between the PLA and the Chinese Communist Party, and intense desire to overtake
the West are potential drivers of future conflict. These drivers are all reflective of Coker’s
principal cause of great power conflict: competition. He references the threat of Allison’s

“Thucydides Trap” and is led to conclude, “politics and war are often very illogical.” Coker



challenges Clausewitz’s role of violence in war and concludes that war is not always violent.
Coker cited Napoleon’s successful campaign at Ulm in 1805 as an example of a strategic victory
in the absence of a violent battle in Western military history. Coker then points to the influence
of Sun Tzu’s thinking in Chinese culture. He further theorizes that the Chinese will look to
achieve their political objectives leveraging both the cyber and space domains in any conflict.
Coker ends by concluding that while conflict is not “inevitable,” both powers must avoid putting
too much faith in making consistent rational decisions that are in their respective best interests.
He sees a constructive dialog and accountability between Washington and Beijing as
requirements for a peaceful future.*®

Investigative journalist and New American Foundation fellow on future wars Shane
Harris’ 2014, @ War, documents the rise of a US “military-internet complex.” Interviews with
government officials, military personnel, corporate executives, subject matter experts, and open-
source documentation inform Harris” work. Harris documents the rise of the National Security
Agency’s (NSA) efforts to conduct cyber “information warfare” beginning in 1996. He uses a
series of case studies to suggest that a cyberwar, involving the United States, is presently
ongoing. Harris uses the rapid growth of the Defense Industrial Base Cyber Security/Information
Assurance Program that began in 2011 with 20 corporate members to an estimated 100 by the
end of 2014 to explain the growing link between the government and private industry. Harris
ascertains that NSA’s efforts to gain cyber superiority through a 2013 $25 million budget to
purchase zero-day vulnerabilities from morally questionable “hacker” organizations such as
Vupen, is creating a world-wide cyber “arms race.” Harris points to a 2009 corporate “hack
back” that implicated the Chinese government in the theft of proprietary Google technology that

resulted in an interesting diplomatic situation. Public statements from Google that revealed their



findings went against an opinion in Washington that the relationship between the two powers
was too fragile and the risk of conflict too high to publicize the information. A 2012 denial of
service attack on US banks caused a significant disruption in the financial sector. Financial
executives pressed the NSA to act on their behalf to stop the attacks on a previously identified
critical infrastructure. NSA officials told the executives that they would not use their stockpile of
cyber-weapons unless threats existed to the transactional infrastructure or accounts data. As a
result, banks have become more actively involved in their defense and are now one of the biggest
buyers of zero-day vulnerabilities themselves.?’ Zero-day exploits are inherently offensive in
nature leading Harris to question the future norms of behavior and their strategic implications in
the ungoverned, “free-fire” expanses of cyberspace.

The plausibility and the very existence of cyberwar itself have been challenged by
countering schools of thought and can be summed up by the positions of two faculty members at
King’s College. Professor Thomas Rid contends that cyber attacks do not constitute an act of war
because the violence delivered via a cyber action is both “indirect and unqualified” which differs
from the violence, force, and power implied in Clausewitz’s Gewalt. Attacks are “indirect”
because the code has no inherent explosive properties to target the foundation of violence, the
human body, directly. As a result of this indirect nature, the force associated with cyber attacks
does not represent the sovereign legal order and, therefore, remains “unqualified.” Rid contends
that the vast majority of cyber attacks are sabotage designed to reduce violence by temporarily
disabling economic or military machinery in a cost-efficient manner. Conversely, Dr. John Stone
boldly contends, “Cyber war will take place!” Specifically, he addresses the “bloodless” nature
of cyber attacks as it relates to force, violence, lethality, and Clausewitz. Stone explains, “all war

involves force, but force does not necessarily imply violence - particularly if violence implies



lethality.” His logic concludes that since force can be used to destroy inanimate objects it is not
always lethal. Stone uses the effects-based operations of the US Army Air Corps efforts against
German ball-bearing factories in Schweinfurt as a historic example of this relationship. Rid’s
assertion of these operations as merely sabotage is deconstructed using this case study as well.
Stone contends that the Liddell Hart’s indirect, liberal Western way of war and sabotage are not
mutually exclusive events. He addresses the case that Clausewitz specifies war as an act of force
versus violence as a borderline, philosophical matter and asserts that actions in cyber constitute
acts of war.?* Of note, the discourse analyzed has been heavily focused on the Western theory of
war and may not be relevant to Chinese policymakers. The differences between the Western and
non-Western theories illuminates as this analysis progresses.

The Global Economy and Information Technology

Understanding the intertwined nature of trade and influence between the United States
and China is central to any discussion of international relations regarding the two countries.
According to the US Census Bureau, the total US trade of goods with China in 2013 was $562
billion representing 14.6% of total US foreign trade, second only to neighboring Canada.?* China
is currently the largest foreign holder of US Treasury Bills with holdings valued at nearly $1.27
trillion as of August 2014.% The International Monetary Fund (IMF) estimates the 2019 nominal
gross domestic products (GDPs) of the US and China to be $22.1 and $15.5 trillion respectively,
exceeding 30% of gross world product.** All forecasting concludes that the United States and
China will be the predominant individual actors in the global market for the foreseeable future. A
2013 research study conducted by PricewaterhouseCoopers projects that China will surpass the
United States in purchasing power parity by 2027 with an accompanied shift of global economic

power to the Asia-Pacific region.?® This data suggests an inexorable link between that the fates of



the two economic great powers to both each other and the security of the region. Cyber is a
fundamental contributor to the increased globalization of trade by providing a means to increase
the speed of transactions and innovation throughout the developed world.

A Harvard University study on information technology (IT) investment and its effect on
production concluded that IT was the most significant driver of increased worldwide productivity
since 1989. The researchers chose 1989 as a starting point because it signified the fall of global
communism and 1995 as the subdivide because it represented the beginning of a sharp decrease
in the price of semiconductors and associated IT equipment. Analysis of 110 countries attributes
nearly half of the 38% increase in GDP for the period of 1995-2003 as compared to the economy
of 1989-1995 to IT capital investment.?® Cyber creates opportunities to share information,
leverage expertise and create efficiencies across the spectrum of human endeavors.

Cybersecurity is now a major concern to society as Internet criminality, corporate
espionage, and government cyber-spying have become part and parcel of a hyper-connected
world. The 2014 World Economic Forum study estimates that major technology trends could
create between $9.6 and $21.6 trillion in value for the global economy.?’ However, it also
estimates that if attacker capabilities outpace the ability to defend networks the corresponding
slowdown in innovation would have an aggregate negative economic impact of around $3 trillion
of unrealized value through 2020.%2 Major stakeholders in the global economy need to share a
common framework for the security of this global common. Liberalism and neoclassical
economic theory informed by Milton Friedman and Gary Becker’s Chicago school of economics
rational choice theory would espouse that the major agents of the global economy would act
logically to realize these mutual gains. The science of decision-making and a study of history

indicate that this might not always be the case.
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Rational Decision Making, Risk, and War

Graham Allison’s, Essence of Decision: Explaining the Cuban Missile Crisis, is
considered a seminal work in western international relations since its 1971 release. Allison
presented three conceptual models to analyze inter-state level decision-making using the Cuban
missile crisis as a case study. Model I, the rational actor model, applies neoclassical economic
theory to international relations and explains government actions as rational decisions designed
to maximize strategic goals.”® Model 11, the organizational process, explains government
behavior as the output of large sub-organizations following standard patterns of behavior that
constrain the choices of individual actors and result in predictable behavior.* Finally, Model III
or the governmental politics model explains decisions as a product of the bargaining between the
individual stakeholders and the internal politics of the system they represent.®* Allison highlights
limitations of Model | through four major shortfalls.®* Allison’s criticism is summarized in his
conclusion that:

Given any action, an imaginative analyst should always be able to construct some
rationale for the government’s choice. By imposing, and relaxing, constraints on the
parameters of rational choice . . . analysts can construct a large number of accounts of
any act as a rational choice.*

Analysis of Allison’s models elicit questions from both critics and acolytes when applying them
to international politics. Bendor and Hammond in a 1992 article, “Rethinking Allison’s Models,”
conclude that all three models require substantial reformation.>* Much of their critique is based
upon the “considerable progress in the understanding of game theory and rational choice models,
in the appreciation of the role of uncertainty and incomplete information, and in development of
insights about organizations, hierarchy, and bureaucratic politics” in the twenty years following
Allison’s original work.* Advocates of rational choice theory maintain that Allison’s

representation of Model | was inadequately developed, and “set up in order to be knocked
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down.”* Rational choice theory has maintained relevance in Western international relations
theory despite criticism relating to its inherent bias towards Western values, and its disregard for
culture and history.®’ For these reasons, an impetuous application of the rational actor model in
US-Sino relations may not be prudent.

Nobel laureate and social scientist Herbert Simon recognized human limitations in
decision-making in the 1950s; he referred to this condition as “bounded rationality.”*® Simon
presented this as an alternative to the rational choice theory that had previously dominated
economic and political science models. Simon proposed that individuals and organizations are
challenged by imperfect information, cognitive limitations, and finite time when making a
decision.®® These challenges lead agents in complex situations to rely on heuristics that often
compel them to select a satisfactory choice vice an optimal one; he referred to this phenomenon
as satisficing.” Using Simon’s ideas as a baseline, Daniel Kahneman has used empirical
evidence to challenge the rational actor assumption further. Kahneman won the 2002 Nobel Prize
for his research on behavioral economics and prospect theory. A significant portion of his
research centers on the framing effect cognitive bias on decision-making. A 2006 University
College London Institute of Neurology’s study biologically validates Kahneman’s theory.
Researchers measured human brain activity as individuals faced decisions. They found that the
amygdala, the portion of the brain associated with emotion, was active in framing subjects’
decisions.** Specifically, they biologically supported Kahneman’s theory that humans are more
risk averse when faced with something to gain and more willing to accept risk when faced with a
loss.* In summary, emotions affect decision-making, decisions do not follow a logical

consistency, and the framing effect may render human choices irrational.**
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In 1898 Jean de Bloch, a Polish financier and military theorist, concluded that great
power war in Europe was “impossible” or irrational because it would “cause humanity a great
moral evil . . . civil order will be threatened by new theories of social revolution.”** As the
nations of Europe were stumbling into the Great War in 1913, Norman Angell proclaimed:

“international finance has become so interdependent and so interwoven with trade and
industry that the intangibility of an enemy's property extends to his trade. It results that
political and military power can in reality do nothing for trade.”*

Despite the irrationality of the choice and interwoven economies of Europe, the leaders of the
great powers decided to engage in a major conflict in July of 1914 that ultimately resulted in
over 37 million casualties.®® In the absence of rational actors and economic dependencies to
thwart Allison’s Thucydides Trap, we must look into the cultures that will inform the heuristics
of the twenty-first century’s great powers.

“Turning the Map Around”

The debate concerning the feasibility of Gewalt in cyber, previously reviewed through
the writings of Professors Rid and Stone, underlies the discussion of Western military
philosophers. Despite this discourse, the adage reminding military planners that, “the enemy gets
a vote” is appropriate to any discussion of international relations and requires further analysis to
prevent a mirror-imaging bias. Sun Tzu’s The Art of War written around 500 B.C. is considered
the foundation of non-Western military theory and has a significant influence on Chinese culture.
The central tenant of winning without fighting can best be summed up by Sun Tzu’s writings on
offensive strategy.

Thus, those skilled in war subdue the enemy’s army without battle. They capture his
cities without assaulting them and overthrow his state without protracted operations.*’

This strategy differs greatly from the Clausewitz dominated Western military tradition. Coker

points out this difference by noting that the word Li, or force, only appears nine times in the
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thirteen chapters of Sun Tzu’s work.*® The Chinese emphasis on an indirect, non-violent means
to prevent an enemy from imposing their will greatly explains their emphasis on militarized
cyber.

This non-Western view of war coupled with a widespread belief that China only goes to
war in “self-defense” make recent US strategic level foreign policy decisions threatening from a
Chinese perspective. A prominent Chinese military scholar contends that virtually all of China’s
wars throughout the 4,000 years of the dynastic era have been internally focused.* Furthermore,
this same scholar asserts that since 1949 all eight Chinese “military actions” have been waged in
self-defense.”® This opinion may be contrary to the Western interpretation of the Sino-
Vietnamese War in 1979 but is reflective of the PLA’s strategic culture. The recent US foreign
policy “pivot” to Asia, as well as the growing dialog and military procurements, focused on the
Air-Sea Battle fuel this national insecurity. The perception of the United States as an
expansionist power has helped propagate the popular Chinese military idea of “active defense.”*
This concept, indoctrinated in PLA officers justifies the use of a preemptive strike as a measure
of self-defense.®® This idea is somewnhat troubling due the aggressiveness of its nature. It is not
the intent of this paper to analyze the complex Chinese civil-military relationship, but the PLA is
a reflection of the society that it represents. This fact coupled with an expanding defense budget
does historically imply more military influence on national strategic culture. China’s military
spending is estimated to have increased at an average rate of 12.9% annually since 1989.%

The divergence of cultural and political ideals is the central challenge to United States
and Chinese diplomatic relations. Kissinger explains American thinking to be pragmatic, focused
on immediate change, and reliant on an agenda of practical, deliverable items.>* Conversely,

Chinese thinking is conceptual, evolutionary, and based on future analysis of general
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principles.®® The terminology between the two great powers is also varied resulting in different
meanings for the terms “information” and “cyber attack.”® Common to both is the experience of
fundamental domestic adjustments and belief that they are unique.’” The internal challenges
coupled with Mahnken’s tenet of Chinese strategic culture that states, “war is costly, destructive,
and leads to internal dissension,” set a situation for fruitful negotiations.”® Further analysis of the
contrasting cultures of the two countries exposes the core of Allison’s super-ordinary
requirement of leaders in Washington and Beijing.

Exceptional Narratives and Risk

Nassim Taleb’s “narrative fallacy™ helps explain differences in worldview between the
two powers.”® In his work Black Swan, Taleb describes this misconception as, “our vulnerability
to over-interpretation and our predilection for compact stories over raw truths.”®® American
Exceptionalism, the view of being the “Shining City on a Hill” that can do no wrong, dates back
to John Winthrop’s 1630 sermon entitled, “A Model of Christian Charity.” This narrative persists
in the modern American psyche despite international concerns relating to Eric Snowden’s leak of
US government cyber-surveillance programs. China expresses its own folklore of exceptionalism
as the “Middle Kingdom” that is continually under attack from foreign barbarians. This feeling
remains prevalent despite a 2014 US federal indictment of five senior Chinese People’s
Liberation Army (PLA) officials on cyber-espionage charges. Coker warns, “belief in a country’s
exceptionalism may even encourage risk-taking.”®*

Despite these differences, political leaders in China and the United States both espouse
positive sum outcomes for interaction in the Asia-Pacific region. Kissinger points out that the

last two American presidents have made agreements with their Chinese counterparts to create a

strategic partnership in the Pacific, but have failed to do much post-proclamation.®? Cyber has
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been an issue where these leaders have struggled to reach a consensus. As a result of publically
documented cyber-crimes and -espionage originating from China, President Obama warned in
June 2013 that cyber “was going to be a very difficult problem in the economic relationship and
was going to be an inhibitor to the relationship . . . reaching its full potential.”®®> NSA’s alleged
stockpile of over two thousand zero-day exploits for use against China coupled with a 2013
Mandiant report implicating the PLA as Advanced Persistent Threat 1 demonstrate a lack of
cyber governance.** The Mandiant report implicates the PLA in the theft of intellectual property
from 141 organizations spanning 20 major industries since 2006.%> Cyber is at the forefront of
security concerns for relations between the two powers and the security of the Asia-Pacific
region.

Cyberspace and Risk

The nature of the Internet makes forensics of a cyber-attack challenging. Too often, it is
very difficult to determine the intentions or sponsorship of the actor behind the attack. Open
source writing on this subject suggests that the analysis of tactics, techniques, and procedures of
cyber-hacks have revealed virtual fingerprints and identities. Nonetheless, there have been many
documented cases of attacks involving both the United States and China that have fostered a
mutual distrust. Cultural differences aside, the definitions of cyber-“crime”, “-espionage”, and
“war” are ill-defined and subjective making the terms of any agreement difficult. The five-year
long Shady RAT operation targeted more than 70 global companies, governments, and non-profit
organizations beginning in 2006.%° A single actor, largely thought to be China, exfiltrated
multiple petabytes worth of information ranging from designs of classified US military

technologies, corporate energy exploration data, and International Olympic Committee files.®’

Chinese officials adamantly deny these accusations calling them a reflection of a US “Cold War
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mentality” narrative of a bipolar, zero-sum world order while pointing out that China, by raw
numbers, is the world’s largest victim of cyber attacks.®® The absence of a common
understanding and lack of trust are increasing the probability of an escalating crisis.

A recent Brookings Institute’s study draws parallels between the 2011 US Department of
Defense strategic cyber doctrine and the 1960s nuclear deterrence doctrine of “flexible response”
that arguably led to the Cuban missile crisis.®® Policymakers need to address this similarity to
avoid repeating the lessons of the past. Kissinger emphasizes the need to elaborate on cyber
doctrine and establish a framework for organizing the global cyber environment.” He goes
further to predict that, “absent some articulation of some rules of international conduct, a crisis
will arise from the inner dynamics of the system.””* The inner dynamics of the system favor the
offensive in an unprecedented manner, which historically has raised the incentive to act
unscrupulously. The common interests of China and the United States require a bilateral
agreement for the regulation of this domain.

COMING TO A CONSENSUS

The framework for a cyber treaty exists in agreements concerning transnational activities
and use of global commons. The 2001 Council of Europe’s Convention on Cybercrime treaty is
the first multinational effort to address Internet based crime. As of February 2015, 44 countries
have ratified this treaty.”” The convention’s main objective is to, “pursue a common criminal
policy aimed at the protection of society against cybercrime, especially by adopting appropriate
legislation and fostering international co-operation.””® Internet crimes that the convention
focuses on include copyright infringements, computer fraud, child pornography, and network
security.” Authorities that address the search of networks, interception of data, and international

cooperation make this treaty controversial.” The mutual assistance provisions do not require
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dual criminality causing concerns of human rights activists.”® Despite this issue, the US Senate
ratified the treaty in 2006.”" The application of standards pertaining to global commons presents
a challenge in cyber because data routes through servers that exist in sovereign countries, unlike
airways or sea-lanes. Additionally, international regulations require identification and credentials
to operate in the existing commons. This regulation is designed to ensure order and proper
management of the global commons. The freedom associated with the Internet’s inherent cloak
of anonymity has made the establishment of order in cyberspace burdensome. Existing models of
cooperation on issues such as arms control, public health, environmental, and global finance
regimes targeting worldwide terrorism could also serve as a baseline of a dialog.” Proposals for
cybersecurity presently focus on defensive fail-safes, offensive threats, fundamental restructuring
of cyber, or some combination of all.

Richard Clarke advocated for a Cyber War Limitation Treaty (CWLT) beginning in
2010.” His experience working on arms control treaties greatly informs his strategy, and he
proposes a treaty that incrementally increases in scope as confidence grows. His proposed treaty
includes provisions to provide cyber governance through:

“-establish a Cyber Risk Reduction Center to exchange information and provide nations
with assistance;

-create as international-law concepts the obligation to assist and national cyber
accountability. . .;

-impose a ban on first-use cyber attacks against civilian infrastructure, a ban that would
be lifted when (a) the two nations were in a shooting war, or (b) the defending nation had
been attacked by the other nation with cyber weapons;

-prohibit the preparation of the battlefield in peacetime by the emplacement of trapdoors
or logic bombs on civilian infrastructure, including electric power grids, railroads, and so
on; and

-prohibit altering data or damaging networks of financial institutions at any time,
including the preparation to do so by the emplacement of logic bombs.”®

Clarke suggests that the United States should coordinate this treaty with its key allies in advance

of suggesting it as an international standard at the UN.®* This MMS proposes that policymakers
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in the United States should use this as a template for a bilateral treaty with China in advance of
pursuing it as the international standard. Permitted actions are an important point of this treaty.
These actions include preparation of the battlefield and initial cyber attacks on military targets.
The first-use clause is important because an outright ban would force a kinetic response if a
nation were to retaliate to a cyber attack on its civilian infrastructure. The Cyber Risk Reduction
Center would enforce the national cyber accountability and obligation to assist and account for
the problems presented by non-state actors and hacktivists. Enforcement mechanisms could
range across a broad spectrum of economic sanctions and would serve to underwrite compliance.
A formalized understanding could grow in scope, and membership, as the signatories increased
mutual trust and realized the positive sum economics of stability.

A belief in free expression, held as a natural right by Western society, underlies a
reluctance to any restructuring of the Internet. Non-Western nations that do not value these
freedoms, such as China, have introduced real-name cyber registration policies and regularly
censor Internet content through government-controlled agencies.® The lure of winning the
strategic ideological battle through an anonymous information campaign has created an
ungoverned space that serves as a safe-haven for predatory behavior. Internet “safe zones” that
restrict membership, require users to provide positive identification, and disclose their location
could mitigate risks to vulnerable commercial sectors. Shane Harris refers to these areas as
“online gated communities” in @ War.® These areas would not be impervious to infiltration but
should diminish cyber-crime and help facilitate the last provision of the CWLT. A prototype of
an “online gated community" exists in a recently developed $600 million private cloud system
designed for use by the CIA.%* This cloud system, developed for the CIA by Amazon Web

Services, restricts access via proprietary hardware.®® Protecting vulnerable industries by reducing
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anonymity in certain areas of the web will not fundamentally change the structure of the Internet
or limit individual freedoms but will serve to provide security and order.

The United States and China have benefited from their respective positions in the most
economically dynamic region of the world. The Asia-Pacific Economic Cooperation (APEC)
nations represent 40 percent of the world population and 53 percent of world real GDP.®
However, uncertainty and a lack of transparency between the two are leading to a dangerous
balance of power political landscape in Asia. In the previous century, a balance of power politics
was the cause of two conflicts that inflicted considerable economic and social damage
throughout Europe. A similar system in the Pacific will adversely affect common interests. The
National Intelligence Council’s, “Global Trends 2030: Alternative Worlds” identified a most
plausible worst case scenario in what it referred to as “Stalled Engines.”®” This “potential world”
IS characterized by an increased risk of interstate conflict, an inward focus of the United States,
and stalled globalization.?® The process of working towards a cyber agreement can educate
leaders of the perils and repercussions associated with this relatively new dilemma and prevent a
cyber-generated crisis.®

The speed of diplomacy will always lag technological innovation and cyber operations
highlight this point. There are debates on both sides of the Pacific against any agreement. The
United States has consistently rejected treaties on cyber arms control dating back to the Clinton
administration.™® American cultural value for freedom of information and expression, as well as a
perceived belief in superior capabilities, are central to this opposition. The implicit triumph of
cyber warriors in executing the Stuxnet attack created a situation where the United States may
now be a victim of its success. This effort signaled the beginning of international efforts to

militarize cyber for offensive operations. A 2013 US Air Force budget request included a $4
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billion effort to achieve “cyberspace superiority.”®* Superiority implies the freedom to operate in
any given domain while denying that privilege to an adversary. Ironically, the quest to achieve
and maintain a unilateral advantage is common to both parties. China refused to accept the
Russian proposal to outlaw cyber warfare because it viewed cyber as an arena where it could
successfully compete with the United States.® The tenet of Chinese military strategic culture that
espouses the possibility of achieving a decisive victory over a superior adversary through secrecy
and stratagem greatly informs this position.*® The opinion of ceding a perceived advantage is
flawed by both a failure to “turn the map around” with a capability that disproportionately favors
the offensive and the decision to ignore existing economic ties. Most importantly it fails to

recognize that there is a danger of sliding into a conflict based upon a misunderstanding.*

The intertwined economies of the United States and China have greatly benefited from the
advantages of IT in the ever more networked global economy. Opportunities for growth have not
come without challenges and cybersecurity is at the core of these issues. The relatively new
concept of cyberwar is being interpreted and explored on both sides of the Pacific. Nations have
historically adopted new technologies at different rates and applied the new capabilities in a
manner that suits their culture and fits their strategic goals. A lack of understanding and defined
terms is evident in the hyperbole of senior leaders and news media coverage in the West. The
ungoverned expanse of cyber combined with beliefs on both sides of the Pacific that conflict is in
Beatty’s words, “improbable” has created a situation where risk taking has increased. There has
been no real discussion of cyber among leaders in Washington and Beijing; public disclosures
from corporate entities such as Google and Mandiant have raised awareness and forced

diplomacy. Allison’s requirement of a generation-long, super-ordinary effort by the leaders in
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both countries has gone unheeded and increases the risk of falling into his Thucydides Trap. The
historic record suggests that nations will not always act rationally to avoid conflict and realize
mutual economic gains. Neurological evidence validates Kahneman’s framing effect on
decision-making, particularly as it pertains to risk and rationality. The additional risk inherent in
the medium of cyber, increased through the strategic narrative of both countries and encouraged
by the “improbable” chance of conflict must be mitigated through a framework of normative
behavior. The 2001 Council of Europe’s Convention on Cybercrime exists but has been slow to
gain acceptance throughout the international community. As of February 2015, only 44 of the
206 UN recognized entities have signed on to this treaty. The inclusion of China in developing
the international standard for cyber would address Kissinger’s concern that Beijing expects to be
involved in setting policy as it grows in international stature. The basis of CWLT is
fundamentally agreeable in its protection of financial institutions and civilian infrastructure both
of which are crucial to the continued growth of the global economy and prosperity throughout
the Pacific. Current governance of cyber can be summed up with US CYBERCOM senior legal
advisor and US Air Force Colonel Gary Brown’s observation:

“So far, the customary practice of nations in cyberspace seems to be, “Do unto others
whatever you can get away with.” Sadly, until a major player like the United States
suffers a catastrophic cyber event, it appears likely to stay that way.”®

A bilateral cyber agreement between the United States and China could signal the starting
point of greater understanding between these two nations and serve as a global model for
cooperation. Additionally, it could provide the diplomatic capital and familiarity necessary to
come to terms on other crucial initiatives and serve as a springboard to realize the National
Intelligence Council’s best-case scenario potential world of “Fusion.”®® Something like Richard
Clarke’s proposed CWLT could serve as a point of departure with an understanding that the

agreement could escalate to omnibus levels. A treaty between the world’s two greatest economic
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powers could expand to include other nations and be considered the international norm for cyber

cooperation.
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