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Executive Summary 
 

Title: A Commander’s Guide to Social Radars 
 
Author: Major Rob Thorpe, Royal Marines 
 
Thesis: Integrated as part of a holistic “Big Data” strategy, “social radars” will unlock the potential of 

predictive analytics to generate foresight over insight and will potentially enable the manipulation of social 

outcomes. Consequently, commanders at all levels must have at least a working knowledge of this emerging 

technology as well as an awareness of the associated ethical, legal, and cultural challenges. 

Discussion: A social radar is a global and persistent indications and warnings capability, consisting of 

integrated technologies for detecting, localizing, and monitoring operationally relevant socio-cultural behavior 

signatures. In the simplest terms, it is the ability to know what people are thinking, where they are thinking it, 

and how, when, and where they might react. This presents the capacity to better understand and interact with 

human terrain. However, social radars also multiply the effectiveness of Information Operations, potentially 

making it possible to alter perceptions surreptitiously. This raises ethical and legal challenges. Social radars 

are not the realm of science fiction. Research models have predicted civil unrest events in Latin America with 

80 percent accuracy, and similar systems are now leading to the notion of predictive policing in the United 

States and elsewhere. Concept demonstrators and in-service capabilities exist in both the US and UK 

militaries. However, these systems use only Open Source data and this limits both their accuracy and their 

military utility. Social radar developers always intended that such systems would eventually integrate all data, 

classified and open source, and that this was key to their success. However, although the technical solutions to 

achieve this fusion already exist, the Intelligence Community appears reluctant to embrace a fused intelligence 

system that would unlock the full potential of social radars. 

Conclusion: Social radars will not provide a panacea to intelligence collection but do represent the most 

effective means of persistent Wide Area Surveillance from which to focus increasingly scarce classified 

collection assets. Their development heralds a new era in predictive analytics for the intelligence community. 

However, the military will not capitalize on the full potential of social radars until it incorporates them into a 

holistic Big Data strategy that fuses both open source and classified data sources. 
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Preface 
 
Accurate and predictive social radars are an important step towards the more efficient and effective application 
of force. It will accelerate decision-making and enable commanders to sustain a greater tempo of operations 
over protracted periods. In a time of scarce resources and continued reticence to “put boots on the ground,” an 
ability to forecast social activity will enable proactive and targeted allocation of surveillance assets, followed 
by nuanced, kinetic and non-kinetic operations, actions, or activities. Furthermore, social radars exponentially 
multiply the power of Information Operations, making it increasingly feasible to purposefully and 
clandestinely alter a target population’s attitude and behavior to meet a desired social outcome. This cognitive 
engineering on a mass scale unleashes a potentially corrupting power to incite violence or suppress opposition 
and dissent. Pandora’s Box has been opened, and the advent of social radars will call for a steady hand in 
command. 
 
Personal interest in this topic was sparked by previous experience within the UK’s Information Exploitation 
community, notably as Officer Commanding at Y Squadron, the Royal Marines’ dedicated Electronic Warfare 
and Signals Intelligence unit. I am grateful first and foremost to the great people I had the privilege of working 
with at that unit for educating me on the centrality of intelligence within the art of warfighting and for 
unbridling my inner geek. I must also acknowledge those organizations in the United States and back in the 
United Kingdom that took time to engage with me on this project. My particular thanks must go to Dr Paul 
Gelpi for guiding me through the writing process, to Jonathan Miles at the British Embassy, and to Colonel 
Randy Pugh, USMC in the Pentagon. Finally, whole-hearted thanks go to my wife, Dana, for suffering my 
waves of enthusiasm, despondency, and writers block as I cobbled this together. 
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A Commander’s Guide to Social Radars 
 

Introduction 

Machines don’t fight wars. Terrain doesn’t fight wars. Humans fight wars. You must get into the 
hearts and minds of humans. That’s where battles are won. 
 

- Colonel John Boyd, United States Air Force, 19811 

 War is an inherently social activity, and yet militaries have perennially struggled to comprehend the 

human aspects of warfare, measure their impact on affected populations, or predict when and where violence 

may occur. Recent counterinsurgency operations have increased awareness of human terrain analysis, but such 

activity remains secondary to the identification and targeting of an adversary’s military hardware and 

personnel. Such targeting is supported by an advanced array of surveillance systems that operate for the most 

part in the physical environments of air, land, sea, and space, or, increasingly, in cyberspace. Meanwhile, the 

cognitive aspects of warfare, which concern perceptions, sentiments, allegiances, and motivations, are more 

challenging to understand and more difficult to measurably influence. The advent of the Information Age is 

changing this. Underpinned by the potential transformative power of “Big Data” analytics, the Information 

Age is characterized by an explosion of data, the exponential growth in both processing power and data 

storage capacities, and the combined effects of powerful visualization and collection tools.2 One emerging 

application of Big Data analytics that directly affects the cognitive domain is “social radar.” 

A social radar is a “global and persistent indications and warnings capability, consisting of integrated 

technologies for detecting, localizing, and monitoring operationally relevant socio-cultural behavior 

signatures.”3 In the simplest terms, it is the ability to know what people are thinking about and predict how, 

when, and where they might react to certain stimuli. As a form of Intelligence, Surveillance, and 

Reconnaissance (ISR), social radars use predictive analytics “to see into the hearts and minds of the people.”4 

This capability is no longer the realm of science fiction. Concept demonstrators and even in-service 

capabilities exist in both the United States and the United Kingdom, albeit not necessarily integrated or 

deployed at a scale that enables realization of their full potential.5 Critically, however, such a capability can 

also be “weaponized”, through prescriptive analytics, by actively manipulating perceptions within a target 

population to shape behavior outcomes. Both the predictive and prescriptive elements have utility across the 

range of military operations and from the strategic to the tactical level. 
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 While the underpinning technology in this area is fueled primarily by the availability of open source 

data, particularly the global proliferation of social media, the military may not capitalize on the full potential 

of social radars until it incorporates them into holistic Big Data strategies that fuse both open source and 

classified data sources. Integrated as part of a multi-source intelligence framework and operating seamlessly 

across classification levels, social radars will generate foresight over insight and will eventually enable the 

manipulation of human behavior patterns. 

Intelligence, as a tactical function, is a command responsibility. It is critical, therefore, that 

commanders at the strategic, operational, and tactical levels develop at least a working understanding of 

emerging social radar technology and can demand more in this area from their intelligence professionals. 

Designed as a ‘Commander’s Guide’, this paper details the utility and essential features of social radars within 

the context of the Information Age, outlines why holistic intelligence fusion is necessary to optimize 

predictive analytics, and discusses some of the ongoing technical hurdles and cultural, ethical, and legal 

challenges surrounding the use of social radars in the military. It does not detail specific UK and US 

capabilities for three reasons: first, despite drawing primarily on open source data, the output of these systems 

remains classified; secondly, direct access to these emerging capabilities for research purposes has been 

limited; finally, and, more importantly, technology is changing so quickly in this area that in-service versions 

quickly become obsolete. 

 

Chapter 1 – Warfare in the Information Age 

To understand the world and our part in it we will need to advance from an intelligence 
capability that is built around the fusion of largely secret intelligence augmented loosely by some 
open sources, to a capability that is built around Open Source, managed by Big Data analytics, 
and augmented by secret intelligence. 
 

- General Sir Richard Barrons KCB CBE ADC, Commander Joint Forces Command, 2014.6 
 

Before expanding on the social radar concept, this opening chapter considers the impact of the 

Information Age on intelligence activities and sets out the requirement for social radars that support predictive 

analysis of Human Social Cultural Behavior (HSCB) modeling. It analyzes the changing relationship between 

open source and classified data, argues that global Internet connectivity is fueling a democratization of 

violence, and assesses the rise of social media and its exploitation by the Islamic State in Iraq and the Levant 

(ISIL). 

I 
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First, Open Source Intelligence is becoming the backbone of military intelligence activity. In this 

“wired world” of the “Internet of things,” data has become a tradable commodity, accessible at lightning 

speeds across a globally-connected marketplace, frequently at low or no cost to the end user. This is leading to 

a democratization of intelligence, in which anyone with Internet connectivity is empowered to harvest data, 

analyze it using online tools, and exploit it to serve their needs. Using smart phone applications for geospatial 

and temporal analysis, individuals can exploit unclassified phone metadata as a form of Signals Intelligence 

(SIGINT), social media data as Human Intelligence (HUMINT), and cheap, on-demand, and commercial 

satellite imagery and micro-drones as Imagery Intelligence (IMINT).7 

In one sense, this is eroding the value of classified surveillance. The volume of public data at low or 

no cost, the legality of collecting it, and the speed of processing it is driving a renascent interest in Open 

Source Intelligence (OSINT), and this has gained particular governmental appeal in a post-Snowden era of 

renewed privacy concerns.8 Joint Doctrine Publication 2.00 - Understanding and Intelligence Support to Joint 

Operations defines OSINT as “intelligence derived from publicly available information, as well as other 

unclassified information that has limited public distribution or access.”9 In 2006, with social media still in its 

infancy, Robert D. Steele, a former Central Intelligence Agency (CIA) case officer, predicted that Open 

Source Intelligence would provide 80 percent of future intelligence requirements and that the classified world 

was antithetical to the concept of Multi-national, Multi-agency, Multi-disciplinary, Multi-domain Information 

Sharing (M4IS).10 

In another sense, however, the relative value of Steele’s 20 percent of intelligence requirements 

coming from high cost, high fidelity, classified sensors actually increases because this may be what gives the 

military the intelligence advantage, particularly over non-state actors that cannot afford these capabilities. 

Consequently, militaries must ensure that they not only extract maximum value from OSINT feeds but also 

that they use this to target increasingly sophisticated but scarce classified collection capabilities more 

efficiently. Militaries must still invest in clandestine and exotic collections methods, but these become the tip 

of an intelligence spear that holds OSINT at its core. 

Another trend of the Information Age is that individuals can find and connect with a potentially global 

network of kindred spirits to form “identity clusters” in a way that challenges the role and power of the nation 

state. The decentralization of instant communication, collaboration, coordination, and action (C3A) amounts to 

an “associational revolution” and changes the way governments must think about emerging national and 
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transnational threats.11 The battle for hearts and minds is now agnostic of state boundaries and instantaneous. 

In this battle, the public assumes the role of both audience and participant in a global theater of operations in 

which competing actors use an explosion of images and words to create a mobilizing narrative.12 The same 

technology that sustains the democratization of intelligence is also empowering individuals with sympathetic 

support networks and the downloadable know-how to conduct sophisticated, violent attacks. This marks the 

democratization of violence. 

The meteoric rise of social media can account for much of the way these identity clusters now form 

and mobilize. Social media played a central role in generating popular support for the Arab Spring in 2010, 

and yet Western governments failed to anticipate these violent upheavals that had serious consequences for 

national security interests in the region.13 The UK strategic trends paper, Future Operating Environment 2035, 

acknowledges the nefarious use of social media as a growing threat, in particular its exploitation by potential 

adversaries for the purposes of control, recruitment, manipulation, and targeting.14 At a 2015 conference on 

Warfare in the Information Age, Commander Joint Forces Command claimed, “open source social media is 

the most important thing a commander needs to know, allowing us to be first with the truth and to shape the 

counter-narrative.”15 This has spawned a new intelligence category, Social Media Intelligence or 

“SOCMINT.” 

The Islamic State of Iraq and the Levant (ISIL) most pressingly possesses the will and the capability to 

assert itself through social media in ways inimical to national security interests.16 It is worth considering, 

therefore, how ISIL has been so effective in social media and how predictive analytics may have prevented 

some of the recent terror attacks. More than any other terrorist organization before it, ISIL has achieved a high 

level of sophistication in manipulating social media to proselytize disenfranchised young Muslims and support 

its ideological expansion. 

The Islamic State maintains 46,000 active Twitter accounts with 500 to 2000 described as “hyper-

users” that control messaging. Awareness of operational security is high: most users turn off location services 

and attempt to conceal their location by changing device time-zones, profile names, or place descriptors.17 

However, a good number still neglect even these basic security measures, most notably, Mark Taylor, a New 

Zealander, who gave away his location forty-five times with geotagged Tweets.18 Figure 1 highlights how 

Open Source Intelligence contributed to targeting operations. 



 

 5

 

Figure 1: ISIL geotagged Tweets in Iraq and Syria, leading to the targeting of Mark Taylor [Image Source: IBRABO] 

 The use of obfuscated and automated retweet services (known as bots) that can generate up to a 

million retweets in multiple languages per day is common practice. ISIL-associated Twitter accounts had an 

average of 1,004 followers. Suspending accounts does disrupt the networks, but accounts quickly reappear and 

there is a danger that suspensions may accelerate radicalization and impede naturally occurring counter 

messaging.19 The Islamic State has a polished strategic communications machine. It has adapted different 

strands to its messaging campaign to appeal to five distinguishable target audiences, using multiple means 

including Facebook, Tumblr, justpaste.it, and YouTube. In a video, ISIL says the end of Sykes-Picot, the 

narrator appears relaxed, rational, well-equipped, in control, and able to switch fluently between English and 

Arabic.20 

Efforts to provide an alternative narrative have had mixed success. The US State Department’s Center 

for Strategic Counter-Terrorist Communication, despite spending $5.5 million on 300 videos, has failed to 

have any noticeable impact.21 Meanwhile, 1.2 million people viewed leaked helmet camera footage of a US 

Special Forces raid on an ISIL prison, which provoked an outpouring of condemnation of ISIL.22 

Consequently, senior US intelligence officials visited Silicon Valley in January 2016 to elicit the support of 

Big Data giants such as Google, Facebook, and Twitter. Specifically, they aimed to understand how to identify 

and disrupt patterns of recruitment, radicalization, and mobilization; create and amplify alternate social media 

content; establish measures of effectiveness for counter-radicalization; and better anticipate and prevent 

attacks.23 

In summary, future war concepts stress the importance of the human domain to conflict, particularly 

with the rise of megacities, a demographic youth bulge, and the proliferation of globally-connected, 
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instantaneous communications.24 Western governments failed to preempt the Arab Spring in 2010 and have 

struggled to counter ISIL’s social media campaign.25 Coupled with fifteen years of population-centric warfare 

in Afghanistan and Iraq, and now enabled by Big Data analytics, there is renewed interest in developing 

cultural understanding and using Human Social Cultural Behavior (HSCB) modeling to predict social 

outcomes such as civil unrest or radicalization. Development of predictive social radar technology in the 

United States emerged around 2010 but accelerated when the government dramatically increased funding to 

HSCB research programs in the wake of the Arab Spring.26 

 

Chapter 2 – Social Radars 

When the situation was manageable it was neglected, and now that it is thoroughly out of hand 
we apply too late the remedies which then might have effected a cure…Want of foresight, 
unwillingness to act when action would be simple and effective, lack of clear thinking, confusion 
of counsel until the emergency comes, until self-preservation strikes its jarring gong - these are 
the features which constitute the endless repetition of history. 
 

- Winston S. Churchill, House of Commons, 2 May 1935.27 

 This chapter breaks down the social radar concept, outlines the essential features of an effective 

capability, and explains how they will add value to military operations. The 2011 London riots and the recent 

ISIL attacks in France and Tunisia provide concrete examples of the utility of social radars in preempting 

social unrest or combating global terrorism. The chapter then argues for the removal of intelligence stovepipes 

to integrate open source and classified intelligence into a single analysis capability that would greatly improve 

the speed and accuracy of the social radars. Two hypothetical case studies demonstrate how fully integrated 

social radar technologies would support a range of UK military operations. 

In business terms, social radars use multiple data inputs to sense perceptions, attitudes, beliefs, and 

behaviors, and geographically localize and track these to enable smarter engagement with target audiences.28 It 

is the same for security. They enable strategic to tactical situational awareness of the human terrain and 

provide indicators of future activity, support automated analysis of courses of action, and enable measures of 

effectiveness. As a form of ISR, social radars deliver timely, persistent, global, geo-referenced, multi-lingual, 

multi-source, clandestine, and verifiable intelligence collection that focuses on providing geographical and 

topical insight and foresight about target populations.29 This foresight could include mapping disease 

outbreaks, showing patterns of migration, detailing the effects of catastrophic weather events, or preempting 

acts of terrorism or political subversion. Social radars also portend the capacity to exert cognitive influence by 
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giving a clearer understanding of how to drive target populations towards social tipping points. In this regard, 

they are at least as significant a breakthrough in the twenty-first century as radar, sonar, and infrared were in 

the twentieth century. Appendix A shows a list of potential social radar applications. 

 

Figure 2: The Social Radar Concept [Image source: MITRE Corporation] 

 The figure above sets out the MITRE Corporation’s concept of a social radar. At a systems level, the 

concept has a number of components; commanders’ focus will be on the “Results” and “Decisions” layers, but 

they may contribute to the “Sources” layer through the management of Intelligence Surveillance and 

Reconnaissance (ISR). Intelligence analysts, data scientists, and data managers will oversee an intelligence 

architecture that fuses all the necessary data, refines it, stores it securely, and processes it to provide actionable 

intelligence. Analysts will interact with the system through an intuitive and customizable “Analysis” layer or 

“dashboard” that allows them to use various tools or “widgets” to manipulate the data, test hypotheses, and 

generate visual outputs to support decision-making. The dashboard concept demonstrator in Figure 3 below 

plots “heatmaps” of global instability, allowing the social radar to plot indicators of civil unrest in near-real 

time. Critically, this concept exploits multiple intelligence sources and analyzes raw data using a series of 

algorithms to produce results in visual formats such as information graphics that facilitate decision-making.  
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Figure 3: The "Analysis" layer or "dashboard" of a social radar [Image source: MITRE Corporation]. 

There are three system requirements that are critical to social radars. Foremost, evidently, is the 

continuous flow of raw data, but this is nugatory without predictive analytics that must include topic detection, 

sentiment analysis, geotagging, and socio- or structural analysis. The third essential requirement is a suitably 

qualified and experienced workforce. The following chapter deals with the challenge of meeting this last 

requirement. 

The first critical system requirement is the continuous access to global data. Developers in this field 

always intended social radars to eventually harness all available sources of data, although they recognized 

social media analytics as the game-changing enabler.30 Social media analysis uses open source articles and 

messages from blogs, social networks, news sources, automated video transcripts, imagery metadata, and 

forums to provide instantaneous insights and measurements of online activity. Social media expresses “a 

collective wisdom, which, when properly tapped, can yield an extremely powerful and accurate indicator of 

future outcomes.”31 The success of social radars depends on a target population’s Internet access (penetration 

rate), engagement with social media, and the availability of open data pertaining to that population. In the UK, 

for example, the Government has made over 9,000 data sets about the British population publicly available 

and Internet penetration is eighty-nine percent, with seventy percent of users owning at least one social media 
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profile; 33 million people use Facebook and 22 million use Twitter.32 A UK-centric social radar would have 

considerable utility for domestic counter-terrorism or, conversely, for an adversary operating against the UK. 

In many developing countries, Internet penetration is lower and the same culture of sharing public 

information online may not yet exist. This is changing rapidly. Global use of the Internet is growing fastest in 

Africa and the Middle East, with an average of eight percent year-on-year growth.33 This equates to over 100 

million new users per year, of which ninety-three percent will access the web via smart phones rather than 

desktop computers. Smart phone ownership in the region will rise to almost 800 million by 2019.34 In some 

instances, Facebook monopolizes web-based communications by offering to pay data usage fees.35 Within the 

Middle East, Internet penetration is highest in Iran, with thirty-eight percent of the population having regular 

Internet access.36 Additionally, Google’s Project Loon and Facebook’s Aquila Program will eventually 

accelerate Internet penetration to remote areas while similar Unmanned Aerial Systems could form part of 

disaster response operations to provide a temporary communications network.37 While Social Media data may 

provide valuable insight in areas with high levels of Internet penetration, it has more limited albeit growing 

utility in remote operating environments. Social radars based purely on open source data will be most effective 

in areas of high Internet penetration. The table at Appendix B highlights both the opportunities and limitations 

of using social radars fed only by open source data in areas in which the UK military is likely to operate.38 

  The second critical requirement is the predictive analytics layer, in which there are four essential 

features: topic detection, sentiment analysis, geotagging, and socio-analytics. First, automated topic detection 

is now readily accessible through countless commercial applications. Spotter.com provides a useful overview 

of the capability.39 Through an intuitive and customizable dashboard, intelligence analysts can scour all 

intelligence feeds for trending subjects or can set parameters to define the target social group, the geographic 

area, or the topic itself. Real-time data feeds allow analysts to quickly see the sources of the data to understand 

the broader context and make a human judgment on the veracity of the sources. The system then uses cascade 

modeling to make predictions about social behavior based on the dissemination rate of trending topics. When 

something is said to be “going viral”, it is because it has a fast cascade rate. In this regard, the velocity of Big 

Data is of secondary importance to the acceleration of topic trends.40 

Second, sentiment analysis is the identification of whether an expression reveals positive, negative, or 

neutral sentiment. Also known as opinion mining, it provides a view on the attitude or perception of the 

originator. The commercial sector uses sentiment analysis for marketing purposes but it has obvious utility to 
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the military.41 For instance, a commander may wish to understand how people across an area of operations 

have reacted to a particular trigger event or stimulus and assess the level of emotion this has provoked. 

 Third, data geotagging enables geotemporal visualization on a digital map. Interactions with social 

media are by default geotagged with embedded GPS metadata. Despite it being easy to disable this function, 

most people tend not to, even those with nefarious intent. Just as the jihadist, Mark Taylor, gave away his 

position in Syria, so too did Russian soldiers operating undercover in Ukraine.42 However, even if the vast 

majority of ISIL fighters in Iraq and Syria have disabled their location-services, there are other ways to infer 

location.43 An online post may include a name of a place, users may allude to a location in the message 

content, or an attached image may still contain location metadata or visible clues about its location. With ever 

increasing accuracy, Google’s PlaNet application analyzes photographs of landscapes to predict where they 

were taken. For highly skilled analysts, it is also possible to use open source tools to track individuals’ smart 

phone accelerometer data, which is harder to disable than the GPS function.44 Figure 4 shows how analysts 

may combine various social radar tools on a dashboard. 

 

Figure 4: Snapshots from social radar analytic tools [Image source: MITRE Corporation]. 

Finally, understanding the structure of the social network through socio-analytics is critical to the 

predictive process of social radars. Automated human terrain analysis from social media can map out a social 

network in seconds in a way that might take Signals or Human Intelligence analysts days to complete. This 

can identify core and periphery members of an online community and show how one network interacts online 

with another network.45 For commanders, this level of analysis identifies the sources of influence messaging, 

key nodes that spread that influence, and the multiple periphery layers of support. Meso-scale analysis 

concerns the interactions between individuals in the same network group while macro-scale analysis shows the 

interactions between different network groups. Transitivity modeling, meanwhile, forecasts the probability of 
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interconnectedness within a network for if A knows B, and B knows C, there is the possibility that A also 

knows C. LinkedIn’s People You May Know (PYKM) application is the most commonly known example of 

this and would have utility for the intelligence professional.46 A social radar would list all the possible 

associates of a enemy fighter; prioritize these according to their levels of activity, assessed threat level, or 

proximity to friendly forces; and show how they are linked within the network. Automation through social 

radars accelerates non-linear, or spiral, analysis, which identifies network linkages and behavioral trends that 

would not otherwise be apparent to a human analyst.47 This is shown in Figure 5 below. 

 

Figure 5: The application of spiral analysis to understand network linkages 

[Image source: Concurrent Technologies Corporation]. 

Social radars look at trends in these four features over time to formulate predictions about future 

events. Social radars identify deviations from normal baseline activity. Historic data is essential to understand 

how previous activity cascades unfolded in reality.48 Social radars must therefore be calibrated to the cultural 

sensitivities and baseline of collective emotion within the target audience.49 Sentiment analysis looks for 

changes in sentiment over time and can reveal whether the emotions of a given social group are coalescing 

around a particular issue. At the same time, location data maps the geographic spread of that sentiment, and 

shows whether the social media users are physically congregating towards a particular geographic location.50 

The 2011 London riots that followed the shooting by police of Mark Duggan in Tottenham 

demonstrate the potential value of social radars. Effective social radars could have predicted the ensuing 
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violence that resulted in sixty-one arrests and injuries to twenty seven police officers. Retrospectively, the 

MITRE Corporation (commissioned by NATO) showed that the UK was flashing red on a Global Instability 

Hotspot Dashboard. This model used three indicators to measure public volatility, providing a strategic to 

tactical focus. Political instability modeling analyzed national factors such as crime statistics, education levels, 

mortality rates, economic data, and reports of discrimination. The UK Government is the world leader in 

making 9,000 open data sets publicly available.51 This provides a baseline understanding of a society. 

Secondly, sentiment analysis based on national news reporting revealed increased levels of anger aimed at 

national and community leaders and the police, and heightened concerns about terrorism, human rights, and 

political dissent. Finally, more detailed assessment of Twitter feeds showed a spike in anger prior to and 

immediately following Mark Duggan’s death. Mapping software illustrated this as a bull’s eye over 

Tottenham, while topic clustering software deduced the root cause of the conflict (“Duggan [...] Mark [...] 

Police [...] Shot [...] IPCC”) and identified both the most prolific social media users within the network and 

how their influence was spreading within social networks and physically across the UK. The final component 

of this case study is that an automated detection algorithm could have detected when a particular mobilizing 

message, in this case, a link to a map showing protest routes, went viral three days before the protests 

themselves took place.52 

Similarly, predictive analytics should have anticipated the Islamic State’s attacks in Paris and Tunisia 

in 2015 by spotting the warning signals on social media. Social media analysis has already uncovered ISIL’s 

online social networks, identified key influencers and facilitators, and predicted a number of young British 

Muslims as being on the brink of radicalization.53 

 
Figure 6: Automated network analysis of 66 prominent Jihadists 
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to identify key influencers (Image source: Bostok) 

ISIL released YouTube videos ahead of each of the three attacks in France (Charlie Hebdo in January, 

the Lyon train attack in August, and Paris in November).54 Using only two data sources (the French-language 

discussion on Wikipedia about ISIL, and Opération Chammal, the French military operation in Syria), a Big 

Data company in France retrospectively identified spikes in the level of online activity and the sentiment of 

that activity (sentiment analysis) on these two sites in the days prior to these attacks.55 Meanwhile, a Tunisian 

blogger retrospectively identified that terms such as ‘the foray of Tunis,’ ‘tyrants of Tunisia,’ and ‘good news 

for Tunisia’ trended on Facebook, Twitter, and YouTube for the three days prior to the 19 March attack on the 

National Bardo Museum.56 These spikes are shown in the figure below. These descriptive and predictive 

OSINT applications are all functions of effective social radars. As long as the Islamic State continues to 

operate on social media, OSINT will play a central role in defeating it. 

 

Figure 7: Retrospective Twitter trend analysis of key words and phrases immediately preceding                           

the Bardo Museum attack in Tunis, 2015 [Image source: Zoghlami] 

The predictive analytics functions of a social radar outlined above build sociocultural understanding 
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Operations and decision-making. 

Understanding the human terrain is the central component of successful Information Operations. If the 

warfighter is to dominate the narrative, it is essential to understand the structure in which an adversary 

operates and how to exploit that structure. The Pew Research Center and Social Media Research Foundation 
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formed around a particular story); “in-hub and spoke” (broadcast network in which followers of a central 

instigator amplify the message); and “out-hub and spoke” (support networks where a central node responds to 

requests for information).57 Similar studies reveal temporal patterns to social diffusion, which typically 

accelerates in the late evening and peaks on Fridays in Western societies. Linking this back to activity 

cascades, targeting particular network nodes or disrupting the entire network at particular times may cause a 

loss of momentum in the diffusion patterns, shaping the trajectory of the message propagation away from 

violence.58 Physically removing a key node from the battlefield may achieve the same effect. Social radars 

map the communications nodes and allow commanders to more effectively shift perceptions in their favor. 

Geotagging and sentiment analysis allow a commander to map reactions to a stimulus or IO message and see 

how that influence activity is resonating with that population. 

Most importantly, by improving situational awareness and predicting events, social radars provide 

commanders “decision space”, critical to the maneuvrist approach. Social radars can provide permanent Wide 

Area Surveillance (WAS) of the human domain and reveal correlations and trends about issues that analysts 

did not even know to look for - the “unknown unknowns”. Thus, Big Data does not so much find the 

proverbial needle in a haystack as find the right haystack in a field of haystacks.59 This will initiate the 

generation of a more nuanced and responsive Decision Support Overlay (DSO) that more accurately reflects 

the dynamic nature of the human terrain and will cue ISR to corroborate hypotheses or plug intelligence gaps. 

Intelligence Preparation of the Environment (IPOE) becomes automated. With machine learning technology, 

automated ISR tasking, collection, processing, and dissemination (PED) may become a background, 

supporting activity. Insight discovery will accelerate, condensing the Observe and Orient stages of John 

Boyd’s Decision Cycle with more time available for Course of Action development.60 As tempo increases and 

confidence in the accuracy of the predictions improves, decision-making must respond to the availability of 

actionable intelligence. More decisions will be entrusted to lower levels, battle rhythms will become more 

flexible and dynamic targeting procedures will become the norm for all activities, kinetic and non-kinetic. 

These are bold statements and the vision will likely not be fully realized until social radars are 

integrated as part of a multi-source intelligence framework, operating seamlessly across classification levels. 

Big Data analytics already has the technical capacity to simultaneously and securely manage classified and 

open source data streams, fuse these to generate greater fidelity, and filter the results as appropriate to the end 

user’s classification or security environment. 
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The case for the full data integration 

In 2014, a consultant at SAS Federal gave a damning indictment of military intelligence fusion 

procedures, 

Surprisingly, this experience [manual collation of data in a stovepiped system intelligence 
center] has not changed. In fact, now we integrate data by filling entire rooms with analysts 
responsible for one or two data feeds, who then consolidate their information with one another 
through a chain of command to create an integrated picture. In other words, you are doing all 
the integration in your head, and then you are sharing your data with other warfighters who are 
integrating data in their heads, which your bosses then integrate in their heads. It’s all done to 
build situational awareness. Analytics integrates this data for you and improves the data quality 
at its source. Despite an environment of force shaping and budget cuts, analytics can enable you 
to remain swift and agile in today’s rapidly changing operational space.61  

 

 Intelligence fusion is improving however. The US example of Activity-Based Intelligence (ABI) 

provides a useful template and it is encouraging that the UK is already leaning in the same direction. 

Conceived around 2012, ABI breaks down the intelligence silos into a single repository. The identification of 

trends and predictions of future outcomes relies on all data sources being spatially and temporally indexed, 

integrated before exploitation, and the sensor and sequencing of events being treated with neutrality. In ABI, 

Open Source Intelligence would have no greater value attached to it than Geospatial Intelligence, Human 

Intelligence, or Signals Intelligence, for instance.62 Technology now allows this smart fusion to occur without 

compromising the intelligence source or risking the release of intelligence products to the wrong user at the 

wrong terminal. A user would only see a product at a classification appropriate to his or her clearance level 

and security environment. 

 Social radar developers at MITRE Corporation already intended social radars to integrate all 

intelligence sources because they recognized the efficiencies and predictive accuracies to be gained from 

doing so. The positive effects of integrating all intelligence sources into a single automated intelligence fusion 

system outweigh the very slim risk of intelligence contamination. In the case of Syria’s use of chemical 

weapons in 2013, for instance, there is evidence to suggest that the U.S intelligence community failed to join 

the dots quickly enough despite numerous indicators existing in separate intelligence stovepipes.63 A fused 

system would correlate top secret human intelligence against names highlighted through social media analysis, 

link geotagged Twitter activity to covertly-collected cell phone data, and compare the 1,600 hours of Full 

Motion Video taken by the US Air Force everyday against open source imagery on Google Earth.64 It is only 
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the seamless fusion with classified data that will give commanders the intelligence advantage, optimizing the 

value of open source data, automatically allocating classified collection assets against known intelligence gaps 

more efficiently, and generating greater foresight of future events.65 So long as the data processing power and 

algorithms can handle it, it stands that the more data in the system, the better the results.  

 To illustrate the utility of fully integrated social radars, the paper now presents two case studies that 

demonstrate their benefits at the strategic, operational and tactical levels. The first scenario considers a 

Humanitarian Assistance mission, the second a Small Scale Focused Intervention using the Joint 

Expeditionary Force (Maritime). 

In the first scenario, a Royal Navy Type 26 Frigate is diverted to South East Asia to respond to a 

catastrophic weather system due to make landfall in the coming days. A full international assistance mission 

follows as the death toll rises into the thousands. The UK Government is keen to play a lead role in order to 

generate goodwill within the region ahead of a planned ministerial trade visit. At the strategic level, the UK 

Government uses a social radar to monitor the British public’s reaction to its initial response. Sentiment 

analysis on a heat map reveals early positive indicators of empathy and support in the South of the country but 

indifference in the North caused by having suffered a winter of persistent flooding. However, this trends 

sharply towards negative sentiment (resentment and anger) when the Government announces a £50 million 

reconstruction and aid package some weeks into the disaster. The Government is able to take mitigating action 

to quell indicators of social unrest and possible violent protest in one particular town. Likewise, it reassures 

and supports South East Asian diasporas in major UK cities, and maps out the positive sentiment this 

generates within certain Muslim communities. 

 Over the course of the HADR deployment the Government monitors open source indicators within the 

affected region. Discussions of the British assistance soon die down on traditional sources (government 

official websites, news feeds, local blogs). However, a ‘1-Second Everyday’ video showing a Royal Navy 

medic saving lives goes viral on social media, generating goodwill towards the UK Government that the 

Foreign Office seizes upon to announce an investment project that also trends positively and paves the way for 

a successful trade visit. 

 At the operational level, the National Met Office uses sentiment analysis and crowd-sourced imagery 

to map the geographic extent and level of the damage in near-real time.66 Collected intelligence is shared with 

deployed units, regional authorities and non-governmental response teams. A combination of social media 
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analysis, commercial satellite imagery, and open-source data on critical national infrastructure enables 

preemption of the risk to essential services and the tailoring of bespoke technical response teams ahead of 

international requests for support. As the population evacuates the affected area, the radar predicts the 

outbreak of an epidemic by analyzing indicators of overcrowding, access to drinking waters, status of solid 

waste disposal systems, numbers of deployed health workers, and population at risk demographics.67 

 The same radar extrapolates key words from Tweets and correlates these with top secret signals 

intelligence translated in near-real time using open source translation software. Coupled with the geospatial 

data, this reveals potential sources of looting and smuggling emanating from an area where historic Human 

Intelligence reports suggest a dissident faction is known to operate. This correlation focuses classified sensors 

and, once corroborated, all the open source data is passed to the local authorities.68 A social analytics boundary 

box is generated over the top of all deployed UK military units, enabling an Indicators and Warnings “bubble”, 

which can be drilled into and used to prioritize ISR allocation and set local force protection levels. Mapping 

aid distribution, demographics, and online sentiment gives foresight of potential civil strife and ensures a more 

efficient, equitable, and peaceful distribution of aid. 

 Social radars also contributed to tactical level effects. Arriving first on the scene, the Type 26’s 

Commanding Officer already has a nuanced understanding of the situation. Crowd-sourced imagery, overlaid 

with historic satellite imagery, enables intelligence preparation of the environment and sentiment analysis 

indicates which areas are most affected and what the locals need most in each area.69 Isolated locals can use a 

“Speak-to-Twitter” service, recording a request for assistance that is turned into a Tweet and monitored by aid 

agencies.70 This allows aid to move quickly beyond the less affected urban areas to the critical outlying 

communities. Rumors online of potential armed looters in the port area enable the Commanding Officer to 

increase ship’s security and ensure personal protective measures as the sailors and marines conduct operations 

ashore. 

 In the second scenario, the UK and France mount a joint small-scale focused intervention against an 

ISIL-affiliate conducting cross-border raids, posing a threat to international shipping and threatening local 

tourist revenues. At the strategic level, a social radar application, similar to that shown in Figure 8 below, had 

revealed the gradual deterioration of stability in this country over a period of six months, enabling a more 

efficient allocation of strategic ISR.71 For the first time, the Joint Expeditionary Force (Maritime) was tasked 

in accordance with social radar threat analysis and the UK deployed Short-Term Training Teams as part of a 
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regional approach to stem the tide of violence. Temporal and geo-based analysis of social media following the 

arrest of an individual on terror charges revealed indicators of violent social unrest emanating from one 

particular town.72 Corroborating open sources were shared with the local government, which increased its 

security presence in this popular tourist hotspot. 

 

Figure 8: Social radar heatmapping predicts violent behavior patterns across Africa [Image source: ACLED] 

The Foreign and Commonwealth Office (FCO) used social media to post a travel advice alert and 

mapped the spread of this message across the UK. Open Source Intelligence over the next forty eight hours 

revealed that flight bookings to the country had declined by seventy percent. Social media analysis revealed 

that holidaymakers in the country were largely ignorant of or unfazed by the local news but the FCO prepared 

social media messages targeted at this population just in case it needed to instigate a Non-combatant 

Evacuation Operation. 

 Moving to the operational level, US, French and British analysts worked collaboratively to share 

intelligence on this mission. The social radar automatically filtered out the 5-Eyes only data or assessments 

before sharing with the French authorities. The instability hotspots provided the Joint Force Commander with 

a nuanced understanding of the human terrain from social media activity, including identification of key 

sources of instability, which were corroborated through Signals and Human Intelligence. Sentiment mapping 

revealed areas of intelligence interest, which became Named Areas of Interest for supporting ISR. The social 
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radar also mapped areas of pro- and anti-government sentiment. The analysis included automated credibility 

assessments to rule out any deception efforts. The pre-emptive deployment of an Operational Liaison and 

Reconnaissance Team meant that the Joint Force Commander had sufficient situational awareness to respond 

to Ministry of Defence enquiries when the unrest hit the public media outlets. The social radar predicted unrest 

near a tourist resort; the Task Force deployed units closer in-shore as a visible deterrent. Temporal patterns in 

the dissemination of tweets by nefarious actors enabled the coordination of an offensive cyber operation to 

disrupt messaging at a selected time.73 

 Finally, at the tactical level, when the social radar indicated an attack was highly likely, open source 

data was automatically fused with classified sources to corroborate likely target locations and plotted the 

militants’ likely base locations. Data fusion through a single system enabled the rapid production of a target 

pack. The ISR tasking process and Course of Action (COA) modeling ahead of a joint UK/French raid was 

automatic. Advanced reconnaissance forces used a secure PDA application to receive social radar intelligence 

of the human terrain in the target vicinity. This alerted them to the presence of potential instigators of violence, 

provided profile data (photos, previous intelligence reports, known and likely associates). Social media 

monitoring contributed to Battle Damage Assessment and predicted a retaliatory, small boat attack against the 

Task Force, which was successfully repelled. 

These two case studies demonstrate some of the potential applications of social radars within the 

military. However, there are a number of technical, legal, and cultural hurdles that the Intelligence Community 

must overcome before social radars are able to contribute as described. It is these challenges, along with some 

ethical considerations, that form the subject of the following Chapter. 

 

Chapter 3: Technical Challenges and Ethical, Legal, and Cultural Considerations 

Using Big Data is like mining for gold. You’ve got to go through a whole lot of dirt to get to the 
nuggets. 

- Colonel Bobby Saxon, US Army.74 

 The potential transformative value of social radars in forecasting population-level changes is beyond 

doubt. Through its Open Source Indicators (OSI) program, the US Intelligence Advanced Research Projects 

Activity (IARPA) was able to forecast civil unrest events in Latin America using open source data feeds only. 

This project, the Early Model-Based Event Recognition using Surrogates (EMBERS), successfully forecast the 

date and location of the ‘Brazilian Spring’ in 2013 and the student-led protests in Venezuela in 2014. By 
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March 2014, EMBERS was successfully forecasting events with 80 to 90 percent accuracy, typically seven 

days ahead of the news.75 However, social radars do not provide an all-seeing eye and their predictive 

capabilities remain limited, not least because in-service and concept demonstrators have not fully overcome 

the challenges of integrating classified and open source data within a single system. This chapter highlights 

some of the technical challenges that currently constrain the utility of social radars. More important, however, 

are the ethical, legal and cultural considerations, which assume greater significance as technological advances 

improve the predictive power of the system. 

 Despite IARPA’s success rate, developers across the research community continue to refine the data 

handling processes and invent new algorithms to improve social radar technology. The primary challenges 

concern the accuracy of sentiment analysis, the assessment of data veracity, the integration of unstructured 

data, and establishing causation as opposed to correlation. 

Accurate sentiment analysis remains a challenging area although natural language processing and the 

development of semantic filters are rapidly overcoming problems associated with the recognition of sarcasm, 

intonation, deciphering punctuation or emoticons, and interpreting slang or jargon, emanating from different 

cultures in multiple languages. Data scientists use scoring systems to grade levels of sentiment, essentially 

creating an emotional barometer based on the strength of the vocabulary.76 Ultimately, the output of any 

inquiry will only be as good as the algorithm beneath it. A further challenge is in understanding the link 

between sentiment analysis, motivation, and behavior. Data and social scientists are collaborating to improve 

accuracy in this regard. Historic data can be used to take a society’s “resting pulse" so that alert levels within 

each predictive model are calibrated to the target society. This reduces the signal to noise ratio.77 

Assessing data veracity (the 4th “V” of Big Data) remains one of the greatest challenges affecting the 

employment of social radars in the military. Analytics software may be prone to interference, spoofing, and 

cyber-attack, a simple tactic being to use bots to create “noise” in the system and skew analysis. However, in 

this regard, the bigger the baseline data set, the harder it would be to deceive the system as there would be 

more sources to confirm or refute any anomalous activity. It would likely require a focused effort by a 

sophisticated and nefarious user and the simple use of bots and sock puppets to automatically amplify noise 

would be detectable. However, it is a credible threat: in 2013, hackers sent a Tweet from the official 

Associated Press account claiming that the White House had been attacked and that Barack Obama had been 

injured. The momentary shockwaves of this Tweet, though corrected within minutes, nonetheless caused a 
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143-point fall in the Dow Jones.78 Researchers are mitigating this risk by using Big Data analytics to assess the 

likely veracity of a piece of information based on the prior truthfulness of the source and the presence of 

corroborating evidence. 

The success of social radar technology depends on an ability to analyze unstructured data. This is 

defined as data that does not conform to pre-defined data formats and can be textual (emails, news feeds, 

Tweets) or non-textual (voice recordings, still or moving imagery).79 Analysis of unstructured data is a 

significant problem challenge and far from unique to social radars. However, given the nature of the types of 

outcomes social radars will be looking for, unstructured data is the lifeblood of the system. Incorporating 

classified, unstructured data from multiple intelligence feeds is an added complication. Consider again that the 

US Air Force collects 1600 hours of motion imagery everyday. This is over seven terabytes of unstructured 

data, only five percent of which is currently analyzed in detail.80 The continued proliferation of unmanned 

systems only increases the requirement for greater automation in intelligence analysis and for all data to be 

cross-referenced with other sources. The private sector recommends storing data in its original format but 

ensuring the metadata is “cleansed” at the point of data storage to ensure it is appropriately tagged and easily 

retrievable. This massive undertaking, particularly for historic data, could be outsourced to data-entry 

contractors. Data stewardship becomes a command responsibility to ensure all information actually has utility 

to the intelligence enterprise.81 

Finally, the number of potential variables assessed within a single algorithm can reveal patterns of 

correlation without necessarily identifying causation. In other words, social radars may tell the analyst what is 

likely to happen without clarifying why it will happen. Conducting the system diagnostics to dissect the 

algorithm may be so time-consuming as to prove counterproductive. Big Data applications, therefore, 

including social radars, may result in an overall loss of accountability and traceability in the decision-making 

process.82 Data-to-decision analysis, however, challenges the traditional role of intuition. Therefore, until 

social radar technology is commonplace, user interface should provide for simple interrogation of the results 

such that analysts can understand and explain to the commander the types of data that the model considered 

and how the relative values of those data sets affected the outcome. Indeed, Value is frequently listed as 

another “V” within the list of Big Data characteristics. This links to a means of system validation to allow for 

automated machine learning without the system generating its own biases by placing particular values on 

certain data sets that may actually be less relevant in the next situation. 
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Of greater consequence to commanders are not the technical challenges, which the research and 

commercial sectors will naturally seek to overcome, but rather the ethical, legal, and cultural considerations 

surrounding the collection and processing of open source data and the exploitation of the resulting predictive 

intelligence. Public concern regarding the pervasiveness of government access to the “Internet of things”, 

coupled with questions of privacy and civil liberty, heightened by the Snowden leaks, and the sluggishness of 

the law to adapt to Big Data technologies, threaten to stifle the legitimate use of predictive analysis within the 

intelligence community.83 

In the commercial sector, data activities that do not even stir public consciousness can suddenly 

assume a more ominous hue when applied to governments. The warfighter must be wary of public perceptions 

regarding how Big Data is used.  What may appear legal and ethical for the purposes of marketing, customer 

service, or product functionality may appear illegal and unethical for the purposes of security. In the 

“quantified society”, individuals willingly release personal transactional data to one entity without realizing 

that this may entitle other entities to access that data for other purposes.84 Data has become transactional, that 

is, individuals exchange it in return for some perceived benefit, perhaps social recognition, a more efficient 

online shopping experience, or the ease of hailing a taxi. Wittingly or unwittingly, individuals are liberally 

giving up their privacy and providing information to companies, sales representatives, or social media 

platforms.85 However, when a government accesses that data, even if entirely legally and through exactly the 

same processes as a commercial enterprise, it may be perceived to cross an ethical threshold. This may be 

because it is harder for individuals to accept the use of their data by the government because they cannot 

appreciate any immediate personal benefit.  

To combat this, the intelligence community should be as transparent as possible about how it uses 

aggregated social data to serve national security interests. The preeminent role of open source data within 

social radars facilitates openness with the public. Clearly, it will be easier to discuss how social radars could 

support the military’s contribution to flood relief than how social media intelligence is used to predict 

radicalization. Publishing regular privacy impact studies would be one way of educating the public and policy-

makers and desensitizing what could otherwise remain an inflammatory issue. 

While the collection and processing of Big Data raises some concern, of greater concern is the 

application of predictive analytics to anticipate or shape social outcomes. In the wrong hands, the ability to 

monitor a population’s sentiment and accurately predict social unrest is a dangerous power. Social radars 



 

 23

provide considerable scope to suppress fundamental, democratic rights, such as freedom of religion, speech, 

and  peaceful protest. That authorities, even in liberal democratic societies, could abuse or be tempted to abuse 

this power is not beyond imagination. In 2014, the US Department of Defense was linked to a Facebook 

experiment to manipulate the news feeds of 700,000 Americans in order to research the ability to sway a target 

population towards a desired social outcome.86 Similarly, IARPA’s EMBERS project has now switched focus 

from Latin America to the Middle East and over a dozen US government agencies receive regular progress 

reports.87 The increasing accuracy of this project raises questions for how and when the United States might 

choose to take preemptive action and with whom it might decide to share the information. Providing the 

government of Saudi Arabia with the date and location of a potential mass protest in Riyadh may benefit the 

stability of global oil markets but may come at the cost of a brutal government crackdown on political 

opposition. As Karen Greenberg, Director of the Center for National Security at Fordham University, New 

York, remarks, “nations must agree that we are so unsafe that we need [social radars] to reduce our risk to zero 

at the expense of our privacy.”88 

Turning to the legal considerations, it currently is unclear what impact security technologies may have 

on human rights. This is because the gravity of the impact is a factor of both the nature of the right and the 

intended use of the data.89 The legality of “mass surveillance” through social media remains a grey area 

because Big Data analytics blurs the distinction between “mass” and “individual” surveillance. In the UK, this 

has implications for the Regulation of Investigatory Power Act 2000 (RIPA).90 According to the UK Chief 

Surveillance Commissioner, “just because the material is out there in the open, does not render it fair game 

[…] Certain activities will require authorization, [including] repetitive viewing of what are deemed to be ‘open 

source’ sites for the purpose of intelligence gathering and data collation.”91 However, this appears to apply to 

targeted collection against individuals. By contrast, a Linklaters report suggests that the collection of general 

trends from Big Data is unlikely to be legally objectionable.92 In all cases, data collection must comply with 

the Data Protection Act 1998.93 Associational profiling, which is the primary method of a social radar, risks at 

best discrimination, at worst, wrongful targeting. Intelligence analysts must be particularly careful about 

casting judgment or making predictions that could be perceived as discriminatory on the grounds of religious 

belief, political affiliation, trade union membership, health, sexuality, or criminal record. Corroboration 

through other sources and the maintenance of a human-in-the-loop remain critical features of an effective data 

strategy.  
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A further area of legal concern is the sharing of open source data between allies. Even within the 5-

Eyes community, privacy and civil liberty laws vary widely; what may be legal in the UK, for instance, might 

infringe the First Amendment in the United States. Just as with cyber activity, early engagement with legal 

advisors is critical and the intelligence community will have an increasing role for dedicated legal advisors, 

specializing in media and privacy law. Frequent and open legal forums on the use of social radar technology 

will promote transparency and develop technical understanding and appreciation for the military objectives.94 

In considering the cultural challenges, the development of social radar technology represents only a 

single strand in the evolution of Big Data analytics within the military. Consequently, cultural challenges 

pertain on the whole to Big Data in general and to the rise of Open Source Intelligence. Cultural challenges are 

identified in the willingness to engage with intelligence fusion, manpower, data management, systems 

procurement, and the role of the commander. 

 The intelligence community is prone to interdisciplinary snobbery and shrouds itself unnecessarily in 

mystery and protocol, which can occasionally cause it to forget that the purpose of all intelligence is to allow 

commanders to make informed decisions.95 Cultural resistance to a multi-intelligence fusion center is 

counterproductive and undermines the warfighter’s ability to receive the right intelligence at the right place at 

the right time to make the right decision. The UK Defence Geospatial Intelligence Fusion Centre [sic.] at 

Wyton is now established as a central intelligence hub despite certain departments continuing to resist the 

concept of data fusion. Technology is overcoming any excuses for slow-rolling the integration process, 

allowing analysts to work collaboratively from multiple locations around the UK or globally. The 5-Eyes 

Signals Intelligence community was already established as a “hub and spoke” model, providing constant 

coverage to deployed units. Continued careful appointment of Commander, Joint Forces Intelligence Group, is 

essential to ensure that nascent social radar technologies continue to support the entire military in the most 

pragmatic and streamlined manner, free of any regimental or institutional bias. 

 The recruitment and retention of a suitably qualified workforce is a critical requirement of an effective 

social radar capability. The military faces cultural challenges in how it will attract IT professionals, data 

managers, and data analysts, either through outsourcing or direct employment. Interestingly, the commercial 

sector notes a general reduction in the value of subject matter experts (SME) and the rise of the generalist, all-

source analyst.96 This does not fully apply to the military. Instead, analysts will become SMEs in their own 

right, highly skilled at sourcing and manipulating large data sets and identifying and visualizing trends to 
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satisfy commanders’ information requirements. The role of the traditional intelligence operators does not 

disappear but refocuses on collection and data cleansing before it hits the data warehouse. Assuming the 

increased emphasis on open sources, intelligence analysts must be highly inquisitive, mathematically minded, 

and experimental.97 Increasingly, they must ask “what if?” rather than “so what?”, trust the algorithms to 

generate insights, and be given the time and latitude to innovate, particularly with the manipulation of data sets 

from potentially unusual sources. 

 The increasing complexity of intelligence analysis demands greater openness with the commercial and 

academia sectors. The military will not be able to permanently retain the data scientists to design the base 

algorithms but analysts must be able to employ all the open source tools at their disposal, including those on 

the Internet. Outsourcing intelligence requests will become the norm and JFIG’s use of the US Multi-Agency 

Collaboration Environment (MACE), which is a US Public Private Initiative for all-source intelligence fusion, 

provides precedent of where this has worked well.98 Likewise, “hackathons” and specific analytical 

competitions have their place and can be useful for generating solutions to specific problems quickly.99 

Moreover, such activities enable the MOD to leverage sectors of society that might not otherwise be drawn to 

full-time employment with the military but may still be motivated by a sense of patriotic duty or financial 

reward. 

 Complexity also places a new burden on the intelligence community to understand the analytics layer 

of any predictive modeling and to ensure that it is adapted to the particular mission and the specific 

decision.100 This is the role of a Chief Analytics Officer or Data Advisor (“DATAD.”)101 The DATAD should 

be included in the planning process from the outset in exactly the same way as Legal, Policy, and Cultural 

Advisors. Indeed, these advisors are likely to become natural bedfellows in the exploitation of social radars. 

The DATAD should also lead User Experience Teams to constantly review and adapt the data modeling and 

visualization tools to ensure they meet commanders’ requirements. 

 It has been shown that open source data alone does not provide a panacea. Neither can the automation 

of data processing avoid the underlying requirement to get smarter at data collection and data entry. The 

compilation of metadata, potentially entered laboriously by hand, is a necessary evil. This is particularly true 

of historical records. In a new operating environment, intelligently written and correctly indexed intelligence 

summaries will be critical. Prior to the existence of social radars, the US Air Force’s Joint Improvised Threat 

Defeat Organization eventually achieved fifty percent accuracy in predicting IED events in Iraq but this relied 
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on meticulous data-entry following every IED event.102 The importance of data-entry should be factored into 

basic military training and become a feature of Continuous Professional Development courses. From the 

lowest tactical levels to the most strategic, operators and analysts must become better at handling and collating 

intelligence, feeding it all into a data repository in formats that make retrieval and analysis as easy as possible. 

 A further cultural challenge concerns the requirements process. The UK MOD currently has access to 

two social radar technologies as capability demonstrators. These are the UK’s Social Media Intelligence 

(SOCMINT) Predictive Analysis and Exploitation Service (SPAES) and a capability on loan from the US 

Defense Intelligence Agency (DIA).103 Anecdotal evidence from the United States suggests that the acquisition 

of predictive analytical capabilities needs to focus on establishing a secure framework for Big Data analytics 

rather than worrying about the hardware and software tools, which will likely be obsolete before they even 

enter service.104 If the MOD trains analysts only in “buttonology” on a single platform, the social radar 

experiment will surely fail. Adaptive training that encourages experimental, innovative approaches to data 

manipulation and the repurposing of open source analysis tools is essential. The MOD should explore 

opportunities to embed analysts in Big Data academies or allied intelligence fusion centers. 

 Finally, commanders cannot be bystanders in the Information Age. They must fight to understand and 

embrace technology. Commanders that struggle with their own computer, do not understand social media, or 

have never considered their online security risk being incapable of keeping pace with the lance corporal 

delivering an intelligence briefing. Social radars call for innovative thinkers. Even individuals that are 

comfortable using smart phone applications may fail to conceive of operationalizing these apps for use on the 

battlefield. Commanders should immerse themselves in the technology, explore the power of Open Source 

Intelligence applications available on the Internet, and continue to challenge the Intelligence Community and 

procurement agencies to deliver against their operational requirements. 

In sum, commanders can largely rely on Moore’s Law to overcome the technical stumbling blocks that 

currently limit the accuracy of social radars. However, the real impediments to progress may be as much 

cultural as they are technical. Consequently, commanders should become familiar with social radar 

technologies and, cognizant of the ethical and legal considerations, push for continued development and 

integration in the Intelligence Community. 

 

Conclusions 



 

 27

Harnessing the power of Big Data predictive analytics, particularly topic detection, sentiment analysis, 

sociocultural modeling, and geotagging, social radars can provide commanders with the best means yet of 

understanding and engaging with the human aspects of conflict in complex operating environments. Advanced 

concept demonstrators have been predicting civil unrest in Latin America for the last four years and could 

have predicted the Arab Spring, riots in London, or the terror attacks in France and Tunisia. Social radars 

work, and the technology merits continued development and commanders’ attention. With time, they will 

support a range of military operations, from Humanitarian Assistance and Disaster Relief missions to full 

spectrum targeting operations. 

The notion of accurate and predictive social radars is an important step towards Activity-based 

Intelligence that take a more holistic approach to data fusion, and leads to the more effective application of 

force. As a form of persistent Wide Area Surveillance, social radars will identify gaps in knowledge, extract 

maximum value from open source and classified data feeds, and generate efficiencies in the employment of 

classified collection capabilities. Social radars will accelerate decision-making and enable commanders to 

sustain a greater tempo of operations over protracted periods. 

Finally, social radars exponentially multiply the power of Information Operations, making it 

increasingly feasible to purposefully and clandestinely alter a target population’s attitude and behavior to meet 

a desired social outcome. This cognitive engineering on a mass scale unleashes a potentially corrupting power 

to incite violence or suppress opposition and dissent. Pandora’s Box has been opened and the advent of social 

radars will call for a steady hand in command. 
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Appendix A 

Example Military Applications of Social Radar Technology 

Example Military Applications of Social Radar Technology 

Type of Operation Social Radar Application Utility 

Security Cooperation 

Predict Global Instability Pre-emptive deployment of 
Training Teams and Defense 
Engagement. 

Geographically understand population’s 
perceptions of indigenous security forces 

Recognize and adapt training 
shortfalls. 
Support Information Operations. 
Provide Measures of Effectiveness.

Identify nefarious elements Counter the Insider Threat. 

Stability Operations 

IPB Map Human Terrain Data. 
  

Support Battle Damage Assessment (BDA) Track impact of operations. 
Predict and track movement of Internally 
Displaced Persons (IDP) and identify their 
requirements 

Pre-emptively deploy support 
services or liaise with NGOs. 

Understand impact of long deployments on 
military recruitment and retention 

Support to manning strategies. 

 Cue support ISR 
Track geographic and temporal propagation 
of Information Operations 

Support and improve IO. 

COIN 

Human Terrain Modeling Map Human Terrain Data 
- Reconcilable/Irreconcilable 

groups 
- Plot interest groups 
- Understand local issues and 

tensions. 
Targeting Operations Identify key agitators. 

Understand terror networks. 
Predict attacks or civil unrest  

Support Force Protection. 

Humanitarian 
Assistance and Disaster 

Relief 

Human Terrain Modeling Disseminate and track emergency 
alert messages. 
Predict IDP movements. 
Predict and map disease outbreaks. 

Targeting Operations Identify vulnerable people. 
Information Operations Advertise distribution points. 

 
Force Protection Predict violence and civil unrest. 
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Appendix B 

Global Digital, Mobile, and Social Media Penetration 

 

Global Digital, Mobile, and Social Media Penetration (March 2015)cv 
 

Figures in millions 
unless indicated 

Population Active Internet 
Users 

Active Social 
Media Users 

Mobile 
Connections 

Active Mobile 
Social Users 

Global 7.219 billion 3.038 billion 2.126 billion 3.679 billion 1.753 billion 
 Urbanization: 53% Penetration: 42%  Penetration: 29% Vs Population: 51% Penetration: 24% 
Asia-Pacific 4,026 1,436 1,088 3,722 906 
 Urbanization: 45% Penetration: 36% Penetration: 27% Vs Population: 92% Penetration: 22%  
South East Asia 623 225 209 744 182 
 Urbanization: 45% Penetration: 36% Penetration: 34% Vs Population: 

119% 
Penetration: 29%  

South Asia 1,691 329 166 1,296 144 
 Urbanization: 31% Penetration: 19%  Penetration: 10% Vs Population: 77% Penetration: 9% 
Middle East 239 87 43 294 38 
 Urbanization: 67% Penetration: 36% Penetration: 18% Vs Population: 

123% 
Penetration: 16% 

Africa 1,136 298 109 900 93 
 Urbanization: 40% Penetration: 26% Penetration: 10% Vs Population: 79% Penetration: 8% 

 
Source: We are social Singapore, “Digital, Social & Mobile in 2015,” January 20, 2015, 
http://www.slideshare.net/wearesocialsg/digital-social-mobile-in-2015/214. 
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