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Executive Summary

Title: A Work in Progress: The Human Dimension in Cyberspace
Author: Glisson, Holly A., United States Army

Thesis: The Department of Defense should establish a separate cyber service in order to man and
train the best possible force to fight in cyberspace.

Discussion: Seven years after the inception of USCYBERCOM, it is time to analyze the
necessity for a separate cyber service within the Department of Defense. The US military
component services have made significant progress in recruiting and training their cyber forces,
but there is room for improvement. The services are still working to build training programs and
fill cyber billets. Now is the time to institute major changes to the cyber force — while the culture
is still malleable.

Conclusion: Identified recommendations to improve the military’s cyber forces can be executed
by establishing a separate cyber service. This cyber service would be small, grown from
USCYBERCOM, and would bear little resemblance to any other military service, but would
retain Title 10 authorities. Creating a separate, premier cyber force will ensure the United States’
ability to dominate in all domains of war.
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Preface

| arrived at US Army Human Resources Command in May 2014. Serving as an
assignment officer in US Army Signal Branch, | worked in the same room as the officers
building the US Army’s first ever Cyber Branch. With backgrounds in signal, electronic warfare,
and combat arms, the officers and non-commissioned officers working in the cyber assignment
branch reflected the desired skills of future Army cyber officers. They worked closely with
Army cyber units, carefully crafting Military Personnel (MILPER) messages to the force,
providing instructions on how to become a cyber officer and what they were looking for. As
Army leaders described what an ideal cyber officer looks like — strategy minded, combat arms
experience, holds a computer science related degree, dabbles in network design as a hobby —
Cyber branch joked that the ideal cyber candidate was akin to a mythical unicorn. They quickly
adopted the unicorn as their unofficial mascot. For Halloween, they even dressed up as unicorn

hunters with weapons fashioned out of keyboards.

As the Army was birthing its cyber force, it was simultaneously executing a drawdown.
Responding to massive budget cuts, the Army was forced to downsize over 20% of its personnel.
The Army’s first Officer Separation Board (OSB) results were released in the summer of 2014.
The boards targeted those with low performance or derogatory files, but the system was not
perfect, and the Army lost officers with valuable skill sets. For example, a telecommunication
systems engineering officer, earning his PhD in the same field, was selected for separation. One
of many, this type of loss crippled the growth of the cyber force. Also due to the drawdown, the
Army could not afford to recruit additional members to build its cyber branch, they could only

transfer existing officers from other career fields.



The first wave of officers accepted for branch transfer into the newly minted cyber
branch were predominantly officers already serving in cyber command billets. The cyber training
pipeline was not yet established, so the transfer board selected officers with on the job
experience. | fielded several calls from frustrated signal officers not selected for the transfer.
Officers with STEM degrees and civilian cyber certifications were left wondering how the Army
was going to determine if they were a good fit for cyber from an officer record brief. | was left
wondering if the Army chose the best officers to stand up cyber branch — or if they just chose

people who happened to serve in the right place at the right time.

During the same timeframe, the Army was heavily scrutinized for its methods of talent
management. In 2015, Lieutenant General (Retired) David Barno published a widely read article
in The Atlantic, titled, “Can the US Military Halt its Brain Drain?” He criticized the Army’s lack
of talent management and rigid career timelines as the cause of talented officers voluntarily
leaving the active duty service. To address the issue, the Army stood up a Talent Management
Task Force, led by a two-star general. The task force is still addressing and testing methods of
talent management. This past year, Army HRC launched Assignment Interactive Module 2.0, a

pilot program intended to identify talents and match officers with better suited assignments.

In this climate of cyber growth, fiscal constraint, and talent management concerns, |
question whether we are building the best possible cyber force, and how it can be done. Not only
are we hunting unicorns, we are trying to fit round pegs into square holes. Why not make the
holes round? People do not have to fit the mold of a Soldier, Airmen, Sailor, or Marine to be a
great cyber warrior. Selecting cyber warriors only from this specific population may preclude us

from recruiting the very best cyber talent. By definition, what is not the best, is second rate. The



United States invests massive resources to maintain a constant state of readiness to engage in

warfare. Our military should not be in the business of being second rate.

Vi



Introduction

“Victory smiles upon those who anticipate the change in the character of war, not upon those

who wait to adapt themselves after the changes occur.” —Giulio Douhet!

The United States has reigned as the world’s most powerful military since World War II,
continuously maintaining an asymmetric advantage in technology, equipment, and training.
From strategic air power, to nuclear weapons, to a range of technology produced by the Second
and Third Offset Strategies, the United States sustained military superiority by changing the
character of war at every turn.2 For the first time, the US military may find itself behind the
curve in the virtual arms race of cyberspace, adapting instead of leading the change. At a Cyber
Symposium in February 2017, the Air Force Chief Information Officer, Lieutenant General
William Bender likened US cyber capabilities to being behind in the Super Bowl, requesting a
lot of brain power to pull off a come-from-behind victory.® Whether US cyber capabilities are
truly behind is debatable, but the cyber domain is widely regarded as a level playing field,
overturning the familiar mindset that the United States is accustomed to unparalleled

technological resources.*

Vulnerability in cyberspace offers a means for adversaries to overcome US advantages
in conventional military power — in ways that are instantaneous, difficult to trace the source of,°
and nearly impossible to anticipate. Cyber operations are inherently covert. How can the strength
of an adversary’s cyber capability be measured? The International Institute for Strategic Studies
in London publishes an assessment of global military powers annually, tallying and comparing
the personnel and equipment of over 170 countries.® When it comes to cyber forces, however,

even the institute recognizes that capabilities cannot be assessed quantitatively.” Offensive cyber



capabilities require less equipment and are easier to hide than the proliferation of aircraft carriers
or nuclear weapons — making it easy to publicly downplay cyber assets. Cyberwarfare is merely
a battle of wits between humans. Therefore, the most important factor in determining the strength
of a military’s cyber program is the skill of the people behind it. The human dimension is the

most critical element in ensuring success in cyberspace.

On the surface, it seems logical to create a cyber force separate from the other military
services. Each of the other domains have a dedicated service. Why not cyber? More importantly,
a separate cyber force would enable DoD leadership to define the prerequisites of a cyber warrior
outside the constraints required of a Soldier, Airman, Sailor, or Marine. Creating a separate
cyber force to increase the pool of potential cyber personnel, improve training, and address
organizational challenges, is not an original idea. The notion has been written about at every
level in every branch of the military. Retired Navy Admiral James Stavridis proposed a separate
cyber force in Proceedings Magazine in 2014. He likened the cyber force to the creation of the
US Air Force, suggesting the military bypass the 20 year debate surrounding the elevation of the
US Army Air Corps to a separate service.® Army Colonel Charles C. Rimbey considered a
separate cyber service in his strategy research project at the US Army War College.® Navy
Captain Don Donegan proposed using the Navy-Marine Corps relationship as a blueprint,
creating a US Cyber Corps as a separate service within the Department of the Air Force.’® These
officers identified several shortfalls that have since been addressed since the inception of US
Cyber Command (CYBERCOM). The US military has made great strides in rapidly building
cyber forces and developing training programs — but it may never be enough. The most optimal
construct for waging cyber operations is to create a separate cyber service. This service should

still be part of the military for ease of joint planning and Title 10 purposes, but should bear little



resemblance to the rest of the military. This standalone service would be composed of a different
breed of fighters, with innate cyber talent and carefully fostered cyber expertise, ensuring the

United States continues its military asymmetric advantage into the cyber domain.

To emphasize the necessity of a separate cyber service, this paper will discuss and further
develop previously made arguments, and analyze the effects of recent efforts by the DoD to

improve cyber capabilities by:

1) Discussing the complexity of what cyberspace means.

2) Reviewing the development of CYBERCOM.

3) Discussing challenges related to recruiting and retaining cyber personnel.

4) Discussing challenges related to training cyber personnel.

5) Assessing the progress made to address the manning and training challenges.

6) Discussing organizational concerns and provide recommendations.

Seven years have passed since the activation of CYBERCOM, the organization responsible for
implementing the above goals. It is still a work in progress, but it is time to evaluate said

progress and determine if the arguments for a separate cyber force are still valid.

CYBERCOM

Secretary of Defense Robert Gates considered several options leading up to the
establishment of CYBERCOM in 2010. The director of national intelligence at the time, Mike
McConnell, urged him to create a separate combatant command to deal with cyber threats as

early as 2008. Because the Department of Defense was in the midst of establishing another new



combatant command, AFRICOM, Secretary Gates opted to establish CYBERCOM as a
subordinate unit of STRATCOM.! It made sense for the NSA director to lead CYBERCOM, as
they had the resources and were effectively in charge of the cyber mission already.'? Secretary
Gates also admitted this decision was partly motivated to promote the NSA director, Keith
Alexander, to a four-star General.*® The plan was always to elevate CYBERCOM to full
combatant command status.'* By 2015, Secretary of Defense Ash Carter took this a step further
and speculated the possibility of a separate cyber service. When asked about the possibility of
creating a separate cyber service, he responded, “I think you have to look at this as the first step
in a journey that may, over time, lead to the decision to break out cyber the way that you said the
Army Air Corps became the U.S. Air Force... we have given some thought to that. And for right
now, we're walking before we run. But... that's one of the futures that cyber might have.”*® His
comments underscore the uncertainty of CYBERCOM’s future. Former and current
CYBERCOM leadership do not support the establishment of a separate cyber service. Retired
General Keith Alexander believes CYBERCOM should operate as a unified-functional
command, like US Special Operations Command (SOCOM).*¢ The current CYBERCOM
Commander, Admiral Michael Rogers, agrees.!’ This goal is short sighted. CYBERCOM is not
analogous to SOCOM. Special Operations is not a domain. The military is the preponderant
source for the best SOF candidates, whereas the best reservoir for preexisting cyber skills is in
the civilian workforce.!® To man and train the best force to fight in the cyber domain,

CYBERCOM needs to become a separate service.



What is Cyberspace?
"Mr. President, the problem is much worse than you think." —General John Vessey

Cyber is an adjective primarily used as a prefix. Merriam-Webster simply defines the
meaning of cyber as “of, relating to, or involving computers or computer networks.”® Cyber is
now a buzzword, and slang usage is quickly making it an ill-defined noun. The conversation
surrounding cyberwarfare elicits several questions on the nature of cyberspace as a domain. Is
cyber war coming?? Is cyberspace even a warfighting domain??! If cyberspace is not a domain,
should it be treated like a geographic command? How does cyberwar relate to cybersecurity and
who should be responsible for each? What delineates a cybercrime from a cyber act of war? The
ambiguity of cyberwar makes it difficult to determine whether CYBERCOM'’s current formation

adequately meets the needs of potential war via cyberspace.

The first presidential directive on cybersecurity predates the first computer worm,
unleashed in 1988. After viewing the 1983 film, WarGames, President Reagan asked his Joint
Chiefs of Staff to investigate the possibility and potential damage of an attack via computer
telecommunications.?? The Chairman at the time, General John Vessey, quickly discovered the
reality and magnitude of the threat. The following year, President Reagan signed National
Security Decision Directive Number 145 (NSDD-145), elevating what is now known as
cybersecurity to a national political level. Over the next three decades, the world became

exponentially reliant on computer systems, and the cyber issue continued to grow in importance.

Although contested by some, Cyberspace is now widely regarded as the fifth domain of
war. In July of 2016, NATO recognized cyberspace as a domain of operations in which the

alliance must defend itself as effectively as it does in the air, on land, and at sea.?® Cyberspace



operations can crosscut every physical warfighting domain - no modern military can perform in
battle without reliance on cyberspace.?* Satellites, guided munitions, nuclear launch systems,
unmanned aerial vehicles, and countless other communication dependent technologies require
connectivity through the cyber domain.?® In 2011, the DoD’s global cyberspace architecture
included over 15,000 networks and seven million computing devices — the largest in the world.?
It is still growing. While the United States reaped enormous benefits from this capability, it also
became increasingly vulnerable in cyberspace. To address this growing threat, cyber warfare

efforts were continuously elevated and cyberspace became a domain to protect.

Aside from simply describing cyber operations as offense or defense, there are two main
efforts when discussing military actions in cyberspace. The first effort is a combination of active
defense and deterrence. Actions in cyberspace are covert and often undetected. Furthermore, the
only difference between a cyber act of war and a cybercrime is the purported intent behind the
action. Bob Stasio, the former Chief of Operations at NSA’s Cyber Center prior to the creation of
CYBERCOM, described the center as being in “constant crisis mode.” Military networks were
constantly being probed and scanned by hackers looking for vulnerabilities.?” The fight in
cyberspace is constant, whether the US is involved in a conflict or not. Cyber harassment is now
a common tool used in the gray zone — the space between peace and war.?® In cyberspace, the
line between gray zone cyber activity and cyber acts of war is blurred. Acts of war are tied to the
second effort in cyberspace: operations enabling kinetic strikes in the other domains. An example
of an action in this effort is Stuxnet, which constituted a computer network attack, causing
physical damage across international boundaries, destroying a fifth of Iran’s nuclear

centrifuges.?® Another example is Israel’s ability to bomb Syria undetected by disabling radar



detection of an incoming strike. Israel accomplished this feat in 2007.3° Both of these

cyberspace efforts call attention to capabilities that are the responsibility of CYBERCOM.
The Emergence of US Cyber Command

“Our current cyber quandary is not some passing phase — it is the new normal for the joint

force.” - US Cyber Command Action Group®!

In October of 2008, a NSA analyst discovered a breach on a classified, air gapped
military network in US Central Command.32 The NSA quickly developed a plan, code-named
Buckshot Yankee, to counter the malware. The source of the cyberattack was never confirmed
publicly, so the intent of the attack is unknown, but Buckshot Yankee catalyzed the
establishment of US Cyber Command. Defense Secretary Robert Gates announced the creation
of CYBERCOM in 2009. Prior to its creation, the signal community primarily defended the
network and the intelligence community primarily conducted offense. As Keith Alexander later
told a congressional committee in 2010, “It became clear that we needed to bring together the
offense and defense capabilities.”*® To provide a fledgling CYBERCOM with resources,
CYBERCOM is co-located with the NSA, sharing a dual-hatted commander. This union further
blurs the line between jurisdictions in cyberspace, as CYBERCOM operates under Title 10
authority as a military entity, and the NSA operates under Title 50 authority, covering

intelligence activities and covert action.3*

While the NSA focuses on cryptology, Signals Intelligence, Information Assurance, and

enabling Computer Network Operations (CNO),*® CYBERCOM'’s mission statement is:

USCYBERCOM plans, coordinates, integrates, synchronizes and conducts activities to: direct the
operations and defense of specified Department of Defense information networks and; prepare to, and when
directed, conduct full spectrum military cyberspace operations in order to enable actions in all domains,
ensure US/Allied freedom of action in cyberspace and deny the same to our adversaries.*

7



The command has three main focus areas. The first two areas of focus are to direct the operations
and defense of specified Department of Defense information networks (DODIN), and to conduct
full spectrum military cyberspace operations in order to enable actions in all domain. These two
areas of focus imply a support role of CYBERCOM to the existing services. However, the third
focus area, to ensure US/Allied freedom of action in cyberspace and to deny the same to
adversaries, is outside the scope of the other domains — and outside the scope of the existing
service branches.>” CYBERCOM’s mission resembles that of a service level organization. The

latter portion is parallel to the US Navy’s mission to maintain freedom of the seas.*®

Prior to the creation of CYBERCOM, the Air Force initiated development of a unit
focused solely on cyberspace in 2006. The initial intent was to add cyberspace to its existing
domains of air and space, making the Air Force the lead service to own the cyberspace mission.
It is still included in their mission statement: “The mission of the United States Air Force is to
fly, fight and win in air, space and cyberspace.”®® Facing leadership challenges over the course of
the next two years, the Air Force delayed the creation of Air Force Cyber Command, finally
demoting the conceptual unit to a numbered command under Air Force Space Command,
culminating in the activation of the 24" Air Force (24AF) in 2009. With the advent of
CYBERCOM, the Air Force began to build distinct cyber career fields in 2010.%° The number of
cyber airmen quadrupled between 2010 and 2016, aligned with the rapid expansion of the

CYBERCOM mission.*!

In conjunction with the activation of CYBERCOM, the Army, Navy, and Marines also
established component commands within a year. In order to rapidly fill its ranks, each branch
filled cyber positions with existing service members, primarily from the signal, intelligence, and

electronic warfare fields. Later, a requirement surfaced for an agile force ready to engage



adversaries in a tactical cyber fight on order. This requirement spurred the development of the
Cyber Mission Force (CMF). Initiated in 2013, the CMF includes National Mission Teams,
Combat Mission Teams, and Cyber Protection Teams. The DoD’s goal is to have 133 teams by
2018.%2 Each service is responsible for providing the personnel to fill these teams, dividing the

responsibility like slices of pie:

CMF by Service

CMF by Teams

= Cyber Protection
Teams: Defend the
network

= National Mission
Teams: Help defend
nation's critical
infrastructure

N ARCYBER

B FLTCYBER
39

AFCYBER Combat Mission

Teams: Aligned with
combatant
commanders

= MARFORCYBER

¥ Support Teams:
Provide analytic and
planning support to
the NMT/CMTs

In 2015, the DoD outlined five strategic goals in its Cyber Strategy:

1. Build and maintain ready forces and capabilities to conduct cyberspace operations;

2. Defend the DoD information network, secure DoD data, and mitigate risks to DoD

missions;

3. Be prepared to defend the U.S homeland and U.S. vital interests from disruptive or

destructive cyberattacks of significant consequence;

4. Build and maintain viable cyber options and plan to use those options to control

conflict escalation and to shape the conflict environment at all stages;

5. Build and maintain robust international alliances and partnerships to deter shared
threats and increase international security and stability.*?

9



The strategy went on to emphasize the priority of building the Cyber Mission Force first,
identifying three foundational pillars: enhanced training; improved military and civilian
recruitment and retention; and stronger private sector support.** CYBERCOM is close to
reaching its goal of becoming fully functional by 2018. In October 2016, the CMF reached initial
operating capability. Comprised of 5,000 individuals across 133 teams, the CMF needs to grow
to 6,200 to become fully operational.*® This doesn’t include anticipated personnel growth as the
cyber mission expands. CYBERCOM is moving in the right direction, but developing capability
in cyberspace is more than recruiting a certain quantity of people. The rapid development and

dynamic nature of the cyber domain requires people with agile cyber skills and expert training.
Recruiting and Retaining Challenges

“The cyber trenches must include pure geeks, with an unparalleled command of coding, and

emotionally intelligent social scientists.” — Retired Admiral James G. Stavridis*

As the United States becomes more reliant on technology, demand for cybersecurity
specialists is outpacing supply. The United States is experiencing a “human capital crisis” in its
cybersecurity workforce, as described by the Center for Strategic and International Studies.*” An
estimated 30,000 unfilled cybersecurity jobs exist in the US federal government alone.*® The
demand for cyber skilled personnel will only continue to grow. How can CYBERCOM recruit

top notch cyber personnel in such a strained field?

Be all that you can be. Accelerate your life. We do the impossible every day. The few,
the proud, the Marines. The US military excels at recruiting kinetic warfighters, as seen in these
slogans by the Army, Navy, Air Force, and Marine Corps. But the US Armed Forces are not

currently well suited to recruit, develop, and retain the talent required to successfully operate in

10



the cyber domain.*® The Army recently launched an ad campaign specifically to recruit cyber
personnel. A commercial, released in late 2016, begins with a voiceover of a fictional hacker
describing cyberattacks, and ends with the message, “For every would-be cyberattack, there’s a
team of U.S. Army Cyber Warriors who will not be defeated.”®® The commercial is a step in the
right direction, but the military must overcome the public’s undesirable perceptions of working
in the Army and promise a more unique and impactful occupation than a cybersecurity job in the

private sector.

The ideal cyber warrior must have a high technical aptitude and be a creative problem
solver. The ideal cyber warrior must also have a hacker mindset — one who enjoys manipulating
complex systems and pushing technology in ways unintended by its designers.>* The profile of a
hacker evokes dated images of a social recluse - a nerd in a dark room bearing no resemblance to
military warrior. This image is not an accurate description of what a hacker looks like, then or
now. James Lance, a cybersecurity expert and head of cyber intelligence at Deloitte and Touche,
describes the qualities of a good hacker: risk-taking, extreme self-confidence, the compulsion to
break things to understand them, and the desire for recognition.>? He went on to explain,
“Hackers need validation.”®® While there is some overlap, the qualities listed above do not quite
fit the military mold, where discipline and uniformity are paramount and physical brawn is a
cherished attribute - and for good reason. But different qualities are now needed of cyber

warriors, and what this ideal should look like is still being debated within military ranks.

For the potential cyber warriors that may fit the military culture, there are countless
civilian job opportunities that are more financially lucrative with better talent management and
career progression options. These factors may inhibit the existing military services from

recruiting the best cyber talent as CYBERCOM grows. The overwhelming majority of the

11



current cyber force was selected from the existing military population — which accounts for less
than 1% of the entire US population. Imagine the talent the cyber force could recruit if the pool
of potential personnel increased beyond 1% of the population. That need to access a greater pool

of talent weighs heavily on US military leaders.

It is important to note that “cyber skilled personnel” is an all-encompassing term. Cyber
skills can vary from specialization in coding, to engineering infrastructure, to hacking. Of this
broad range of skills, hacking, in particular, is a difficult skill to identify and recruit. Hacking
used to have negative connotation, as it was once only defined as illegal or unauthorized activity.
Hacking is now more broadly regarded as the use of technical expertise to overcome a problem
in cyberspace, such as exploiting or identifying vulnerabilities in a network.> In 2010, Army
LTC Gregory Conti, then Director of West Point's Cyber Security Research Center, conducted a
survey on Slashdot.org to gain a sense of the technical community’s perception of the military.
Some perceptions were positive, but the majority of responses indicated perceptions of low pay,
poor career advancement opportunities, limited creativity, lifestyle inflexibility, bias against non-

combat personnel, technology ignorant leadership, and misutilization.*

Since 2010, sweeping policy changes, such as the repeal of Don’t Ask Don’t Tell and the
integration of women into combat arms, have slightly altered some of the perceptions of military
cultue, but the characteristics behind most the of the perceptions above still remain. If anything,
the reputation of the DoD was degraded in recent years by high profile media stories such as the
Edward Snowden NSA leaks and the Marines United scandal. In July 2012, General Alexander,
then Commander of USCYBERCOM and NSA, gave a speech at DefCon, one of the world’s
largest hacking conferences held annually in Las Vegas. Instead of his uniform or a suit, he wore

jeans and a black shirt as he called on the attendees to come work for him.%® He shed his uniform

12



in an attempt to be more appealing to the hackers, acknowledging and avoiding characteristics of
the military that do not coincide with the cyber community’s. A year later, his invite to speak at
DefCon was rescinded in the wake of the Edward Snowden incident. Instead, he appeared at
another hacking convention called Black Hat, where he was heckled by the audience.®” The
hacker community, filled with talented cyber workers, does not have a positive opinion of the

DoD.

The military image is at a nadir. On the one hand, the existing branches of the military
are strict, bureaucratic, and uncompromising in standards. On the other hand, recent exposes
such as high profile sexual assault cases and indiscriminate killing, indicate the military is toxic.
Either way, the current image of the military contributes to a divide between the military and
civilians. Until US cyber forces can divorce themselves from this image and the perceptions

identified in the survey above, it will be difficult to find, court, and hire the best cyber talent.

To build the cyber force rapidly, the services recruited personnel already serving on
active duty. As the cyber force expands and accepts new members, the DoD can select cyber
recruits from the entire US population — but only those who meet the existing initial entry
requirements of each service. Lifting the physical requirements would drastically increase the
pool of candidates, enabling the military to choose from a wider range of talent. Cyber warriors
do not need to meet height and weight requirements or be physically fit to do their job. Tattoos,
physical disabilities, and age have no bearing on whether a person is a genius at coding or
finding vulnerabilities in an adversary’s network. For example, removing certain physical
requirements would no longer preclude an individual with flat feet from serving in the cyber

force — as it would preclude the same individual from joining the Army.
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In the cyber domain, technical prowess is revered over physical aptitude.>® Commitment
and loyalty standards should remain, but physical traits are less important. To address this
notion, the United Kingdom allows relaxed grooming standards for cyber warriors.>® However,
current US military leadership are not willing to compromise these standards. When asked about
the possibility of relaxed physical or appearance standards for cyber warriors, the Marine Corps
Commandant did not budge - General Neller replied, “They will be Marines.”®° This sentiment is
understandable, because the Marine Corps views all members as Marines first, a priority over
their occupational specialty. This demand is unnecessary for the cyber force, most cyber
operations are conducted remotely from the battlefield. The priority should be focused on cyber

personnel being the world’s best in cyber operations.

An undergraduate student at Purdue University recently conducted a survey to determine
average salaries at top tech companies. His survey of recent graduates with a bachelor’s degree
revealed salaries the DoD cannot compete with.* The salaries of recent top college graduates are
comparable to an O-5 in the military, with almost 20 years of service.®?> For the military to
acquire these top tech graduates, cyber recruiters have to compete with the salary disparity by
finding ways to offer attractive incentives. The nobility and romance of serving your country
only goes so far. To overcome this, the military is looking at initial entry at higher ranks, and

targeting high school aged cyber talent for college scholarship programs.

Once recruited into the military, cyber personnel require different career timelines. The
skill set and personality of this skilled workforce is inherently different than the rest of the
military. Members of the existing service branches adhere to strict career timelines, with
promotions bound more to time in service than merit or skill. There is no jumping the ladder or

remaining on a rung. In his criticism of talent management, retired LTG Barno pointed out issues
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of “up or out” promotion.®® Military personnel are not permitted to stay in the same rank or job
year after year — even if the position may be one they are perfectly suited to fill. Not only must
military personnel constantly compete for promotion, they are forced out if not selected for
advancement.% This is especially problematic for the cyber force. If a person’s specialized skills
make them perfectly suited for a certain position, why force them to either move or separate?
The military has overcome issues like this before. Each service can create exceptions to policy to
assist in recruitment and retention. The Army’s medical branch, for example, allows for lateral
entry for medical professionals and their promotion schedule is separate from the rest of the
Army’s branches. While exceptions to policy are feasible, it would be more fruitful to design
career management specifically tailored to the cyber forces — something that could be

accomplished by a standalone cyber force.
Training Challenges

“Whether it’s the tools we create or the students we put through there, doing it as a joint force
with one standard is the key thing. ” — GEN Alexander, during a Congressional testimony, when

asked how CYBERCOM will improve the department’s ability to provide a trained cyber force.®®

Each branch of the military has come a long way in developing their cyber training
programs since the advent of CYBERCOM in 2010. Prior to the existence of CYBERCOM,
none of the military services had a career field specializing in cyberspace operations. The only
training in this arena were auxiliary certification courses for signal or intelligence personnel.
Now, each branch of service has a cyber training pipeline for both enlisted personnel and

commissioned officers.
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The US Naval Academy received $120 million in federal funding to build a Center for
Cyber Security Studies. The cyber center will include 206,000 square feet of secure training
facilities.% The US Army runs a separate Army Cyber Institute at West Point and a Cyber Center
of Excellence at Fort Gordon, Georgia. The US Air Force runs a Cyber College under Air
University at Maxwell Air Force Base, Alabama and cyber classes at the Air Force Institute of
Technology at Wright-Patterson Air Force Base in Ohio. Contrary to GEN Alexander’s vision,
USCYBERCOM personnel are trained separately by their service branches, as opposed to one,
streamlined, standardized training pipeline. Cyber personnel from each branch of the military
report to USCYBERCOM influenced by their service’s legacy doctrine, thus introducing an
element of confusion within the joint cyber ranks.®’ Divergent thinking is not necessarily a bad
thing, but personnel working at the strategic level may find themselves at odds with mission
accomplishment if what is best for CYBERCOM is not aligned with what is best for their
service. Aside from this concern, the individual services are spending a great deal of money
building separate cyber training institutions. Building one cyber institution for the entire military
would save funds and consolidate the best training resources and instructors. This one institution
could include initial cyber enlisted training, a cyber service academy, professional military

education courses, enlisted training — everything cyber housed in one collaborative location.

To compound recruiting issues, the military is struggling to train the quantity of cyber
personnel required for the joint Cyber Mission Force in addition to service specific cyber billets.
Exacerbating this issue is the nature of the cyber mission. The constant nature of the cyber
mission means cyber personnel are constantly engaged in the fight, leaving little time for
training. The Operational Test and Evaluation (DOT&E) Office of the Secretary of Defense

identified several issues with training the cyber force in its 2016 annual report on Cybersecurity.
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It described a reinforcing loop straining the operators serving on cyber Red Teams. Over the past
seven years, Red Team operators have become high demand assets. Many of these cyber experts
left the DoD to accept positions in the private sector, citing higher wages and a more relaxed
work environment.®® This led to a personnel shortage that increased the operational tempo of the
remaining Red Team operators, reducing training opportunities “to the extent they are not able to
keep pace with the tool and skill sets of advanced cyber adversaries.”®® The high operational
tempo contributes to the attrition of Red Team operators. The attrition of red team operators then
contributes to an even higher operational tempo, which leads to less time for training -

reinforcing the loop.

In its assessment of Cyber Protection Teams, DOT&E reported that the current Cyber
Protection Team (CPT) elements “have not received the adequate training or equipment required
to provide effective and timely support to defend networks and critical missions.”’® The initial
staffing of the CPTs, pulled from the existing services, included personnel without requisite
skills and training. Military personnel entered the cyber force at all levels of leadership with little
related experience. To mitigate the lack of proficiency, CYBERCOM invests in expensive
training regimens, paying millions of dollars to transform soldiers, sailors, airmen, and marines
to cyber fighters. Instead of combining efforts towards one top quality institution,
USCYBERCOM is discovering how to conduct joint training events while the individual

services frantically — and redundantly - build their training centers.
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Organizational Concerns

“Cyberspace operations demand unprecedented degrees of collaboration, which the US

government must approach holistically.” - US Cyber Command Combined Action Group’?

In cyberspace, efficiency and speed of communication are critical to mission success.
Cyber effects can traverse the globe in about .17 seconds — about the time it takes to blink.”> The
speed and viral nature of cyberattacks can inflict collateral damage not bound by country
borders.” Centralized command and control is imperative. Apart from command and control,
however, geography is irrelevant. Cyber fighters can operate from anywhere and affect any

domain.

That nature of CYBERCOM’s composition can potentially undermine unity of effort. A
cohesive branch would best serve national security objectives, but the elements making up
CYBERCOM will maintain institutional allegiance to their services. As long as cyber personnel
belong to the Army, Air Force, Navy, or Marines, they will at least be partially influenced by
another domain.” Each service’s cyber force is supporting two missions — that of their service
and that of the joint CYBERCOM force. The current task organization of USCYBERCOM
includes all the services’ cyber commands, the Cyber National Mission Force, and the Joint
Headquarters for DoD Information Networks. These subordinate elements, in addition to that of

the NSA, indicate a large span of control for the CYBERCOM Commander:
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The culture of each existing service focuses on their assigned domain. The Army
prioritizes land. The Navy prioritizes the sea. The Air Force prioritizes the air. The Marines
prioritize expeditionary maneuver in the physical domains. Who is prioritizing cyber? Most
warfighting elements are culturally reticent to think of cyber personnel as warriors affecting front
line operations, cognitively separating cyber from weapons used to fight wars.” The teams
making up the Cyber National Mission Force are assigned responsibility by geographic area, not
by physical domains. The teams need working knowledge of how the other services operate, but

allegiance to a service is not necessary.
Progress: The Current State of US Cyber Command

“The greatest challenge faced by the DoD — and the entire government — is human resources.
Technological dominance is meaningless without a skilled workforce capable of operating at the

highest level of their field. In this area, we are falling short.” —Representative Jim Langevin’®
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Progress in cyber innovation since 2010 is incredible. The DoD quickly delivered
manning and budget documents, enabling the services to rapidly build their cyber warfare
capabilities. There are now over 5,000 employees assigned to the CMF, with a budget roughly
over half a billion dollars. The DoD’s overall cyber budget for fiscal year 2017 is $6.7 billion.
Services are taking great strides to meet the demands of the CMF and the warfighting units of
their individual services. Each branch of the military is in the process of building their cyber

branches, focusing first on creating training programs.

In 2013, the United States Naval Academy was the first service academy to offer Cyber
Operations as a major. Members of the Naval Academy Class of 2016 were the first to graduate
with a Cyber Operations degree. The Army quickly followed. In 2014, they officially created a
cyber branch within the Army, creating new cyber centric military occupational specialties
(MOS) for both officers and enlisted personnel. The United States Military Academy at West
Point runs the Army Cyber Institute (ACI) and directly commissions 2LTs into cyber branch.
The ACI also runs a Cyber Leader Development Program (CLDP).”” Beyond the building of
cyber institutions, the services are also working together to provide top tier training through

inter-service and international hackathons.

In an effort to overcome cyber manning challenges, the US Air Force built programs in
an effort to lure cyber talent into their ranks. For example, a program called “Stripes for
Certification” provides opportunities to enlist at higher grades when entering the Air Force with
cyber-related certifications. Similar to the Army, the Air Force instituted a Cyberspace Warfare
Operations career track for officers, to provide proper growth opportunities.’® The Air Force is
also targeting potential cyber warriors before they reach college. The Air Force Association’s

“Cyber Patriot” initiative, in which Airmen mentor youth cyber teams, involves over 20,000
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students across the nation.” This initiative is a great example of how cyber should use atypical
recruitment methods to identify young cyber talent. Advertising cyber as its own service, with its

own appealing identity, would aid and foster atypical recruitment methods.

To compete with lucrative jobs in the civilian sector, Congress is considering incentives
to recruit cyber warriors. One such example is the previously discussed opportunity for lateral
entry. The military currently allows lateral entry for medical professionals. Most doctors enter
service as an O-3. Similarly, an experienced cyber professional recruited from a top civilian
institution should be able to enter service at a military grade that reflects their skills and

experience.

The DoD drastically improved internal cyber training, are willing to adjust policies to
recruit the best cyber talent, and are working to improve inter-service collaboration through the
CMF, but are these efforts enough to ensure we will have the best possible cyber force? Despite

these efforts, there is room for improvement.

The Air Force’s new occupational specialty, Cyber Warfare Operations, is currently only
manned at 46 percent, principally due to rapidly increasing requirements.® The Army’s cyber
occupational specialties are also undermanned. The attempt to fill the cyber positions affected
related military occupational specialties as well. US Army signal functional area officers and

warrant officers are filled at less than 50% as those officers were moved to fill cyber positions.

In December of 2016, President Obama signed the National Defense Authorization Act®?,
which authorized the elevation of CYBERCOM to a full combatant command. In his remarks,
President Obama went on to express support for ending the dual hat arrangement for the NSA

and CYBERCOM, but “maintaining shared capabilities and synergies developed under the dual
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hat arrangement.”®? This is a step towards the original intent for CYBERCOM, but cyber is not
equivalent to a geographic region. It is a domain that transcends geography.

The key difference between the mission of a geographic combatant command, as opposed
to a service commands, is that the services focus on manning, training, and equipping, while the
geographic combatant commands control operations in their assigned areas. Separating cyber as
its own service will allow for a unified effort in manning, training, and equipping the cyber
force. The cyber force would still have representation on joint staffs, just as any other service, to
ensure they are properly integrated in strategic operations.

Recommendations

“Cyber cannot be a buzzword that is used to obtain larger portions of the budget or secure
contracts. Cyber must be a term that belongs to a specific community that is truly operational.
Cyber must be its own community and have its own leaders. Those who say cyber personnel are
too technical to lead their own are only trying to find a way to stay relevant in a domain they do

not understand.” -1st Lt. Robert M. Lee, USAF, while serving as a cyber team leader in 2013.83

To improve recruiting, retention, training, and command relationships, there are several

steps the DoD can make:

1) Create a cyber test similar to the ASVAB. An entry test for transfers will help identify

skills not currently depicted in personnel files. The test would also indicate which field in

cyber will be best suited for the candidate.
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2) Adjust physical standards. Cyber personnel do not require physical fitness standards,
height and weight standards, or grooming and appearance standards to complete their
missions. Physical disabilities should also be waived.

3) Traditional boot camps and basic training courses are not necessary for cyber
personnel.

4) Increase the frequency of Training with Industry (TWI) opportunities, or allow cyber
personnel to separate and reenter the force after gaining experience in the private sector.
5) Create one cyber education institution for all services. This would save DoD funds by
consolidating resources. Creating one institution would facilitate one streamlined,

standardized training program.

The best way to institute these recommendations is to create a separate cyber service,
focused on building high quality cyber experts. This service would be unlike any other military
organization, changing the image of what military service looks like. The cyber service may not
resemble what the world views as military, but would operate under Title 10 code. It would be
small, and organized similarly to CYBERCOM, but would take on the role of manning, training,
and equipping its own forces. As the Army, Navy, and Marines maintained a small footprint of
aircraft when the Air Force was created, the other services would still maintain a small footprint
of cyber personnel at the Division level - but strategic cyber missions would be the purview of
the standalone cyber service. The signal and communications personnel of each service would

continue to defend their tactical level networks.
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Conclusion

The ultimate enabler of the cyber force is the people behind it. In times of fiscal austerity,
the military is often charged to do more with less. The military services prioritized the creation
of its cyber forces, but executed the build-up in a way that made economic sense. Instead of
actively pursuing the best cyber talent across the United States, the military predominately
selected existing members and then turned them into cyber warfighters. Whether those fighters

were made into cyber experts remains to be seen.

The Army, Navy, Air Force, and Marines invested significant resources to build US
CYBERCOM. Early on, military leadership identified potential shortfalls in manning and
training cyber personnel and made several efforts to overcome those shortfalls. While
CYBERCOM is nearing full functionality, other measures can be taken to improve the quality of
US cyber forces. A separate cyber service does not have to look like the other services — it just
needs the people it requires to perform the requisite Title 10 functions. Above all, the United
States requires a cyber service to ensure it has the world’s foremost cyber force to continue to
dominate every domain of war.8* Separating the cyber force will improve the cyber culture and
remove limitations of the current services, opening the door a little wider to go out and recruit
the best cyber talent. The nation’s adversaries are becoming stronger in cyberspace every day. If
CYBERCOM is indeed behind in developing cyber capabilities, it cannot close the gap with a

second rate cyber force.
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