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EXECUTIVE SUMMARY

Title: Connected? — Examining the threats posed to SOF personnel and their families through
social media exploitation and the existing policies in place to mitigate them.

Author: Lieutenant Commander James H. Hora, United States Navy

Thesis: This research paper will examine vulnerabilities to SOF personnel and their families
through the exploitation of social media and mass data; assess the various kinds of threats posed
by social media; and make recommendations regarding existing DoD and SOCOM policies to
mitigate the unforeseen consequences associated with social media exploitation.

Discussion: Members of the United States military, particularly Special Operations Forces
(SOF) members are challenged with balancing the growing use of social media with their
concern for privacy and security as modern communication and technologies evolve. As
technology advances, personal electronics like laptops, smartphones, and now wearable devices
have accelerated the ease and frequency at which people interact in an expanding digital world.
The mass volume of personal information being generated coupled with readily available public,
private, and government collected data poses a growing vulnerability to the privacy and security
of SOF personnel and their families. The aggregation of mass data enables nefarious actors
(petty or organized criminals, state or non-state actors, or terrorists) the information necessary to
perpetrate identity theft, or to harass or target individuals or groups. The heightened visibility
and media exposure highlighting the operational successes of the SOF community over the past
fifteen years, has increased concerns that too much information is being generated that can be
used to target the SOF community or individual service members. This research paper will
examine the potential hazards and exploitation vulnerabilities to SOF member’s unsafe usage of
social media, and proposes changes to SOF policies in orders to increase service member
awareness and mitigate those vulnerabilities.

Conclusion: The SOF community needs to understand that the vulnerabilities of social media
usage is not exclusively an Operational Security (OPSEC) concern; it can have immediate and
lasting impacts to an individual SOF member’s ability to maintain service eligibility and high
performance standards. SOF leadership must adopt a proactive approach (with dedicated
resources focused specifically towards SOF family awareness) in advancing awareness and
implications of unguarded social media participation and advocating the education for service
members and their families in order to limit vulnerabilities associated with careless social media
usage. With expanded awareness and vigilance, the SOF community can mitigate disruptions to
operational requirements.
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PREFACE

Ten days after placing an online advertisement for a used car | was selling, | received an
email inquiry from an interested out-of-state buyer, asking for further information. We went
back and forth over several emails as I tried to answer his questions about the cars condition and
maintenance history. It became apparent early on that he was very interested in buying the car.
There was nothing out of the ordinary, until he sent me an email asking if I lived at the address
he included in the email, stating “Googles a great research tool.” I was taken off guard, because
it was my address, and when | placed the ad, | had only provided the city and state for where the
car was located. After a general Google name search on myself, | was able to find my address
and other information that | did not know could be so easy to find. Moreover, | was surprised to
learn and see that Google’s street view on Google Map had captured an image of the car I was
selling in front of my house, confirming my address in the buyer’s search.

Although the buyer turned out to be legitimate and | sold the car without issue, it proved
to be an unnerving experience, because my wife and | are not social media (i.e. Facebook or
Twitter) users and we try to limit our digital exposure. The whole experience increased my
interest in the new social media culture. Moreover, | was shocked to realize just how much
information, accurate and detailed information, was aggregated and available about our lives for
others to see and potentially exploit. Having been in the SOF community for over two decades, |
grew up in the old guard or “Quiet Professional” generation, where sharing work information,
experiences, and photos with family or friends rarely occurred face-to-face, let alone posted to
the internet for public consumption. | now find myself, balancing my increased concern for
family privacy and security with my daughter’s blind obsession with social media and her desire

for uninterrupted connectivity in the here and now generation. The mass volume of personal



information being generated coupled with readily available public, private, and government
collected data poses a growing vulnerability to the privacy and security of our SOF personnel
and their families. This increased use and dependence on social media spurred my curiosity,
fueling the research for this paper.

A wide range of sources were collected and reviewed during the development of this
research paper. The literature review focused on resources available through the United States
Marine Corps University (USMCU) Gray Research Center (GRC) library and databases, the
Defense Technical Information Center (DTIC) archives, and the internet to identify books,
articles, blogs, videos, journal entries, and Department of Defense (DoD) social media policies,
instructions, and regulations. Additionally, the USSOCOM Identity Management (IdM) office
was contacted in search of social media policies and training aids to frame the scope of the topic
and to assess the current efforts to mitigate SOF social media usage concerns. This research
paper will examine the potential hazards and exploitation vulnerabilities to SOF member’s
unsafe usage of social media, and proposes changes to SOF policies in orders to increase service

member awareness and mitigate those vulnerabilities.
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media exploitation and the existing policies to mitigate them



The problem is not the technology, but the way we think about the technology.*
- Jaron Lanier, computer scientist

INTRODUCTION

The evolution of modern communication technologies and interactive social media
platforms continues to invite participation from an ever-increasing audience. Social media, as
defined by the US Chief Information Officer (CIO) and the Federal CIO Council is “the future of
communication, a countless array of internet based tools and platforms that increase and enhance
the sharing of information. This new form of media makes the transfer of text, photos, audio,
video, and information in general increasingly fluid among internet users.” In other words,
social media users create virtual communities and networks to share personal messages, ideas,
interests, and feelings. The convenience, main stream usage, and reliability of social media
platforms, permits people to stay connected to anyone in near real-time from virtually anywhere
around the world. The ability to interact on these platforms allows the free flow of information
with minimal or no delay, where social media platforms like Facebook and Twitter among many
others have been accepted as a primary means of communication. Convenience aside, the sheer
volume of personal information being broadcasted through these social media networks, coupled
with the mass data collected through aggregated public, private, and or government datamining
efforts, represents a notable vulnerability to the privacy and security of all users.

Although most of the information propagated on social media sites can be viewed as just
benign social interaction between family and friends, personal and private information is often
too willingly offered up under the naive impression that the conversations are only viewable or
received by the intended audience. Interacting on social media has becoming increasingly
personal, creating an ego or “me” factor encompassing social media.® Unfortunately, this can

create the illusion that users alone are at the center of social media conversation with everyone



and everything revolving around the user.* If individuals feel they are at the center of their social
media experience, they may not recognize the significance and breadth of the personal
information they share with others in the digital world. Are social media users more willing to
share personal information through digital mean than they might not do face-to-face? Social
media sites, data aggregators, the government, and nefarious actors are banking on it.

Why does this matter? How does this present a vulnerability to the military, particularly
Special Operation Forces (SOF) personnel and their families? Does this create an opportunity
for nefarious actors to take advantage of mass information to target SOF specifically? Gabriel
Weimann asserts that:

Many soldiers unwittingly post detailed information about themselves, their

careers, family members, date of birth, present locations, and photos of colleagues

and weaponry. Even if the information does not give details about the logistics of

troop movement, it could potentially endanger the friends and relatives of military

and security personnel .’

Weimann’s statement highlights the potential targeting dangers posed by exposing too much
personal information, which nefarious actors can use to harass military personnel or to perpetrate
criminal activity like identity theft - all of which would have an impact to a service member’s
ability to do their job.

Members of the US Military are a prime target for identity theft. Service members have a
regular paycheck and most relocate every two to three years, both of which are attractive to a
would-be thief due to the fact that money comes in twice a month and they might get away with
identity theft longer without notice because the service member has a pattern of moving.® Active
duty service members and retired veterans are twice as likely to file identity theft complaints as a

percentage than that of their civilian counterparts.” For a SOF member, if the stress and financial

losses attributed to identity theft were not enough, it can impact the member’s ability to obtain



and maintain a security clearance. All SOF operators have a minimum of a SECRET security
clearance, but a TOP SECRET security clearance is required for operators accessing more
sensitive information needed to plan and execute more sensitive missions. ldentity theft can
result in a bad credit report, preventing a SOF member’s ability to hold a security clearance, and
without a clearance, a SOF member cannot access information required in the performance of
their primary duty.

Finally, over the past fifteen years of sustained combat operations, coupled with the
publicized recognition of highly successful SOF operations, the value of targeting SOF (the
community or the individual) by extremists has increased. Although, no specific or credible
information of terrorists actively targeting SOF were identified in the research for this paper,
they have the potential to become high value targets to extremists. Moreover, the high volume of
SOF books published in recent years to include endless news media appearances and political
grandstanding has sharply increased SOF public persona. As long as the publicized tales of
successful SOF operations are told, the threats to SOF will continue to extend from the
battlefield back to their state side parent commands and to their families.

In recent years, the US Military has adopted and increasingly incorporated social media
as an efficient tool for disseminating relevant information to service members and their families.
Likewise, service members have increased their use of social media to both network with others
and attend to personal affairs - in all cases, the military and the service member can wittingly or
unwittingly expose day-to-day pattern of activity or disseminate Personally Identifiable
Information (PI1) vulnerable to exploitation. The combination of military details and personal
information presents an unnervingly accurate and targetable opportunity for potential nefarious

actors. As with the greater civilian population, the distractions that come with social media



“hyper connectivity” poses a threat to our service members’ ability to focus on their primary job
- defending the American way of life. This can be more disruptive to our front-line troops and
especially to SOF supporting high operation tempo overseas deployments.

This research paper will examine the impacts of social media usage in an effort to:
1) Identify vulnerabilities, threats, and impacts to the SOF users, 2) Differentiate between
personal impacts and Operational Security (OPSEC), 3) Highlight the applicability of the
Communication Privacy Theory to understand the disconnect between individuals’ expectations
surrounding social media use and the reality of its implications, 4) Assess Department of
Defense (DoD) and United States Special Operations Command (USSOCOM) policies,
regulations, and guidance for service member social media usage, and, finally, 5) Make

recommendations to mitigate negative impacts of social media usage.

UNDERSTANDING THE PROBLEM

The future of communication is being charted by the current use, convenience, and
rapidly growing dependence on social media in the digital world, with no shortage of advocates
and cynics openly providing their opinions or research on the topic. Jason Lanier, computer
scientist and co-creator of start-up companies acquired by Oracle, Adobe, and Google, and
author of Who Owns the Future, views the evolution of communication through modern
technology from a monetary perspective. Lanier sees vast potential in the digital world as a
wealth generating utopia through the expansion of one’s productivity, creativity, and intellect.
But he recognizes that the digital world is a flawed utopia, noting that power and money
controlled by the few “keep the new ledgers, the giant computing services that model you, spy on
you, and predict your actions, [and] turn your life activities into the greatest fortunes in history.””

Information collected in the digital world has created great wealth for a few, but should



compensate all that contribute, not just the aggregators, institutions, or criminals. The internet
and use of social media has transformed the way we communicate, the way we interact, and the
way learn, but the digital world also presents vulnerabilities depending on the motivations and
ends to which that information is used. The following sources below were reviewed in shaping a
comprehensive understanding of social media benefits and potential vulnerabilities.

The Communication Privacy Management (CPM) Theory will be introduced as a means
of illustrating the connection between our expectations surrounding privacy and the realities of
social media usage. Its creator, Sandra Petronio suggests that “sharing confidential information
always reduces privacy”, while making a compelling case that there is still an expectation of
privacy even when we share personal information in the process of establishing or strengthening
close relationships.® This paper will suggest the applicability of CPM to illustrate the differences
in privacy expectations when sharing information face-to-face and in the digital world.

In his 2015 book, Terrorism in Cyberspace: The Next Generation, Wiemann describes
the growing use of the internet and social media by extremists to spread ideological propaganda,
to radicalize and recruit, and for reconnaissance to target locations and people. He states that
with the information available on the internet, “Terrorists can use social networking sites such as
Facebook to monitor military personnel.”*® Moreover, he highlights that the US Military has
increased its efforts to educate troops on the potential hazards of posting too much information
about oneself or their units online. As technology continues to evolve, becomes cheaper and
easier to use, we become less and less vigilant about our behavior due to its omnipresence, with
which nefarious actors can gain increased access to information that can be exploited to

perpetuate their agendas.



Privacy advocate, Lori Andrews, in her 2012 book, | Know Who You Are and | Saw What
You Did: Social Networks and the Death of Privacy, asserts “Social networks have become
ubiquitous, necessary, and addictive. Social networking is no longer just a pastime; it’s a way of
life. People expect to be able to log on to Facebook or MySpace wherever they go and to tweet
their every thought.”'! She describes the internet as a spider web, connecting an ever-growing
number of social media platforms where users interact and leave bits of data. All the data
introduces to this web becomes entangled by servers and computer programs designed to capture
and consolidate information, which is ultimately available to the government and aggressive date
aggregators. Andrews highlights the impacts Facebook, Twitter, Google, YouTube, and other
social media services have had in eroding our personal privacy through the endless collection of
information. Her assessment is that once information is out there, it is very difficult, if not nearly
impossible to track or remove it without the information being repopulated by another undeleted
data server.

Jacob Silverman, Author of Terms of Service: Social Media and the Price of constant
Connection, describes the evolution of communication, societies adaptation to rapidly evolving
technologies, and the growing use of social media as the predominate form of modern day
interaction. People are becoming more isolated and separated from traditional societal
interaction as they withdraw into the “intoxicating glow” of their impersonal smart devices and
absorbed into the digital world. People regulate their interaction with others and filter the
information they receive, providing them the illusion of privacy and control.*> However, the
social pressures for mass conformity persuade people to interact and openly share in the digital
world in ways they would not otherwise do face-to-face. The mass production and accessibility

of personal information enabled by modern technology has commaoditizes all who participate.



The aggregation of user information, no matter how small and insignificant the pieces, over time,
paints a detailed picture of the person as a whole.

During the source review for this paper, no DoD Policies or Instructions were identified
that significantly limit or prohibit DoD employee access to Internet-based Capabilities (IbC) on
the DoD Non-Classified Internet Protocol Router Network (NIPRNET). DoD Directive-Type
Memorandum (DTM) 09-026 — Responsible and Effective use of Internet-Based Capabilities,
defines IbC as “...[a] collaborative tools such as SNS [Social Networking Services], social
media, user-generated content, social software, e-mail, instant messaging, and discussion forums
(e.g., YouTube, Facebook, MySpace, Twitter, Google Apps).r* Per DoD Instruction 8550.01,
DoD Internet Services and Internet Capabilities, DoD Components Commanders will only limit
DoD employee access to IbC on NIPRNET as required to safeguard operational capabilities,
preserve bandwidth, and or preserve Operational Security (OPSEC).* The use of social media
by the military has evolved into an indispensable operational planning and coordination tool, as
well as a Morale, Welfare, and Recreation (MWR) tool for the individual service member to
communicate with family, friends and teammates. DoD acknowledges the concerns of
intentional and or inadvertent release of PII, choosing the address the issue with annual
mandatory OPSEC training, but has stopped short of implementing any significant limitation to
accessing to social media sites to preserve service members first amendment rights.

None of the resources reviewed for this research paper addressed the direct vulnerabilities
of SOF social media usage directly, however, each resource provided a unique perspective in
order to frame the utility and convenience of social media with the potential hazards of
unguarded internet “hyper-connectivity”. Heightened concerns over the increased use of social

media in recent years has driven the SOF community to focus more resources and attention in



educating SOF members to the potential vulnerabilities of uninformed and unguarded social
media use. It is therefore the authors opinion that the families currently represent the greatest
social media vulnerability within the SOF community because of USSOCOMs lack of direct
control or influence over civilian non-SOF members to manage or ensure awareness of the
pitfalls of potentially exposing too much information. The intent of this research paper is to
consolidate and extract relevant social media source material, educate users, and provide a

pathway to mitigate vulnerabilities for SOF personnel.

THE SOCIAL MEDIA EVOLUTION

Every detail of your life — what you buy, where you go, whom you love — is being extracted from the
internet, bundled and traded by data-mining companies.*®
-Joel Stein, Columnist

In the modern age of rapidly advancing communication technologies and expanding use
of digital media, people are faced with the predicament of balancing the convenience and ease of
digital interaction with the concerns for personal privacy. Susan Barnes, debated “the uproar
over privacy issues in social networks by describing a privacy paradox; private versus public
space; and, social networking privacy issues.”*® in her 2006 article titled A Privacy Paradox:
Social Networking in the United States. The intent of her argument was to highlight the
concerns over how freely teenagers were divulging personal information on social networks and
that society was (and still is) ill prepared to handle the potential abuses of mass data. Ten years
later those teenagers arguably represent the first generation to grow up in the modern information
age, where the free flow and common access to information appears to have no limit. James
Beniger, proposed that:

The rise of the Information Society itself, more than even the parallel
development of formal information theory, has exposed the centrality of



information processing, communication, and control of all aspects of human
society and social behavior.!’

As society evolves and populations grow, the collection and processing of information is
required to manage, engineer, and control the populous. Information need only be consolidated
and analyzed to determine how to shape and or manipulate society towards a desired end state.
Personal information populated and accessible in the digital world comes from a variety
of sources; ecommerce, social media, public record, and private or government data-mining.
Ecommerce information is the financial and transactional data of one’s banking and purchasing
patterns. Information is collected when a credit, debit, and or rewards card is used to facilitate a
transaction.'® Transactional data can consist of dates, times, locations, amount paid, and items
purchased, moreover, it connects the purchaser to a specific financial institution when not paying
cash. Each piece of information collected by data-mining companies (aggregators) like EXelate,
RapLeaf, and Inellidyn, is worth about two fifths of a cent when sold to companies eager to learn
consumer spending habits.!® Companies use purchase history information to refine their
marketing strategies and to target the interests of potential customers. It becomes apparent when
your interests are being observed, when you see small advertisements from one internet site to

another, relating to product you recently searched for online.

Social media information is derived from the use of computer mediated technologies
where users interact and socialize in virtual communities and on networks where users create and
share information, ideas, and interests. Information generated by individuals through social
media is the fastest growing sector of information populating the digital world and is predicted to
exceed seventy percent of all data created by 2020.2° Personal information propagated through

social media is arguably the most revealing of one’s inner self and more vulnerable due to the



personal nature of the information as compared to that of ecommerce or public record
information. If a SOF member has a sensitive conversation with teammates in a crowded bar, is
that conversation private when others within ear shot can listen in on the details? In the case of
having a conversation on social media, the volume of the conversation is irrelevant, the concern
lies in what and where the user posts online.?! Depending on user social media security settings,
people may still see your posts, your digital conversations, even if they are not in your circle of
friends or if a friend forwards the conversation with or without knowledge of the originator.
Unintended exposure of personal information can be extremely embarrassing, jeopardizing a
relationship or a SOF career. Once information is revealed on social media, it is out there, and it
is nearly impossible to determine the extent to which it will be viewed, shared, or exploited.
Public record information is generated and stored by the state, county, or city when
requesting and or granted a title, license, or permit. It becomes part of the public record when
one purchases and titles a home; obtains a public phone number; registers a vehicle, boat, or
plane; obtains a birth or marriage certificates; or receives a concealed weapons permit. The
public record also stores traffic, criminal, and court records. Typically, public records are
accessed by government agencies, but private business can also access these records. People
finder sites like PeekYou, PeopleFinder, Intelius, Truthfinder, and Spokeo aggregate information
from millions of sites across the internet including information accessed from public records,
where they make it available to anyone willing to pay a nominal fee.?? David Lazarus, describes
how Harrison Tang, Spokeo founder, opted out of having his own personal information
aggregated by his own company based on privacy concerns, but that “Paying customers can get
people's full address, including street number, and more detailed information about who others

are and what kind of life they lead.”?® Unfortunately, there are limited to no options for the

10



general public to opt out of these data mining efforts. The amount of information being
aggregated on an individual and personal level is without precedent in human history. Some of
this information will be used to better the user experience, connectivity, and convenience, but
there are those that might use the information to identify, exploit, or target the SOF community

or member.

CHARTING AND PROFILING THE DIGITAL WORLD

As technology expands and digital usage increases, companies will try to better
understand and advance their consumer base by capitalizing on the interaction between people in
the digital world. Robert Scoble and Darren Barefoot, digital strategists and marketers
introduced the Social Media Starfish in 2008 (Fig. 1), mapping the social interaction landscape.
Brian Solis, a digital analyst and futurist, expanded upon the Starfish idea since then, creating the
current 2016 Conversation Prism (Fig. 2). The Prism provides a visual representation of the
growing interaction of the individual (depicted as You at the center) with social networking sites.
The prism represents numerous social media companies (players) within the interconnected
sphere, all competing for the user’s attention, time, input, and consumption. Each interest group
of players radiating from the center, offers a different point of interest to a potential user, like,
social networking, photo sharing, location services, music and video streaming, business, and
ecommerce. The more the user interacts with one or more of the players, the more information is
available for companies to analysis, strategize, and target client interests. Moreover, the players
represented in the sphere, interact and collaborate with each other, sharing bits and pieces of
information with each other to improve user interests in their platforms. Changes in the social

media landscape over the last eight years are notable and reflects a dramatic increase in the

11



number of players that are competing for user interests as well as collecting, storing, and selling

user personal information.
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Figure 1 - The Social Media Starfish — 2008
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In today’s fast paced ecomomy, mapping the digital consumer has become big business.
Companies are willing to invest heavily for information, advancing their marketing strategies to
better target a specific consumer audiance. Advertising its efforts to “Know Your Audience”,

GlobalWebIndex (GWI1) conducts the largest ongoing digital consumer and social media
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behavioral study in the world. GWI interviews and tracks over 200,000 active study participants
annually and has access to a panel of ten million active internet users from

thirty-three global markets, representing nearly ninety percent of the world internet audiance.?*
The study focuses on nine key areas of interest to collect, analysis, and predict holistic social

media usage:

1. Demographics - The building blocks for audience creation. Combine deep
demographic attributes with any of the questions in other categories to understand
your target group in incredible detail.

2. Attitudes and Lifestyle - Understand the lives and lifestyles of digital consumers,
from their self-perceptions and interests to their professional lives, wealth profiles
and engagement with areas such as sport, travel and the web.

3. Device Ownership and Access - A detailed view on connectivity and device
adoption. Understand usage of operating systems, virtual private networks and
emerging devices such as smartwatches.

4. Online Activities and Behaviors - Get a cross-device view on what people are
doing online, as well as the top global and local websites that they are visiting.

5. Media Consumption - Get the latest insights across on-demand content, second-
screening, time spent on media and usage of connected devices such as games
consoles.

6. Social Media - Understand how and why people are using social media, with
deep-dives into actions specific to the top global services.

7. Apps - Quantify and trend usage across both named applications and application
categories.

8. Commerce - Measure past transactions, path to purchase and intent levels across a
wide range of product types & categories.

9. Marketing Touchpoints - Quantify effective marketing touchpoints for your target
audiences, and understand brand discovery journeys.?

GWI cross-references aggregated internet data with information provided by their active social
media study participants to provide companies advanced marketing strategies and profiling data

for targeted audiances based on demographics, locations, interests, and associations. For SOF,
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the aggregation of associations, like, family, friends, teammates, and the community are the most
disconcerting, because this can link SOF members together even if they do not actively use
social media. Companies like Google, Yahoo, LinkedlIn, Microsoft, Expedia, and Twitter are
among some 1200 companies using GWI customer profiling data.?® The aggregation of user data
has led to the commoditization of the individual. Public and private information is collected,
analyzed, and exploited for corporate and potential nefarious gain, with the individual user
unable to opt out of the new mass data-mining norm. So, what is in it for the individual — a
better digital experience, improved convenience, or just self-aggrandizement? Does the
individual truly have any control? The paper will now turn toward a discussion of the

management and unrealistic expectations associated with communication privacy.

COMMUNICATION PRIVACY MANAGEMENT THEORY

In an age of digital media, do we really have any privacy??’
-Susan B. Barnes, Prof of Communications

Even with documented and growing privacy concerns associated with social media usage,
“hyper-connected” social media enthusiasts still believe their information is private, or simply
underestimate the potential significance of its dissemination. Sandra Petronio, introduced the
Communication Privacy Management Theory (CPM), hypothesizing that people inherently do
have an expectation of privacy when they are communicating private information to others.
CPM offers that individuals establish privacy boundaries with who and how private information
is shared.?® Expanding upon the social penetration theory, introduced by Theorists Altman and
Taylor, Petronio agrees that the disclosure of personal information is a critical element in
developing close relationships with others, but she asserts that there is still an expectation of

privacy that requires the consideration of her five core principles:
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1. People believe they own and have a right to control their private information.
2. People control their private information through the use of personal privacy rules.

3. When others are told or given access to a person’s private information, they
become co-owners of that information.

4. Co-owners of private information need to negotiate mutually agreeable privacy
rules about telling others.

5. When co-owners of private information don’t effectively negotiate and follow
mutually held privacy rules, boundary turbulence is the likely result.?®

The theory suggests that people determine what information they share with others and that they
establish negotiated boundaries on how that information is to be handled when shared. The
expectation is that those entrusted with private or personal information will care for it as a co-
owner, the same way the originator does. Although the theory is better suited for face-to-face
communication than digital communication mainly because the negotiated boundaries are never
established in social media - such “imagined” boundaries and the asymmetry between perception
and reality is what this theory seeks to illustrate. Recent studies using CPM in close
relationships have emphasized the importance of motivation as a key factor for determining how
much information is revealed to a partner.®® These findings can certainly extend to social media
users in that an improved understanding of motivations by users to reveal person information (as
well as increased knowledge about the motivations of those attempting to benefit from it) could
potentially reduce unintended consequences.

When an individual provides personal information on social media, the information is
digitized and processed through servers and computer programs, as described earlier, that are
specifically designed to gather information in the process of forwarding it to the intended
recipient. Social media does not discern private information from general information unless the

information is encrypted before sending. This is where privacy expectation and reality diverge,
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because the internet was designed to capture and share information without regard to privacy.
As long as companies seek to commoditize and exploit the personal and public information of
individuals, true personal privacy cannot exist on social media sites. True privacy can only exist

within close face-to-face relationships amongst family, friends, and teammates or within oneself.

IS THERE SUCH A THING AS PRIVACY IN SOCIAL MEDIA?

If you are getting something for free — you and your information are the product!
-Dennis Desmond, USSOCOM, Identity Management Branch Chief

Shared experiences are forms of social currency. People share things to show their friends that they re
investing in the conversation. Shared experiences can be shaped and steered.*
- Brian Solis, Digital Analyst and Futurist

The evolution and use of social media has transformed the way in which society interacts
and how we are informed. The primary means of yester-year communication, Newspapers,
radio, and television have given way to the internet through the use of computers, tablets, and
smartphones. Between 2000-2010, newspaper sales decreased by nearly 50 percent, while news
searched through social media sites increased from 33 percent to 66 percent.3® Search engine
sites, the biggest of which is Google (projected to conduct over two trillion searches annually by
2016)**, have increased the speed and convenience of locating and presenting aggregated and
searched information. How does a search on Google provide more information than you could
ever want to know about the history, locations, and nearly all past operations of specific SOF
units? To support the mass volume of information users demand, Google is always on,
constantly searching, collecting, and listening to the mass flow of information on the internet to
link information together. Google has engineered an environment where they rack-n-stack the
order in which users see information. Complex algorithms analyze internet user history,
patterns, and preferences to predict future interests, allowing Google and their partners to shape
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user experiences and target product advertisements. How does Google make money when their
service is free to the user? According to the US Securities and Exchange Commission, Google’s
annual profits have doubled from thirty-eight billion in 2011 to seventy-five billion in 2015.%
Google as with other social media sites, sells user information so partner companies can target
their advertising efforts. Moreover, Google has gone a step further when they launched Google
Now, a product that consolidates user social media data with personal contacts, calendars, GPS
locations, and interests to recommend daily activities. Jacob Silverman suggests that:

Google Now demonstrates the extent to which the environment that social-media

companies are building and herding us into are fundamentally manipulative.

Armed with data that we provide (sometimes unwillingly or unknowingly),

Google and its competitors are engaging in nothing less than social engineering

on a broad scale, pushing us to share and share under the pretense of improving

our lives and building global community when, in fact, they want nothing more

than to target us with ads that they deem “relevant” and urge us to buy products

from their partners. Whether they actually believe their grand prophecies only

matters insofar as it provides cover for their assaults on user privacy, identity,

self-expression, and autonomy. Under the paternalistic hands of Google and

Facebook, we have been building digital lives only to give them away wholesale,

all because the services were convenient and free and we told ourselves that we
didn’t know better.38

Social media sites provide their services to users for free, while making mass profits
commaoditizing their identities. In a never-ending effort to exploit the potential of evolving
technology, Google has recently introduced its latest venture, the Google Home, which is
advertised as a wireless speaker system commanded by the user’s voice to answer question, play
music, or connect to other smart devices. Basically, it is a voice activated Google search tool
with an active microphone connected directly to the internet. The concept of asking a question
aloud at home and receiving an immediate answer is an amazing concept and extremely
convenient, but definitely raises the creepiness factor over concerns that the internet might be

able to listen in on every conversation within proximity of the device. Modern technologies and
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social media innovative marketing of mainstream and niche items are pushing the boundaries
between convenience and privacy intrusion.

For most people, when they think of social media, the first thing that typically comes to
mind is Facebook. Facebook was founded in 2004 by Harvard University drop out, Mark
Zuckerberg, who over the past twelve years has grown the company to over 15,000 employees,
creating a new web based social and cultural phenomenon now used by 1.18 billion active daily
users.®” Like Google, Facebook makes money by selling user information to business partners
targeting the advertisement audience, generating $17.93 billion in revenue for 2015.* Forbes
magazine now ranks Zuckerberg as the sixth richest person in the world with a net worth of
$44.6 billion.*® The companies stated mission ... is to give people the power to share and
make the world more open and connected. People use Facebook to stay connected with friends
and family, to discover what’s going on in the world, and to share and express what matters to
them.”*° Facebook provides a platform for users to connect and share with other selected
individuals or the world as a whole depending on the user’s preferences and security settings.
But, regardless of your security settings, Facebook, by default, makes its account holders
personal data: users’ names, profile photos, lists of friends, gender, and geographic location
searchable through search engines (like Google), applications, and other web sites.** Even if a
Facebook account user never connects to a specific search engine or web site, their information

might be accessible through them without the user’s knowledge.

Facebooks data collection reach extends beyond Facebook account holders. Since its
founding, Facebook has acquired sixty-eight companies, increasing the number of its players in
different interest groups within the social media Conversation Prism, most notably WhatsApp,

Instagram, and the pending purchase of LinkedIn.*? All the companies within the Facebook
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enterprise share information, where it is aggregated, creating a broader understanding of the
commaodity (you the product). Facebook just recently suspended its WhatsApp data sharing in
the United Kingdom based on privacy advocates efforts to prevent the practice, but Facebook
data sharing is still active in America.*® Facebook, as well most other social media sites, count
on their users not taking the time to read the user agreements, allowing access to their sites. Who
actually reads the user agreements and terms of usage for all or any of the applications or
services they use?

Most users freely select “OK” or “Agree” when prompted to verify and accept new
application features or notified of changes to user agreements without reading or understanding

what they are signing up for. Joan Goodchild asserts that:

Many privacy advocates feel Facebook needs to do a better job of educating folks
about what the new feature is, what it does, and how to opt in or out. Many also
feel a user should always be opted out of new features automatically, and should
then have to opt in themselves. But it is often the other way around when
Facebook rolls out these features.*

Social media sites update their usage agreement and terms every time the site is upgraded or

when a new feature or connection is added, but users have become numb to the frequency they

receive these requests and do not take the time to read them.

Social media sites like Facebook roll out new features vailed as enhancements, improving
the user experience, or increased conveniences where users are automatically enrolled into the
new features without any opportunity to opt-out. For instance, in August 2010, Facebook
acquired Divvyshot, a photo-sharing website with proprietary software capable of tagging
photos, linking them to specific events.*® By June 2011, Facebook had automatically enrolled all

Facebook users into its new tagging feature (without prior notification or consent), using facial
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recognition technologies to link posted user photos, allowing Facebook the ability to collect,
analysis, and link individual biometric identifiers associated with user accounts.*® Even when
users learn of social medias growing privacy intrusions, they willfully remain a captive audience
instead of ceasing use of the service, because they feel the sites already has a lot of their
information and collecting a little more is irrelevant.*” Photos posted to social media sites
provide much more information than just the image. The sites can connect the people in the
image with a date, time, and location when the “Geotag” feature on their smart devices are not
disabled. This becomes especially disconcerting for SOF members concerned with their image
being linked with friends, neighbors, and family members, not to mention the actual location

background information on photos taken on overseas deployments.

Social media sites are now actively pursuing user biometric technologies in order to
capture individual features and or behavioral characteristics that are unique to the user,
advertised as increasing site security, supporting Multi-Factor Authentication (MFA).*® Sites
using MFA enabled security protocols require two forms of information to log into an account,
typically a combination of passwords, pins, and or biometric data (i.e. finger print or facial
recognition). The individuals unique features or characteristics acts as a “proof of property”,
functioning as a physically link between the individual and the account being accessed.*® Jacob
Silverman asserts that “Facial recognition offers few obvious benefits and is, by design, inclined
to serve the needs of advertisers, intelligence agencies, security contractors, and other potentially
untrustworthy actors.”® But, with the growing use of biometric enabled devices and programs;
smart watches, fitness monitors, iPhone finger print reader, or Microsoft Windows 10 — “Hello”
facial recognition, just to name a few, users are embracing the new technology and convenience -

but at what future cost to privacy?
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Finally, the last bastion of individual identity is currently being exploited by companies
like, 23andMe.com and ancestryDNA.com, where users voluntarily provide a DNA sample to
develop a personal genomic profile in order to map ones family history or identify any genetic
predisposition to illness or disease. This burgeoning new business charts personal genomics to
“collect, analyze, and share customers genetic data over the internet” for the purpose of easy
customer access and to expand branch research services and drug development businesses.>
The concept of mapping DNA to learn about ones historical past, family origin, ancestral
lineage, and ethnic composition is extremely alluring for those pursuing genealogical truth, but
also presents a creepy opportunity for companies to collect, share, and or sell customer physical
information. Moreover, biometric data is unique to the individual and cannot be changed or reset
if the information is compromised, unlike a password or security question. Users just do not
realize the amount of information they willingly post or that is aggregated and accessible through
social media sites, all under the umbrella of modernity, experience, and convenience. This
treasure trove of information represents an irresistible opportunity for nefarious actors to search,
access, or hack in order to target or harass general social media users, but can also provide

actionable information to specifically target the SOF community, personnel, or their families.

HACKING - LOW RISK, HIGH YEILD

Google did a great job hacking the Web to create search - and then monetizing search with advertising.
And Apple did a great job humanizing hardware and software so that formerly daunting computers and
applications could become consumer-friendly devices - even a lifestyle brand.>
- Douglas Rushkoff, Prof of Media Theory

Over the past decade, nefarious actors (petty or organized criminals, state or non-state actors, or
terrorists) have increasingly turned to hacking data bases, through cyber-attacks, to access the mass

volumes of public, personal, and financial information accumulated by aggregators, companies, or large
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cloud storage farms. Considered a low risk — high yield crime, a skilled hacker can attack secure systems
to access sensitive data (social security numbers, names, address, and account or personal information) to
harass, target, or commit identity theft from any internet connection in the world with little to no worry of
punishment.> To further compound the growing problem, data breaches may go undetected for week,
months, or even years after the information was initially compromised, giving hackers the opportunity to
exploit the information before any corrective action can be taken to prevent or limit the personal or
financial injury. Moreover, social media users are unwittingly perpetuating and enabling cyber-attacks by
acting as carriers, distributing malicious codes and viruses between web sites infecting up to 30,000
poorly secured sites per day.>® Below are just a few of the larger, more publicized, hacks and data

breaches over the last decade:

- Veterans Affairs (VA), data breach in 2006, caused by the theft of an employee’s
computer exposed 26 million veterans and military personnel, compromising social
security numbers, dates of birth, and other personal information. The VA has done little
to correct the practice of transmitting unencrypted personal data through unsecure
systems.*®

- National Archives and Records Administration (NARA), data breach in 2009, exposed 70
million veterans, compromising social security numbers and personal information.
Described as the largest single release of PIl in government history at that time.%’

- LinkedlIn, hacked in 2012, exposed 117 million users, compromising passwords, email
addresses, and personal information, posting 6.5 million on a Russian hacker forum and
later offered the rest of the data for sale.*®

- Target, retail store, hack in 2013 exposed 40 million customers, compromising every
credit card used across their 1,797 US stores. Credit card information included numbers
and names.>®

- MySpace, hack in 2013, exposed 360 million accounts, compromising user email
addresses, names, and passwords.°

- Yahoo hacked twice, 2013 and 2014, exposing 1 billion and 500 million accounts
respectfully. Hackers compromised account holder names, dates of birth, phone
numbers, and encrypted and unencrypted passwords and security questions to user email
accounts.%!
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- EBay, hacked in 2014, exposed 145 million customers, compromising all customer
names, email addresses, and encrypted passwords.%

- JPMorgan/Chase, largest bank in America, hack in 2014 exposed 76 million individual
account holders and 7 million businesses, compromising credit card and other sensitive
personal and corporate information.®®

- Home Depot, retail home improvement store, hack in 2014 exposed 56 million
customers, compromising credit card and personal information.%*

- Office of Personnel Management (OPM), government database, hack in 2015 exposed
21.5 million government employees and military personnel, compromising personal
information, including security clearance application data submitted on SF-86, clearance
level currently held, social security numbers, and DoD employment history.%

- Experian, world’s largest credit report data broker, hack in 2015 exposed 15 million
customers, compromising user full names and addresses, including driver’s license, social
security, and passport numbers.%®

- Internal Revenue Service (IRS), hack in 2015 exposed 700,000 tax payer information,
comprising names, social security numbers, and other personal information required to
file a false tax return.®’

- Friend Finder Networks, AdultFriendFinder an adult dating site, hack in 2016 exposed
over 400 million user accounts, compromising user email addresses, passwords, and
registration dates.®®

- US Navy, hack in 2016 exposed more than 134,000 sailors’ personal information,
compromising names, social security numbers, and other sensitive information.5°

Although this is only a small sample of the number of data breaches that occurred over the last
decade, the total number of accounts compromised and the type of information exposed in just
these fourteen events alone are staggering — and the frequency of these events are increasing.
From July 2014 to July 2015, the total number of cyber-attacks on large companies increased by
forty percent.”® As technology advances to secure mass information, criminals are identifying
vulnerabilities to it for monetary gain, while terrorists use these vulnerabilities as a means to

spread propaganda and harass or target those in support of or opposing their ideology.
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EXPLOITATION OF MASS INFORMATION BY TERRORISTS

My Muslim brothers, do not underestimate the importance of any piece of information, as simple as it
may seem; the mujahedeen, the lions of monotheism, may be able to use it in ways that have not
occurred.”
-Al-Qaeda communiqué December 2009

American soldiers, we are coming, watch your back!
Isis is already here, we are in your PCs, in each military base.”
- United Cyber Caliphate, ISIS Hacking Group

The quotes above highlight that terrorist groups like the Islamic State (1S1S) are actively
using social media as a means of influencing, dissuading, and frightening opposition to their
extremist ideology. ISIS’s ability to leverage technology to perpetrate cyber-attacks, more than
any other terrorist organization, have become increasingly sophisticated and have repeatedly
called for attacks on Americans at home in retaliation for military actions in the middle east.”
The United Cyber Caliphate (UCC), a pro-1SIS hacking group, have generated and dispersed
several “kill lists”, targeting the US military, service members, State and federal law
enforcement agencies, federal employees, and general American civilians at large. The UCC
“kill lists” have included the names, physical addresses, and email addresses of targeted
individuals or general civilians, calling upon I1SIS sympathizers (lone-wolves) to attack and “kill
them strongly to take revenge for Muslims.”’* On September 25, 2016, Ardit Ferizi, a Kosovo
citizen and ISIS sympathizer, was convicted and sentenced to twenty years in prison for
providing ISIS with PI1 on 1,300 US service members and federal employees that he hacked
from the computers systems of US based companies.” Although, the number of “kill lists”
recently generated by extremist organizations are alarming, they are portrayed by government
authorities as simply a scare tactic to shock the American society into loosening its resolve to

combat extremism, but do not target specific military units or individually identified service
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members. As terrorist organizations become increasingly more proficient in exploiting social
media as a means to projecting their ideology, they are beginning to refine their targeting.

The relentless publicity and politicization of successful SOF operations over the past
decade have increasingly highlighted SOF as the primary forces attacking at the heart of
extremist organizations, most notably the operation that killed Osama bin Laden in May 2011.
Although, the most visible of all the recently publicized SOF operations, because the operation
killed the 9/11 terrorist master mind, once ex-Navy SEAL Robert O’Neill revealed himself in
2014 as the one who pulled the trigger, he immediately became a prime target for all Muslim
extremist groups around the world. In 2015, a pro-ISIS Britain posted O’Neill’s address in a
jihadi online chat room with instructions on how to find and kill him, stating “I leave this info of
Robert O’Neill for my brothers in America and Al Qaeda in the U.S., as a number one target to
eventually hunt down and kill.”’® O’Neil’s apparent rush to cash in on his moment of fame,
breaks every SOF code of conduct, ethos, or rule of the “quiet professional”, but unfortunately
this threat is not his alone. His actions, and those of many other who seek recognition, in public
or private circles, provide a starting point for extremists around the world to uncover the digital
links between all SOF members, active duty or retired. No matter how small or insignificant a
piece of information appears to be (a phone number, an address, even a photo), it absolutely
represents a piece of a larger puzzle, that once collectively exposed, represents a very tangible

and targetable vulnerability to the SOF community, SOF member, and SOF family.
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REVIEW OF DOD AND USSOCOM INTERNET/SOCIAL MEDIA POLCIES

Today’s technologies refuse to let people alone, attempting to reconstruct people’s past while authoring
their future. The need to protect individual rights to lead a full and social life in the face of intrusive
technology has never been greater.”
-Lori Andrews, Prof of Technology Law

The advances in technology coupled with the accuracy and convenience of high speed
access to digital information has transformed the way individuals, society, and the military
communicate. Technology will continue to advance and become more and more a part of our
everyday lives, but those that work with, and have access to classified material or conduct
sensitive overseas operations, particularly SOF, need to understand the threat of exposing
operational and personal information. Existing DoD instructions, 8550.01, provides direction for
commanders to safeguard and maintain IbC / NIPRNET security supporting operational
requirements, while balancing limitations to service members access to communicate on social
media sites.”® The current DoD stance is to maintain service member’s first amendment rights,
while only limiting IbC access as required to maintain operational capabilities. DoD policy
primarily focuses on institutional OPSEC, providing limited official guidance regulating
individual social media use other than not exposing PIl. To prevent unauthorized PII release and
increase OPSEC awareness, DoD requires all service members, employees, and contractors to
complete annual P11 / OPSEC training to maintain access to DoD NIPRNET systems.

USSOCOM adheres to DoD IbC policies, but has identified advancements in technology
and the rapidly growing us of social media not only represents a threat to institutional OPSEC
effecting overseas operations, but also presents a mounting vulnerability to the SOF community,
SOF members, and SOF families at home. In addition to the required annual DoD training
requirements, the USSOCOM IdM branch provides social media awareness and identity

management training to increase the SOF communities understanding of the vulnerabilities
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associated with unguarded social media usage.”® The mission of the IdM branch is to identify
and correct gaps in policies, procedures, and training to mitigate data breaches, cyber-attacks,
release of P1l, and media or criminal exploitation of SOF members thru digital means.®
Additionally, IdM branch generates and provides “Smart Cards”, designed to deter, detect,
defend, and avoid compromising personal information when using personal smart devices and
social media sites. The “Smart Cards” provide detailed instructions to maximize security
settings on social media sites, smart devices, and home computers to limit or avoid device
tracking, turn off photo metadata tagging, and limit overexposure of personal information.
Moreover, due to USSOCOMSs proactive approach to increase social media awareness, active
duty SOF members and SOF DoD employees have become more mindful of the potential
operational and personal security vulnerabilities associated with unguarded social media usage,

leaving only one SOF community audience remaining in need of awareness training — the family.

RECOMMENDATTIONS TO MITIGATE SOF VULNERABILTIES

DoD, particularly USSOCOM service members, employees, and contractors
understanding of social media vulnerabilities have increased significantly over recent years due
to repeated mandatory training and access to available resources, but SOF families are not
required to obtain the same level of awareness. Arguably the families are and will always be the
most difficult to reach and convince when implementing new policies or guidance, since family
members are civilians and not subject to DoD regulations, leaving DoD with limited to no
control over family member’s actions. With limited options or ability to enforce mandatory
training or awareness, it is now incumbent on the service member to take the lead in educating
family members on the hazards of unguarded social media “hyper-connectivity” that can

inadvertently expose the families and the SOF community to unnecessary social media exposure.

28



USSOCOM would be well served to focus resources towards awareness opportunities
and training aids specifically targeting SOF family social media and digital identity wellness.
Generating family specific training aids and products need to focus relevant and age appropriate
material to increase social media awareness, while being short in duration and thought-provoking
enough to entice interest and consumption. Products can range from simple short message fliers
or handouts to short video infomercials addressing a wide range of social media, internet, and
digital identity concerns and actions to mitigate vulnerabilities. Additionally, products should be
generated that describe actual or fictitious scenarios that led to or could lead to identify theft,
harassment, or targeting to include safe practice solutions to counter the potential threats.
Finally, USSOCOM and subordinate commands need to synchronize and unify family awareness
and training efforts to effectively and consistently message the growing social media concern,
thereby reducing SOF community social media vulnerabilities.

SOF service members have a professional and personal obligation to educate their
families on what is acceptable and what is not acceptable when it comes to disseminating or
posting any information associated with the SOF community, work related details, or SOF
activities and associations. This starts with reinforcing the return of the “Quiet Professional”
persona by limiting and not advertising the nature of one’s work in either a personal or social
media setting. Service members are encouraged to leverage DoD, USSOCOM, MWR, and
Family Readiness Group (FRG) training assets to educate family members on how to enable
security settings on computers, smart devices, and social media sites to include sharing real
social media case studies explaining what went wrong and how to prevent it from happening the
them. Additionally, SOF members need to take an active role in guiding their children’s usage

of smart devices and electronic media while understanding the generational gaps, paternalistic
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frictions, naive expectations, and evolving technology requiring continual attention, monitoring,

and patience.

Advances in modern communication technology have transformed the way society
interacts, communicate, learns, and expresses emotions, interests, and dreams. Beyond the
conveniences of incessant connectivity, modernity presents an opportunity for those that will
take advantage of those freely and openly participating in the endless flow of information. The
goal is for all SOF members to actively manage their identities on social media and not blindly
participate with the masses as they are herded up as the commodity they have become in the

digital world.
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CIO
CPM
DoD
DTIC
FRG
GPS
GRC
GwWI
IbC

IdM
ISIS
MFA
MWR
NIPRNET
OPSEC
PII

SNS
SOF
ucCC
USMCU
USSOCOM

LIST OF ACRONYMS

Chief Information Officer

Communication Privacy Management Theory
Department of Defense

Defense Technical Information Center
Family Readiness Group

Global Positioning System

Gray Research Center

GlobalWebIndex

Internet-based Capabilities

Identity Management

Islamic State

Multi-Factor Authentication

Moral, Welfare, and Recreation
Non-Classified Internet Protocol Router Network
Operational Security

Personally Identifiable Information

Social Networking Services

Special Operations Forces

United Cyber Caliphate

United States Marine Corps University

United States Special Operations Command
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