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Executive Summary

Title: Artificial Intelligence: Demystifying the Craze and Sharpening the Competitive Edge of
America’s Warfighting Force

Author: Major Austin M. Duncan, United States Marine Corps

Thesis: The maturation of artificial intelligence has the potential to change the character of war
and alter the global balance of power. The U.S. and China seek to use artificial intelligence as a
means to gain a national security competitive advantage. China and the People’s Liberation
Army intend to leverage Al in intelligentized warfare while generating cost advantages through a
strong state-sponsored military-civil fusion. Conversely, the U.S. and the Department of Defense
seek near-term Al benefits as part of the Third-Offset centaur model while relying on incentives
to increase public-private partnerships. The competing theories of victory primarily stem from
organizational biases and cultural differences.

Discussion:

Despite an inordinate amount of hype regarding artificial intelligence, the term is poorly
understood. This research begins by exploring the definitions of artificial intelligence and the
various subfields of study to establish a baseline for research. Inherent within the discussion is
the impact of the artificial intelligence brand. Doomsday scenarios and negative perceptions have
the potential to disrupt artificial intelligence applications; therefore, artificial intelligence
requires rebranding for the future.

Though many nations are taking note of artificial intelligence’s transformative power, the U.S.
and China are the first to formulate nascent artificial intelligence strategies. Both seek a
competitive advantage. Using Michael Porter’s work on competitive advantage in marketing, this
research evaluates the U.S. and China’s competing theories of victory for artificial intelligence-
enabled national security. Throughout, organizational biases and cultural differences help explain
notable divergences, thereby illuminating potential opportunities for competition or
collaboration.

Building on the study of competitive advantage analysis of the U.S. and China, this research then
proposes recommendations for the U.S. and Department of Defense to sharpen the competitive
edge as it pertains to artificial intelligence.

Conclusion:

The asymmetries between the U.S. and China’s differing Al strategies could result in
unexpected, destabilizing dynamics to the global balance of power. The U.S. can sharpen the
competitive edge by employing offensive and defensive competitive strategies to better organize
for the potential of an artificial intelligence arms race.
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dialogue on the impact of technology, information, and innovation in my profession.
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pursue my intellectual curiosity and grow immensely as a professional and student. To Major
Adam Yang, our wives have long joked we are work spouses, and we continue to prove them
right. I am honored to stand next to you as a co-founder of Ender’s Galley. It is not the first time
we have co-conspired and it certainly will not be the last. To Conference Group Two, I love
every one of you dearly and can only hope our mutual interests reunite us in life or on the

battlefield. Last, to my brothers, Major Gordon Emmanuel, Major Justin Gray, and Mr. Adam
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Introduction
“A new and frighteningly complex world of conflict and technology and the inevitable deadly
dilemmas we will face in twenty-first-century wars demand that we pay more attention to the
issues that will confront us, before it is too late to control them.

Artificial Intelligence (Al) is at the forefront of strategic competition in the business
sector and national security. Rapid technological advances in Al continue to break barriers at an
astonishing rate, and it is a generally accepted consensus Al will dramatically affect how we live
in the 21st century. The likes of Alan Turing, Ray Kurzweil, and Elon Musk have long
fantasized the impact of artificial intelligence but significant technological advances are now
making Al a reality in many facets of life, from health care to gaming. Of particular importance,
recent studies highlight the strategic and transformative potential of Al with regard to military
affairs.2 Some scholars are already predicting artificial intelligence is the seventh revolution of
military affairs.® When recently posed a question if Al is changing the character or nature of war,
Secretary James Mattis replied, “I’m certainly questioning my original premise that the
fundamental nature of war will not change.”

Luckily, the U.S. has considered the integration of Al to support defense for several
years. In fact, the “Third Offset Strategy” is built on the premise of Al and automation to assure
U.S. military superiority.® The problem is, the U.S. is not the only country incorporating Al and
automation to win wars. Near-peer adversaries such as China and Russia are also exploring the
application of Al in war, as are several less formidable opponents. Discreetly, evidence of an
artificial intelligence arms race between major military powers is beginning to emerge.® The
question is no longer if Al will dominate warfare but when. As stressed by the Marine Corps
Operating Concept and the National Defense Strategy, the evolving character of war demands

the exploitation of technology to maximize speed and focus, or the nation risks catastrophic



defeat.” As Al revolutionizes national security, scholars and warriors alike must anticipate the
conceptual and operational opportunities and challenges of the future operating environment
driven by Al.

This thesis explores the impact of artificial intelligence within warfighting and the
Department of Defense (DoD). Part one asserts Al is poorly understood and explores the various
definitions and fields of study to establish a baseline for research, concluding Al needs a new
brand for the future. Part two introduces competing theories of victory for Al integration in
warfare by using competitive advantage literature to evaluate U.S. and Chinese strategy. Part
three builds on parts one and two by providing recommendations for U.S. policy and the DoD to
sharpen the competitive edge.

Acrtificial Intelligence will undoubtedly transform the battlefield, perhaps generating a
revolution of military affairs.®2 However, specific outcomes are not deterministic.® As is the case
with most revolutions or nascent technologies, it is difficult to predict in advance exactly how Al
may evolve or impact every domain. This fact should not dissuade the exploration of a broad
spectrum of possibilities. The purpose of this study is not to provide definitive implications, but
rather highlight the changing character of war and prompt dialogue between professionals, for
either implementation or future research. Critiques, pushback, and provocative opinions enrich

the discussion and generate tempo for progression.



Part 1: Artificial Intelligence — Demystifying the Craze and Branding for the Future
“A brand is the sum of the good, the bad, the ugly, and the off-strategy.”°
Al is poorly understood. The complexity and constant evolution of Al befuddle common

understanding. Moreover, there is no universal definition of Al because leading scientists and
engineers cannot agree on the parameters.!! As a result, the term Al is routinely used
interchangeably with descriptors like big data, autonomy, machine learning, human-machine
teaming, and deep learning.!2 Such generalizations are not helpful, playing into the fictional
portrayal of superhuman robots in the near future. More importantly, the obfuscating language
limits the synchronization of research and application. Using different terms as synonyms is
incredibly dangerous, particularly in light of budgeting and time constraints in a large
bureaucratic institution like the Department of Defense (DoD). Meaningful discussions on Al
first require a shared understanding of what Al is and is not.

Artificial Intelligence as an Application

Artificial intelligence is commonly defined as the theory and development of computer
systems able to perform tasks that normally require human intelligence, such as visual
perception, speech recognition, decision-making, and translation between languages.*® This
definition is inherently oversimplified — what is “human intelligence?” 1* In 2018, there are
“intelligent” thermostats, vacuum cleaners, and home security systems, but these technologies
pale in comparison to unmanned vehicles capable of discerning and engaging targets with
minimal human control. Moreover, the bar by which intelligence is measured changes drastically
over time and is open for debate. Additionally, though human intelligence seems like a natural
benchmark, “matching human ability is only a sufficient condition, not a necessary one.”*® Many

systems already exceed human intelligence on varying parameters. Thus, measuring Al against a



benchmark of human intelligence may unduly bound the research and application. Conversely,
holistic human intelligence or consciousness remains unrivaled by artificial or biological
creations regarding the human brains’ ability to comprehensively sense, analyze, and synthesize
information. Still, the feats of Deep Blue and AlphaGo are no less impressive.

Artificial Intelligence as a Field of Study

In another sense, Al is more than just machines; Al is an entire field of study. An Office
of Net Assessment study in 2016 points out many citizens perceive Al as intelligence exhibited
by machines whereas researchers understand Al to be a discipline of problems to solve, much
like physics.'® The subtle difference is noteworthy, and researchers contend the latter explanation
is more useful to understand Al. Through this lens, Al is akin to a branch of computer science
that focuses on synthesizing intelligence, mostly generalized as a software focus.!” This notion
explains why there are so many budding areas of Al research: machine learning, robotics,
internet of things, deep learning, big data, etc. The separation into various sub-fields enables
progression along varying fronts but also diversifies the overall understanding and direction due
to competing stakeholders.

Types of Artificial Intelligence

There are two broad categories of Al — general and narrow (or weak). Artificial general
intelligence (AGI) is described as “Al systems that possess a reasonable degree of self-
understanding and autonomous self-control, and have the ability to solve a variety of complex
problems in a variety of contexts, and to learn to solve new problems that they didn’t know about
at the time of their creation.”*® In other words, AGl is the basis for Terminator scenarios where
superintelligence and robots soon replace humans. Conversely, narrow Al, also known as weak

Al, is a specialized and pragmatic application of Al to perform specific tasks such as algebraic



calculations, self-driving cars, or playing chess.’® Narrow Al is easily summarized as the
automation of traditional human activity. It accounts for the bulk of Al applications and research
to date.

Machine-Learning, Deep Learning, and Artificial Neural Networks

The terms Al, machine learning (ML), and deep learning are best thought of as concentric
circles, or sub-fields (see figure 1). If Al is the problem set, ML is a way to achieve Al, and deep

learning is one of many approaches within ML.

ARTIFICIAL
INTELLIGENCE

MACHINE
LEARNING

DEEP
LEARNING
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Figure 1: Smaller subsets of artificial intelligence driving the Al revolution.?°

Machine learning is the application of mathematical theory and statistics to identify
relevant data (data mining), learn from it (algorithmic learning), then make predictions based on
the data.* By repetitively combing the data, the machine identifies patterns and “learns” how to
perform a task. Complimentary efforts such as decision-trees and Bayesian theory help parse
data, thereby enhancing the ability of machine learning applications to learn from patterns.
Conceptually, Al is possible without ML, but it would require millions of lines of code and

complex rules; therefore, the maturation of machine learning is a considerable accelerant for Al.



One of the most well-known examples of ML is computer vision, or the ability of a
machine to recognize an object from an image. Computer vision is what allows Google Photos,
Apple Photos, and Facebook to recognize objects or people within a photo and tag it
appropriately. The process goes something like this — beginning with millions of pictures,
humans train the machine by tagging objects in the pictures and labeling them. Over time, the
algorithm builds a model and begins to tag objects on its own while humans validate the tag.
Upon reaching a satisfactory level of success, the machine “learns” the task. Recently, the
application of computer vision progressed from benign social media photos to aid in potential
intelligence gathering in war. Project Maven, the Pentagon’s Al pilot project, is employing
computer vision algorithms on unmanned systems to enable intelligence collection.?? Using ML,
unmanned aerial vehicles could identify everything from key infrastructure to potential adversary
weapon systems, all without the requirement of a trained analyst.

Deep learning is a subset of machine learning, stemming largely from the study of
biology and a general understanding of how the brain functions. Much like the interconnections
of neurons stimulates signals throughout the body, artificial neural networks (ANN) are
algorithms mimicking the structure of the brain.?® Deep learning is nothing more than using
ANNSs to model complex relationships of data.?* ANNs utilize machine learning at a much
deeper level on abstract problem sets to assign increased confidence in the prediction. Much like
the brain, ANN can weight neurons based on correct predictions and eventually form enduring
pathways with specific data, thereby fine-tuning the machine to be very accurate, often more
accurate than the human brain.?® Until recently, ANNs were largely theoretical because it was
computationally infeasible to sort through millions of data points repetitively to form mature

neural networks. However, the abundance of data and substantial increases in processing power



is leading to routine breakthroughs. For example, self-driving cars utilize deep learning to sense
millions of data points over thousands of hours of driving time to drive safer than humans.?® In a
military application, Project Maven can use ANNSs and deep learning to not only improve
intelligence collection but also assist in lethal targeting. Much like self-driving cars, unmanned
aerial vehicles would benefit from the same techniques and improved accuracy to minimize
unintentional causalities and damage during lethal targeting strikes.

The Artificial Intelligence Perceptions and Brand

The lack of a clear definition for artificial intelligence and the existence of many
subfields under the Al umbrella generates considerable confusion among the public, decision-
makers, and even within the scientific community. While Al has the prospect of changing the
world, all of it is mute if the Al brand is confusing and misunderstood. During a town hall
session at the Digiday Al Marketing Summit in April 2018, many voiced frustrations about the
ambiguity of Al and the difficulty acknowledging the role in their businesses. One marketer
highlighted, “I think we’ve been using ‘artificial intelligence’ in different variants for a while,
but there’s a fuzziness around what it can and cannot do.”?” Another stated, “there’s a lot of
skepticism.”28 Al has a brand image problem, and that spells bad news for DoD as it strives to
incorporate Al into warfare.

Business literature emphasizes people do not necessarily buy (or accept) products,
services, and applications based on physical attributes or functions.?® Instead, people care more
about the social and psychological implications.® They care about the brand image, which
includes things like perception and reputation, whether reasoned or emotional.! Best case, Al
researchers continue to mature the technology and seemingly artificial projects are recognized

more for their potential vice negative consequences. In a worst-case scenario, policy-makers and



the public may potentially reject Al due to their lack of knowledge and suppositions that Al
super bots will soon replace humans. One’s enthusiasm regarding Al is largely reflective of their
belief of the worst-case scenario.®? Perceptions guide the future, not Al technology itself.

Branding for the Future

At the very least, an improved working definition of artificial intelligence is necessary.
Better yet, Al should be rebranded entirely to disassociate from fear-driven narratives and their
cargo.® Though a vague Al definition may grant intellectual space for creativity and
experimentation, policy makers and those responsible for implementation remain uninformed.
The conflation of varying fields of studies, innovations, and technologies confuses the necessary
dialogue to prepare human social systems for Al integration. The resultant is fear of the
unknown, giving way to a growing concern Al is “summoning the demon” with extreme ethical
and legal implications.* An improved definition of artificial intelligence and subsequent lines of
inquiry for each subfield would mitigate Al alarmists and common apprehensions of the
relatively unknown field of study while also synchronizing resources and improving
accountability mechanisms.

The necessity to rebrand Al for the future is even more exaggerated for the Department
of Defense. Al applications in warfare are likely to draw a multitude of critics, as evidenced by
recent Google employees protesting the company’s affiliation with Project Maven.® Similarly,
in the fall of 2017, nearly a hundred chief executive officers of Al companies signed an open
letter to the United Nations urging them to consider banning Al in weapons.® The growing
concerns have the potential to undermine impactful Al applications in war. To prevent a strategic
communications nightmare moving forward, the DoD would benefit from rebranding Al to

something more concrete and perceptually more appetizing such as algorithmic warfare. Tying



the brand to mathematics is less abstract than the currently nebulous moniker of artificial
intelligence. By doing so, the brand will be perceived as more transparent and well-defined,

thereby making it more palatable in national security applications.



Part 2: Envisioning Artificial Intelligence in Warfare — Competing Strategies of Victory

“A military that is slow to exploit technological advances and adapt new ways of fighting opens
itself to catastrophic defeat...we must capture the full potential.”*’

Many nations are taking note of the transformative potential of Al. In 2016, the United
States released three critical reports sketching a roadmap for Al strategy.® China released two
foundational documents in 2016 and a national Al development plan in 2017.% In September of
2017, Russian President Vladimir Putin noted, “whoever becomes the leader in this sphere
[artificial intelligence] will become the ruler of the world.”*® As Al increasingly becomes the
“focus of international competition,” security professionals seek a competitive advantage.** To
date, the U.S. and China are publicly driving most of the Al technology development and theory,
as well as the discussion on its’ integration in warfare. Therefore, this study focuses on the
competing theories of victory between the Department of Defense (DoD) and the People’s
Liberation Army (PLA) strategy to incorporate Al, explicitly highlighting their asymmetries
through the lens of business literature on competitive advantage.

Two Basic Types of Competitive Advantage: Cost and Differentiation

Few theories in business are as influential as Michael Porter’s work on competitive
advantage. His books, Competitive Advantage and Competitive Strategy, continue to serve as a
foundational basis for business strategy over three decades after being published. The Economist
succinctly summarizes Porter’s oeuvre on how to achieve competitive advantage: “You win
either by being cheaper or by being different (which means being perceived by the customer as
better or more relevant). There are no other ways.”*? In business, firms seek to create cost
advantages by making products at lower cost or creating unique products; then they formulate
offensive and defensive strategies to offset competitors.*® The same logic applies to national

strategy and warfighting. As some note, national strategy and war are not the same as business,
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but they are all fundamentally human endeavors with many similarities.** Consequently, there is
utility using the vast sample size of business competitions to inform defense strategy.*®

Using the two means to achieve a competitive advantage, cost and differentiation, this
essay progresses by outlining the differences between the U.S. and Chinese Al strategy, first by
cost advantage, then by differentiation. It is important to note both countries are pursuing a
competitive advantage through both cost and differentiation; however, their strategies are very
different. While the DoD likely maintains an Al competitive advantage currently, the PLA
strategy and structural advantages may enable China to surpass the U.S. in short order.

Competing Theories of Cost Advantage: Military-Civil Fusion versus Public-Private Partnership

The keystone of China’s Al research and development strategy is a strong military-civil
fusion with formal state-sponsored mechanisms to enable deep collaboration between military
and civilian organizations. By pursuing collaborative research and development, China seeks
significant cost advantages. China’s New Generation Al Development Planning Notice (2017)
also emphasizes “the application of military-civilian scientific and technological achievements in
two-way transformation...to form a new pattern of deep integration of military and civilian
development.”® Elsa Kania, a leading scholar on China’s Al strategy, notes China will need to
continue establishing and normalizing mechanisms to actualize their objective.*” However, many
examples of recent high-level commissions and civilian partnerships suggest China is
progressing quite fast.*® As Greg Levesque and Mark Stokes conclude, China’s “military-civil
fusion in the defense industrial context goes beyond traditional notions of civil-military
integration,” thus blurring the lines of typical state partnerships.*® Though it remains to be
determined if PLA will realize power-altering returns on their military-civil fusion, China’s

pursuit of dual-use research and development has the potential to enable monumental cost
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advantages and generate synergies across a diverse ecosystem.

Similarly, the DoD also aspires to maximize cost advantages through what it calls public-
private partnerships.>® The primary difference is whereas China guides military-civil fusion
through state-sponsored guidance, the U.S. public (government) relies on incentives to entice
partnerships, thereby incurring additional costs. Still, the renewed focus to increase public-
private partnerships is commendable. Organizations like Defense Innovation Unit Experimental
(DIUX) and the Strategic Capabilities Office (SCO) are making great strides cultivating
partnerships and redefining traditional boundaries.®

Arguably, these organizations are not much different than Chinese initiatives; however,
the DoD faces culture challenges which impede the relationship with research hubs like Silicon
Valley. For one, politics remain a prevalent part of U.S. society. Some experts assert
technologists are pushing lawmakers further to the left, often diverging from a DoD culture that
is largely characterized as leaning more towards the right.>? Furthermore, recent tensions such as
the Apple and Federal Bureau of Investigation (FBI) encryption debate threaten to widen the
divide thanks to strong rebukes from both camps, to include some FBI officials characterizing
Apple employees as jerks and questioning their patriotism.>® Further straining “the current
adversarial nature,” some technologists are beginning to question the impact of their work as it
pertains to the social fabric of society, some even denouncing affiliation of their work with the
government.> In turn, civil-military partnerships face strong headwinds, and some researchers
fear even greater challenges lie ahead.> Even more troubling, the DoD’s cumbersome
acquisition and approval process for new technology currently “impedes preeminence,”
according to recent comments by Under Secretary of Defense for Research and Engineering.>®

Ultimately, it leaves the DoD on a quest for more public-private partnerships by providing

12



incentives, bridging a cultural divide, and revising an outmoded acquisition process — all of
which require money, and a lot of it.

In summary, the PLA Al strategy, which relies on a state-driven military-civil fusion,
likely has a greater potential realizing a cost advantage over DoD public-private partnerships. As
innovation in Al continues to slant more towards the private sector globally, China is better
positioned to reap the benefits from military-civil “shared construction, shared enjoyment, and
shared use.”® Conversely, the DoD is working hard to improve public-private partnerships, but it
faces remarkable challenges and costs. Though the U.S. may serve as the Al capital of the world
currently, China’s plan to become the “premier global Al innovation center” by 2030 must be
respected, due in large part to their focus on military-civil fusion which may generate a
substantial cost advantage in Al research and development.®

Competing Theories of Differentiation: Intelligentization Versus the Centaur Model

The PLA and DoD also envision the integration of Al in warfare quite differently.
Chinese strategists contend Al is trending towards a military revolution and they plan to
capitalize on an expansive approach to “intelligentized” warfare.>® Specifically, China seeks an
intelligentized decision-making cycle with a long-term vision vice short-term application. A
critical component of the intelligentized model is the acknowledgment that Al may accelerate the
tempo of operations so much that commanders will no longer have the capacity to remain “in the
loop,” instead of operating “on the loop.”®® Given this premise, the PLA seems poised to
investigate the integration of Al to support a wide range of applications.

Though the PLA is still interested in traditional Al research in support of unmanned
platforms and data processing, the PLA is likely more interested in using Al to support ultimate

decision-making through advanced applications like operational planning and battle simulation.
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In other words, they may be more open to and interested in applications which resemble AGI
opposed to narrow Al — a significant differentiator. Complimenting the intelligentization theory
of victory, China recognizes their timeline for realization is not immediate; they plan to be on par
with the U.S. around 2020 and may not become the world’s Al “Innovation Center” until 2030.5
As such, the critical components of the Chinese Al strategy are long-term investments in
education, talent recruitment, and a massive funding plan anchored in military-civil fusion.®?
Even though the PLA may not be originators of Al-enabled warfighting technologies shortly,
they are clearly planning on a different horizon and intend to differentiate through
intelligentization.

In a stark difference, the U.S.’s Al strategy is best characterized by near-term relevancy
and adherence to the “centaur model,” emphasizing the criticality of humans. Since the advent of
the Third Offset strategy, the U.S. vision to incorporate Al on the battlefield focuses primarily on
Manned Unmanned Operations (MUMO), commonly referred to as the centaur model — half
human, half machine.®® The approach presumes humans remain “in the loop,” always the
ultimate authority of lethal force and mission oversight. Such a stipulation likely stems in large
part from the U.S. cultural view of law and ethics as constraints. U.S. policy stresses designing
Al applications to “align with ethical, legal, and social principles.”® The overall U.S. policy then
extends across the DoD through Directive 3000.09, Autonomy in Weapons Systems, which limits
the design of autonomous and semi-autonomous weapon systems to “appropriate levels of
human judgment over the use of force.”®® In contrast, some nations such as China broadly view
law and ethics as a consideration, even acknowledging the concept of legal warfare.®® Moreover,
China has long approached technology as a means to determine tactics, not the other way around

like the United States.®” Such differentiation implies the DoD may be more narrow-sighted in the
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development of Al applications.

Finally, DoD largely focuses on leveraging Al for defined mission sets in the very near
future, within a five-year Program Objective Memorandum (POM) cycle.%® Whereas China seeks
to surpass the U.S. over the course of a decade-plus, the current DoD focal point is
modernization in 2019 and 2020.%° However, critics should not discount the U.S. and the DoD
near-term focus, as is often the case.”® The DoD will learn invaluable lessons over the next few
years through attempts to implement cutting-edge Al technology, lessons which the PLA may
only be able to extract through open-source journalism and espionage. Those lessons also
generate reinforcing loops, helping DoD refine Al research and development immensely,
perhaps distancing itself even more from China and the PLA. In sum, the U.S. is capitalizing on
current Al dominance by seeking near-term centaur-like warfighting applications
(differentiation). It remains to be determined if the benefits of the centaur model will also yield
long-term returns, or if the U.S. will need to develop a fourth offset to maintain dominance.

China and the U.S.’s strategy for Al integration are competing theories of victory: long-
term intelligentization and short-term centaur application. China’s differentiation strategy is not
by chance; China seeks a distinct competitive advantage. As Elsa Kania notes, “the PLA is
unlikely to pursue a linear trajectory or follow the track of U.S. military modernization, but
rather take a different path.”’* China seeks differentiation with the intent to develop a “trump
card” and thus “leapfrog” the United States.”? The U.S. seeks to extend military superiority and
maintain dominance as the global superpower.”

Summary
Many scholars describe the pursuit of Artificial Intelligence supremacy as winner-takes-

all, in both business and a global arms race.” The great powers of the world agree; China,
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France, Russia, the United Kingdom, and the United States have all recently publicized keynote
documents guiding their Al strategy. To date, China and the U.S. remain pacesetters thanks to
technological superiority.” Both seek a competitive advantage moving forward.

China and the PLA plan to utilize Al to usher in intelligentized warfare while generating
cost advantages through a strong state-sponsored military-civil fusion. Conversely, the U.S. and
the DoD intend to reap near-term Al benefits as part of the Third-Offset centaur model, aided by
incentives to increase public-private partnerships. A variety of biases inform their differing
theories of victory, as highlighted throughout — type of government; strategic culture; and
assessments of strengths, weaknesses, opportunities, and threats. Although in-depth analysis and
the root of competing theories of victory is outside the scope of this piece, they are critical to
analyzing the divergences in strategy. While it is difficult to discern which nation is better
prepared for Al integration in the future, the application of time-tested theoretical models such as
Michael Porter’s study of competitive advantage help illuminate the fundamental differences.
Building on those differences, strategists must then craft a strategy to exploit or defend perceived
advantages and disadvantages. The next piece will do just that by presenting recommendations

for the U.S. and the DoD to sharpen the competitive edge.®
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Part 3: Sharpening the Artificial Intelligence Competitive Edge — Recommendations for
U.S. Policy and the Department of Defense

China’s national Al strategy has strategic implications for the United States. The U.S.
military enjoyed an uncontested advantage in technology for over three-quarters of a century, but
the competitive edge is “eroding,” according to the U.S. Secretary of Defense.’”” The rapid
advancement of Al-enabled technology threatens to change the character of war dramatically,
perhaps in the immediate future.”® Moreover, many scholars believe an inflection point in Al
either already exists or is rapidly approaching.’”® As such, Al has the potential to excite an arms
race and a possible shift in the global balance of power &

Part two of this thesis evaluated China and the U.S.’s competing theories of victory for
Al integration using Michael Porter’s work on Competitive Advantage as a theoretical model.
China and the U.S. are pursuing a competitive advantage through both cost and differentiation.
China seeks to use Al to inform intelligentized warfare while generating cost advantages through
a strong state-sponsored military-civil fusion. Conversely, the U.S. intends to capture near-term
Al benefits to support the Third-Offset centaur model, aided by incentives-driven public-private
partnerships. Though the U.S. currently enjoys an advantage in Al research and development,
China intends to surpass the U.S. within the next decade on its way to becoming the “global Al
Innovation Center” by 2030.8

Building on Porter’s initial work on competitive advantage, he also introduces a host of
broad principles for offensive and defensive strategy formulation.®? Informed by those principles
and the body of work presented in this thesis, part 3 introduces recommendations for U.S. policy
and the Department of Defense to sharpen the Al competitive edge.

Moving forward, the United States must incorporate both offensive and defensive

competitive strategies to offset China’s Al strategy. Offensively, the U.S. must seek to
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strengthen its relative competitive advantage by rebranding Al to change the Terminator, fear of
the unknown narrative, to a brand associated with math and precision. Doing so will enable DoD
to dominate the Al narrative and advocate for Al applications on the battlefield as a means to
reduce collateral damage and increase success — a notable competitive advantage. Additionally,
the U.S. must go on the offensive to orient and energize the joint force on the Al problem-set
while simultaneously incentivizing robust public-private partnerships. Defensively, the U.S.
must counter China’s attempts to threaten competitive strength by protecting and attracting the
world’s top Al talent, while also heightening ethical and legal concerns of intelligentized warfare
to deter China from pursuing supreme forms of Al applications. The following serve as
recommendations for consideration, organized by complexity and beginning with near-term
improvements first:

Rebrand Artificial Intelligence to Algorithmic Warfare

The globally acknowledged definition of Al is ambiguous and outdated. While the
ambiguity may permit intellectual freedom to innovate and shape the future of Al research, it is
not conducive to Planning, Programming, and Budgeting Execution (PPBE) cycles within the
DoD. In the absence of an agreed-upon definition, it is difficult to allocate funds appropriately
and design accountability mechanisms to avoid frivolous spending. More importantly, Al
alarmists continue to theorize doomsday scenarios and jade the discussion of near-term narrow-
Al integration. DoD must dominate the Al narrative to maximize the potential utility of Al-
enabled technologies in warfighting. Otherwise, the public will not accept future integration. The
current Al brand must disassociate from fear-driven narratives. The best way to disentangle Al-
enabled technologies from terminator scenarios is to rebrand Al entirely as algorithmic warfare.

The premise of algorithmic warfare is not novel; it already has name value thanks to the
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Algorithmic Warfare Cross-Function Team, commonly known as Project Maven.®® The positive
association between math and algorithms implies a prescriptive process and set of rules, opposed
to the potential of rogue programs. Moreover, it sets the stage for Al to be linked to increased
precision on the battlefield, thereby reducing collateral damage — an added boost to the U.S.
warfighting brand.

Formulate a Long-term National Strateqy for Al

A strategy requires linkages to the mission, defined objectives, and a vision for the future
— all of which are not clear currently. A whole-of-government approach to Al is necessary.3* The
National Al Research and Development Strategic Plan is a good starting point, but more is
needed to synchronize the vast ecosystem of Al research and development. The U.S. and the
DoD should identify strategic goals, outline plans, and allocate resources to achieve those goals.
Last, the U.S. and the DoD must extend the planning horizon for Al integration to include a
range of short-, medium-, and long-term applications. Though short-term application remains
important, the capability and capacity of Al will soon extend far beyond MUMO; the DoD
should hedge towards an aggressive strategy of challenging the premise humans must remain in
the loop.

Establish a DoD Joint Al Center

The Defense Innovation Board recently recommended DoD should create an office to
supervise the current “innovation archipelago” of many offices engaged in Al innovation, each
on an island and disconnected from the rest.® A joint Al center would facilitate centralized
planning and direction, as well as prepare the force for new methods of operation. Numerous
senior leaders assert every future fight will be a joint effort; joint interoperability is imperative.%

Opposed to allowing each service to pursue unique approaches of Al integration, a joint Al
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center would streamline planning, acquisitions, and operations through centralized direction and
synergistic investments across the force. As Secretary Mattis recently noted, coordination is
necessary to ensure there are not “a bunch of different organizations all feeling their way
forward.”®” Additionally, a joint Al center can ready the force for new concepts of operations by
improving things like recruitment, personnel management, and training.

Recently, the Pentagon’s Research and Development Chief announced a Joint Al Center
(JAIC) is likely, but the discussion is “still a work in progress.”® The Defense Department plans
to deliver a report to Congress by summer detailing the establishment of the JAIC.8® Expect
friction; the JAIC will require adequate resourcing and staffing, all of which will likely meet
resistance. There will be a multitude of discussions regarding the physical location of a potential
JAIC, how large the staff should be, the size of the JAIC budget, and what mechanism is
responsible for prioritizing investments. Though the discussions are important, they are also
inherently political. Moreover, each day spent discussing a potential JAIC or writing another
point paper is a day lost. It is time to move out on establishing a Joint Al Center to concentrate
DoD’s Al efforts.*

Fund, Enhance, and Incentivize Public-Private Partnerships

The current risk of an “innovation deficit” further erodes the U.S. strategic advantage for
the future.®* The fact much of the Al research and development are informed and funded by the
private-sector introduces significant risk for the DoD. First and foremost, DoD competitors and
non-state actors enjoy the same access to developing technologies. Smaller forces are likely able
to mainstream new technologies well ahead of the U.S., thus undermining potential Al-enabled
technologies crossing from private to public. Additionally, many private companies and experts

have already demonstrated a reluctance to permit their research from being used for military
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purposes.®? The DoD must buy down risk by funding more private research, enhancing public-
private partnerships, and incentivizing companies to develop and protect Al-enabled
technologies.® The DoD efforts such as the Defense Innovation Unit Experimental (DIUX) are
significant, but they must be multiplied to forge more intimate partnerships across the potential
Al ecosystem.®* Al systems are not likely to be optimized for warfighting unless the DoD is a
part of the process and can provide lucrative incentives.

Recruit and Preserve Al Talent

Human capital remains the most precious resource of the United States and the DoD.
Arguably, the Al global “arms race” is largely a race for Al talent at the moment.* Sharpening
the competitive edge requires attracting the top global Al talent and ensuring they are
appropriately incentivized to remain in the U.S. as a valued member of the national security
team. The best way to recruit is through a superior education and training pipeline, which also
provides the benefit of reinforcing intellectual capital within the system. However, the best
trained Al talent require competitive and lucrative job offers if the U.S. seeks for them to remain
in the states. In addition to recruiting the best Al talent, the DoD and interagency must also look
within to capitalize on internal talent. Therefore, the DoD should drastically increase the number
of fellowships, scholarships, and subsidies in Al-related fields, while also expanding Al
opportunities at DoD sponsored education facilities.

Heighten Ethical and Legal Concerns of Intelligentized Warfare

One of China’s primary differentiation strategies from the U.S. is with the pursuit of
more advanced Al applications to inform intelligentized warfare. Whereas most Al researchers
from the western world are signatories to the 2015 open letter calling for a “ban on offensive

autonomous weapons beyond meaningful human control,” there are no indications Chinese
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researchers are experiencing similar concerns.® Furthermore, Chinese efforts to sponsor a strong
military-civil fusion may subjugate ethical discussions in the name of national security.
Therefore, the U.S. should heighten ethical and legal concerns of intelligentized warfare on the
international stage through mechanisms such as the United Nations in an attempt to bound
China’s offset strategy to leapfrog the United States.%’

Summary

The 2018 National Defense Strategy states the U.S., “must anticipate how competitors
and adversaries will employ new operational concepts and technologies to attempt to defeat us,
while developing operational concepts to sharpen our competitive advantages and enhance our
lethality.”®® The U.S. must employ a mix of both offensive and defensive competitive strategies
to offset China’s plans to achieve Al dominance. Offensively, the U.S. should seek to strengthen
competitive advantages by rebranding Al to algorithmic warfare, formulating a long-term Al
vision and rallying the joint force to prepare appropriately, and incentivizing robust public-
private partnerships. Defensively, the U.S. should counter China’s Al strategy by protecting and
attracting the world’s top Al talent to the U.S., while also heightening ethical and legal concerns
of intelligentized warfare.

Andrew Marshall is famous for his work on competitive strategies during the nuclear
arms race between the U.S. and Soviet Union. In many respects, the quest for an Al competitive
advantage is similar to the pursuit of nuclear arms, albeit in a more peaceful setting.*® Marshall
argued the key to offsetting great power conflict was through a long-term strategic approach
founded on what he called net assessment — the identification of U.S. strengths and weaknesses
to leverage competitive advantages against potential adversaries.’® Although it is debatable if

the U.S. and China are in the midst of an Al arms race, there is no denying Al has the potential to
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revolutionize warfare.!% The U.S. can ill afford to neglect AI’s potential impact on the balance

of power; it must sharpen its competitive advantage.
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Conclusion

Acrtificial intelligence is seemingly pervading most aspects of life, and the outlook for the
future suggests Al will soon be everywhere and in everything. The term artificial intelligence,
however, is not indicative of the transformative potential of Al. Intelligence, whether it be in a
machine or human, is not artificial at all. Humans have relied on the intelligence and labor of
machines for millennia, shifting tasks to machines to focus on other tasks demanding higher
cognition and skill.12 Due to the ambiguous definition and understanding of Al, many alarmists
have skewed the discussion of Al integration towards apprehension and fear. Al must be
rebranded for the future, focusing instead on the transformative potential of Al to improve every
aspect of life from entertainment to national security.

As some security scholars note, “the first nation that adapts [to the changing character of
war] and integrates artificial intelligence across the force will have a generational advantage on
the battlefield.”*%® The U.S. and China are leading the world on the development and integration
of Al, for now. After review of both nations guiding Al documents, it is apparent both seek to
use Al as a strategic competitive advantage; however, their approaches are nuanced by
organizational biases and cultural differences. China and the PLA intend to leverage Al in
intelligentized warfare while generating cost advantages through a strong state-sponsored
military-civil fusion. Conversely, the U.S. and the DoD seek near-term Al benefits as part of the
Third-Offset centaur model while relying on incentives to increase public-private partnerships.

The asymmetries between the U.S. and China’s differing Al strategies could result in
unexpected, destabilizing dynamics to the global balance of power. 1% Therefore, it is imperative
for the United States to sharpen the competitive edge by organizing for the potential of an

artificial intelligence arms race. This work recommends the U.S. should rebrand Al to
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algorithmic warfare; develop a long-term Al strategy; establish a DoD Joint Al Center; fund,
enhance, and incentivize public-private partnerships; recruit and preserve Al talent; and heighten

ethical and legal concerns of intelligentized warfare.

25



Endnotes

! Robert H. Latiff, Future War: Preparing for the New Global Battlefield (New York: Alfred A.
Knopf, 2017), 15.

2 Greg Allen and Taneil Chan, Artificial Intelligence and National Security (Cambridge, MA:
Harvard Kennedy School Belfer Center for Science and International Affairs, July 2017),
https://www.belfercenter.org/sites/default/files/files/publication/Al%20NatSec%?20-
%20final.pdf; Andrew llachinski, Al, Robots, and Swarms: Issues, Questions, and Recommended
Studies (Arlington, VA: Center for Naval Analyses, January 2017)
https://www.cna.org/CNA_files/PDF/DRM-2017-U-014796-Final.pdf; M.L. Cummings,
Artificial Intelligence and the Future of Warfare (London, UK: The Royal Institute of
International Affairs Chatham House, January 2017),
https://pdfs.semanticscholar.org/1833/82618461d9150962e458ch4032956795¢25f. pdf.

% F.G. Hoffman, “Will War’s Nature Change in the Seventh Military Revolution?,” Parameters
47, no. 4 (Winter 2017-2018): 20,
https://ssi.armywarcollege.edu/pubs/parameters/issues/Winter_2017-18/5 Hoffman.pdf.

4 James N. Mattis, Secretary of Defense, “Press Gaggle by Secretary Mattis En Route to
Washington, D.C.,” (interview, February 17, 2018),
https://www.defense.gov/News/Transcripts/Transcript-View/Article/1444921/press-gaggle-by-
secretary-mattis-en-route-to-washington-dc/.

® Robert O. Work, 32nd Deputy Secretary of Defense, “Remarks by Deputy Secretary Work on
Third Offset Strategy,” (speech, Brussels, Belgium, April 28, 2016),
https://www.defense.gov/News/Speeches/Speech-View/Article/753482/remarks-by-d%20eputy-
secretary-work-on-third-offset-strategy/.

6 Julian E. Barnes and Josh Chin, “The New Arms Race in AL Wall Street Journal, March 2,
2018, https://www.wsj.com/articles/the-new-arms-race-in-ai-1520009261.

" MCDP 1 Warfighting states of all consistent patterns we can discern in war, there are two
concepts of universal significant in generating combat power: speed and focus; US Department
of Defense, Summary of the 2018 National Defense Strategy of the United States of America:
Sharpening the American Military’s Competitive Edge (Washington, DC, January 19, 2018),
https://www.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-
Summary.pdf, 3.

8 F.G. Hoffman, “Will War’s Nature Change in the Seventh Military Revolution?,” Parameters
47, no. 4 (Winter 2017-2018): 20,
https://ssi.armywarcollege.edu/pubs/parameters/issues/Winter_2017-18/5 Hoffman.pdf.

% Robert O. Work, 32nd Deputy Secretary of Defense, foreword to Department of Defense:
Artificial Intelligence, Big Data, and Cloud Taxonomy (Washington, DC: Govini, 2017)
http://en.calameo.com/read/0000097792ddb787a9198.

10 Scott Bedbury, quoted in Alex Wipperfirth, Brand Hijack: Marketing Without Marketing,
New York: Portfolio, 2005, 41.

11 Executive Office of the President National Science and Technology Council Committee on
Technology, Preparing for the Future of Artificial Intelligence (Washington, DC, October 2016),
6.

12 Sydney J. Freedberg Jr. “Centaur Army: Bob Work, Robotics, & The Third Offset Strategy,”
Breaking Defense, November, 9, 2015, https://breakingdefense.com/2015/11/centaur-army-bob-
work-robotics-the-third-offset-strategy/.

26



13 English Oxford Living Dictionaries, s.v. “artificial intelligence,” accessed 23 December, 2017,
https://en.oxforddictionaries.com/definition/us/artificial_intelligence.

14 M.L. Cummings, Artificial Intelligence and the Future of Warfare, 2.

15 Peter Stone, Rodney Brooks, Erik Brynjolfsson, Ryan Calo, Oren Etzioni, Greg Hager, Julia
Hirschberg, Shivaram Kalyanakrishnan, Ece Kamar, Sarit Kraus, Kevin Leyton-Brown, David
Parkes, William Press, AnnaLee Saxenian, Julie Shah, Milind Tambe, and Astro Teller,
"Acrtificial Intelligence and Life in 2030: One Hundred Year Study on Artificial Intelligence,”
Report of the 2015-2016 Study Panel, Stanford University (Stanford, CA: September 2016),
http://ai100.stanford.edu/2016-report, 13.

16 «( Artificial) Intelligence: What questions should DoD be asking?”” Summer Study July 2016
(Washington, DC: Office of Net Assessment), 20.

1" Herbert A. Simon, “Artificial Intelligence: An Empirical Science,” Artificial Intelligence 77,
no. 2 (1995): 95-127.

18 Ben Goertzel, Artificial general intelligence, edited by Cassio Pennachin, vol 2, New York:
Springer, 2007, vi.

19 1bid.

20 Michael Copeland, “What’s the Difference Between Artificial Intelligence, Machine Learning,
and Deep Learning?” NVIDIA blog, July 29, 2016,
https://blogs.nvidia.com/blog/2016/07/29/whats-difference-artificial-intelligence-machine-
learning-deep-learning-ai/.

21 Ethem Alpaydin, Introduction to machine learning, MIT press, 2014, 1-4.

22 Laura Criste, “Al Program ‘Project Maven’ Gets Extra $100 Million in Omnibus,” Bloomberg
Government, April 3, 2018, https://about.bgov.com/blog/ai-program-project-maven-gets-extra-
100-million-omnibus/; Matt Stroud, “The Pentagon is getting serious about Al weapons,” The
Verge, April 12, 2018, https://www.theverge.com/2018/4/12/17229150/pentagon-project-maven-
ai-google-war-military.

23 B. Yegnanarayana, Artificial Neural Networks (New Dehli: Prentice-Hall of India, 2006), 4,
https://books.google.com/books?hl=en&Ir=&id=RTtvUVU_xL4C&oi=fnd&pg=PR9&dqg=artific
ial+neural+networks&ots=Gc8-
AlyKRy&sig=55BpdZ3Pwbsu8daEXIUPqRpApgNo#v=onepage&q=artificial%20neural%20net
works&f=false.

24 i Deng and Dong Yu, "Deep learning: methods and applications," Foundations and Trends in
Signal Processing, no. 3-4 (2014), 5.

25 Madeline Schiappa, “Man vs machine: comparing artificial and biological neural networks,”
Sophos News, September 21, 2017, https://news.sophos.com/en-us/2017/09/21/man-vs-machine-
comparing-artificial-and-biological-neural-networks/; Jon Erlichman, “Better than humans:
Vanguards of the Al arms race,” BNN.ca, October 8, 2017, https://www.bnn.ca/better-than-
humans-vanguards-of-the-ai-arms-race-1.877817.

26 Chris Isidor, “Self-driving cars are already really safe,” Money.cnn.com, March 21, 2018,
http://money.cnn.com/2018/03/21/technology/self-driving-car-safety/index.html.

27 Tim Peterson, “Brands sound off on their frustrations with Al: ‘It’s like what VR was a few
years ago,”* Digiday.com, April 12, 2017, https://digiday.com/marketing/brands-sound-off-
frustrations-ai-like-vr-years-ago/.

28 1hid.

29 Dawn Dobni and George M. Zinkhan,"In Search of Brand Image: A Foundation Analysis,"
Advances in Consumer Research Volume 17, eds. Marvin E. Goldberg, Gerald Gorn, and

27



Richard W. Pollay, (Provo, UT: Association for Consumer Research, 1990, 110-119),
http://acrwebsite.org/volumes/7005/volumes/v17/NA-17.

%0 Burleigh Bradford Gardner and Sidney J. Levy, “The product and the brand,” Harvard
Business Review, March-April, 1955, 33-39,
https://static.squarespace.com/static/52f06caee4b0c058f6084354/t/539070ale4b0b4380bb48719/
1401974945820/Levy_ProductandBrand.pdf.

31 Dobni and Zinkhan, "In Search of Brand Image: A Foundation Analysis," 110-119.

32 Rick Webb, “Superintelligence and Public Opinion,” New Co Shift, April 24, 2017,
https://shift.newco.co/superintelligence-and-public-opinion-228dbedad5h9.

3 Kevin Kelly, “The Myth of Superhuman Al,” Wired.com, April 25, 2017,
https://www.wired.com/2017/04/the-myth-of-a-superhuman-ai/.

3 «“Elon Musk Speech at MIT Aeronautics and Astronautics Department’s Centennial
Symposium” YouTube video, October 21, 2017, 0:19,
https://www.youtube.com/watch?v=Tzb_CSRO-0g; “An Open Letter to the United Nations
Convention on Certain Conventional Weapons,” Future of Life Institute, last modified August
21, 2017, https://futureoflife.org/autonomous-weapons-open-letter-2017/.

% Scott Shane and Daisuke Wakabayashi, “The Business of War: Google Employees Protest
Work for the Pentagon,” The New York Times, April 4, 2018,
https://www.nytimes.com/2018/04/04/technology/google-letter-ceo-pentagon-
project.html?mtrref=www.google.com&gwh=7BD3DBB1B119132 AEAFE9EF459904440&gwt
=pay.

3 Tracey Lien, “Elon Musk and Al experts urge U.N. to ban artificial intelligence in weapons,”
Los Angeles Times, August 21, 2017, http://www.latimes.com/business/technology/la-fi-tn-
musk-killer-robots-20170821-story.html; “An Open Letter to the United Nations Convention on
Certain Conventional Weapons,” Future of Life Institute, last modified August 21, 2017,
https://futureoflife.org/autonomous-weapons-open-letter-2017/.

37°U.S. Marine Corps, The Marine Corps Operating Concept: How an Expeditionary Force
Operates in the 21st Century (Washington, DC, 2016), 16.

3 The National Artificial Intelligence Research and Development Strategic Plan (October 2016),
Preparing for the Future of Artificial Intelligence (October 2016), and Acrtificial Intelligence,
Automation, and the Economy (December 2016).

3 The Internet Plus (May 2016), 13th Five-Year National Science and Technology Innovation
Plan (August 2016), Next Generation Artificial Intelligence Development Plan (July 2017).

40 Associated Press, “Putin: Leader in Artificial Intelligence Will Rule World,” CNBC.com,
September 4, 2017, https://www.cnbc.com/2017/09/04/putin-leader-in-artificial-intelligence-
will-rule-world.html.

#1 Chinese State Council, “A Next Generation Artificial Intelligence Development Plan, China’s
New Generation Artificial Intelligence Development Plan,” translated by Graham Webster, Paul
Triolo, Elsa Kania, and Rogier Creemers (Bejing, CN: Chinese State Council, July 20, 2017),
https://chinacopyrightandmedia.wordpress.com/2017/07/20/a-next-generation-artificial-
intelligence-development-plan/.

%2 The Economist, “Competitive Advantage,” The Economist, August 4, 2008,
https://www.economist.com/node/11869910.

3 Michael E. Porter, Competitive Advantage: Creating and Sustaining Superior Performance
(New York: The Free Press, 1985), 3.

28



4 Todd C. Helmus, Christopher Paul, and Russell W. Glenn, Enlisting Madison Avenue: The
Marketing Approach to Earning Popular Support in Theaters of Operations (Arlington, VA:
Rand Corporation, June 15, 2007), 57-58.
https://www.rand.org/content/dam/rand/pubs/monographs/2007/RAND_MG607.pdf.

5 Benjamin Jensen, Neil Hollenbeck, and Arnel David, “A Business Approach to America’s
Warfighting Model,” War on The Rocks, August 24, 2017, https://warontherocks.com/2017/08/a-
business-approach-to-americas-warfighting-model/.

46 Chinese State Council, A Next Generation Artificial Intelligence Development Planning
Notice.

47 Elsa B. Kania, Battlefield Singularity: Artificial Intelligence, Military Revolution, and China’s
Future Military Power (Washington, DC: Center for a New American Security, November
2017), https://www.cnas.org/publications/reports/battlefield-singularity-artificial-intelligence-
military-revolution-and-chinas-future-military-power, 19.

48 Chinese Communist Party (CCP) Military-Civil Fusion Development Commission, Central
Military Commission (CMC) Military Scientific Research Guidance Committee, and the
People’s Liberation Army (PLA) CMC Science and Technology Commission; Gao Chang“The
Military and Civil Integration Development Committee set up a military plate to welcome the
pounds and bullies,” Securities Times, January 23, 2017,
http://www.xinhuanet.com/finance/2017-01/23/c_129458492.htm; Zhang Yisu and Wang
Mengmeng, “Xi Jinping presides over the first plenary meeting of the Central Military and Civil
Integration Development Committee,” Xinhua News Agency, June 20, 2017,
http://www.xinhuanet.com/politics/2017-06/20/c_1121179676.htm; Li Weishan, “CMC Military
Scientific Research Guidance Committee Emerged This Year,” Sina News, July 24, 2017,
http://news.sina.com.cn/0/2017-07-24/doc-ifyihrwk2177254.shtml.

49 Greg Levesque and Marke Stokes, “Blurred Lines: Military-Civil Fusion and the “Going Out”
of China’s Defense Industry,” Pointe Bello, December, 2016,
https://staticl.squarespace.com/static/569925bfe0327¢837e2e9a94/t/593dad0320099e64e1ca92a
5/1497214574912/062017 Pointe+Bello_Military+Civil+Fusion+Report.pdf.

%0 U.S. DoD, Summary of the 2018 National Defense Strategy of the United States of America:
Sharpening the American Military’s Competitive Edge, 8,
https://www.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-
Summary.pdf.

%1 Justin Doubleday, “DOD innovation insurgents gain footing in Pentagon bureaucracy,” Inside
Defense, November 29, 2017, https://insidedefense.com/share/191832.

%2 Farhad Manjoo, “Silicon Valley’s Politics: Liberal, With One Big Exception,” New York
Times, September 9, 2017, https://www.nytimes.com/2017/09/06/technology/silicon-valley-
politics.html.

%3 Jon Brodkin, “FBI security expert: Apple are “jerks” about unlocking encrypted phones,” Ars
Technica, January, 11, 2018, https://arstechnica.com/tech-policy/2018/01/fbi-security-expert-
apple-are-jerks-about-unlocking-encrypted-phones/.

% Loren DeJonge Schulman, Alexandra Sander, and Madeline Christian, The Rocky Relationship
Between

Washington and Silicon Valley: Clearing the Path to Improved Collaboration (Washington, DC:
Center for New American Security, July 19, 2017), 4, https://copia.is/wp-
content/uploads/2017/07/COPIA-CNAS-Rocky-Relationship-Between-Washington-And-
Silicon-Valley.pdf; James Vincent, “Former Facebook exec says social media is ripping apart

29



society,” The Verge, December 11, 2017,
https://www.theverge.com/2017/12/11/16761016/former-facebook-exec-ripping-apart-society;
Janet Burns, “Google Employees Denounce Company's Military Drone Work in Letter To
CEO,” Forbes, April 10, 2018, https://www.forbes.com/sites/janetwburns/2018/04/10/google-
employees-denounce-companys-military-drone-work-in-letter-to-ceo/.

% Schulman, Sander, and Christian, The Rocky Relationship Between Washington & Silicon
Valley: Clearing the Path to Improved Collaboration.

% Dr. Michael Griffin quoted in Brandon Knapp, “DoD official: US not part of Al arms race,”
C3ISRNet, April 10, 2018, https://www.c4isrnet.com/it-networks/2018/04/10/dod-official-us-
not-part-of-ai-arms-race/.

" Wang Liang, Peng Hongxia, Sun Li, Lou Sijia, “National People’s Congress Representative
Liu Guozhi: Artificial Intelligence Will Accelerate the Progress of Military Transformation,”
China Military Online, March 17, 2017, http://jz.chinamil.com.cn/zhuanti/content/2017-
03/07/content_7517615.htm.

%8 Chinese State Council, A Next Generation Artificial Intelligence Development Planning
Notice.

%9 Official translation is debated by some to be “smart.” However, some U.S. and Chinese
scholars prefer “intelligentization” for consistency and to highlight the parallel to the People’s
Liberation Army’s theory of “informatization;” Elsa B. Kania, Battlefield Singularity: Artificial
Intelligence, Military Revolution, and China’s Future Military Power, 12; China Military
Science Editorial Department, “A Summary of the Workshop on the Game between AlphaGo
and Lee Sedol and the Intelligentization of Military Command and Decision-Making,” China
Military Science, April 2, 2016.

%0 Chen Hanghui, “Artificial Intelligence: Disruptively Changing the Rules of the Game,” China
Military Online, March 18, 2016, http://www.81.cn/jskj/2016- 03/18/content_6966873_2.htm.
®1 Paul Mozur, “Beijing Wants A I to be Made in China by 2030,” NYTimes, July 20, 2017,
https://www.nytimes.com/2017/07/20/business/china-artificial-intelligence.html; Chinese State
Council, A Next Generation Artificial Intelligence Development Planning Notice.

62 Gregory Allen and Elsa Kania, “China Is Using America’s Own Plan to Dominate the Future
of Atrtificial Intelligence,” ForeignPolicy.com, September 8, 2017,
http://foreignpolicy.com/2017/09/08/china-is-using-americas-own-plan-to-dominate-the-future-
of-artificial-intelligence/.

8 Bob Work, “Remarks by Deputy Secretary Work on Third Offset Strategy;” Freedberg Jr.,
“Centaur Army: Bob Work, Robotics, & The Third Offset Strategy;” Brad Bush, “How
Combined Human and Computer Intelligence Will Redefine Jobs,” Tech Crunch Network,
November 1, 2016, https://techcrunch.com/2016/11/01/how-combined-human-and-computer-
intelligence-will-redefine-jobs/.

64 National Science and Technology Council, Networking and Information Technology Research
and Development Subcommittee, The National Artificial Intelligence Research and Development
Strategic Plan (Washington, DC, October 2016),
https://www.nitrd.gov/PUBS/national_ai_rd_strategic_plan.pdf, 26.

8 Department of Defense, Directive 3000.09: Autonomy in Weapon Systems (Washington, DC:
Department of Defense, November 21, 2012), 2, https://cryptome.org/dodi/dodd-3000-09.pdf.
% Elsa B. Kania, “On Battlefield Singularity,” The Dead Prussian, episode 53, podcast audio,
January 10, 2018, https://thedeadprussian.libsyn.com.

30



67 Dennis J. Blasko, “‘Technology Determines Tactics’: The Relationship between Technology
and Doctrine in Chinese Military Thinking,” The Journal of Strategic Studies 34, no. 3 (2011):
355-381.

88 Defense Acquisition University Encyclopedia, “Planning, Programming, Budgeting &
Execution Process (PPBE),” accessed on April 15, 2018,
https://www.dau.mil/acquipedia/Pages/ArticleDetails.aspx?aid=10fdf6c0-30ca-43ee-81a8-
717156088826.

% Justin Doubleday, “Shanahan: Joint Staff will drive DOD's modernization priorities,”
InsideDefense.com, February 6, 2018, https://insidedefense.com/insider/shanahan-joint-staff-
will-drive-dods-modernization-priorities.

0 Catherine Wang, “The Game of Go: Ancient Applications and Contemporary Connotations,”
US-China Today, June 6, 2016,
http://www.uschina.usc.edu/w_usct/showarticle.aspx?articlelD=20280&AspxAutoDetectCookie
Support=1.

"L Elsa B. Kania, Battlefield Singularity: Artificial Intelligence, Military Revolution, and China’s
Future Military Power, 4.

72 Zhang Wannian, Biography of Zhang Wannian, 416-17 quoted in Tai Ming Cheung, Thomas
Mahnken, Deborah Seligsohn, Kevin Pollpeter, Eric Anderson, and Fan Yang, Planning for
Innovation:

Understanding China’s Plans for Technological, Energy, Industrial, and Defense Development,
US-China

Economic and Security Review Commission, July 2016, 26-27; PLA Daily Commentator, “Step
Up Leapfrog Development in Crux Domains,” PLA Daily, June 25, 2016,
http://www.81.cn/jmywyl/2017-06/25/content_7651158.htm quoted in Elsa B. Kania, “Trump
Cards and Leapfrogging,” The Strategy Bridge, September 6, 2017,
https://thestrategybridge.org/the-bridge/2017/9/5/-and-trump-cards-and-leapfrogging.

3 Benjamin Jensen, “Think Bigger: The Third Offset and Extending the Battlefield,” War on The
Rocks, December 12, 2016, https://warontherocks.com/2016/12/think-bigger-the-third-offset-
and-extending-the-battlefield/; John Grady, “Officials: Third Offset Strategy Key to Maintaining
U.S. Military Technology Dominance,” USNI News, October 28, 2016,
https://news.usni.org/2016/10/28/officials-third-offset-strategy-key-maintaining-u-s-military-
technology-dominance.

4 Reinhardt Krause, “In Al Technology Race, U.S. Chips May Be Ace-In-The-Hole Vs. China,”
Investors.com, November 27, 2017, https://www.investors.com/news/technology/ai-technology-
u-s-chip-stocks-vs-china/; Peter W. Singer interview in Sean Illing, “The Rise of Al is Sparking
an International Arms Race,” Vox.com, September 13, 2017,
https://www.vox.com/world/2017/9/13/16287892/elon-musk-putin-artificial-intelligence-war.

> Schumpeter, “How does Chinese tech stack up against American tech?,” The Economist,
February 15, 2018, https://www.economist.com/news/business/21737075-silicon-valley-may-
not-hold-its-global-superiority-much-longer-how-does-chinese-tech.

6 U.S. DoD, Summary of the 2018 National Defense Strategy of the United States of America:
Sharpening the American Military’s Competitive Edge, cOver.

" Ibid., 1.

8 Mattis, “Press Gaggle by Secretary Mattis en Route to Washington, D.C..”

9 Allen and Taneil Chan, Artificial Intelligence and National Security, 8.

31



8 Ibid., 3; Reuters, “China’s Al pursuit set to alter future economic and military balance of
power, report claims,” News.com.au, November 30, 2017,
http://www.news.com.au/technology/innovation/design/chinas-ai-pursuit-set-to-alter-future-
economic-and-military-balance-of-power-report-claims/news-
story/b6ad178bc555¢30¢8b817d582693ddff.

81 Chinese State Council, A Next Generation Artificial Intelligence Development Planning
Notice; Mozur, “Beijing Wants A.I. to be Made in China by 2030.”

82 porter, Competitive Advantage: Creating and Sustaining Superior Performance, 482-535.

8 Deputy Secretary of Defense, Establishment of an Algorithmic Warfare Cross-Functional
Team (Project Maven) (Washington, DC: Deputy Secretary of Defense, April 26, 2017),
https://breakingdefense.com/2017/04/dsd-work-unleashes-ai-on-intel-data-algorithmic-warfare/.
8 Kania, Battlefield Singularity: Artificial Intelligence, Military Revolution, and China’s Future
Military Power, 39.

8 Defense Innovation Board, “Recommendations,” Defense.gov, visited on 25 February, 2018,
http://innovation.defense.gov/Recommendations/.

8 Amy McCullough, “The Future Fight Must Be Truly Joint,” Air Force Magazine, January 24,
2018, http://www.airforcemag.com/Features/Pages/2018/January%202018/The-Future-Fight-
Must-Be-Truly-Joint.aspx.

87 Billy Mitchell, “Pentagon launching joint office focused on artificial intelligence,” FedScoop,
April 13, 2018, https://www.fedscoop.com/pentagon-launching-joint-office-focused-artificial-
intelligence/.

8 Paul McLeary, “Pentagon, Intel Agencies Set Up New Al Joint Office,” Breaking Defense,
April 13, 2018, https://breakingdefense.com/2018/04/pentagon-intel-agencies-set-up-new-ai-
joint-office/.

8 Jane Edwards, “Pentagon Eyes New Joint Office to Advance Al Development; Michael
Griffin Comments,” ExecutiveGov, April 16, 2018, http://www.executivegov.com/2018/04/dod-
eyes-new-joint-office-to-advance-ai-development-michael-griffin-comments/.

% Mitchell, “Pentagon launching joint office focused on artificial intelligence,” FedScoop.

% Innovation Deficit, s.v. “innovation deficit,” accessed January 18, 2018,
http://www.innovationdeficit.org/about/.

92 Scott Shane and Daisuke Wakabayashi, “The Business of War: Google Employees Protest
Work for the Pentagon,” The New York Times, April 4, 2018,
https://www.nytimes.com/2018/04/04/technology/google-letter-ceo-pentagon-
project.html?mtrref=www.google.com&gwh=7BD3DBB1B119132AEAFE9EF459904440&gwt
=pay.

% Daniel Cebul, “Bob Work has an idea to improve artificial intelligence,” C4ISRNET, January
23, 2018, https://www.c4isrnet.com/intel-geoint/2018/01/23/bob-work-has-an-idea-to-improve-
artificial-intelligence/.

% Defense Innovation Marketplace, “Defense Innovation Initiative,” accessed on April 16, 2018,
http://www.defenseinnovationmarketplace.mil/DIl_Defense_Innovation_Initiative.html.

% Barnes and Chin, “The New Arms Race in AL”

% «An Open Letter to the United Nations Convention on Certain Conventional Weapons,”
Future of Life Institute.

9 PLA Daily Commentator, “Step Up Leapfrog Development in Crux Domains,” PLA Daily,
June 25, 2016, http://www.81.cn/jmywyl/2017-06/25/content_7651158.htm quoted in Elsa B.

32



Kania, “Trump Cards and Leapfrogging,” The Strategy Bridge, September 6, 2017,
https://thestrategybridge.org/the-bridge/2017/9/5/-and-trump-cards-and-leapfrogging.

% US DoD, Summary of the 2018 National Defense Strategy of the United States of America:
Sharpening the American Military’s Competitive Edge, 7.

% Tom Simonite, “For Superpowers, Artificial Intelligence Fuels New Global Arms Race,”
Wired Magazine, September 8, 2017, https://www.wired.com/story/for-superpowers-artificial-
intelligence-fuels-new-global-arms-race/.

100 Andy W. Marshall, Long-Term Competition with the Soviets: A Framework for Strategic
Analysis (Arlington, VA: Rand Corporation, 1972),
https://www.rand.org/pubs/reports/R862.html.

101 Tom Simonite, “Al Could Revolutionize Warf as Much as Nukes,” Wired Magazine, July 19,
2017, https://www.wired.com/story/ai-could-revolutionize-war-as-much-as-nukes/.

102 Thomas L. Friedman, Thank You for Being Late (New York: Farrar, Straus and Giroux,
2016), 208-212.

103 Benjamin Jensen And Ryan Kendall, “Waze For War: How the Army Can Integrate Artificial
Intelligence,” War on the Rocks, (September 2, 2016), https://warontherocks.com/2016/09/waze-
for-war-how-the-army-can-integrate-artificial-intelligence/.

104 Kania, Battlefield Singularity: Artificial Intelligence, Military Revolution, and China’s Future
Military Power, 44.

33



Bibliography

Allen, Gregory and Elsa Kania. “China Is Using America’s Own Plan to Dominate the Future of
Artificial Intelligence.” ForeignPolicy.com. September 8, 2017.
http://foreignpolicy.com/2017/09/08/china-is-using-americas-own-plan-to-dominate-the-
future-of-artificial-intelligence/.

Allen, Greg and Taneil Chan. Artificial Intelligence and National Security. Cambridge, MA:
Harvard Kennedy School Belfer Center for Science and International Affairs, July 2017.
https://www.belfercenter.org/sites/default/files/files/publication/Al%20NatSec%?20-
%20final.pdf.

Alpaydin, Ethem. Introduction to machine learning. MIT press. 2014,

“An Open Letter to the United Nations Convention on Certain Conventional Weapons.” Future
of Life Institute. Last modified August 21, 2017. https://futureoflife.org/autonomous-
weapons-open-letter-2017/.

Associated Press. “Putin: Leader in Artificial Intelligence Will Rule World.” CNBC.com.
September 4, 2017. https://www.cnbc.com/2017/09/04/putin-leader-in-artificial-
intelligence-will-rule-world.html.

Barnes, Julian E. and Josh Chin. “The New Arms Race in AI.”” Wall Street Journal. March 2,
2018. https://www.wsj.com/articles/the-new-arms-race-in-ai-1520009261.

Bedbury, Scott. Quoted in Alex Wipperfurth, Brand Hijack: Marketing Without Marketing. New
York: Portfolio, 2005.

Blasko, Dennis J. “‘Technology Determines Tactics’: The Relationship between Technology and
Doctrine in Chinese Military Thinking.” The Journal of Strategic Studies 34, no. 3
(2011): 355-381.

Brodkin, Jon. “FBI security expert: Apple are “jerks” about unlocking encrypted phones.” Ars
Technica. January, 11, 2018. https://arstechnica.com/tech-policy/2018/01/fbi-security-
expert-apple-are-jerks-about-unlocking-encrypted-phones/.

Burns, Janet. “Google Employees Denounce Company's Military Drone Work in Letter To
CEO.” Forbes. April 10, 2018.
https://www.forbes.com/sites/janetwburns/2018/04/10/google-employees-denounce-
companys-military-drone-work-in-letter-to-ceo/.

Bush, Brad. “How Combined Human and Computer Intelligence Will Redefine Jobs.” Tech

Crunch Network. November 1, 2016. https://techcrunch.com/2016/11/01/how-combined-
human-and-computer-intelligence-will-redefine-jobs/.

34



Cebul, Daniel. “Bob Work has an idea to improve artificial intelligence.” C4ISRNET. January
23, 2018. https://www.c4isrnet.com/intel-geoint/2018/01/23/bob-work-has-an-idea-to-
improve-artificial-intelligence/.

Central Committee of the Communist Party of China. The 13" Five-Year Plan for Economic and
Social Development of The People’s Republic of China (2016-2020), Beijing, China:
Central Compilation & Translation Press, August, 2016.
http://en.ndrc.gov.cn/newsrelease/201612/P020161207645765233498.pdf

Copeland, Michael. “What’s the Difference Between Artificial Intelligence, Machine Learning,
and Deep Learning?” NVIDIA blog. July 29, 2016.
https://blogs.nvidia.com/blog/2016/07/29/whats-difference-artificial-intelligence-
machine-learning-deep-learning-ai/.

Chang, Gao. “The Military and Civil Integration Development Committee set up a military plate
to welcome the pounds and bullies.” Securities Times. January 23, 2017.
http://www.xinhuanet.com/finance/2017-01/23/c_129458492.htm

Cheung, Tai Ming, Thomas Mahnken, Deborah Seligsohn, Kevin Pollpeter, Eric Anderson, and
Fan Yang, Planning for Innovation: Understanding China’s Plans for Technological,
Energy, Industrial, and Defense Development, US-China Economic and Security Review
Commission, July 2016, 26-27.

China Military Science Editorial Department. “A Summary of the Workshop on the Game
between AlphaGo and Lee Sedol and the Intelligentization of Military Command and
Decision-Making.” China Military Science. April 2, 2016.

China State Council. A Next Generation Artificial Intelligence Development Plan. Beijing,
China: State Council Notice. Translated by Graham Webster, Paul Triolo, Elsa Kania,
and Rogier Creemers July 20, 2017.
https://chinacopyrightandmedia.wordpress.com/2017/07/20/a-next-generation-artificial-
intelligence-development-plan/.

Chinese Communist Party (CCP) Military-Civil Fusion Development Commission, Central
Military Commission (CMC) Military Scientific Research Guidance Committee, and the
People’s Liberation Army (PLA) CMC Science and Technology Commission; “The
Military and Civil Integration Development Committee set up a military plate to welcome
the pounds and bullies,” Securities Times, January 23, 2017,
http://www.xinhuanet.com/finance/2017-01/23/c_129458492.htm

Criste, Laura. “Al Program ‘Project Maven’ Gets Extra $100 Million in Omnibus.” Bloomberg

Government. April 3, 2018. https://about.bgov.com/blog/ai-program-project-maven-gets-
extra-100-million-omnibus/.

35



Cummings, M.L. Artificial Intelligence and the Future of Warfare (London, UK: The Royal
Institute of International Affairs Chatham House, January 2017,
https://pdfs.semanticscholar.org/1833/82618461d9150962e458ch4032956795¢25f. pdf.

Defense Acquisition University Encyclopedia. “Planning, Programming, Budgeting & Execution
Process (PPBE).” Accessed on April 15, 2018.
https://www.dau.mil/acquipedia/Pages/ArticleDetails.aspx?aid=10fdf6c0-30ca-43ee-
81a8-717156088826.

Defense Innovation Board. “Recommendations.” Defense.gov. Visited on 25 February, 2018.
http://innovation.defense.gov/Recommendations/.

Defense Innovation Marketplace. “Defense Innovation Initiative.” Accessed on April 16, 2018.
http://www.defenseinnovationmarketplace.mil/DIl_Defense_Innovation_Initiative.html.

Deng, Li and Dong Yu. "Deep learning: methods and applications.” Foundations and Trends in
Signal Processing, no. 3-4 (2014).

Department of Defense. Directive 3000.09: Autonomy in Weapon Systems. Washington, DC:
Department of Defense. November 21, 2012. https://cryptome.org/dodi/dodd-3000-
09.pdf.

Deputy Secretary of Defense. Establishment of an Algorithmic Warfare Cross-Functional Team
(Project Maven). Washington, DC: Deputy Secretary of Defense. April 26, 2017.
https://breakingdefense.com/2017/04/dsd-work-unleashes-ai-on-intel-data-algorithmic-
warfare/.

Dobni, Dawn and George M. Zinkhan. "In Search of Brand Image: A Foundation Analysis."
Advances in Consumer Research Volume 17, edited by Marvin E. Goldberg, Gerald
Gorn, and Richard W. Pollay. Provo, UT: Association for Consumer Research, 1990,
110-119. http://acrwebsite.org/volumes/7005/volumes/v17/NA-17.

Doubleday, Justin. “DOD innovation insurgents gain footing in Pentagon bureaucracy.” Inside
Defense. November 29, 2017. https://insidedefense.com/share/191832.

Doubleday, Justin. “Shanahan: Joint Staff will drive DOD's modernization priorities.”
InsideDefense.com. February 6, 2018. https://insidedefense.com/insider/shanahan-joint-
staff-will-drive-dods-modernization-priorities.

Edwards, Jane. “Pentagon Eyes New Joint Office to Advance Al Development; Michael Griffin
Comments.” ExecutiveGov. April 16, 2018. http://www.executivegov.com/2018/04/dod-
eyes-new-joint-office-to-advance-ai-development-michael-griffin-comments/.

English Oxford Living Dictionaries. S.V. “artificial intelligence.” Accessed 23 December, 2017.
https://en.oxforddictionaries.com/definition/us/artificial_intelligence.

36



Erlichman, Jon. “Better than humans: Vanguards of the Al arms race.” BNN.ca. October 8, 2017.
https://www.bnn.ca/better-than-humans-vanguards-of-the-ai-arms-race-1.877817.

Executive Office of the President. Artificial Intelligence, Automation, and the Economy.
Washington, DC, December 2016.
https://obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Acrtificial-
Intelligence-Automation-Economy.PDF.

Executive Office of the President National Science and Technology Council Committee on
Technology. Preparing for the Future of Artificial Intelligence. Washington, DC,
October 2016.

Executive Office of the President National Science and Technology Council, Networking and
Information Technology Research and Development Subcommittee. The National
Artificial Intelligence Research and Development Strategic Plan. Washington, DC,
October 2016. https://www.nitrd.gov/pubs/national_ai_rd_strategic_plan.pdf.

Freedberg Jr., Sydney J. “Centaur Army: Bob Work, Robotics, & The Third Offset Strategy.”
Breaking Defense. November, 9, 2015. https://breakingdefense.com/2015/11/centaur-
army-bob-work-robotics-the-third-offset-strategy/.

Friedman, Thomas L. Thank You for Being Late. New York: Farrar, Straus and Giroux, 2016.

Gardner, Burleigh Bradford and Sidney J. Levy. “The product and the brand.” Harvard Business
Review. March-April, 1955, 33-39.
https://static.squarespace.com/static/52f06caee4b0c058f6084354/t/539070ale4b0b4380b
b48719/1401974945820/Levy_ProductandBrand.pdf.

Goertzel, Ben. Artificial general intelligence. Edited by Cassio Pennachin, vol 2. New York:
Springer, 2007.

Grady, John. “Officials: Third Offset Strategy Key to Maintaining U.S. Military Technology
Dominance.” USNI News. October 28, 2016. https://news.usni.org/2016/10/28/officials-
third-offset-strategy-key-maintaining-u-s-military-technology-dominance.

Hanghui, Chen. “Artificial Intelligence: Disruptively Changing the Rules of the Game.” China
Military Online. March 18, 2016. http://www.81.cn/jskj/2016-
03/18/content_6966873_2.htm.

Helmus, Todd C. and Christopher Paul, and Russell W. Glenn. Enlisting Madison Avenue: The
Marketing Approach to Earning Popular Support in Theaters of Operations. Arlington,
VA: Rand Corporation, June 15, 2007.
https://www.rand.org/content/dam/rand/pubs/monographs/2007/RAND_MG607.pdf.

37



Hoffman, F.G. “Will War’s Nature Change in the Seventh Military Revolution?”” Parameters 47,
no. 4 (Winter 2017-2018).
https://ssi.armywarcollege.edu/pubs/parameters/issues/Winter_2017-18/5 Hoffman.pdf.

llachinski, Andrew. Al, Robots, and Swarms: Issues, Questions, and Recommended Studies.
Arlington, VA: Center for Naval Analyses, January 2017.
https://www.cna.org/CNA_files/PDF/DRM-2017-U-014796-Final.pdf

Illing, Sean. “The Rise of Al is Sparking an International Arms Race.” Vox.com. September 13,
2017. https://www.vox.com/world/2017/9/13/16287892/elon-musk-putin-artificial-
intelligence-war.

Isidor, Chris. “Self-driving cars are already really safe.” Money.cnn.com. March 21, 2018.
http://money.cnn.com/2018/03/21/technology/self-driving-car-safety/index.html.

Jensen, Benjamin, Neil Hollenbeck, and Arnel David. “A Business Approach to America’s
Warfighting Model.” War on The Rocks. August 24, 2017.
https://warontherocks.com/2017/08/a-business-approach-to-americas-warfighting-model/.

Jensen, Benjamin and Ryan Kendall, “Waze For War: How the Army Can Integrate Artificial
Intelligence.” War on the Rocks. September 2, 2016.
https://warontherocks.com/2016/09/waze-for-war-how-the-army-can-integrate-artificial-
intelligence/.

Jensen, Benjamin. “Think Bigger: The Third Offset and Extending the Battlefield.” War on The
Rocks. December 12, 2016. https://warontherocks.com/2016/12/think-bigger-the-third-
offset-and-extending-the-battlefield/.

Kania, Elsa B. Battlefield Singularity: Artificial Intelligence, Military Revolution, and China’s
Future Military Power. Washington, DC: Center for a New American Security,
November 2017. https://www.cnas.org/publications/reports/battlefield-singularity-
artificial-intelligence-military-revolution-and-chinas-future-military-power.

Kania, Elsa B. “On Battlefield Singularity.” The Dead Prussian. Episode 53, podcast audio.
January 10, 2018. https://thedeadprussian.libsyn.com.

Kania, Elsa B. “Trump Cards and Leapfrogging.” The Strategy Bridge. September 6, 2017.
https://thestrategybridge.org/the-bridge/2017/9/5/-and-trump-cards-and-leapfrogging.

Kelly, Kevin. “The Myth of Superhuman AL” Wired.com. April 25, 2017.
https://www.wired.com/2017/04/the-myth-of-a-superhuman-ai/.

Knapp, Brandon. “DoD official: US not part of Al arms race.” C3ISRNet. April 10, 2018.

https://www.c4isrnet.com/it-networks/2018/04/10/dod-official-us-not-part-of-ai-arms-
race/.

38



Krause, Reinhardt. “In Al Technology Race, U.S. Chips May Be Ace-In-The-Hole Vs. China.”
Investors.com. November 27, 2017. https://www.investors.com/news/technology/ai-
technology-u-s-chip-stocks-vs-china/.

Latiff, Robert H. Future War: Preparing for the New Global Battlefield. New York: Alfred A.
Knopf, 2017.

Levesque, Greg and Marke Stokes. “Blurred Lines: Military-Civil Fusion and the “Going Out”
of China’s Defense Industry.” Pointe Bello. December, 2016.
https://staticl.squarespace.com/static/569925bfe0327¢c837e2e9a94/t/593dad0320099e64e
1ca92a5/1497214574912/062017_Pointe+Bello_Military+Civil+Fusion+Report.pdf.

Liang, Wang, Peng Hongxia, Sun Li, Lou Sijia. “National People’s Congress Representative Liu
Guozhi: Artificial Intelligence Will Accelerate the Progress of Military Transformation.”
China Military Online. March 17, 2017. http://jz.chinamil.com.cn/zhuanti/content/2017-
03/07/content_7517615.htm.

Lien, Tracey. “Elon Musk and Al experts urge U.N. to ban artificial intelligence in weapons.”
Los Angeles Times. August 21, 2017. http://www.latimes.com/business/technology/la-fi-
tn-musk-Killer-robots-20170821-story.html.

Manjoo, Farhad. “Silicon Valley’s Politics: Liberal, With One Big Exception.” New York Times.
September 9, 2017. https://www.nytimes.com/2017/09/06/technology/silicon-valley-
politics.html.

Marshall, Andy W. Long-Term Competition with the Soviets: A Framework for Strategic
Analysis. Arlington, VA: Rand Corporation, 1972.
https://www.rand.org/pubs/reports/R862.html.

Mattis, James N., Secretary of Defense. “Press Gaggle by Secretary Mattis en Route to
Washington, D.C.” Interview. February 17, 2018.
https://www.defense.gov/News/Transcripts/Transcript-View/Article/1444921/press-
gaggle-by-secretary-mattis-en-route-to-washington-dc/.

McCullough, Amy. “The Future Fight Must Be Truly Joint.” Air Force Magazine. January 24,
2018. http://www.airforcemag.com/Features/Pages/2018/January%202018/The-Future-
Fight-Must-Be-Truly-Joint.aspx.

McLeary, Paul. “Pentagon, Intel Agencies Set Up New Al Joint Office.” Breaking Defense.
April 13, 2018. https://breakingdefense.com/2018/04/pentagon-intel-agencies-set-up-
new-ai-joint-office/.

Mitchell, Billy. “Pentagon launching joint office focused on artificial intelligence.” FedScoop.

April 13, 2018. https://www.fedscoop.com/pentagon-launching-joint-office-focused-
artificial-intelligence/.

39



Mozur, Paul, “Beijing Wants A.I. to be Made in China by 2030.” NYTimes. July 20, 2017.
https://www.nytimes.com/2017/07/20/business/china-artificial-intelligence.html

National Science and Technology Council, Networking and Information Technology Research
and Development Subcommittee. The National Artificial Intelligence Research and
Development Strategic Plan. Washington, DC, October 2016.
https://www.nitrd.gov/PUBS/national_ai_rd_strategic_plan.pdf, 26.

Office of Net Assessment. “(Artificial) Intelligence: What questions should DoD be asking?”
Summer Study July 2016. Washington, DC: Office of Net Assessment, July 2016.

Peterson, Tim. “Brands sound off on their frustrations with Al: ‘It’s like what VR was a few
years ago.” Digiday.com. April 12, 2017. https://digiday.com/marketing/brands-sound-
off-frustrations-ai-like-vr-years-ago/.

Porter, Michael E. Competitive Advantage: Creating and Sustaining Superior Performance. New
York: The Free Press, 1985.

Reuters. “China’s Al pursuit set to alter future economic and military balance of power, report
claims.” News.com.au. November 30, 2017.
http://www.news.com.au/technology/innovation/design/chinas-ai-pursuit-set-to-alter-
future-economic-and-military-balance-of-power-report-claims/news-
story/b6ad178bc555¢30¢8b817d582693ddff.

Schiappa, Madeline. “Man vs machine: comparing artificial and biological neural networks.”
Sophos News. September 21, 2017. https://news.sophos.com/en-us/2017/09/21/man-vs-
machine-comparing-artificial-and-biological-neural-networks/.

Schulman, Loren DeJonge, Alexandra Sander, and Madeline Christian. The Rocky Relationship
Between Washington and Silicon Valley: Clearing the Path to Improved Collaboration.
Washington, DC: Center for New American Security, July 19, 2017. https://copia.is/wp-
content/uploads/2017/07/COP1A-CNAS-Rocky-Relationship-Between-Washington-And-
Silicon-Valley.pdf.

Schumpeter. “How does Chinese tech stack up against American tech?”” The Economist.
February 15, 2018. https://www.economist.com/news/business/21737075-silicon-valley-
may-not-hold-its-global-superiority-much-longer-how-does-chinese-tech.

Shane, Scott and Daisuke Wakabayashi. “The Business of War: Google Employees Protest Work
for the Pentagon.” The New York Times. April 4, 2018.
https://www.nytimes.com/2018/04/04/technology/google-letter-ceo-pentagon-
project.html?mtrref=www.google.com&gwh=7BD3DBB1B119132AEAFE9EF4599044
40&gwt=pay.

Simon, Herbert A. “Artificial Intelligence: An Empirical Science.” Artificial Intelligence 77, no.
2 (1995): 95-127.

40



Simonite, Tom. “Al Could Revolutionize Warf as Much as Nukes.” Wired Magazine. July 19,
2017. https://www.wired.com/story/ai-could-revolutionize-war-as-much-as-nukes/.

Simonite, Tom. “For Superpowers, Artificial Intelligence Fuels New Global Arms Race.” Wired
Magazine. September 8, 2017. https://www.wired.com/story/for-superpowers-artificial-
intelligence-fuels-new-global-arms-race/.

Stone, Peter, Rodney Brooks, Erik Brynjolfsson, Ryan Calo, Oren Etzioni, Greg Hager, Julia
Hirschberg, Shivaram Kalyanakrishnan, Ece Kamar, Sarit Kraus, Kevin Leyton-Brown,
David Parkes, William Press, AnnalLee Saxenian, Julie Shah, Milind Tambe, and Astro
Teller. "Artificial Intelligence and Life in 2030: One Hundred Year Study on Atrtificial
Intelligence.” Report of the 2015-2016 Study Panel, Stanford University. Stanford, CA:
September 2016. http://ai100.stanford.edu/2016-report, 13.

Stroud, Matt. “The Pentagon is getting serious about Al weapons.” The Verge. April 12, 2018.
https://www.theverge.com/2018/4/12/17229150/pentagon-project-maven-ai-google-war-
military.

The Economist. “Competitive Advantage.” The Economist. August 4, 2008,
https://www.economist.com/node/11869910.

U.S. Department of Defense. Summary of the 2018 National Defense Strategy of the United
States of America: Sharpening the American Military’s Competitive Edge. \Washington,
DC, January 19, 2018. https://www.defense.gov/Portals/1/Documents/pubs/2018-
National-Defense-Strategy-Summary.pdf.

U.S. Marine Corps. Marine Corps Doctrinal Publication 1: Warfighting. Washington, DC, June

20, 1997.
http://www.marines.mil/Portals/59/Publications/MCDP%201%20Warfighting.pdf.

U.S. Marine Corps. The Marine Corps Operating Concept: How an Expeditionary Force
Operates in the 21st Century. Washington, DC, 2016.

Vincent, James. “Former Facebook exec says social media is ripping apart society.” The Verge.
December 11, 2017. https://www.theverge.com/2017/12/11/16761016/former-facebook-

exec-ripping-apart-society.

Wang, Catherine. “The Game of Go: Ancient Applications and Contemporary Connotations.”
US-China Today. June 6, 2016.
http://www.uschina.usc.edu/w_usct/showarticle.aspx?articlelD=20280&AspxAutoDetect

CookieSupport=1.

Webb, Rick. “Superintelligence and Public Opinion.” New Co Shift. April 24, 2017.
https://shift.newco.co/superintelligence-and-public-opinion-228dbedad5h9.

41



Weishan, Li. “CMC Military Scientific Research Guidance Committee Emerged This Year.”
Sina News. July 24, 2017. http://news.sina.com.cn/0/2017-07-24/doc-
ifyihrwk2177254.shtml.

Work, Robert O., 32nd Deputy Secretary of Defense. Foreword to Department of Defense:
Artificial Intelligence, Big Data, and Cloud Taxonomy. Washington, DC: Govini, 2017.
http://en.calameo.com/read/0000097792ddb787a9198.

Work, Robert O., 32nd Deputy Secretary of Defense. “Remarks by Deputy Secretary Work on
Third Offset Strategy.” Speech. Brussels, Belgium, April 28, 2016.
https://www.defense.gov/News/Speeches/Speech-View/Article/753482/remarks-by-
d%?20eputy-secretary-work-on-third-offset-strategy/.

Yegnanarayana, B. Artificial Neural Networks. New Dehli: Prentice-Hall of India, 2006.
https://books.google.com/books?hl=en&Ir=&id=RTtvUVU_xL4C&oi=fnd&pg=PR9&dq
=artificial+neural+networks&ots=Gc8-
AlyKRy&sig=55BpdZ3Pw5u8daEXIUPgRpApgNo#v=onepage&q=artificial%20neural
%20networks&f=false.

Yisu, Zhang and Wang Mengmeng. “Xi Jinping presides over the first plenary meeting of the
Central Military and Civil Integration Development Committee.” Xinhua News Agency.
June 20, 2017. http://www.xinhuanet.com/politics/2017-06/20/c_1121179676.htm.

42



	Duncan_AM_DTIC
	Duncan_AM_Title
	Duncan_AM

	1 REPORT DATE DDMMYYYY: 28-04-2018
	2 REPORT TYPE: Master of Military Studies
	3 DATES COVERED From  To: August 2017 - April 2018
	4 TITLE AND SUBTITLE: Artificial Intelligence: Demystifying the Craze and Sharpening the Competitive Edge of America's Warfighting Force
	5a CONTRACT NUMBER: N/A
	5b GRANT NUMBER: N/A
	5c PROGRAM ELEMENT NUMBER: N/A
	6 AUTHORS: Duncan, Austin, M., Major, USMC
	5d PROJECT NUMBER: N/A
	5e TASK NUMBER: N/A
	5f WORK UNIT NUMBER: N/A
	7 PERFORMING ORGANIZATION NAMES AND ADDRESSES: Command and Staff College
Marine Corps University
2076 South Street
Quantico, VA 22134-5068
	8 PERFORMING ORGANIZATION REPORT NUMBER: N/A
	9 SPONSORING  MONITORING AGENCY NAMES AND ADDRESSES: N/A
	10 SPONSORMONITORS ACRONYMS: Dr. Benjamin Jensen
	11 SPONSORMONITORS REPORT NUMBERS: N/A
	12 DISTRIBUTION  AVAILABILITY STATEMENT: Approved for public release, distribution unlimited.
	13 SUPPLEMENTARY NOTES: N/A
	14 ABSTRACT: The maturation of artificial intelligence (AI) has the potential to change the character of war and alter the global balance of power. The U.S. and China seek to use artificial intelligence as a means to gain a national security competitive advantage. China and the People’s Liberation Army intend to leverage AI in intelligentized warfare while generating cost advantages through a strong state-sponsored military-civil fusion. Conversely, the U.S. and the Department of Defense seek near-term AI benefits as part of the Third-Offset centaur model while relying on incentives to increase public-private partnerships. The competing theories of victory primarily stem from organizational biases and cultural differences. The asymmetries between the U.S. and China’s differing AI strategies could result in unexpected, destabilizing dynamics to the global balance of power. The U.S. can sharpen the competitive edge by employing offensive and defensive competitive strategies to better organize for the potential of an artificial intelligence arms race. The U.S. should rebrand AI to algorithmic warfare; develop a long-term AI strategy; establish a DoD Joint AI Center; fund, enhance, and incentivize public-private partnerships; recruit and preserve AI talent; and heighten ethical and legal concerns of intelligentized warfare.
	15 SUBJECT TERMS: Artificial Intelligence, Machine-Learning, Artificial Neural Networks, Algorithmic Warfare, Military-Civil Fusion, Intelligentization
	16 SECURITY CLASSIFICATION OF: 
	a REPORT: Unclass
	b ABSTRACT: Unclass
	c THIS PAGE: Unclass
	17 LIMITATION OF ABSTRACT: UU
	18 NUMBER OF PAGES: 49
	19a NAME OF RESPONSIBLE PERSON: USMC Command & Staff College
	19b TELEPHONE NUMBER include area code: 3330 (Admin Office) 


