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Executive Summary 

 

Title: Advanced Education for the Cyber Workforce: Addressing a Key Vulnerability in the 

Marine Corps 

 

 

Author: Major Jason Smith 

 

Thesis: In order for the Marine Corps to successfully operate in the complex cyber domain, it 

must improve the senior cyber workforce through the implementation of selective recruitment, 

development of an advanced cyber education program, and development of a cyber institute to 

manage the education and integration of cyber operations throughout the MAGTF. 

 

 

Discussion:  

The USMC’s current defensive cyber security education for the senior cyber workforce is an ad-

hoc system of individual initiative, individuals selected for advanced education programs 

through annual boards, and reliance on abbreviated certification courses that focus on passing a 

test rather than a comprehensive understanding of network management and defense. The current 

gap in education of the senior cyber workforce creates a substantial risk in the operation and 

management of Command, Control, Computers, Intelligence, Surveillance and Reconnaissance 

(C4ISR) platforms. The failure to address educational requirements for advanced network 

defense and cyber operations to the senior cyber workforce is a huge oversight that the current 

structure of training does not sufficiently answer.  

 

 

Conclusion: Failure to establish a cohesive advanced cyber education program which meets the 

specific needs of the Marine Corps’ senior cyber workforce will exacerbate the current critical 

vulnerability in network and will hamper the Marine Corps ability to operate within the 

increasingly contested cyber domain. 
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Introduction  

The cyber domain is a complex global environment made up of physical, logical, and the 

cyber-persona layers. Each of these layers consists of systems, interdependent network 

connections, software, information, and devices interacting with people in order to provide 

connectivity throughout the information environment. The Department of Defense (DoD) utilizes 

these interconnected systems of systems in order to transport network traffic that enables 

command and control. Specifically, the interconnected systems of systems allows the DoD to 

develop network architectures that utilize commercial and governmental network backbones in 

order to enable commanders the ability to conduct command and control throughout the world. 

The installation, operation, maintenance, and defense of these systems requires a thorough 

understanding of the fundamental principles on which the networks operate and transfer data.  

The same vast interconnected systems that allows the DoD to communicate over great 

distances also open the DoD networks and command control systems up to vulnerabilities from 

malicious actors, misconfigurations, and poor security procedures that can lead to compromise of 

data, exfiltration of critical information, or denial of access to systems required for operational 

success. Mitigating these vulnerabilities requires advanced education in the underlying 

technologies, systems, and procedures utilized to counter threats to DoD networks. The Marine 

Corps is currently facing a gap in cyber education within its senior cyber workforce created by 

the inability to maintain pace with advancing cyber threats and complex, interconnected systems. 

In order to rectify this gap and meet the environmental challenges within the ever changing cyber 

domain, the Marine Corps must develop an advanced education program for the senior cyber 

workforce. 

Explaining the Problem 
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The Department of Defense relies on data networked systems that operate in the cyber 

domain and are capable of carrying providing command and control across all domains. Land, 

sea, air, and space operations all rely on communications systems that operate within and 

through the cyber domain. Whether providing for command and control of critical satellite 

systems, ship navigation, or communications data for ground based units, cyber is pervasive 

within all domains. Department of Defense networks must provide confidentiality, integrity, and 

availability when forces require them for operations and the service components are task 

accordingly with developing a cyber workforce that can ensure that their portions of the 

Department of Defense networks are secure.  

While the Department of Defense relies on United States Cyber Command 

(USCYBERCOM) to direct the defense of DoD Information Networks through its service 

component representatives, it is the responsibility of the services to ensure that the acquisition of 

systems, development of network operation frameworks, and education of the cyber workforce 

are established in a fashion that protects government data systems. As the Marine Corps looks to 

the future of cyber operations with the establishment of MARFORCYBER as the service 

component representative to USCYBERCOM, it also takes stock of the relative capabilities of 

our adversaries and the high probability that operations within cyberspace will spill over into the 

other domains.1 Additionally, a hard look must be taken at current network defense strategies and 

educational requirements to ensure that the Marine Corps maintains competence within an ever 

changing networked environment. 

  As adversarial forces attempt to gain military parity with the United States through means 

other than conventional force, they will continue to look at low cost capabilities provided 

through cyber operations to establish an effective counter to military power.  Cyber operations 
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provide a low cost, low risk capability with drastic implications for modern militaries. Disruption 

and destruction of government information systems and the embedding of remote access tools 

can allow adversaries the ability to create chaos during operations. Admiral Michael Rogers, 

Commander of USCYBERCOM and Director of the National Security Agency stated: 

Hardly a day has gone by during my tenure at Cyber Command that we have not seen at 

least one significant cybersecurity event occurring somewhere in the world. We face a 

growing variety of advanced threats from actors who operate with ever-more 

sophistication and precision.2 

Attribution for cyber-attacks is particularly difficult and while claims from groups and 

reports from the cyber security industry can be dubious, they do express the potential capabilities 

of the nation’s adversaries to carry out ever increasing lethal cyber-attacks against government 

agencies. CrowdStrike, an American cyber security firm, reported that cyber-attacks conducted 

by the Russian hacker organization FANCY BEAR from 2014 to 2016 against Ukrainian 

artillery units provided geographic location data to Russian military intelligence and allowed 

them to effectively target Ukrainian artillery forces.3 While attribution of the attack source that 

compromised the geolocation data may complicate the claim regarding the accuracy of this 

report, the possible utilization of malware to locate individuals utilizing their personal 

communications devices is a realistic threat that spotlights the immediate impact that offensive 

cyber operations can have when fused with kinetic operations. The utilization of malware against 

mobile devices in a combat zone in order to gain geolocation data of enemy forces is a prime 

example of the changing role of adversarial tactics within the cyber domain.  

Cyber-attacks are not just limited to countries currently in conflict. The United States 

Department of Homeland Security (DHS) and Federal Bureau of Investigation (FBI) released 

Joint Technical Alerts providing details concerning North Korean cyber-attacks on U.S. targets 

that have been occurring since 2016.4 The attacks targeted everything from media outlets to 
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critical infrastructure sectors. The U.S. Computer Emergency Readiness Team provides multiple 

reports which show that even small countries with limited global influence and military might 

can affect much larger nations through the cyber domain.5 

The transition from disruption to exploitation shows that there is an ever increasing need 

to provide robust security for systems utilized by military members and forces. As advanced 

cyber exploitation tools become easier to obtain and the sophistication require to operate them 

decreases, their use will continue to become increasingly popular with future adversaries. 

Additionally, as the Marine Corps looks to employ a wider range of command and control 

systems to the tactical edge of operations, it exposes network systems, software, and personnel to 

the risk of exploitation by cyber actors. The push of processing power to the tactical edge will 

require a robust defense, solid foundation on advanced network defense, and comprehensive risk 

mitigation processes to ensure that forces are protected from exploitation and risk. Operations 

within this complex domain required highly educated professionals with a thorough 

understanding of underlying languages and principles on which these systems operate as well as 

a knowledge of how best to manage the both network systems and the personnel that operate 

them. 

Increased vulnerabilities: 

The complex systems of systems involved in the creation of the modern communication 

networks has drastically increased the number of available vulnerabilities that cyber actors can 

utilize to subvert network defense systems and cyber security procedures. With the ever 

increasing amount of software, hardware, and code being introduced into military command and 

control systems, the Marine Corps’ exposure to vulnerabilities drastically increased over the last 

ten years. 
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A Center for Strategic & International Studies 2018 study reported that there were 39 

significant cyber incidents in 2016.6 The same study reported that in 2017 there were 59 

significant incidents, an increase of 51% in the course of one year.7 While this report only 

captures significant cyber incidents, the increase in number shows an ever increasing utilization 

of cyber as a method of attacking resource capabilities and decision making systems of 

businesses and government agencies.1  

Businesses are not the only organizations that are at risk from the increased number of 

vulnerabilities associated with complex communications systems. Major General Lori E. 

Reynolds, the Commanding General of Marine Forces Cyber Command 

(MARFORCYBEROM), testified before the Senate Armed Services Subcommittee on 

Cybersecurity that the Marine Corps Cyber Operations Group (MCCOG), the organization 

tasked with the defense of the Marine Corps Enterprise Network (MCEN), “responded to 4,050 

events on the MCEN” between May, 2016 and May, 2017.8 The 4,050 events included 

unauthorized network access, security vulnerabilities due to non-compliance with cyber security 

standards, network reconnaissance, and attributed configuration anomalies. The response to these 

events can range from patch management, systems audits, revocation of access, restriction of 

privileges, and active defensive measures to identify and deny future threat capabilities. 

Although these actions will likely increase the cyber hygiene of network systems, a new batch of 

vulnerabilities is already being exploited by adversarial cyber actors.  

The National Institute of Standard and Technology reported over 2,000 Common 

Vulnerabilities and Exposures (CVE) on the National Vulnerability Database (NVD) between 

January and February of 2018.9 The year 2017 was a record high for reported CVEs at over 

                                                 
1 A detailed active cyber-attack map is available at: http://map.norsecorp.com/#/ 
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14,000.10 While not all of these vulnerabilities present a risk to DoD communications networks, 

they do show an increase in the number of reported cyber security vulnerabilities that could be 

utilized to compromise a Marine Corps command and control networks. The drastic rise in 

vulnerabilities highlights the complexity of implementing cyber defense in an ever changing 

environment and the potential for exposure to advancing adversarial cyber capabilities. 

 

 

 

 

 

 

 

 

Figure 1. National Vulnerability Dashboard (NVD) 

retrieved from NIST: https://nvd.nist.gov/general/nvd-

dashboard 

Figure 2. Common Vulnerability Exposure (CVE) by year 

list retrieve from: https://www.cvedetails.com/browse-by-

date.php 
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Advanced Threat Capabilities 

The use of intricate systems vulnerabilities and target based code to severely damage the 

Iranian nuclear program was a prominent example that the subversion of technology has become 

drastically more sophisticated. The advancement of cyber-attack tools and techniques poses a 

continually changing threat environment for DoD networks. The attacks that systems technicians 

faced in 1988 from the Morris Worm are considerably less advanced than those posed by threat 

actors in the modern cyber environment. Today’s cyber threat actors have a litany of software, 

hardware, and systems vulnerabilities that are exploitable. Even obscure vulnerabilities in a 

portion of code can lead to the successful access to systems of the elevation to privileged access. 

A key example of this advancement in technical capabilities and effects on DoD systems can be 

seen in the Heartbleed vulnerability. 

Far from an unintended replication of a computer virus like the Morris Worm, Heartbleed 

is a flaw in the OpenSSL encryption technology that enables secure communications over the 

internet through email, instant messaging, and virtual private networks. The vulnerability creates 

a buffer overflow due to a missing bounds check and allows cyber actors to steal information, 

communications, and credentials.11 In 2014 when Heartbleed was reported, OpenSSL had been 

utilized as a secure connection method for internet transactions for two years without 

identification of the vulnerability. The detection of an attack from Heartbleed is very difficult 

due to the establishment of a legitimate connection and the cyber actor capturing data within the 

transaction. Usual Intrusion Detection Systems would not identify the activity as outside of the 

standard connection transaction. Once the Heartbleed vulnerability was identified and a fix was 

developed for the OpenSSL software, DoD was quick to mitigate the vulnerability, but the 
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advanced nature of the threat underpins the potential for sophisticated cyber-attacks and 

requirement for advanced understanding of threat capabilities.  

Exponential Advancement of Technology 

 Cyber security professionals must have a comprehensive understanding of the 

information that they are responsible for and be capable of making security decisions that ensure 

the confidentiality, integrity, and availability of that data. This requires that the professional have 

an understanding of existing and emerging threats and how to best utilize the security tools that 

are available to them. Education is the key to being capable of making informed decisions 

concerning threat analysis and the development of a comprehensive security architecture.  

During an Armed Forces Communication and Electronics Association’s luncheon, John 

Zangardi, the Principle Deputy Chief Information Officer for the DoD, said “We can’t solve 

today’s complex problems with yesterday’s thinking or technologies.”12 This is particularly 

important for service components within the Department of Defense. In many cases, education is 

limited to specific times during a member’s career. Even within these limited opportunities, 

education competes with the high rate of deployments, changes in assignments, and requirement 

to fill key-billets for retention and promotion. Additionally, network infrastructure, defense 

systems, and software follow the similar stringent controls on acquisitions as other end items, 

such as tanks. This slow approach to acquisitions fails to recognize the exponential rate of 

development of systems and software within the communications sector. Network managers and 

technicians are required to utilize the equipment fielded to them that may not have the most 

capable cyber defense capabilities available and must contest with ever advancing technologies 

and threats. Although the senior cyber workforce may be facing a technological gap created by 

the exponential advancement of the technologies expressed in Ray Kurzweil’s Law of 
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Accelerating Returns, this gap can be diminished by a well-educated cyber workforce that is able 

to identify key vulnerabilities and develop defense strategies that meet those requirements.13 This 

ability to mitigate the gap requires continued advanced education and exposure to emerging 

technologies not currently prescribed in the USMC’s senior cyber workforce training courses. 

Marisa Viveros, Vice President in charge of leading Cyber Security innovation initiative 

for IBM Cooperation, explains that, “One important way to achieve enhanced security is to 

design it from the start, in new application development, in how data is managed, and in the 

construction of IT infrastructure. Employers should invest in IT employee’s training, 

encouraging and supporting the pursuit of related certificates and degrees from graduate schools 

and other outside programs.”14  She proposes that cyber security experts are provided an 

opportunity to continue to receive education past the entry level to ensure that they understand 

the underlying principles, languages, and protocols as well as advancements in techniques and 

systems capabilities as they progress through their carriers. Through education in defensive 

cyber capabilities, network managers and technicians will understand how to build security into 

data networks and respond to the advancing complexities of communications networks. 

Additionally, in its FY 2017 Annual Report, Director, Operational, Test, and Evaluation 

(DOT&E) stressed the importance of human capital as the key to cyber operations, “DOT&E 

observations continue to highlight that human expertise is essential for effective cyber 

operations, including defensive cyberspace operations, offensive cyberspace operations, and 

cyber adversarial teams.” 15 

The USMC’s current defensive cyber security training for the senior cyber workforce is 

an ad-hoc system of individual initiative, individuals selected for advanced education programs 

through annual boards, and reliance on abbreviated certification courses that focus on passing a 
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test rather than a comprehensive understanding of network management and defense. The current 

gap in education of the senior cyber workforce creates a substantial risk in the operation and 

management of Command, Control, Computers, Intelligence, Surveillance and Reconnaissance 

(C4ISR) platforms. The failure to address educational requirements for advanced network 

defense and cyber operations to the senior cyber workforce, who are responsible for the 

management and defense of these networks, is a huge oversight that the current training 

curriculum does not sufficiently answer.  

Cyber Workforce Vulnerabilities: Creating a Gap 

USMC Introductory Training vs Education 

As the senior members of the cyber workforce, communication officers are exposed to 

introductory communications training through the Basic Communications Officer Course 

(BCOC), a 21 week course designed to familiarize students with Marine Corps communications 

systems and techniques for employment. This introductory course provides an expedited training 

package that introduces junior officers to the capabilities and limitations of communications 

equipment utilized within the MAGTF. With the limited training timeline, junior officers are 

provided a large amount of information in a short period. Much of this information only provides 

a cursory amount of information pertaining to the basic of communications technology. Cyber 

security training is provided with the Data Package portion of the course and only touches on the 

topics of change management, vulnerability identification, and security. 

Communication officers can, but are not required to, receive follow on training through 

the MAGTF Planner’s Course (MCPC), a 10 week course that is designed to prepare Captains 

for assignments as Marine Expeditionary Unit S-6, Regimental S-6, Communications Battalion 

and Squadron Operations Officers, and Major Subordinate Command (MSC) G-6 level.16 While 
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MCPC does provide training for the familiarization, planning, and employment of Department of 

Defense Information Network Operations (DODIN OPS), Offensive Cyber Operations (OCO), 

and Defensive Cyber Operations (DCO), the 10 week course does not provide an education 

specifically designed to develop advance network defense managers or cyber operations 

specialists. In many cases this course is a refresher for communications officers that have been in 

non-communications billets and are completing assignment to resident professional military 

education programs. 

Neither BCOC nor MCPC are designed to make communications officers highly trained 

network defense professionals familiar with extensive cyber security techniques and procedures. 

Rather they serve as an introductory training curriculum providing communications officers with 

a wide breath of knowledge from satellite systems, telephony, radio, multiplex, video 

teleconferencing, data networking, and communications control.  

Communication officer receive their first formal exposure to network defense and cyber 

security training through the completion of certification requirements. Although all 

communication officers are required to comply with the Department of Defense 8410 

Information Assurance (IA) Workforce Improvement Program, completion of certification 

requirements does not provide advanced cyber defense training or an understanding of the DoD 

network defense structure.17 Maintenance of currency in IA Workforce requirements does 

require the individual to seek out continued education to maintain relevancy within the 

communications field but follow on courses are not evaluated based on operational requirements. 

The relevance of the courses selected for training maintenance depends on the individual seeking 

continued education and is approved by the company that holds the certification, not the Marine 

Corps. Utilization of concepts learned during certification training must be merged with 
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operating techniques and procedures utilized within enterprise network operations and integrated 

with a thorough understanding of adversarial threat capabilities. Certification training, while a 

measure of baseline understanding of network security concepts, does not equate to a thorough 

understanding of network defense systems integration and cyber operations.  

There is no established requirement for senior officer to receive any further training in 

communications outside of the Basic Communications Officer Course for advancement and little 

incentive exists for the individual to search out advanced cyber education. With no requirement 

and no incentive for officers to obtain advanced degrees in cyber security, the Marine Corps fails 

to ensure that the officer in charge of the installation, operation, management, and defense of 

data communications networks have the proper education to meet the needs of tomorrows 

precarious cyber environment. 

Coupled with the gap in education for advanced information technology management and 

cyber security is an inconsistency in the exposure to commands that work within these 

environments. Since the preponderance of Marine Corps training involves on the job training 

(OJT), exposure to duties associated with a Marine’s military occupation are usually dictated by 

which command levels and where within a command that individual is serving.  

The inconsistency in training, in this case on-the-job and command level exposure, fails 

to create a cadre of experienced cyber security managers within the Marine Corps cyber 

workforce with a common baseline of education in the cyber domain. Additionally, this is 

complicated by the fact that only specific command levels operate network security tools, 

typically Communications Company and above for MCEN tactical communications and 

MAGTF IT Support Center Branches within Marine Corps Installations G-6s and above for 

MCEN garrison networks. The assignment of officers to specific commands that have a high 
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exposure rate to cyber operations and advanced network security is limited and the individual 

does not always have the opportunity to influence their assignments. Furthermore, assignment to 

one of these commands may not be advantageous to a Marine’s career progression as there is no 

requirements for communications officers to serve in any of these specific commands for career 

advancement. 

While the certification courses, BCOC, and MCPC courses provide entry based training 

concerning data networks and security, advanced network defense and cyber operations 

education is relegated to a system of personally sought courses and individuals selected for 

advanced degree programs. The reliance on self-motivated study and limited number of 

personnel that are accepted to advanced cyber degree programs cannot meet requirements for 

advanced senior cyber workforce and do not assist in providing education to the large number of 

senior cyber workforce personnel required by the Marine. Additionally, operation tempo and 

traditional Marine Corps Professional Military Education further constrain the time available for 

senior cyber workforce professionals to complete advanced cyber security and cyber education 

programs.  

While the Marine Corps looks for a way to address gaps in the current advanced cyber 

workforce educational systems, it lags behind the other services that identified advanced cyber 

education as a key contributor to the development of a professional cyber workforce. By utilizing 

traits from the educational systems established by the Air Force, Army, Navy, and private 

industry cyber defense institutes, the Marine Corps can develop a framework for an educational 

program to meet its future force requirements. 
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Air Force 

The Air Force training program for the 17X Cyberspace Operations Officer, as captured 

in the Career Field Education and Training Plan, provides a tiered training progression from 

entry to staff officer level. The tiered progression of education allows the Air Force to develop a 

cadre of Cyberspace Officers that complete continuing education courses at each level of their 

career while serving in positions that expose them to operational relevance between educational 

courses. The training progression is separated into four main levels: entry, initial, qualified, and 

staff level. Each of these levels has an associated educational requirement commiserate with the 

level of assignment within the cyberspace workforce. Entry level training requires that 17X 

Cyberspace Operation Officer attend an undergraduate cyber training. Beginning at the Captain 

rank, Cyberspace Operations Officers are required to complete the Air Forces Cyberspace 200 

course. This course focuses on planning, directing, and executing offensive and defensive cyber 

operations. Additionally, beginning at the rank of Major, Cyberspace Operations Officers are 

required to complete the Cyberspace 300 course. The Cyberspace 300 course provides a “broad 

background in cyber concepts, including capabilities, limitations, and vulnerabilities and their 

associated application and employment in joint military operations.”18 Finally, Cyberspace 

Operations Officers are required to complete the Cyber 400 course beginning at the rank of 

Lieutenant Colonel focusing on policy implementation.  
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As with all Department of Defense Cyber Workforce, Cyberspace Operations Officers 

are also required to complete the appropriate level DoD 8140 certification and maintain 

currency. Further advanced educational opportunities are available through the Air Force 

Institute of Technology (AFIT).  

The Air Force established the Center for Cyberspace Research at the Air Force Institute 

of Technology in March of 2002. As the Air Forces Cyberspace Technical Center of Excellence, 

the Center for Cyberspace Research faculty provide direction and education to graduate level 

students in cyber research with a focus on advanced defensive  and protection capabilities 

development. AFIT offers two graduate level courses that provide for network defense and cyber 

operations education. AFIT’s Master in Computer Science provides a graduate level course work 

focused on in six categories: Artificial Intelligence, Computer Networks, Database Systems, 

High Performance Computing, Cyber Security, and Software Engineering. AFIT’s Graduate 

Figure 3. 17X Career Field Pyramid, US Air Force 
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Cyber Operations (GCO) Program is an eighteen month graduate level program that culminates 

with a Master of Science in Cyber Operations. Students can select from a wide variety of topics 

within the cyber realm to include both offensive and defensive cyber operations, data security, 

cyber forensics, and management. Concise and well structured, the Air Force’s Cyberspace 

Operations Officer educational path is a focused model that the Marine Corps can utilize as a 

reference in the development of future network defense and cyber operations program. 

Army 

The United States Army established the Cyber Leader College at Fort Gordon on August 

4, 2014. The college provides training and education of the Army’s Cyber Soldiers to include: 

Defensive Cyberspace Operations (DCO), Offensive Cyber Operations (OCO), Electronic 

Warfare (EW), and the integration of cyber and electronic warfare capabilities.  

Initial training for the 17A Cyber Officer is the Cyber Basic Officer Leadership Course 

(CyBOLC). The Cyber Basic Officer Leadership Course is a 37 week entry level course 

designed to provide Lieutenants with an introductory knowledge of planning and executing cyber 

operations. Included in the Cyber Basic Officer Leadership Course curriculum are 8140 

certification courses for both CISCO Certified Network Associate Routing and Switching and 

(ISC)2 Certified Information Systems Security Professional. 

 

 Figure 4. 17A Cyber Basic Officer Leadership Course and 

Cyber Captain Career Course Overview, US Army 
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The Cyber Leader College also offers the Cyber Captain Career Course (CCCC), a 13 

week program designed to provide Captains with the skills to lead, plan, and direct defensive and 

offensive cyber operations.19 In addition, the Army has integrated industry leading cyber training 

courses from SANS and Joint level cyber training into its Cyber Operations Officer education 

program. The utilization of select industry and Joint courses allows the Army to refine training 

relevant to its operational requirements into its educational program and ensures a well-trained 

cyber workforce. Additionally, it allows for the introduction of up-to-date training from top 

security institutes in the industry. 

Navy 

In October of 2016, the United States Navy broke ground on the Center for Cyber 

Security Studies. The facility, located at the Naval Academy (USNA) in Annapolis, Maryland, 

was established to provide cyber operations courses to midshipmen. The USNA provides both a 

cyber operations major as well as requires that all students take cyber security classes. This 

investment in the future of the Navy’s cyber workforce as well as the development of an 

educated user base shows a commitment to the defense of Navy networks. Though the Center for 

Cyber Security Studies will not be complete until sometime in 2019, the undergraduate Cyber 

Operations Major and courses are already available for mid-shipmen.  

Additional opportunities for midshipman with the Cyber Operations Major includes 

internships with the National Security Agency, Defense Information Agency, or Naval Research 

Labs. Graduates of the Cyber Operations Major are eligible to be selected for the Information 

Professional and Information Warfare career paths. By providing a direct educational path at the 

Naval Academy, the Navy has ensured that advanced education in defensive cyber operations are 
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constructed into the career path for future officers. Additionally, the Navy provides multiple 

advanced degree programs through the Naval Post Graduate Program related to defensive cyber 

operations and computer science. 

The Naval Postgraduate School’s Computer Science Department provides graduate 

certificate, Master of Science, and PhD programs in Computer Science and Cyber Security. 

The Master of Science in Computer Science (368) is an 18 to 24-month program broken into 

seven quarters. The course covers a wide breadth of advanced studies within computer science to 

include: programming, operating systems, computer architecture, artificial intelligence, and 

database systems. 

Specialization can be completed in one of six areas: Cyber Security and Defense (CSD), 

Network and Mobility (N&M), Autonomous Systems and Data Science (ASDS), Software 

Engineering, Cyber Operations, or focus in modeling and simulation. Requirements for 

admission to the Masters of Science is substantial and requires “above-average grades in 

mathematics, (including differential and integral calculus).”20 Additionally, preferred applicants 

will have undergraduate degrees in applied science or engineering. 

In addition to the Master and PhD programs, NPS offers a number of Graduate 

Certificates through its departments and groups. The Computer Science Department provides 

three Graduate Certificates: Cyber Security Fundamentals, Cyber Security Defense, and Cyber 

Security Adversarial Techniques. The Cyber Academic Group provides two Graduate Certificate 

Programs: Cyber Operations Infrastructure (227/228) and Applied Cyber Operations (226). The 

Electronic and Computer Engineering Department offer Cyber Warfare and Cyber Systems 

graduate certificates while the Applied Mathematic Department provides Mathematics of Secure 

Communications. Graduate certificates are “a non-degree program designed to enable 
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participants to gain a foundational understanding of basic concepts and methods involved with 

computer network defense, vulnerabilities, and exploitations.”21 The graduate certificates offer 

an incredible opportunity to provide succinct, packaged education while providing graduate 

course credits to those that attend. Of the eight certificate programs offered only three require 

residence and the remaining five can be completed through distance learning. 

 

 

 

While Naval Post Graduate School offers an incredible educational opportunity for the 

senior cyber workforce member that can fit it into their career path and has the pre-requisite 

educational background to qualify for admission, current attendance numbers is not adequate to 

meet the higher education requirements to the entire senior cyber workforce throughout the 

Marine Corps. Marine Officers are typically selected to resident the Naval Postgraduate School 

through two annual boards, the Commandant’s Professional Intermediate-Level Education Board 

(CPIB) or the Commandant’s Career-Level Education Board (CCLEB). Additionally, individuals 

can apply through the Special Education Program (SEP). However, SEP is a competitive 

selection board with designated billet payback requirements that is limited to a handful of 

officers per fiscal year. On the other hand, the graduate certificate courses provide an example of 

Figure 5. Attendance Statistics from Naval Post Graduate 

School. Retrieved from frhttps://my.nps.edu/academics 
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modular learning packages that can be provided over the course of a career in order to ensure a 

constant flow of education within the cyber domain and allow for the completion of continuing 

educational requirement for DoD 8140 certifications. 

SANS Institute 

The SANS Institute is a private company that provides industry leading information 

security training and certification. It also offers a multitude of modular education programs 

including cyber security, network security, forensics, auditing, security management, penetration 

testing, and application security. These modular courses are provided through graduate 

certificates or through a cyber security degree program. The modular nature of the courses 

allows the individual to enroll in blocks of courses that are digestible at the students pace. The 

programs are provided via live and virtual classroom courses, online at your own pace, or 

through webcast with instructors. This ability to push the educational courses in a modular 

fashion to be completed at the individuals own pace is ideal for military service members with 

high tempo operational assignments. Through the distributed education model, ensuring that 

education is available is less dependent on the location of a member’s duty assignment and offers 

more opportunity to complete advanced education.22 

Fixing the Problem 

 

The Marine Corps Operating Concept 2016 states that future Marine Forces will be 

required to conduct Network Operations in a Contested Network Environment.23 The operation 

and defense of DoD information systems is a critical task, but the Marine Corps is facing an 

educational gap in the cyber workforce that current military occupation specialty training is 

incapable of meeting.24 Marine Corps command and control systems are at a higher risk than 

ever from attacks based on an advancing adversarial threat capability, increase in the number of 
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vulnerabilities, and the exponential advancement in technology. In order to mitigate these 

threats, it is critical that the Marine Corps develops an advanced cyber education program for its 

senior cyber workforce that provides a comprehensive understanding of these threats and 

understanding of how to mitigate them. 

The future of combat operations by the Marine Corps hinges on professional education 

for senior cyber workforce in advanced defense, maintenance, and security of USMC networks. 

Without the development of a professional, capable senior cyber workforce, the Marine Corps 

risks significant failure of command and control systems in future conflicts. The Marine Corps 

must implement an advanced educational program with a curriculum focused on meeting cyber 

threats that will be faced as we move towards a more technologically interlaced future. An 

updated USMC education program needs to focus on three critical areas; selective recruitment, 

development of an advanced curriculum with a professional degree program, and establishment 

of an educational institute to manage the program. 

Selective recruitment is an essential first step to producing high quality cyber Marines in 

sufficient numbers to meet the exponential growth in demand for their expertise. In order to 

improve the initial assignment of personnel to the cyber workforce and attract a cadre of well 

educated professionals, the Marine Corps must establish a tighter selection process and provide 

“cyber contracts” to persons with relevant educational backgrounds. The establishment of a 

specified contract to the cyber workforce is similar to the contracts offered to pilots, but would 

require a minimum of an undergraduate education in either computer science or information 

systems. Additionally, bonuses for coding language could be offered similar to foreign language 

competency. Finally, the advanced cyber education course completion must be tied to the 

promotion process and personnel must be provided adequate time in order to finish the 
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requirements within their career progression. Failure to incentivize advanced cyber education 

within the senior cyber workforce will prevent the Marine Corps from developing a robust cadre 

of capable personnel that can operate in the ever increasingly complex cyber environment. 

In addition to producing a cyber workforce with more relevant education and experience, 

the curriculum and organization of their advanced education and training needs to be improved. 

The advanced education program should be developed similar to graduate level courses and 

certificate programs found in other higher education environments and focus on modular 

education packages that can be consumed in small bites. These modular courses would allow the 

student to complete a selected, focused education package with more flexibility. Modular course 

packages would need to be tiered, building on the education from the previous package and 

becoming more advanced as the student progressed. Additionally, this advanced education 

program should include a distance learning program in order to ensure the widest possible 

distribution. The development of an advanced education program will allow for the flexible 

inclusion of recent threats analysis, participation of industry leading defense specialists, and 

interactive discussions concerning the current state of cyber operations by senior cyber 

workforce personnel from within the Marine Corps. The interaction can assist in identifying 

trends, best practices, and assist in developing operational response packages that can be utilized 

throughout the Marine Corps and DoD. 

A new cyber educational program for the United States Marine Corps should include the 

establishment of an advanced cyber school located in Quantico. Students benefit from hands on 

utilization of information attained through educational programs and cyber operations are no 

different. Most advanced education programs have a portion of their coursework that requires 

that the student utilize their newly acquired learning in a lab environment. A cyber school 
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located in Quantico, VA has the added benefit of proximity to the Department of Defense Cyber 

Range. Portions of the education packages would allow the student the opportunity to utilize 

their education in an interactive network environment that is segregated from “live” network 

environments, thus increasing their understanding of the operational uses of cyber operations. 

Selective Recruitment 

Complications of the assignment to military occupation specialties (MOS) begins at The 

Basic School, where Marines select and are assigned their MOS not on the merits of their 

previous education but through a selection process. Lieutenants are asked to rank all available 

MOS in order of priority. Once the graduating class is broken into thirds, the process begins 

assigning Marines based on their top selection. If the Marines number one choice is available he 

will be assigned that MOS, if not the process looks at the second and third choices respectively. 

Similarly process continues with the middle third and the bottom third. The process was 

developed in order to ensure quality distribution and give the greatest likelihood that a Marine 

will get an MOS in the top five on their list. Some consideration is given to prior background for 

Marines that were previously enlisted, but this is based on the Basic School staff conducting the 

selection process. This process, while exceptional for quality distribution and fairness, does not 

select individuals with degrees and special interest to MOS related positions within the cyber 

workforce. 

Although not a direct solution for the advancement of senior cyber workforce education 

within the Marine Corps, actively recruiting and selecting Officer Candidates with Computer 

Science and Information Technology degree backgrounds for positions as Communications 

Officers and Cyber Operations Officers would assist in developing a cadre of educated entry 

level officers. Coupled with a well-developed, mature educational program directed at each 
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career level, the Marine Corps would be capable of establishing a qualified senior cyber 

workforce. Specific details for selection would be based on relevant degree and completion of 

program from an accredited school. 

An Advanced Curriculum and Professional Degree Program 

Utilizing lessons learned from the Air Force and the Army in the development of cyber 

operations training, the Marine Corps can quickly evaluate its operational cyber education 

requirements and develop a professional degree program that focuses advanced cyber education 

and integration of operations. Establishing a tiered program that creates a core competency in 

network defense, adversarial capabilities, DoD network infrastructure, and offensive operations 

will provide the Marine Corps with an educated cyber workforce able to plan, install, operate, 

and maintain robust, resilient command and control networks and reduce risk to personnel and 

systems.  

Similar to the Air Force and the Army’s tiered approach to cyber operations training, the 

Marine Corps must establish a comprehensive education program that builds on proven industry 

techniques for the development of cyber security professional. Integrated into this program 

should be courses covering the fundamentals of planning network security, network hardening 

techniques, auditing, penetration testing, intrusion detection, change management, and incident 

response. Courses should be structured to match the requisite skill required to operate at the 

appropriate level of command the officer is expected to serve. Initial educational focus should be 

given to theory and concepts of network defense, followed by technical implementation network 

defense systems, and integration of offensive and defensive cyber operations. As each Marine 

cyber expert advances, their education should progress to enterprise management and developing 

strategies for the implementation defensive cyber operations. In addition, introduction to 
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adversary threat capabilities and offensive cyber operations should be integrated throughout the 

education program. This seamless integration of education and operational context helps develop 

active thinkers that can apply what they have learned in the classroom to the battlefield. 

By developing the education program in a modular construct, similar to the SANS 

Institute and NPS graduate certificate modules, the Marine Corps can capitalize on organized 

packets of education that allow the student to consume them in smaller sections without the 

requirement of lengthy commitments that would be hindered due to operational requirements. 

Utilization of techniques developed within distance education programs, such as the Graduate 

Certificate programs offered by Naval Post Graduate School, would allow cyber professionals 

the ability to space out the education modules throughout their careers and ensure that significant 

billet assignments and competing professional military education does not hinder their ability to 

complete the cyber educational modules. This will allow the service member to remain 

competitive within their career path through assignments while completing modular distance 

education programs that build solid network operations fundamentals.  

The increasing value of cyber security within the corporate and private sectors creates a 

competition for experienced, educated professionals. With the private sector offering higher 

salaries and an increased stability in an individual’s personal life verse the military, it is difficult 

to determine what incentives can be offered to keep highly educated professionals within the 

DoD. Additionally, military experience makes service members highly competitive due to their 

possession of security clearances and exposure to operational cyber operations that their civilian 

counterparts may not have. While this seems to insinuate that educating senior cyber workforce 

personnel will lead to an exodus of professionals to the more competitive pay within the private 

sector, further educational opportunities and assignment to specific cyber assignments may 
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counter this potential. Retention of highly educated cyber professionals can be tied to the 

incentives provided through continuing education and exposure to cyber operations. The more 

the individual works within the cyber domain with the military, the more lucrative a position 

they can obtain outside of service. This will create a natural equilibrium over time as personnel 

receive high levels of education and experience in operations and not the paycheck as the 

primary goal of their professional development. Additionally, the symbiotic environment where 

cyber professionals begin their careers in the military and transfer to the private sector is healthy 

and typically places those highly educated service member into contract and government 

positions filling jobs similar to the positions they left while in the service. 

The incentive of receiving a highly prized education in cyber defense and exposure to 

cyber operations only functions if there is a requirement for completion within the career path of 

the individual. As the current system of career progression does not require that higher education 

levels are completed for continued progression, there is no incentive to complete advanced 

training. Cyber workforce members can continue to be promoted without receiving additional 

education other than that required as entry level and standard professional military education 

required for all members to be considered for promotion. Advanced cyber training for the cyber 

workforce must be tied to the promotion system as a requirement for further progression similar 

to the Air Force Cyber 200/300/400 coursework.  

Development of USMC Cyber Institute 

 The development of an institution to manage and promote higher level cyber education 

for the Marine Corps does not require vast amounts of capital investment and organizational 

structure in order to accomplish. The Marine Corps University, as an establishment institute of 

higher education, would serve as an excellent location for the hosting of a Cyber School of 
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Excellence. Based on the Marine Corps University’s proximity to the National Capitol Region, it 

benefits from being centrally located between resources already available at the Marine Corps 

Base Quantico as well other Department of Defense and industry partnership. Marine Corps units 

already located within the region such as Marine Forces Cyber Command (MARFORCYBER), 

Marine Corps Cyber Operations Group (MCCOG), Headquarters Marine Corps Command, 

Control, Communications, and Computers (C4), and Marine Corps Information Operations 

Center (MCIOC) have a wealth of knowledge and experience in operations in the information 

environment and cyber domain. Additionally, interagency organizations such as the Department 

of Homeland Security, Federal Bureau of Investigation, National Security Agency, and Defense 

Information Systems Agency (DISA) are located within the National Capitol Region and are a 

resource that can be tapped to assist in the development of a professional cyber course.  Finally, 

there are numerous institutes of higher education located both on Quantico and within the region 

that provide a hard to match concentration of experts to facilitate and support the establishment 

of advanced cyber education program for the Marine Corps. The management of these resources 

and provisioning of educational course offerings would be the principle mission of a developed 

cyber institute. 

Practical application of learned cyber fundamentals during the advanced education course 

could be achieved through the use of a laboratory environment located in close proximity to 

Marine Corps University. The Department of Defense Cyber Security Range, managed by 

Headquarters Marine Corps C4, Cyber Division, is located just off Marine Corps Base Quantico 

and offers a network environment that can serve as an educational laboratory at no cost to the 

service.25 The range exists outside of the operational environment of production networks and 

thus can serve as both a testing laboratory for new concepts as well as a practical application 
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environment for educational courses. The range and the staff that operate it are familiar with 

Marine Corps cyber operations and have hosted the Marine Corps, Joint Services, and National 

Guards teams for exercise such as Cyber Flag and Cyber Guard. Additionally, the range can be 

accessed remotely through either a Remote Boundary Suite (RBS) or through the use of a virtual 

private network (VPN) making it capable of supporting interactive education throughout the 

globe. The ranges ability to support onsite and distance interactive education, as well as 

laboratory functions, enables students to exercise cyber operations in a network environment that 

can replicate the network architectures, tools, and attack vectors that they will be facing in the 

operational environment. 

 The most effective part of utilizing the Marine Corps University as the backbone for the 

development of an advanced cyber education course is that it can be started now. Cyber 

operations are not hypothetical, future activities. The Marine Corps is grappling with how to 

work within the information and cyber domain at this instance. The recent conversion of the 

Marine Expeditionary Force Headquarters Groups (MHG) to the Marine Expeditionary Force 

Information Groups (MIG) shows that there is a focus and significant investment on the 

development of operations within cyber, information, and electronic warfare. Additionally, the 

creation of the 17XX Cyberspace Operations military occupational specialty and changes to 

acquisition processes for cyber operations systems, software, and training provide a clear 

indication of the level of investment the Marine Corps is putting into cyber.26  

There is an added benefit in the development of an advance cyber educational program 

within the Marine Corps. This benefit couples the education and advancement of the senior cyber 

workforce with the ability to provide an educational institute that can assist in tackling the 

operational use and integration of cyber, information operations, and electronic warfare. As the 
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Marine Corps looks to further integrate cyber operations, information operations, and electronic 

warfare capabilities to the tactical edge of deployment, the establishment of an advanced 

institution that can assist in fostering the development of capabilities in the information 

environment would be beneficial to future capabilities. 

Conclusion 

As adversarial cyber capabilities continue to advance, so does the requirement for the 

Marine Corps to ensure that the senior cyber workforce that plan, install, operate, and maintain 

the command and control networks are capable of providing advanced network defensive and 

cyber operations capabilities. For the Marine Corps to meet these requirements, it must invest in 

the education of its cyber workforce and institute an education program that incorporates 

multiple technical and managerial disciplines. The battlefield of tomorrow will provide a 

complex information environment ripe with security vulnerabilities and advanced cyber threats. 

 The Marine Corps’ best tool in countering adversarial cyber threats is a well-educated 

cadre of cyber warriors armed with cutting edge training and capable of developing robust 

network defense structures and integrating cyber operations. The current model of education 

does not adequately prepare senior cyber workforce personnel for operations in a contested 

information environment. By adopting traits from the sister services and industry to develop an 

advance cyber education program, developing a cyber institute to manage the advanced 

educational program , and utilizing selective recruiting for entry level cyber professionals while 

incentivizing advanced education, the Marine Corps can ensure that it can meet the challenges of 

an ever changing cyber domain. 
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