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Executive Summary

Title: Social Media Warfare: A New Cost-Imposition Strategy for Great Power Competition
through Education and Collaboration

Author: Lieutenant Commander Benjamin M. Mulloy, United States Navy

Thesis: The United States’ slow response to Russia’s election meddling of 2016 and reactionary
counter to ISIL’s social media warfare campaigns requires inter-governmental collaboration and
coordination as well as enhanced career path options to respond effectively in the information
domain. An expanded unrestricted line officer information warfare subspecialty career path and a
new joint interagency disinformation defense center (JIDDC) can unsustainably increase the fi-
nancial burden of information control for America’s autocratic adversaries.

Discussion: This paper will introduce two enhanced concepts for coping with the changing char-
acter of information warfare, and examines several modern case studies involving both positive
and negative uses of social media. By imposing an ever-increasing cost on our adversaries to ma-
nipulate and control their nation’s internet infrastructure, the U.S. can be on the winning end of a
cost-based competitive strategy. America’s first amendment creates an asymmetric opportunity
for autocratic regimes like Russia, wishing to disrupt and dismantle western democracies through
information warfare. However, the cost to maintain internet sovereignty is a heavy financial bur-
den that should be exploited by America and its allies through interagency collaboration and
higher education.

Conclusion: The JIDDC, as well as information warfare subspecialty codes within unrestricted
line officers, will ensure information warfare is carried out with the highest degree of profi-
ciency, contributing to the unsustainable increasing costs of internet surveillance and control for
adversary’s central governments.
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General

The far-reaching impacts of social media, combined with the widespread availability of
wireless communication are changing the character of war.! Actors ranging from violent extrem-
ists, autocratic regimes, and dictators, have manipulated its use, often with great success in fur-
thering their causes and influencing populations well beyond what would have been possible just
a decade prior.2 The acceleration of its adoption is only increasing through the lowering cost of
mobile phones and influx of cheap internet providers, resulting in less developed nations being
more connected than ever before. The greatest increases in mobile phone and social media use
are in areas that have historically been plagued by conflict or are currently experiencing conflict,
such as the Middle East and Africa.® Contrasting this acceleration in use, are the highly technical
and capable nations of Russia and China. Both countries are developing exceedingly sophisti-
cated networks and propaganda machines that challenge the global order. The United States
should immediately create the JIDDC to counter sophisticated foreign disinformation attacks, as
well as prepare all warfare communities for competing in the information space through the op-
tion of a new information warfare career path amongst unrestricted line officers.

There is currently no definition for information warfare within official U.S. government
documents, however, the Congressional Research Service defines it as, “A strategy for the use
and management of information to pursue a competitive advantage, including both offensive and
defensive operations.”* Disinformation is “intentionally false information, examples include
planting false news stories in the media and tampering private and/or classified communications
before their widespread release.” Title 10 U.S.C. 2241 prohibits Department of Defense (DOD)
from domestic publicity or propaganda, although it stops short of defining these terms.® All four

U.S. military service branches post daily on their internationally accessible, official social media



accounts, representative of their liberal interpretation of this provision. There is a lack of clarity
on this issue that should be handled by a new joint interagency team of highly capable infor-
mation operators. A clear line should be drawn between education and indoctrination, between
propaganda and identification. A new entity should be built around the education and identifica-
tion of disinformation from Russia, China, Iran, North Korea, and ISIS, the five prioritized coun-
tries listed within the 2018 National Defense Strategy.” The JIDDC should be tasked with edu-
cating the American public and key policy decision-makers on specific instances of disinfor-
mation, ensuring a clear distinction between propaganda and education.
Purpose

This paper introduces two integrated concepts for coping with the new operating chal-
lenges within the information warfare domain. The first is to establish the JIDDC, with the mis-
sion of identifying foreign disinformation campaigns directed at Americans on social media. The
JIDDC should not be considered a replacement for the U.S. Information Agency (USIA), a now
defunct agency created during the Cold War in response to Soviet Union propaganda.® The
USIA’s primary mandate in the post-cold war era was to influence foreign audiences about U.S.-
style democracy and markets.® Prior to the 1990s, the mission of the USIA was inseparable from
cold war geopolitics, whose main purpose was to win the battle of men’s minds against Soviet
propaganda.l® The JIDDC does not seek to win the battle of minds, instead it should present a
clearer picture of reality by educating and disclosing to the public instances of foreign disinfor-
mation. Before its demise, however, the USIA managed to deliver a financial blow to the Soviet
Union, contributing to the overall collapse. Internal memos from the USIA indicated, “Soviet

pleading to suspend disinformation programs were a clear sign that America’s efforts to raise the



cost of Soviet disinformation were working.”** As strategic competition becomes central to na-
tional security, utilizing any domain or concept capable of generating a cost advantage should be
explored.

The Global Engagement Center (GEC), created in 2016 under the Department of State, is
the current U.S. government entity mandated with countering propaganda and disinformation
from international terrorist organizations and foreign countries.!? The GEC has a FY19 budget
request for $55 million dollars.t® For comparison, a recent DOD audit by Ernst and Young dis-
covered $100 million worth of DOD assets that couldn’t be supported with evidence or docu-
mentation.!* The GEC requires significantly more funding, support, and coordination from the
Department of Defense if it is to fulfil its mandate to counter disinformation. The U.S. military
should integrate the GEC into the JIDDC by following the golden standard of interagency coor-
dination, JIATF-South, as its model.

JIATF-South began as a response to a drug related shooting spree that took place in broad
daylight at a suburban Miami mall in 1979. This represented the tipping point for the current
presidential administration’s tolerance of drug related crime. What followed was “The Vice Pres-
ident’s Task Force on South Florida”, created in 1982.%° This new task force comprised hundreds
of agents from the Drug Enforcement Agency (DEA), the Federal Bureau of Investigation (FBI),
with support from the Army, and the Navy, to name a few. This new task force would later be-
come responsible for over 50 percent of the total cocaine seized by U.S. law enforcement agen-
cies.!® The graphic below demonstrates the enormous level of integration required to achieve or-

ganizational success.
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Figure 1: JIATF-South’s Integrated Team

The figure above represents years of relationship building, along with appropriate legisla-
tion and authorities. The JIDDC would look similar to the above figure, but initially much
smaller to increase the flexibility and agility needed to rapidly evolve the structure, decision-
making, and culture of the organization. It would also center around NATO nations currently en-
gaged in combating Russian disinformation campaigns, but would not exclude any country will-
ing to participate. The one key factor the JIDDC has in common with JIATF-South is the evalua-
tion metric. For JIATF-South, metric tons of illegal drugs seized is their implicit metric for oper-
ational success. For the JIDDC, the number of disinformation tweets, social media pages,
hashtags, and posts revealed as disinformation would represent the metric for JIDDC’s opera-
tional success. By attaching a clear metric, an organization can both demonstrate its value, while

also streamlining organizational efficiencies to increase those metrics.



The second concept this paper will explore, is the establishment of an information war-
fare sub-specialty code for 10 to 20% of all new unrestricted line warfare officers, or line offic-
ers. This enhanced requirement is designed to ensure America is best postured to defeat adver-
saries within the information space during a future conflict, with the desired end state of creating
a cost imbalance for China and Russia to continue their censorship over the content of their re-
spective country’s internet. By supplying every line officer community with an information war-
fare capability, synchronization and coordination of national level strategic messages will be-
come more fluid within tactical and operational level planning. The case study on Joint Task
Force (JTF) ARES presented later in this paper demonstrates how this level of integration can
achieve a specific desired effect.

These potential military solutions enable the U.S. military to compete and win in the so-
cial media environment, in order to support the first and third pillars of the current National Se-
curity Strategy (NSS). The first pillar is to Protect the American People, the Homeland, and the
American Way of Life.” The DOD should be given sufficient authority and funding to assume
the role as the leading government entity responsible for the identification and exposition of for-
eign disinformation campaigns designed to destabilize the American way of life. The President
of the United States proposed budget requests for FY2020 are $718 billion for the DOD, $40 bil-
lion for Department of State (DOS) and USAID, and $51.7 billion for the Department of Home-
land Security (DHS).* The DHS is mandated to defend and secure Federal cyberspace, The DOS
is proposing over $500 million to counter Russian malign influence, and the DOD budget priori-
tizes strategic competition with China and Russia.*® These three entities should centralize these
missions within the JIDDC, with the DOD as the lead entity. The third pillar of the NSS is Pre-

serve Peace Through Strength, this can be achieved through combining information warfare and
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traditional warfare methods. To do this, every unrestricted line community should have within its
ranks, a handful of officers capable of integrating information warfare within the remaining six
warfighting functions. This integration will ensure information will no longer be an enabler of
physical power, it will become an instrument of power in its own right.2° By applying the lessons
learned from modern social media case studies, as well as modern military case studies, the U.S.
military can deny certain state actors like Russia, and ISIL, the capability to disrupt and fracture
free democratic societies.

Subspecialties are professional disciplines secondary to an officer’s primary specialty or
designator earned through meeting Education Skill Requirements (ESRs) as well as Core Skill
Requirements (CSRs). They require a Master’s or higher degree program from an institution of
higher learned from an accredited agency.?

Time Horizons, Assumptions, and Risks

Immediate implementation of the JIDDC for assuming the responsibility of defending
against foreign interference on social media will convey to the American public that the DOD is
capable of defending against all foreign enemies, in whatever domain they present themselves as
a threat to the American way of life. Congressional approval for adopting the JIDDC, with pri-
vate sector coordination and participation would potentially take years. However, the appetite
amongst the U.S. population for some competent intervention on social media is reaching insa-
tiable levels, as seen by the recent outrage at the New Zealand Mosque shooter’s ability to prolif-
erate his manifesto, as well as video of his shooting rampage on Facebook, YouTube, and Twit-
ter. A recent revelation that Facebook stored millions of passwords in plain text, is an egre-

giously irresponsible misstep from such a well-resourced tech company, and further demon-
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strates the requirement for a more competent authority to decipher and educate the public on so-
cial media disinformation.?? The concept for the JIDDC should be delivered and accepted to
Congress as a bi-partisan issue that could reach approval within a few years, potentially shorter,
depending on how many more security missteps social media companies will inevitably continue
to make.

The creation of an enhanced requirement for an information warfare subspecialty within
unrestricted warfare communities will take approximately a decade. This length is due to the
challenges associated with service assignment requirements and coordination required across
multiple services. For example, the United States Naval Academy will graduate approximately
1,069 midshipmen in the spring of 2019. Of these midshipmen, only twenty-one will go into the
Cryptologic warfare community, and six will become information professionals. These twenty-
seven are selected from a group of midshipmen not physically qualified to enter the unrestricted
line community, severely limiting the talent pool of potential candidates. If the U.S. Navy wants
to fight and win in the information environment, it must acquire the best and brightest talent
available, and should allow physically qualified midshipmen, their fellow Officer Candidate
School (OCS), and Reserve Officers’ Training Corps (ROTC) brethren to select information
warfare, both as a sub-specialty code, within their respective unrestricted line communities, and
directly to restricted line communities. The Naval Academy currently offers computer science,
cyber science, and information technology majors, with courses in advanced database systems,
computer algorithms, social engineering, and cyber law and ethics, with all other service acade-
mies offering similar courses. These core skills translate well into careers as both an unrestricted

line officer and an information warfare professional.
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The Joint Concept for Operating in the Information Environment (JCOIE) states the Joint
force must, “Understand information, the informational aspects of military activities, and infor-
mational power.”23 There can be no substitute for understanding without education and experi-
ence. To achieve the level of education needed to compete in this rapidly adapting and complex
environment, the U.S. military should support an information warfare sub-specialty for 10 to
20% of unrestricted line officer accessions. As an example of what this would look like in a typi-
cal career timeline, the figure below walks through an unrestricted line Naval aviator’s career in
the first 11 years of service with the information warfare subspecialty track. The years after the
initial 11 would follow a standard path from O-4 Department Head (DH) through O-5 Com-

manding Officer (CO) and flag ranks.

Aviation (H-60) Officer (I)
Yearly Career Progression

0-2 2-4
Flight Navy
School Expeditionary
Seahawk Resident
Air Force for Squadron Army Naval Post Air Force :
: Graduate Resident
Primary . IETGENT Pavehawk
Flight Deploy with Squadron School s j JPME |
Training USMC ARG/ Masters
MEU Degree Non-Na
Aircraft CDR . AircraftCOR| o, o
DCUACIEN First Sea Tour Qual Information Tour
Advanced Sciences
Flight H2P/Junior
Training Qual
Computer or .
Cyber Science Innovation

Officer

Major

Figure 2: Example Officer’s Potential Career Progression
This concept creates institutionalized legitimacy on the value of information warfare

through new information warfare subspecialties. By endowing unrestricted line officers with the
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tools required to compete in the joint information domain, the U.S. military can move from a re-
actionary force in this space to one capable of commanding the global narrative and seizing the
initiative within this environment for years to come.

Description of the Military Problem and Opportunity

In 2016, the Kremlin attacked the United States through a coordinated influence opera-
tion targeting the presidential election. Russia’s political warfare against the west has revealed its
full spectrum strategy of undermining democratic institutions, sowing distrust amongst western
allies, and destabilizing societies by amplifying what divides them.?* While social media compa-
nies like Twitter and Facebook have taken steps to remove Russian-linked accounts as well as
disinformation attacks, artificially intelligent accounts and deep-fakes are finding new ways
around these measures.?® The U.S. requires an immediate response through the implementation
of the JIDDC, while planning for a more technically complex future through information warfare
subspecialties within all warfare communities.

In 1998, China launched the beginnings of what is commonly referred to today as the
Chinese Firewall.?® Over the next two decades, China would continue to develop the most expan-
sive internet surveillance network in history, positively controlling every word on the internet be-
ing disseminated throughout the entire country of China. For a time, the entire country of Pan-
ama disappeared from the Chinese internet because of the Panama Papers scandal the Chinese
Government ordered to be deleted from their internet.?’ It is simply a matter of time before this
marvel of cyber and social engineering is replicated amongst unfriendly non-democratic or auto-
cratic adversaries. This represents a serious challenge for western society, but specifically the
United States and its allies in a potential future conflict with one of these nations. If a Chinese

destroyer is sunk in the Pacific and no one in China is around to hear it, did it really compel the
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Chinese will? If Russian little green men are detained for war crimes and the Russian populace is
not informed, how much impact does that have on the political will of its leaders? The challenges
of fighting against an enemy with complete sovereignty over its internet and information requires
innovative and educated officers for competing in this environment. The military opportunity is
small, but like the Maginot line in France proved, nothing is impenetrable, and no defense is im-
permeable.

Britain cut Germany’s transatlantic cables at the beginning of World War I, perhaps in
the next war, new fiber optic cables will not be cut, but instead need to be laid.?® Another oppor-
tunity for the United States lies in the massive amount of resources required to restrict the infor-
mation of an entire nation. The cost for countries like China or Russia to maintain this level of
control represents a cost advantage for America in a potential future conflict. Exploiting this ad-
vantage will require advanced knowledge in fields such as data science and local languages and
cultures. The U.S. military must recognize the complexity and urgency of this problem and pre-
pare through information defense at home while also developing the warriors of tomorrow that
will be able to challenge any adversary in the information domain.

The cost advantage is realized after continued pressure on exposing Russian govern-
ment’s disinformation results in Russian parliament increasing controls and requirements from
its national internet service providers (ISPs). A Russian newspaper, RBC, cites an estimate of
134 billion rubles, or $2.1 billion, is required to compensate telecom operators each year for their
compliance with the Kremlin’s current internet regulations.?® A new sovereign internet bill in
Russian parliament passed the second round of voting on April 11, 2019. An additional $304

million is estimated for procurement, installation, and refinement, to implement the new legisla-
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tion.3° To accelerate this cost-imposition strategy, the U.S. will have to continue to pressure Rus-
sia, and similar regimes, through more sophisticated disinformation capabilities like the JIDDC
and enhancing the current military officer corps.

The dichotomy of too much enemy access to Americans during a potential conflict, and
not enough access or influence for Americans to bend the enemy’s will during a conflict is a
challenge that needs to be answered.3! As the Chinese and Russian models of censorship spread
to other autocratic and socialist regimes hostile to the American way of life, the asymmetric ad-
vantage for American enemies widens in their favor, but at significant cost. If the U.S. military is
to become a global leader in controlling the narrative and managing perceptions within social
media, it should rapidly adapt through increased responsibilities and authorities, education, and
updated occupational subspecialty accession billets.
Central ldea

The following examples highlight both the complexities and intricacies of influence on
social media within western societies. A generalized view of social media’s capabilities and vul-
nerabilities also demonstrate the need for more education on the subject. On February 21, 2018
Kylie Jenner tweeted her displeasure with the social media application Snapchat. This seemingly
innocent tweet by a 20-year-old reality TV star, seen by her 24.5 million Twitter followers at the
time, would be widely attributed to a precipitous drop in the social media company Snapchat’s

stock price.*
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Her tweet was posted on a Wednesday evening, just after normal stock market trading
hours, and by the end of closing the next day, the stock price dropped 6.1%, a total market value
of $1.3 billion.®* Snapchat Inc.’s stock would continue to decline over the next several months,
with many, including Market Insider, attributing her tweet to the stock’s demise. This line of
thinking would be a classic case of directly attributing causation to correlation. A day prior to
Kylie Jenner’s now famous tweet, Snap Inc. issued a statement in response to a change.org’s pe-
tition to remove the latest Snapchat update, which many millions of Snapchat users viewed as
uncomfortable at best, and unusable at worst. The change.org’s petition of Snapchat’s new soft-
ware update had reached over a million digital signatures by February 20th, the day before Jen-
ner’s tweet, laying the groundwork for her tweet to capitalize on an existing narrative within her
own personal sphere of influence, or brand.””**

A similar cynosure of eyes fell upon Walter Cronkite during his now infamous, “Cronkite
moment” of February 27th, 1968. American disapproval had been growing since the Vietnam

war began failing to live up to American political leader’s optimism, and was reaching a boiling

point. Following the Tet Offensive, an operation that did not leave a clear victor, Cronkite, a
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mega-influencer, or super-spreader, would say during a televised broadcast, “The only rational
way out then will be to negotiate, not as victors, but as an honorable people who lived up to their
pledge to defend democracy, and did the best they could.”® This represented a turning point in
American sentiment regarding the Vietnam war. The President at the time, Lyndon B. Johnson,
was said to have reacted to this statement with, “If | have lost Cronkite, I have lost middle Amer-
ica.”®® This statement’s authenticity is controversial, and its origins debatable, but has continued
to be perpetuated as truth, including in the new best-selling book by P. W. Singer, “LikeWar”.
By tapping into the existing narrative, Walter Cronkite’s authenticity and influence pushed his
American audience to accept a stalemate, alter Lyndon Johnson’s plans for a re-election bid, and
serve as lodestar to a captivated audience.

These two case studies, Jenner’s tweet and Cronkite’s moment, would fall closer in line
with what Malcolm Gladwell would call “The Tipping Point”; a book describing how small
things can make a big difference.®” Both Kylie Jenner and Walter Cronkite can be viewed as
means, in the traditional military equation of Strategy = Ends + Ways + Means. By adjusting the
end-state to more closely align within a military objective, and utilizing social media as a means,
military planners with an information warfare sub-specialty can provide commanders, or them-
selves, with an increasing pallet of options to achieve their strategic end-state. In Gladwell’s final
sentence of his work, he concludes, “With the slightest push—in just the right place—it [the
world] can be tipped.”3 The key to Gladwell’s statement is determining where “just the right
place” exists. In both the physical and information domains, targeting is challenging, but should
be viewed similarly in application.

Similar to the targeting inaccuracies of aerial bombardments, information warfare re-

quires time to develop, while also learning from the mistakes of the past. For decades, the aerial
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bombardments of World War 11 through Vietnam were wildly inaccurate by modern standards,

as measured by circular error of probability (CEP).
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Figure 5: Circular Error Probability (CEP) from WW!II to 1998

Determining just the right place was not the primary issue for the U.S. military during
this time period, they generally knew where the targets were located, they just needed to hit
them. The need for more accurate weaponry, led to the precision weapons revolution. The revo-
lution began with the invention of laser guided munitions in the early 1970s, and reached the up-
per edge of its limits with the introduction of GPS guided munitions. A modern 500-pound Joint
Direct Attack Munition (JDAM), can achieve a CEP of 5 meters when GPS data is available.®® A
new era of revolutionary thought, in treating tweets like bombs, and social media influencers like
key nodes in an enemy’s hierarchy, should similarly be applied to information warfare. Kylie
Jenner’s Snapchat tweet carried the weight of a modern JDAM, while Walter Cronkite’s moment
landed with laser guided precision. They both were applied at the right time, within the right nar-
rative, and medium, resulting in a dramatic effect. These small events certainly had at least some
effect in tipping the scales of perception amongst their audiences. In order to achieve this level of

precision and effects, a high level of understanding in the social media environment is required.
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To demonstrate the consequences of failing to adequately understand the information environ-
ment, a modern case study, revealed below, highlights the downside of inexperience and igno-
rance in this space.

This case study on the dangers of ineffective social media usage is a juxtaposition to the
aforementioned effects generated from Kylie Jenner’s singular Snapchat tweet and Walter
Cronkite’s three-minute monologue. At the time of this writing, Kylie Jenner had 129 million In-
stagram followers, Taylor Swift had a comparable 115 million. Below is a screenshot from Octo-
ber 7", 2018, where Swift makes her first foray into political activism, throwing her entire sup-
port being the Democratic candidate; Phil Bredesen, in the Tennessee Senate race, and urging her

followers to do the same.

g taylorswift @ « Following

have a right to refuse service to gay
couples. She also believes they should
not have the right to marry. These are not
MY Tennessee values. | will be voting for
Phil Bredesen for Senate and Jim Cooper
for House of Representatives. Please,
please educate yourself on the
candidates running in your state and vote
based on who most closely represents
your values. For a lot of us, we may never
find a candidate or party with whom we
agree 100% on every issue, but we have
to vote anyway.

So many intelligent, thoughtful, self-
possessed people have turned 18 in the
past two years and now have the right
and privilege to make their vote count.
But first you need to register, which is
quick and easy to do. October Sth is the
LAST DAY to register to vote in the state
of TN. Go to vote.org and you can find all
the info. Happy Voting! & & @

o0 A
@ Liked by bec_cornell and
2,159,073 others

Figure 6: Taylor Swift’s Instagram post during Tennessee Senate Race
The timing of this post was critical to its purpose. With only two days left to register to
vote, Swift sought to galvanize support from her predominantly young female demographic, an
age group with traditionally low voter turnout, to swing the election. Another key aspect to the

timing of this post is how close the Senate race was at the time, as seen from the figure below.
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The right edge of the graph’s x-axis, represents the day before Swift’s Instagram post, the race
had been close since early September, only beginning to diverge in favor of Bredesen’s oppo-

nent, Marsha Blackburn, days before her post.

Tennessee Senate - Blackburn vs. Bredesen Blackburn (R) +s.2
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Figure 7: Tennessee Senate race prior to Taylor Swift’s intervention
If we were to apply similar logic learned from the Kylie Jenner case, a reasonable conclu-
sion would be to assume Swift’s massive and loyal followers could be the tipping point in Demo-
cratic candidate, Phil Bredesen’s favor. Jenner and Swift both had similar sizes of devout follow-
ers and were authentic in their posts, however, two key differences remained. This was off-brand
for Swift and she attempted to go against the presence of a strong counter-narrative. By ignoring
these two key facts, the seemingly inevitable outcome of injecting one of the most influential
people in America into a tightly run Senate race was flipped on its head. The following figure

represents what happened immediately after Swift’s Instagram post.
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Figure 8: Tennessee Senate race after Taylor Swift’s intervention

The Republican candidate, Marsha Blackburn’s lead only widened after Swift’s plea to
her fans. It should be noted, however, the day after Swift’s tweet, vote.org had its second-busiest
day of the year with 155,940 unique visitors to its website, up from a daily average of 14,078
visitors a day.*° It would appear realistic to conclude Swift’s post was able to generate action, in
the form of registered voters. If the effect she was trying to achieve was an increase in voter turn-
out, she appeared to have achieved it. Unfortunately, that was not the desired effect, and Swift
learned swiftly that politics is war by every means. Her attempt to negate Bredesen’s Republican
opponent only created advertising for both parties. In Jenner’s case, a consensus was building in
her favor, with few opposing her point of view that Snapchat’s update was a problem that needed
to be solved.

In Swift’s case, it would be reckless to attribute an entire senate race to a single Insta-
gram post or influencer, just as it is similarly imprudent to attribute $1.3 billion in market value
loss to a single tweet. Over 100 million followers have to count for something though, and fortu-
nately we can quantify influence monetarily. As of July 2018, Kylie Jenner earned $1 million for

each sponsored Instagram post, or the equivalent to approximately eight hellfire missiles.*142
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This analogy would have been entirely irrelevant a decade ago, and even now seems blasphe-
mous to say within military circles, but if war is truly politics by other means, and a battle of
wills, social media influencers should not be discounted as a capability, or position to exploit.
Suggesting an Instagram post should be used in place of hellfire missiles is also not the appropri-
ate conclusion. However, if Kim Kardashian, a reality TV and social media superstar, with no
college education or governmental position of authority, can be granted a meeting with the Presi-
dent of the United States, and convince him to pardon a woman convicted of conspiracy to sell
cocaine and money laundering, is it too implausible to believe a similar social media influencer
could shape the enemy’s political will in favor of the United States?*® The answer to how to use
social media as an aspect of 21% century warfare lies somewhere between using tweets instead of
Tomahawk missiles and dismissing social media warfare entirely. There is no substitute for ex-
perience and knowledge in any domain of warfare, just as it was in the early days of aerial bom-
bardment.

The online battle within the information domain is complicated and at times counter-intu-
itive. Manipulators aren’t trying to get journalists to say that witnesses to gun violence and ter-
rorism are actually crisis actors. Their goal is to get the news media to negate that frame — and
negate the conspirators who are propagating that frame. This may be counter-intuitive, but when
news media negates a conspiratorial frame, the people who are most open to such a conspiracy
will want to self-investigate precisely because they don’t trust the news media. As a result, nega-
tion enables a boomerang effect.* By understanding how influence works online, the lexicon of
this new domain, the new rules for this space, the U.S. military can shift from a reactionary pos-

ture to one driving the narrative and dominating the social media space. This continued pressure
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will force America’s adversaries to continue to invest in more expensive and sophisticated con-
trol mechanisms and technology to maintain their respective internet sovereignty.
Application and Integration of Military Functions

The development of respected, institutionalized information warfare professionals into
the command and control structures of unrestricted line warfare communities is essential to con-
trolling the will and influence of our future enemies. The current command and control structures
of the U.S. military typically have information warfare professionals in a separate, coordinating,
or supporting role. For example, in 2017, the information professionals within the O-5 led Spe-
cial Operations Command Forward — East Africa (SOCFWD-EA) were supported in the infor-
mation domain by an O-3 Army Captain, in the form of a Military Information Support Opera-
tions (MISO) Officer. This officer and small supporting staff were not co-located in the Joint Op-
erations Center (JOC) during operations, nor were they on the same base. Information warfare
officers are restricted line officers, and function within supporting roles. Instead of trying to
change the entire culture of the military in breaking down the distinction between line and staff,
this paper proposes integrating information warfare into unrestricted line communities them-
selves, to accelerate its integration into the operational art of warfare. If unrestricted warfare of-
ficers, with an information warfare subspecialty code, are placed in supported roles of power and
authority, that commander is more likely to integrate information warfare strategies than a tradi-
tional unrestricted line warfighter’s career path. Marines have a well-known mantra, “Every Ma-
rine a rifleman”, this paper suggests, in the future, “Every officer an influencer” will become a

common phrase.
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Necessary Capabilities

The purpose of this paper is to enable the joint force to successfully defend an adver-
sary’s information warfare campaign and develop the future force capable of integrating infor-
mation warfare into traditional warfare methods, in order to increase the burden of national inter-
net sovereignty. Fortunately for the U.S. military, a crop of future social media warfare special-
ists is being developed without any DOD funds. 95% of teens in the United States report they
have a smartphone or access to one, with 45% of all teens saying they are online on a near-con-
stant basis.*® While these teens cannot be considered social media experts, the data points to a
broader acceptance of social media as a central aspect of future generation’s lives. The
knowledge and experience this next generation possesses, should be blended with the wisdom of
senior military officers and NCOs in the JIDDC. The JIDDC should be an adaptive, lateral hier-
archical structure, prioritizing collaboration and maximizing the exchange of ideas in order to
produce the most creative and effective solutions to social media warfare problems. The JIDDC,
as well as a future unrestricted line officer with an information warfare subspecialty, would seek
to maximize effects on the battlespace in the cognitive dimension and produce enduring cost im-
posing strategic outcomes.
ISIL Case Study

At ISIL’s peak ability to influence, it was able to recruit over 30,000 foreigners from
nearly a hundred countries to its cause, predominantly through their highly effective social media
marketing campaigns. Words like ‘slick’ were used over 5 million times to describe ISIL’s col-
lection of online images, videos, and websites.*® The shock value created from videos of behead-

ings and other similar atrocities resulted in widespread fear, while at the same time garnered ad-
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miration from like-minded radical extremists. In a 2014 poll; immediately after the highly publi-
cized beheading of British aid worker James Foley, NBC News and the Wall Street Journal re-
ported 47% of Americans believed the country was less safe than before the September 11, 2001
terror attacks. This news story reached an unprecedented 94% of Americans, an almost impossi-
ble media reach for the relatively small organization of ISIL.*’

The transformation of ISIL from a junior varsity terrorist organization to infecting an en-
tire nation with fear caught many in the political and military establishments off-guard. United
States Cyber Command (USCYBERCOM), a sub-unified command assigned to United States
Strategic Command (USSTRATCOM), was created just four years earlier. This new physical
and cognitive threat represented the first real global test of capabilities and resolve in the infor-
mation and cyber domains. Although many of USCYBERCOM’s activities are classified, a re-
cently disclosed, but heavily redacted operation illuminates some of its capabilities. While rela-
tively slow in reacting to ISIL, USCYBERCOM built a highly capable joint task force assigned
to conduct cyberspace operations in support of United States Central Command (USCENTCOM)
during Operation Inherent Resolve. CDR USCYBERCOM was directed to conduct Cyber Intelli-
gence, Surveillance, and Reconnaissance (C-ISR), Cyber Operational Preparation of the Envi-
ronment (C-OPE), counter ISIL media, and support coalition military operations against 1SIL.*
Under the direction of a three-star general, USCYBERCOM created Joint Task Force (JTF)
ARES, to integrate, synchronize, and deconflict activities within the broader counter-1SIL mis-
sion. JTF-ARES was requested by USCENTCOM to integrate into key USCENTCOM/USSO-
COM battle rhythm events, Commander’s updates, target deconfliction processes, and operations
synchronization meetings. Following the successful integration of JTF-ARES within USCENT-

COM, under the guidance provided by the National Security Council, Operation GLOWING

26



SYMPHONY was approved for execution on November 8, 2016.*® This Concept of Operation
(CONOP), was the authorization for JTF-ARES to conduct actions in cyber space and on the in-
ternet.>

Integral to determining the success of JTF-ARES and Operation GLOWING SY M-
PHONY, was evaluating its measures of performance. To do this, Audrey Alexander, a re-
searcher at the George Washington University Program on Extremism, tracked terrorists use of

social media, her results are below.
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Figure 9: ISIL Tweet frequency following GLOWING SYMPHONY
Her research shows a significant reduction in online activity for English-language pro-1S
Twitter accounts following the authorization date of Operation GLOWING SYMPHONY .5 As
mentioned earlier, correlation does not always equate to causation, however, a reasonable con-
clusion can be made that a three-star general led JTF, with the defined end state of denying ISIL
the use of cyberspace to enable their critical capabilities, had at least a partial effect on the reduc-
tion of ISIL’s online presence.> This success, or at least perceived success, highlights the need

for CYBERCOM’s integration, expertise, and resources at much lower levels of command, if the
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U.S. military is to continue to compete and win in this battlespace. Integrating members of
USCYBERCOM into the JIDDC will be essential to its success.
Recommendations

2018 will be remembered, amongst other headlines, for the repeated congressional testi-
monies from big tech CEOs of popular social media companies. Whether it was Disinformation
campaigns, data breaches, foreign election interference, or the proliferation of hate and extremist
views online, social media companies were forced to re-think their loyalties to shareholders. Un-
fortunately, CEOs are in contact drastically more with their shareholders than they are with Con-
gress, and will likely take a minimalistic approach towards change that effects the bottom line. A
JIDDC concept, one that links the U.S. military and social media companies in a coordinating
capacity, should be implemented to defend against foreign actors attempting to undermine our
nation’s Democracy and Constitutional values as well as offensively impose costs for their bur-
densome internet restrictions. The U.S. military appears, at the moment, to be the only entity
with enough resources, as well as resolve, to both offensively and defensively counter foreign
interference. By dedicating the JIDDC to the social media disinformation defense, social media
corporations will be able to divert resources elsewhere, creating an incentive for their engage-
ment and involvement within the JIDDC. Adam Smith began The Wealth of Nations with, “The
greatest improvement in the productive power of labour...seem to have been the effects of the
division of labour.”®® With this thought in mind, transferring authority to the U.S. military can
improve the bottom-line for social media companies through decreased resources dedicated to
foreign interference themselves, and less time in front of Congress, creating an incentive for
them to support the JIDDC, shortening the time to achieve the legislation and funding required to

create such an entity.

28



When speaking about the future of warfare and social media battles online, UK Army
Major General Felix Gedney stated at the Association of the United States Army in 2018, “This
is not a battle that can be fought by public affairs writing lines to tape, it’s got to be operational-
ized down into a genuine multi-domain battle.”>* General Gedney was speaking more specifi-
cally towards Russia’s information warfare capabilities. In order to sync efforts on the battle
space, to operationalize the thoughts of General Gedney, the U.S. military should begin imple-
menting information warfare subspecialty accessions to the unrestricted line community and con-
tinue to increase acquired diversity of information warfare across all warfighting domains. The
diagram below is an interpretation of the current landscape within most of the DOD. The focus
on personnel development with the U.S. military typically relies on developing warfighters
within a single domain or warfare specialty until they reach tactical command at the O-5 level.
Multiple service tours and an information subspecialty without an unrestricted warfare back-
ground lends itself to being focused on the operational and strategic level, without the authority

or command and control capabilities to fully implement that knowledge.

Tactics

—

Strategy

Figure 10: Traditional vs Enhanced Unrestricted Warfare Career Paths
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With the addition of the information warfare subspecialty to unrestricted warfare commu-
nities, tactical level battlefield commanders are more capable of implementing the strategic mes-

saging-based outcomes required from their respective combatant commanders.

Optimal Commander,
with Information Warfare Subspecialty

Figure 11: Traditional + Enhanced Unrestricted Warfare Career Paths

An unrestricted line commanding officer with the information warfare subspecialty at-
tempts to successfully blend the strategic with the tactical through acquired diversity in educa-
tion and experience across the breadth of the joint service prior to taking command. Central to
this idea is the concept of acquired diversity. According to Harvard Business Review, acquired
diversity involves traits you gain from experience. Through maximizing a career path’s variety in
service experience, the U.S. military can create leaders with a higher degree of acquired diversity
that will enable them to out-innovate and out-perform their adversaries. This concept is sup-
ported by a statistical analysis of two-dimensional diversity in the business world.> This study
concluded that employees at companies with a well-diversified leader are 45% likelier to report
growth in market share over the previous year and 70% likelier that their firm captured a new

market. While the U.S. military is not in the business of growing their market share or bottom
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line, it does provide the empirical data justifying the need for acquired diversity to improve insti-
tutional metrics of success. Enhanced information warfare career paths institutionalize the tech-
nical skills required to out-innovate an adversary in the information domain as well as integrate
informational power with traditional warfare elements of power.
Insights from War Games

During the second semester’s war game, discussing Marine Forces Pacific’s (MAR-
FORPAC’s) role as the inside force in strategic competition with China, a capability gap was re-
vealed in the inform competition mechanism. Specifically, how the United States would inform
the Chinese population of any actions taken within the contact layer, would be exceptionally dif-
ficult, given the strict oversight and architecture governing the Chinese internet. Working
through, or around the Chinese Firewall would require a level of cyber and information warfare
capabilities not achievable at the MARFORPAC level. Assistance from the JIDDC or having
Marine combat leaders with an information warfare subspecialty could at the very least provide

the commander of MARFORPAC with relevant ideas for overcoming these challenges.
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