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Executive Summary
Title: ‘I Agree’: How 21st Century Big Data is Revolutionizing Military Capabilities in Phase 0.
Author: Captain Sean Dugan, United States Army

Thesis: Emerging technologies and commercial data markets provide novel resources for US
cyber operations (CO) by generating Publically Available Information and, or, Commercially
Available Information (PAI/CALI). PAI/CAI fundamentally changes the intelligence collection
paradigm by allowing for passive, low risk Cyber Information Collection methods. The DOD
should systematically use PAI/CAI within a prescribed model to enable Cyber Information
Collection Operations (CICO) during Joint Force Phase 0 operations. Doing so would make the
Joint Force more competitive with Great Power Competition (GPC) adversaries in the
contemporary operational environment.

Discussion: The US DOD’s leverage of novel information sources as potential intelligence
information has not kept pace with the rapidly evolving cyberspace operational domain. This is
partly because cyberspace operational doctrine and legal authorities are often years behind
commercial industry innovations. This research examines ways to enable Cyberspace
Information Collection Operations (CICO) through the Joint Data Collection Efficient Frontier
(JDCEF), an intelligence collection model adapted from modern economic theory. This model
would enhance intelligence collection against advanced persistent cyber threats (APT) who are
expected to predominate ‘new normal’ hybrid warfare environments. This research addresses
the legal basis for the JDCEF model in addition to ways for the DOD to acquire PAI/CAI during
Joint Force Phase 0 operations and why the DOD should use this information to increase return
on investment for CICO: Cyber Operational Preparation of the Environment (C-OPE) and Cyber
Intelligence Surveillance and Reconnaissance (C-ISR). By wittingly or unwittingly co-opting
private industry, the DOD can initiate and continuously conduct CICO in a completely passive
and low risk manner. Moreover, the commercial and private sector set the strategic landscape of
the cyberspace domain and, therefore, any type of cyberspace forward defense begins with
PAI/CAI, not data directly collected by the DOD.

Conclusion: The DOD’s systematic use of PAI/CAI is required to remain competitive among
GPC adversaries of the contemporary operational environment. Emerging hybrid warfare
models and gray zone conflict within those models favor competitors who leverage PAI/CAI in
lieu of information from state conducted intelligence collection operations. The proposed
JDCEF model provides a way for DOD CICO to leverage PAI/CAI while balancing operational
risk and scalability with intelligence gain and the precision required to achieve CO effects.
There is legal basis for DOD’s use of PAI/CAI within current United States Code. Finally, the
JDCEF model offers a more codified method for gaining indications and warnings of hostile
APT group activity than the ad-hoc approaches currently employed by DOD entities.
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Preface

| began this research to characterize how cyberspace operations fit into modern warfare
concepts such as hybrid warfare, irregular warfare, the gray zone, and great power competition
contact layers. Cyberspace, as an operational domain, is poorly understood, even less so in the
context of modern warfare and great power competition. United States’ great power competition
adversaries leverage a variety of ends, ways, and means to exploit cyberspace asymmetric
advantages while competing with the United States on the world stage. Paradoxically, the
private sector is both enabling this exploitation and creating normative practices which make it
harder to occur. | hope to challenge existing perceptions of the scale to which the Joint Force
should consider cyber operations during Joint Intelligence Preparation of the Environment and,
beyond that, propose a better framework with which to target Advanced Persistent Cyber threats
attacking the United States on a daily basis.

| want to thank my wife, Charity, and three children for tolerating my weekday absences
through my year of study at Marine Corps University. Without their support, this paper would
not be. | would also like to acknowledge the considerable assistance | received from my primary
research advisor and Marine Corps University Gray Scholar Program — Cyber lead, Dr. Matthew
J. Flynn. Dr. Flynn’s external engagement coordination and set-up of collaborative meetings
with Dr. Brandon Valeriano and Dr. Benjamin Jensen expanded my horizons and exposed our
cyber program group to the forefront of United States’ cyber policy ideas with the authors of the
2020 Cyber Solarium Commission Report. Finally, Dr. Jill Goldenziel, my Lawfare elective
professor, artfully adapted the elective to achieve economy of effort and time in support of
research for this paper. I’m grateful for her willingness to merge course curriculum with student

interests in the spirit of a more individually useful Joint Professional Military Education.
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1. INTRODUCTION
1.1 HYBRID WARFARE AND GRAY ZONE CONFLICT IN CYBERSPACE

The nature of cyberspace, as an operational domain, predisposes the United States towards a
competitive disadvantage among its Great Power Competition (GPC) adversaries due to a US
binary peace-war perception bias. This cognitive bias will become even more damaging to US
interests as the hybrid nature of cyber operations (CO) and the gray zone environments in which
they are conducted influence the US judiciary to restrict DOD CO on the basis of government
overreach. Antiquated interpretations of domestic and international law continue to serve as
legal precedents for opines restricting DOD’s use of PAI/CAI to enable Cyber Information
Collection Operations (CICO). This research examines ways to systematically conduct CICO
through the Joint Data Collection Efficient Frontier (JDCEF), a novel intelligence collection
model designed to enhance collection of technical cyber intelligence information against
advanced persistent (cyber) threats (APT). The JDCEF incorporates PAI/CAI and other aspects
of the contemporary intelligence paradigm to fundamentally answer two questions proposed for
further study by CYBERCOM’s 2018 Cyber Symposium. The first, “How does continuous
engagement with adversaries change if DOD shifts from a war-focused mindset to a competition-
focused mindset?” The second, “How do we (CYBERCOM) more effectively leverage
intelligence and information to pursue our adversaries?”? CYBERCOM’s 2018 Cyber
Symposium proceedings identified two key requirements for fast and agile CO that were
proposed in the form of the questions above. The Cyber Symposium is a day’s long annual event
showcasing CYBERCOM leaders and CYBERCOM'’s partners inside and outside government.
The symposium discusses contemporary challenges for cyberspace operations and represents the

leading edge of thought behind US cyber policy.
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Understanding hybrid warfare and the gray zone are important for providing context that
shows how both horizontal and vertical escalation within the cyberspace increase risk for US
competitive disadvantage. Adversaries within the global operational environment increasingly
provoke the United States with gray zone activities as the nature of GPC evolves in the 21
century.? Gray zone conflict itself may be viewed as adversarial and competitive but non-violent
interactions at constant risk of violent escalation. In the event gray zone conflict does cross the
violence threshold, kinetic action is often limited in scope and falls short of formal war. As
common as gray zone activities are, the gray zone is not officially defined within DOD doctrine.
US DOD doctrine even fails to formally define hybrid warfare, arguably a higher and more
important concept within the contemporary GPC taxonomic hierarchy. These concepts are by no
means ignored by the US military. As an institution, the DOD practiced limited hybrid warfare
and some types of gray zone activities for decades, albeit in a de-facto and isolated manner using
Special Operations Forces. However, the conspicuous absence of formal definitions for hybrid
warfare and gray zone conflict is indicative of broader deficiencies in US strategic culture. The
DOD will have difficulty countering future GPC hybrid warfare and gray zone activities without
first formally defining the concepts. Indeed, military scholars recognized the inadequacy of the
US ability to compete at thresholds below formal war and against multi-dimensional threats as
early as 1996, suggesting that revisionist powers would exploit the US binary perception bias for
asymmetric advantage in the gray zone.®

Anecdotal examples of suspected offensive cyber operations (OCQO), such as the 2010
Stuxnet Worm* and the 2012 Shamoon Virus®, may indicate nation state actors have strategic
incentive in maintaining an ambiguous status quo for international cyber law. Legal ambiguity

theoretically creates maneuver room under the guise of both ostensible legal legitimacy and
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normative behavior. State actors would have less incentive to conduct OCO if international law
more precisely defined them. Attribution confidence notwithstanding, nation-states use a shield
of ambiguity for protection against activity characterizations which might be defined as OCO
instead of espionage, a more internationally accepted nation-state normative behavior. Wide-
spread legal consensus on international law as it applies to cyberspace suggests international law
is deficient at defining OCO. NATO Cooperative Cyber Defence Centre of Excellence (CCD
COE) analysis in the Tallinn Manual® and associated Tallinn Papers identified scarce cyber-
specific treaty law, a near complete absence of cyber-specific customary law, and a consequent
reliance on the cyber context interpretation of general international law to determine lawfulness
of cyberspace activities.” The authors further stated that “...any interpretive endeavor is plagued
with uncertainty and ambiguity, especially when engaged in with respect to novel activities such
as cyber operations. This lack of legal normative clarity invites states to take differing
interpretive positions... Controversy and inexactitude will surely characterize this process, which
will be neither linear nor logical.”® Similar and independent analysis of the Tallinn Manual 2.0,
published more recently in 2017 and researched by nineteen international law experts, concluded
that US OCO in response to economic cyber intrusions may only avoid breaching international
law if (OCO) technical effects are (proportional) to the economic intrusions themselves and, or,
the OCO are transient in nature.® In this instance, the Tallinn Manual authors drew distinctions
between cyber economic intrusions and state executed OCO meant to counter them. However,
target and effects based CO characterization may prove problematic at enabling future normative
legal standards. The CO target, effect, or attributed party should not matter in so far as the CO
technical activity itself. In this regard, the civilian sector has led the way in regulating CO by

creating de facto international law through cyberspace interoperability standards. Technical
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protocols established by companies like Cisco and Microsoft determine user access
authorizations. Security encryptions associated with protocol access controls provide
identifiable digital barriers, the breach of which constitute unauthorized access violations.
Violations of this sort are a basis for claims in US legal courts.’® However, these claims will do
little to discourage illegal international cyber activity due to inadequate international formal legal
standards for what constitutes cybercrime and the penalties for committing it.

Immature international law, or cyber context interpretations thereof, allows state actors a
variety of legal justifications for OCO in a non-normalized environment. Acceptable
international normative behaviors are established over time, in part, by effective legal standards.
Inadequate international legal standards provide implicit incentive for GPC adversaries to exploit
asymmetric advantages by conducting OCO within cyberspace. States less constrained by
international norms will seek to negate their physical operational domain disadvantages through
cyberspace activities. Quantitative analysis of OCO over time indicates that (likely) state
sponsored malicious activity within the domain is increasing; this may be evidence supporting an
inverse relationship between high legal normative standard environments and state sponsored
OCO activity.** Whether the apparent OCO uptick is due to better awareness and detection
ability or OCO horizontal escalation is the subject of scholarly debate. “Researchers analyzing
the scope and scale of global cyber conflict face significant data collection challenges. In
particular, the process of determining who is responsible for observed cyber incidents that are
often covert by design produces research constraints for researchers seeking to describe modern

competition, conflict and confrontation empirically.”*2

1.2 CYBER STRATEGY: (CICO)
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The US has a myriad of interrelated options to counter malicious cyber activity amongst US
diplomatic, information, military, and economic (DIME) components of national power.
Discussing all of these is beyond the purview of this analysis. Essential to any option, however,
is the ability to anticipate, detect, monitor, and respond to hostile cyber activities. The US can

meet the first three of these requirements and

enable the fourth by coordinated DOD, CIA, FBI, Cyberspace ISR Cytatapace OPE
Gathar mabigence ~Gmm:unmu»
. , et e A
and DHS interagency Cyberspace Information = i o s : :.,E‘%
= st hproroth * Penlcr) cxpubies o s 1
Collection Operations (CICO)®3. These \ gy
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Figure 1: Cyberspace Information Collections, United States
Army War College Center for Strategic Leadership, Strategic
Cyberspace Operations Guide, (Washington, DC: Headquarters

operations (DCO) or OCO in the form of US Army, June 1, 2016). 18

information which enables defensive cyber

Computer Network Exploitation (CNE).

- Actions that facilitate cyberspace operations primarily through deliberate network
reconnaissance and surveillance and other enabling activities in and through
cyberspace.

- Activities in cyberspace conducted to gather intelligence from target and adversary
systems.

- Enabling activities conducted to plan and prepare for follow-on military
operations.'*

Events such as the 2013 US Office of Personnel Management (OPM) indicate that
coordinated interagency US CICO are deficient. In the OPM hack, the organization’s databases
were breached continually over a twenty-four month period by at least two likely related and

Chinese affiliated entities.®®> OPM received no prior indications and warnings. OPM also

responded to the attack in a manner which exacerbated its effects by failing to mount appropriate
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DCO and not alerting the Department of Justice (DOJ) and DOD in a manner which mobilized
elements of the Cyber National Mission Force (CNMF). This is a superlative example because
the victim, OPM, is not a private corporation with little legal obligation to report or share threat
information with the US Government. OPM is a federal government agency, the breach of
which should have prompted an interagency response under the Director of National Intelligence
(DNI) involving the seventeen members of the US intelligence community, including community
member parent organizations such as the DOD, DOJ, Department of Homeland Security (DHS),
and the Central Intelligence Agency (CIA). The notion that there was no coordinated
interagency response provides some insight as to

why attribution was so difficult. Beyond Cyberspace
Defense

obvious considerations like insufficient OPM
CNE subsets ]

Cyberspace Cyberspace
oPE ISR

interagency communication and coordination,

the answer lies in the often neglected CO

category CNE, which exist in the space between 1
OCO Computer Network Attack (CNA) and s

Figure 2: A proposed CICO Cycle (Adapted from
Headquarters Department of Defense, Cyberspace
Operations, Joint Publication 3-12 (Washington, DC:

bridge the 0perati0na| gap between OCO and Headquarters Department of Defense, June 08, 2018), IV-5,
C-1, GL-4)

DCO Computer Network Defense (CND). CNE

DCO within an OCO/DCO-CICO cycle (see

Figure 2). In the OPM hack, CNE should have been employed to enhance attacker attribution
and enumerate attacker network vulnerabilities for potential Cyber National Mission Force
(CNMF) OCO responses. The problem with US DOD cyber doctrine, however, is that CNE is
underutilized within CO and, therefore, is infrequently enabled through multi-domain

intelligence collection outside CO. Rather, CNE and activities enabling it should be a



Dugan 7

foundational pillar of US cyber strategy writ large. Both OCO and DCO start with the
intelligence and access CICO and CNE provide.

DOD cyber doctrine and legal authorities currently provide insufficient guidance and
legal maneuver room for CNE. However, DOD policy and strategy are pushing doctrine to close
the gap. The 2018 DOD Cyber Strategy advances defending forward and persistent engagement
as two key concepts from the 2018 Cyber Command (CYBERCOM) Commander’s Vision. In
the CYBERCOM Commander’s Vision document, the US CYBERCOM Commander stresses
that “...the (US) must increase resiliency, defend forward as close as possible to the origin of
adversary activity, and persistently contest malicious cyberspace actors to generate continuous
tactical, operational, and strategic advantage.”'® The 2018 DOD Cyber Strategy states, “We will
conduct cyberspace operations to collect intelligence and prepare military cyber capabilities to be
used in the event of crisis or conflict. We will defend forward to disrupt or halt malicious cyber
activity at its source, including activity that falls below the level of armed conflict.... The Joint
Force will employ offensive cyber capabilities and innovative concepts that allow for the use of
cyberspace operations across the full spectrum of conflict.”*’ Defend forward, persistently
contest, employ CO to collect intelligence, and the employment of innovative cyber concepts all
signal a change in policy with profound implications for Cyberspace Information Collection
operations.

1.3 RESEARCH QUESTIONS AND FRAMEWORK
Hybrid warfare and gray zone conflict legal implications seem most apt for deciding how to
exploit the new reality of CICO. This research answers two questions in that regard:

- How does continuous (persistent) engagement with adversaries change if DOD

shifts from a war-focused mindset to a competition-focused mindset?
- How does the DOD more effectively leverage PAI/CAI to pursue adversaries?
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Answers to these questions are proposed through the systematic execution of CICO via the
JDCEF cyber intelligence collection model. The research examines a legal and operational
viability basis for each of the JDCEF’s four echelons: open market, data brokers, public private
partnerships, DOD executed CO. The model itself is designed as a more comprehensive
framework with which to approach technical cyber intelligence information collection against
cyber APT groups. Specifically, emerging technologies and commercial data markets provide
novel opportunities to advance US CO through leveraging PAI/CAI during Joint Force Phase 0
CICO; the DOD should use PAI/CAI to enable CICO. A shift from war-focused to competition-
focused mindsets is explored by examining PAI/CAI as a form of passive Open Source
Intelligence (OSINT) collection which provides a low cost and low risk method for the United
States to compete in the gray zone.

The research questions will be answered by first addressing how low risk CICO fit into
hybrid warfare models that leverage gray zone competition as a primary method of engagement.
A literature review establishes consensus as to the current state PAI/CAI as a source of technical
data for intelligence information within the current Joint Force intelligence paradigm. The
literature reviews allow for qualitative categorization of PAI/CAI sources as they apply to United
States Code (USC) sections Title 18 Crimes and Criminal Procedure and Title 50 War and
National Defense. Within these categories, precedent analysis and categorization frame current
PAI/CAI collection methods. Finally, novel PAI/CAI methods are examined within the context
of current legal and US cyber doctrine constructs.

1.4 RESEARCH SCOPE
Cyberspace, as an operational domain, is predominated by a few general types of activities:

information operations (10); intelligence collection (espionage); and offensive or defensive
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operations which produce some type of logical or physical layer effect, even to the extent of
damaging digitally controlled physical equipment such as with the 2012 Stuxnet worm. The
scope of this research and analysis covers CICO and related enabling activities which drive
further multi-domain intelligence collection. This paper will not cover what is commonly
considered to be OSINT by contemporary intelligence collectors or analysts. Scraping publicly
displayed information such as that posted on social media platforms is a commonplace means of
exploiting PAI of the cyber persona layer.?® In the context of this analysis, corporations like
Twitter and Facebook function as forums which make this type of data available and a variety of
DOD organizations have missions to exploit this after careful evaluation and screening to ensure
that exploitation meets legal requirements.

This study proposes novel methods for collecting technical intelligence data through a
variety of indirect means. These means are categorized as crowd sourcing, third party data
brokers and, or, private-public-partnerships (PPP). Unlike cyber persona layer data, this data is
not currently systematically evaluated and exploited by the DOD in a manner prescribed DOD
doctrine. Data collected via crowd sourcing, third party data brokers, and PPP means would
augment DOD intelligence operations, providing some of the same information as Joint Force
Phase 0 intelligence operations. Joint Force Phase O intelligence operations are the primary
source of information collection and intelligence production during Preparation of the
Environment (PE).X® The following doctrinal definition of information collection provides
context for what PE intelligence operations are:

Information collection is an activity that synchronizes and integrates the planning and

employment of sensors and assets as well as the processing, exploitation, and

dissemination systems in direct support of current and future operations (FM 3-55). FM

3-55 describes an information collection capability as any human or automated sensor,

asset, or processing, exploitation, and dissemination (PED) system that can be directed to
collect information that enables better decision making, expands understanding of the
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operational environment, and supports warfighting functions in decisive action. The
intelligence warfighting function’s contribution to information collection is intelligence
operations.?
The FM 3-55 definition frames how CICO should support PE activities. The intelligence
warfighting function’s intelligence operations are a critical PE activity and expand the DOD’s
understanding of the operational environment prior to decisive action. In the context of the FM
3-55 definition, crowd sourcing and automated data brokers are an automated sensor information
collection capability. Further along the CICO spectrum, PPP and DOD CO are intelligence

operations.

2 HYBRID CONFLICT
2.1 DOD DOCTRINE

Understanding how DOD doctrine addresses the concept of hybrid warfare and the differences
between Global Operating Model layers? of National Defense strategy is important for framing
how and where the DOD should conduct CICO. US GPC adversaries employ hybrid warfare
tactics to exploit asymmetric advantages while attempting to keep GPC below the level of armed
conflict, or, at least within gray zone contact layers. Military and security studies scholars posit
that hybrid warfare includes traditional warfare, irregular warfare (IW), terrorism, and criminal
activities.?? This is a problem for US national policy and national security strategy because IW
is used as a de-facto hybrid warfare synonym in US doctrine. Conflating the terms causes
ambiguity and poor synchronization among DOD elements charged with executing a
synchronized IW strategy. Despite hybrid warfare’s conspicuous absence in US doctrine, DOD
IW publications acknowledge that,

Compartmentalized distinctions of warfare rarely exist in practice...forces may

well employ some combination of conventional and irregular methods.??

With the increasingly rare case of formally declared war, traditional warfare

typically involves force-on-force military operations in which adversaries employ
a variety of conventional forces and special operations forces (SOF) against each
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other in all physical domains as well as the information environment (which
includes cyberspace).?*

Consider the Peoples’ Republic of China (PRC) financial subsidization of Huawei
Corporation as a form of hybrid or irregular warfare. PRC state subsidies provide Huawei
competitive advantage over Huawei’s international rivals, allowing Huawei to gain international
market share through lower telecommunication infrastructure product price points. Instead of
People’s Liberation Army operations actively targeting foreign made digital infrastructure using
CO, the PRC need only request the desired effect from Huawei’s chief information officer.
Further, it’s also important to draw distinction between hybrid warfare and GPC activities in the
gray zone. Critics might contend that, by definition, only armed conflict in hybrid warfare must
be subject to the Law of Armed Conflict (LOAC). This interpretation fails to consider gray zone
scenarios like the Huawei example in which states achieve military objectives through
nonmilitary means. Theoretically, PRC could disable the Huawei telecommunications
infrastructure of a target country with digital bombs rather than kinetic ones prior to military
action. In the Huawei superlative, PRC achieves cyber domain superiority through state backed
commercial industry dominance. As US DOD doctrine might phrase it, PRC could achieve its
military objectives without ever escalating beyond Joint Force Operational Phase 0.

Few DOD institutional or doctrinal publications specify how CO fit into gray zone
competition; this omission advantages US GPC adversaries who more effectively exploit
cyberspace asymmetric advantage in hybrid warfare. Perhaps more worrisome, is how US gray
zone activities, at least anecdotally, seem entirely relegated to the Military component of
DIMEFIL. Though this research is less about hybrid warfare and gray zone conflict than it is
about cyberspace intelligence collection, it is vitally important to understand that effective CICO

must fully leverage gray zone ambiguity within the contact layer to negate asymmetric
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advantages currently exploited by US GPC adversaries. Failing to effectively compete in the
gray zone cedes and important part of the cyber domain.

2.2 RISK ANALYSIS

Empirical analysis of conflict from 1500 to 2015 indicates wars between great powers is at a
historical low following a downward trend which began in the late 16" century.?> Scholars posit
a variety of historical forces for this downward trend. Invariably, the idea of limiting war, and
therefore limited war, is historians’ foremost consideration. Clausewitz, for example, called for
an absolute war, but recognized that civilian realities will prevent this end from occurring. The
advent of nuclear weapons introduced the prospect of absolute war, even the eradication of
humanity, but again limits took hold. Given this historical arch, the evolution of war leaves that
event limited no matter the time period. Cyber realities also confront this dynamic, reinforcing
more than upsetting the means of limited war i.e. gray zone.

Other academic disciplines offer other means of assessment. The modern nation-state
construct, (liberalism) international relations theory, feminization, cosmopolitanism, and an
increased ability to reason are among the more innovative of those proposed forces.?® Other
scholars summarize theories with the notion that late modern era concepts such as Erich VVon
Ludendorf’s Der Totale Krieg (Total War) or earlier modern era concepts such as Carl Von
Clauswitz’s Absoluter Krieg (Absolute War) have made warfare between major powers
prohibitively costly and subsequently rare, largely due to civilian intervention to limit those
costs.?” The idea that nation-states of increasing populations have to continue competing among
each other for limited global resources seems to suggest the latter theories are more accurate. In
either case, it is logical to assume that competition has not disappeared. Rather, most

competition evolved into hybrid warfare models where it occurs primarily below the level of
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armed conflict and, or, as low intensity conflicts of limited scope and duration. This gray zone
competition, as it were, advantages the United States but not for long. Democracy and free
market economics synergistically set conditions for the birth of cyberspace but the domain is at
risk of autocratic seizure. This is, in a way, a measure of American success, a validation of the
American system and how the United States succeeded in pushing conflict into non-kinetic
arenas. That the PRC, Russian Federation, Islamic Republic of Iran, and Democratic Peoples’
Republic of North (DPRK) challenge American interests in cyberspace is a global win for non-
escalatory conflict. However, it is also indicative of GPC gravitation towards low cost, low risk
models.

Senior military leaders publicly state that hybrid warfare is a low risk, low cost activity
which provides adversaries the opportunity to obfuscate their activities, throwing doubt on who
is responsible for malign gray zone actions.?® Alternatively put, hybrid warfare is a competition
model which incorporates low-risk ways to achieve political objectives without necessarily
provoking GPC adversaries into armed conflict. Great powers threatening the US favor hybrid
conflict for this reason. Cyberspace too emerges as an increasingly utilized operational domain.
CO and their inherent qualities such as attribution-deterrence dilemmas, potential for non-kinetic
means to achieve effects, and geographic independence, among others, combine to rank
cyberspace operations as the preferred hybrid warfare option among great powers. Of course,
there are no available quantitative data sets contrasting cyberspace activities with those of other
domains to indicate which hybrid warfare methods great power adversaries prefer. The basis for
this preference forms through qualitative observation of state-attributed cyber-attacks (CA) over
time. For example, CA against US entities likely attributed to China have increased year over

year since 2015.2° Similarly, the US Director of National Intelligence reported a 300% increase
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in countries with CA capabilities over the period from 2007 to 2017.3° In this sense, CA data
indicates that GPC adversaries are maximizing their hostile or competitive actions within the
non-escalatory cyber domain.

When faced with collective judgement from intergovernmental organizations like the
UN, nation-states are less likely to challenge the international relations status-quo in an overt or
attributable manner. State avoidance of being publicly labeled as a revisionist power bent on
disrupting the status quo seems evident, particularly when juxtaposed with economic analysis of
international sanctions on countries like the Islamic Republic of Iran and DPRK. US
Congressional Reports highlighting the negative impact of economic sanctions on Iran are
routinely used as a basis for further sanctions as coercion tools.®! It is logical then, to assume
that nation-states have a clear incentives to keep competition, or conflict, within politically
acceptable confines. These incentives, in addition to the emerging dominance of cyberspace as
the preferred hybrid warfare operational domain, is noteworthy. Great powers will likely
allocate an increasing amount of intelligence resources towards low-risk, innovative methods
enabling CICO to remain competitive in the cyberspace. Similarly, these operations should
dominate how the DOD Joint Force prioritizes Phase 0 operations and conducts JIPOE over the
next ten to twenty years and possibly in perpetuity. If the DOD’s purpose is deterrence and,
failing that, keeping war or competition limited to non-kinetic gray zone activities, how the DOD
leverages cyberspace realities must ensure this end.
2.3 JOINT FORCE OPERATIONAL PHASES
CICO play a critical role in shaping the operational environment during phase 0. Joint Force
operational phases within the Joint Force Operational Model are: shape, deter, seize initiative,

dominate, stabilize, and enable civil authority. These phases are not linear, but lateral in nature.
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Each phase has a different priority and shares a larger percentage of resources as joint force
operations progress.® Military planners commonly refer to ‘shape’ as Phase 0 because actions
within the phase, at minimum, provide a deeper and common understanding of the OE. Phase 0
activities prepare the OE in advance to facilitate joint force access, should contingency
operations be required.®
JP 3-12, Cyberspace Operations, clearly defines how cyberspace exploitation, and by
extension CICO, should support Joint Force execution of PE in Phase 0.
Cyberspace exploitation includes activities to gain intelligence and support operational
preparation of the environment for current and future operations through actions such as
gaining and maintaining access to networks, systems, and nodes of military value;
maneuvering to positions of advantage; and positioning cyberspace capabilities to
facilitate follow-on actions.®*
JP 3-12 further specifics that:
All-source intelligence support to CO utilizes the same intelligence process used by all
other military operations, with unique attributes necessary for support of CO
planning...The process includes:
(1) Planning and direction, to include identification of target vulnerabilities to
enable continuous planning and direction of CI activities to protect against
espionage, sabotage, and attacks against US citizens/facilities and continuously
examining mission success criteria and associated metrics to assess the impact of
CO and inform the commander’s decisions.
(2) Collection sensors with access to information about cyberspace.®
Collectively, C-ISR, C-OPE, and CNE provide information on and access into enemy
digital information systems. Information and access then later enable a variety of effects through
CO or Information Operations. The DOD should fully leverage alternative passive and low risk
information collection methods to conduct broader CICO. The changing intelligence paradigm
of the contemporary operational environment provides insight into what possible alternative

collection methods could be.

3 THE INTELLIGENCE PARADIGM
3.1 JOINT INTELLIGENCE PREPARATION OF THE ENVIRONMENT (JIPOE)
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JP 2-0 defines the joint intelligence process as consisting of six interrelated intelligence
operations categories, the second of which is collection.®® Data collected through intelligence
operations forms the basis of the JIPOE process by supporting intelligence analysis which better
allows commanders to understand their operational environments and make informed command
decisions. Categorical data sources span all of the collective intelligence disciplines including,
human intelligence (HUMINT), signals intelligence (SIGINT), electronic intelligence (ELINT),
geo-spatial intelligence (GEOINT), and open source intelligence (OSINT), to only name a few.
The quantity and quality of data obtained is usually a function of OE permissiveness. As a
generalization, less permissive OE’s have a lower quantity of and less qualitatively important
collected intelligence data than more permissive OEs, the reason being that non-permissive
environments present greater risk dilemmas for intelligence collection sensors. In the event the
quality of data obtained in non-permissive OE does exceed that of permissive environments, data
obtained in the former environment usually costs more per unit to obtain and is consequently
more valuable. The data itself is the real currency of GPC, the gold standard of which is
information regarding an adversary’s plans and intentions. Reliable predictive intelligence is
akin to seeing the future, knowing an opponent’s chess move before it is made, or better yet,
before an opponent conceives the move.

Though these concepts may seem elementary to the intelligence professional, they are
often lost in how Joint Doctrine and US national policy prepares for CO, particularly with regard
to the variety of APT groups now threatening US national interests. These groups operate
clandestinely and in non-permissive to semi-permissive environments. The principal challenge
for modern day military intelligence practitioners targeting these groups is to obtain the largest

amount of and highest quality data possible, with the least amount of risk, at the lowest resource
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cost per data unit. Low risk and low cost methods which provide large amounts of qualitatively
important intelligence data apply to cyberspace just as they do any other operational domain.
However, contemporary cyberspace policy and doctrine fail to address this principle. For
example, CYBERCOM’s defending forward and persistent engagement concepts are unclear in
specifying how CICO should support CO directed against APT actors. At a higher level, the US
Director of National Intelligence does acknowledge the importance of cyber threat intelligence
data and how that data should support cyber operations in the OE. The 2019 National
Intelligence Strategy (NIS) states, “This abundance of data provides significant opportunities for
the IC, including new avenues for collection and the potential for greater insight, but it also
challenges the IC’s ability to collect, process, evaluate, and analyze such enormous volumes of
data quickly enough to provide relevant and useful insight to its customers.”®" The first of four
NIS topical mission objectives, cyber threat intelligence, prioritizes intelligence collection
against state and non-state actors engaged in malicious cyber activities. The NIS further
specifies that cyber threat intelligence, “...includes information on cyber threat actor information
systems, infrastructure, and data; and network characterization, or insight into the components,
structures, use, and vulnerabilities of foreign cyber program information systems.”*® These
collective cyber threat intelligence target categories are technical data usually derived through
CICO. Obtaining that data ultimately enables surreptitious access to adversary cyber systems,
thereby obtaining intelligence information required to enable both OCO and DCO. It is only
natural then, that the most effective CICO draw from the most comprehensive and broadest
sources of information available, principally PAI and CAl.

3.2 SENSOR PROLIFERATION
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At the cyberspace physical layer, sophisticated multi-sensor personal devices in the form of
smart phones, tablets, computers, and other Internet of Things (1oT) connected devices pervade
society and saturate the contemporary operational environment at unprecedented levels. At the
logical and user interface cyberspace layers, data tracking features engineered into user interface
software enable comprehensive analysis of users’ content and lifestyle habits. Ubiquitous
sensors in the contemporary operational environment are quickly obviating the heretofore
resource constrained employment of human or technical intelligence collection sensors as a
historical limiting factor for intelligence collection operations. Within a given OE, intelligence
practitioners could only deploy a limited amount of intelligence assets (sensors) while
maintaining an appropriate balance between detection risk, deployment cost, and intelligence
gain-loss. Collecting cyberspace technical data using both digital code and physical form factors
also obeys this principle. Each digital sensor must be protected with a level of tradecraft or
employed in a manner commensurate with aspects of the sensor’s technical or operational value.
Both traditional intelligence gain-loss calculations and the risk vs. marginal cost of data
acquisition still apply. History is replete with examples of how intelligence collection degrades
as a result of compromised collection methods or how international relations deteriorate when
intelligence operations are exposed. PE intelligence operations have an even higher implicit risk
for superpowers like the US whom the international community looks to establish normative
behaviors. PE operations and intelligence activities are specifically designed to prepare
environments for future operations. If adversaries differentiate PE intelligence collection from
that of traditional espionage, a greater case can be made for pre-emptive action on behalf of the
target country. This is particularly true in cyberspace because of the domain’s nascent or non-

existent normative standards.
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The US intelligence enterprise and CYBERCOM must adapt to the GPC new normal, a
state of competition where adversaries leverage hybrid warfare models favoring gray zone
competition. Within these models there is increased demand for low-risk intelligence collection
practices. Risk mitigation for traditional intelligence operations is typically achieved through a
higher degree of operational control, technological sophistication, resource allocation, and
political support. Intelligence agencies often take great care to conduct collection operations in a
covert or clandestine manner. Less detectable or attributable operations not only afford better
access into operational areas of interest and collect better data by virtue of this access, but also
have a lower implicit chance of degrading international relations. Passive collection operations,
or those which do not generate an observable signature, are the most favored among intelligence
professionals because they have lower detection risk than active collection operations. Passive
bias is prevalent in all intelligence disciplines, i.e., if the same data can be collected in a passive
instead of an active (signature generating) manner, sensors collecting that data have a lower risk
of discovery. Significant financial resources are dedicated to research and development of
passive sensors for these reasons. High research and development cost coupled with
technological sophistication barriers to entry have historically given state-backed intelligence
agencies a monopoly on ISR asset employment, data collection, and intelligence production.

Globalization and technological advances in private industry and society since the 1990s
have forever broken the data collection monopoly historically held by governments. Global
commerce and the intercommunicative technologies enabling it also put private industry at the
forefront of establishing security and protocol norms for the cybersecurity industry.3® Within
cyberspace physical layers, technically sophisticated multi-sensor devices are ubiquitous in

government and private sectors of society. These sensors exist in the form of cellular smart
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phones, Institute of Electrical and Electronics Engineers (IEEE) 802.11 (Wi-Fi) devices, IEEE
802.15 (Bluetooth) devices, and most importantly, the vast and incalculable amount of
computers connected to layered interfaces among Open Systems Interconnection (OSI) or
Transmission Control Protocol / Internet Protocol (TCP/IP) internet connectivity models. Even
televisions now have multi-purpose radio frequency antennas, audio, and video sensors
integrated into home local area networks (LAN). Ina 2015 Federal Trade Commission
complaint filed by the Electronic Privacy Information Center (EPIC) against Samsung
Electronics, Ltd, EPIC provided substantiated evidence that when a Samsung Smart TV voice
recognition feature is enabled, everything a user said in front of the Samsung Smart TV was (at
the time) recorded and transmitted over the internet to a third party, regardless of whether the
audio recording related to the provision of service.** More broadly, conservative estimates of
global population smart phone saturation begin at 45.12% according to sources which aggregate
data from the United Nations Population Division, World Health Organization, International
Monetary Fund (IMF), and the World Bank.** IMF estimates of global smart phone sales
reached 1.5 billion in 2016 or approximately one new phone for every fifth person on earth.*?
When considering aggregate numbers of all types of internet connected devices, well over half of
the global population owns or has access to some sort of internet connected sensor and uses it on
a routine basis. These sensors are also vertically integrated throughout industrial and
commercial applications and have pervaded the lives of everyday consumers in industrialized
states.

The sensors are technically sophisticated. In a progression timeline consistent with
Moore’s Law, the technical data collection capabilities using hardware components of the

contemporary smart phone have exceed capabilities of the most advanced military
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communications devices as late as the mid 2000°s. Advanced Micro Devices released their first
dual-core processor, the Athlon 64 X2 3800+ at 2.0GHz and 512KB L2 cache per core, on April
21, 2005.% This chip would have been among the most advanced hardware components
available for inclusion in most military static SIGINT or EW collection systems of the time.
Today and in a mobile form factor less than 1/20™ the size of equipment the Athlon 64 X2 was
designed for, the Apple I-Phone XR runs the hexa-core Apple A12 central processor at 2.49GHz
and 8MB L2 cache per core.** Potential issues with this comparison lie in the fact that most
central processing unit (CPU) and mobile microprocessor measurements do not directly
correlate, in part because the two processors are designed for applications with differing power
usage and heat dissipation characteristics. Short of a more technical relative capability
comparison, the reader should accept the idea that the A12 is orders of magnitude more multi-
functional, efficient, and faster (when it needs to be) than the Athlon 64 X2. Other hardware
features of the I-Phone XR, one of the most common smartphones on the contemporary global
market, include: antennas resonant in most cellular communication electromagnetic radio
frequency bands (450MHz — 2.1GHz); WiFi and Bluetooth radio frequency bands (2.4GHz —
5GHz); Global Positioning System (GPS) and Globalnaya Navigazionnaya Sputnikovaya
Sistema (Global Navigation Satellite System — GLONASS) bands (1150MHz — 1610MHz). The
iPhone XR’s camera detects light frequencies within the visible light range bordering infrared
and ultraviolet (430-750 THz) ends of the light spectrum. The phone’s microphone is capable of
acoustic energy detection beyond the audible frequency range (20Hz-20kHz) of the human ear.
Finally, the phone also has a barometer, three-axis gyro (compass), accelerometer, proximity

sensor, and ambient light sensor.*
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Applications of these ubiquitous sensors are fully realized with technology such as
software-defined radio (SDR) and software-defined networking (SDN). In SDR, equipment
component functions traditionally managed by hardware (signal mixers, filters, amplifiers,
modulators/demodulators, detectors, etc.) are instead implemented by software on any operating
system connected to a receiver.*® Similarly, software-defined networking (SDN) enables
dynamic function to cyberspace physical and logical layers. SDN programming uses modifiable
digital code to regulate network function in place of hardware. This allows for improved network
performance and dynamic configuration models. In effect, both SDR and SDN allow for more
flexibility with regard to receiving signals using any given antenna or sending data packets over
any given computer network, respectively. This flexibility is critical when considering the
repurposing of a cellar phone antenna or computer network adapter for alternative forms of
CICO. Technically sophisticated sensor proliferation has, in short, vastly expanded cyberspace
over the last decade and connects cyberspace to physical domain sensors covering a far greater
percentage of the earth. Direct access to these devices in the form of DOD CO or indirect access
in the form of DOD purchased PAI/CAI will be important for future CICO. In the indirect
access form, the digital technology and its corresponding use agreements pressure users into
abdicating their right to privacy on a volunteer basis. Conversely, the same technology also
empower consumers to use their devices for financial gain or to support their countries national
interests. The DOD should take note, these sensors and their digital connections are the new
frontier of the cyber domain.

3.3 DATA COLLECTION AUTHORITIES
The 2017 National Security Strategy asserts that authoritarian regimes are less concerned by the

LOAC and other domestic civil liberties legal protections than democratic societies.
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Consequently, these regimes have less internally imposed constraints with their hybrid warfare
approaches.*” Their less constrained approach presumably translates to foreign and domestic
intelligence collection practices which provide authoritarian regimes a higher intelligence
production return on investment due to fewer bureaucratic restrictions governing their
intelligence collection activities. This creates a higher relative cost basis for the US government.
Legal restrictions such as the US Privacy Act of 1974 and US Codes (USC) Titles 10, 18, and
50, yield substantial competitive advantage to GPC adversaries with respect to state-sponsored
intelligence collection activities. GPC adversaries have always sought to exploit US legal
compliance through the asymmetric use of state-sponsored intelligence collection activities and
US adversaries may be finding new exploitation avenues through open PAI/CAI data exchange
markets. The DOD and US government writ large must consider that open market purchase of
information is not tantamount to collection to remain competitive in a contemporary gray zone
intelligence paradigm. Failure to acknowledge this idea will further encourage US adversaries’
adoption of hybrid warfare approaches which preclude the US ability to identify foreign
surrogates, proxies, or other state backed criminals who hide behind the DOD’s antiquated
application of intelligence collection activities governed by EO 12333, The Privacy Act of 1974,
and US Code. Lawfare scholar Orde Kittrie would describe this as compliance leverage
disparity lawfare, “...a method designed to gain advantage from the greater influence that law
exerts over an adversary.”*® Whereas the US Privacy Act of 1974 and Executive Order (EO)
12333 sensibly restrict the US Government from collecting or maintaining information on US
citizens in the name of protecting Americans’ civil liberties, these legal constructs fail to govern
data products made available by commercial entities in open exchange markets. In this respect,

GPC adversaries turn US respect for domestic law into a strategic vulnerability. Maj. Gen.
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Charles Dunlap Jr. provides insight into this method as how, “US adversaries (see the United
States’) political culture’s respect for the law as a ‘center of gravity’ to be exploited.”*® There
may, however, be a PAI/CAI gray area within the US legal framework which allows the US
government to compete with GPC adversaries on a more equitable basis.

The real questions posed by PAI/CAI legal analysis is, if the DOD purchases the same
type of data which would otherwise be obtained through DOD collection operations, is the data
purchased the same as data collected? Further is the data categorized according to its projected
end use under FISA and USC Title 10 or Title 50 authorities? Should the interpretation be that,
regardless of the data’s projected end use, the DOD is free to use the data (means) for a variety
of applications (ends) in whatever method (way) the DOD chooses? How does the data fit under
current FISA laws and information collection, storage, and dissemination requirements?

Current DOD data collection authorities are unclear with regard to data collection via
PAI/CAI, the majority of which is information consumers explicitly or implicitly consented to
the sale or provision through end user agreements. In general, few US laws govern commercial
data broker collection of PAI®® The Privacy Act of 1974, “Does not apply to data collected
about persons outside the United States, nor does it protect the privacy records that are
maintained by the private sector or local state governments.” Legal scholars and industry
experts maintain that the protection of personal privacy, including the protection of personal
data, is at best a patchwork of federal, state, constitutional, statutory, and case law.>? With
respect to federal statutory law, “...Congress has adopted a legislative approach which is sectoral
in nature... (a) law-based means for protecting personal privacy in some areas, but not in
others.”®® In a 2012 Federal Trade Commission (FTC) report titled Protecting Consumer

Privacy in an Era of Rapid Change: Recommendations for Business and Policymakers, the FTC
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acknowledged that data brokers, most of which are excluded from the Fair Credit Report Act
(FCRA), generally operate absent any formal legal restrictions regulating their data collection.>*
The US Senate came to a similar conclusion in 2013, concluding that (non-FCRA regulated) data
brokers, “...operate with minimal transparency and are subject to virtually no statutory consumer
protections.”®® This is significant in showing that federal law underregulates commercial PAI
collection and fails to make it illegal.

The FTC and US Senate opine on the idea that there is scant legal basis restricting
potential data use applications for the commercial data broker industry, which, by all estimates,
continues to grow due to financial incentives underlying PAI collection. By 2012, the data
broker industry had generated 150 billion dollars in revenue, an amount twice the size of the
entire intelligence budget for the US Government that same year.>® Privacy’s Blueprint, by
Woodrow Hartzog, believes that most companies rely on machinations of contract law by
clicking “T agree to the Terms of Use” buttons as “consent” for privacy invasive practices which
produce information “...extracted via sleight of hand under the auspices of a well-functioning
market.”®’ From the DOD’s perspective, how an organization obtains free-will consent should
not matter insofar as it was acquired to begin with. The US legal framework allows PAI to be
sold in the form of CAIl on an open market through a manner in which end users consent to their
information commoditization. In this sense, the government is not directly collecting on US
persons. The government is buying a product, a commodity. The DOD’s use of data broker CAl
products should not be subject to The Privacy Act of 1974 or its stipulations enforced through
EO 12333. Plainly, these stipulations specify that direct collection of PAI by US Government
Intelligence Community elements be conducted, “In accordance with procedures approved by the

Attorney General, in consultation with the Director of National Intelligence, and in a manner
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consistent with each element’s specific authorities.”® The Privacy Act provides US citizens
rights and assurances by imposing obligations on the federal government when federal agencies
collect, maintain, and use personal information considered to be part of a public system of
records. EO 12333 further specifies that PAI must be collected with consent and by Intelligence
Community entities with a valid mission requirement under specific retention and dissemination
criteria. The DOD should not be put in a position questioning whether it can use the same
commercially available databases which countries like PRC or Russia have open market access
to. Itis logical to assume US GPC adversaries are buying this information because current US
data privacy laws do not require data brokers to disclose who their customers are.>
Much of the CAl sold by US domestic data brokers is not generally pursued by the DOD
or other US intelligence agencies due to federal statutory concerns and, in many cases, the DOJ
cannot collect or maintain access to the information without a court approved warrant. In other
precedents more useful to the DOD, the DOJ and DHS purchase application generated marketing
data, including geo-locational data, from data brokers and telecommunication providers.®® The
Department of Homeland Security Customs and Border Patrol 2018 Privacy Impact Assessment
states,
CBP may use commercially available location data acquired from a data provider in order
to detect the presence of individuals in areas between Ports of Entry where such a
presence is indicative of potential illicit or illegal activity. The goal is to utilize this data
to detect the presence of — but not identify — individuals in an area which CBP has
identified as an area of interest, consistent with CBP statutory authorities, federal law,
and DHS policy. Data from such datasets is compiled by a third-party provider from
multiple commercial sources and anonymized, offered for purchase, and can then be
acquired by public or private entities, including CBP.®*
This type of activity presumably falls under the purview of the Foreign Intelligence and

Surveillance Act (FISA) of 1978, USA PATRIOT Act, Protect America Act of 2007, FISA

Amendments Act (FAA) of 2008, and the USA Freedom Act of 2015.
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The problem with both FISA and its subsequent amendments is that their language only
addresses the federal government’s direct execution of surveillance, collection, or acquisition of
data on persons in protected categories. None of the FISA language pertains to information
indirectly collected through CAI purchase. As if to further exacerbate FISAs authority gaps, the
1974 Privacy Act enables commercial data brokers despite its purpose being to protect US
persons’ data privacy. The act attempts to protect privacy through limiting the circumstances in
which US persons’ personally identifiable information (PI1) is retained and shared® by the
federal government in addition to providing US persons’ partial control over their PIl in relevant
government databases.%®* However, the private sector is not beholden to the same standards as
the federal government. The private sector conducts financially motivated corporate surveillance
in a manner far more invasive than the government will ever be able t0.%* This is possible
because the US consumer allows it through consent. Corporate surveillance practices generate
broader questions about privacy and what type of information private corporations collect
through engineered consent in addition to questions about how this information is being used.
The true irony is that US GPC foreign adversaries have access to US commercial databases to
which the US DOD does not because of conservative statutory opinions. Similarly, the DOJ
only accesses information from these databases via court approved warrants.

Arguments countering the DOD’s need for domestic PAI/CAI stress that there are no
restrictions governing the DOD’s purchase of non US entity information from foreign or
domestic data brokers and that there is no need to purchase information which likely contains
data on US entities. However, cyberspace technical norms of the contemporary global commons
will seldom provide reasonable means with which to distinguish US persons and corporations

from foreign ones within global data sets. Further complicating discernment is that some of this
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data is provided directly by its original collectors such as telecommunication providers and other
data is provided through secondary or tertiary PAI/CAI aggregators (data brokers). There is
substantial federal regulation regarding data provided through original collectors such as
telecommunication providers. The USA PATRIOT Act, along with its 2007 Protect America
Act and 2008 FAA, account for the possibility of Americans’ PIl in global telecommunication
data collected by federal government entities while simultaneously permitting the federal
government to directly collect on sources of foreign intelligence information. The legislation
enables federal organizations operating under USC Title 50, among other federal organizations,
to surveil and collect global technical cyber information flowing through US digital
infrastructure. This ability is critically important in an era of packet switched networks routing
global communications through equipment owned by US telecommunication companies.®® FAA
sub-section 702b specifically empowered the US Attorney General and Director of National
Intelligence to jointly authorize data collection targeting foreign entities with rules for
determining the foreign nature of targets and regulating federal activity in a manner consistent
with the Fourth Amendment of the United States Constitution.®® However, FAA sub-section 702
powers only went so far. Public dissent in the wake of former NSA contractor Edward
Snowden’s illegal disclosures prompted national scrutiny of intelligence and surveillance laws,
including FISA. This outcry resulted in a US 2nd Court of Appeals May 2015 ruling which
stated that Section 215 of the Patriot Act did not permit something so broad as the NSA’s bulk
metadata (haystack) collection program. The 2015 USA Freedom Act later provided NSA
access to the same metadata through court order; instead of NSA direct metadata acquisition, US
telecommunication and internet service providers would be obligated to furnish metadata to the

NSA through Foreign Intelligence Surveillance Court (FISC) order.®” This provides the US
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Federal Government reasonable legal access to consumer data that consumers do not consent to
the sale of. However, US Federal law neglects rules for information made available via
consumer consent, or information end users willingly and knowingly consent for sale to third
parties under end user agreements.

Section 222 of the Federal Communications Act regulates data generated from original
private sector collectors, such as telecommunication providers, and made available in open
exchange markets.®® This act requires providers to protect their customers’ sensitive personal
information, including location data. Legally, providers cannot simply sell their consumers’
information to anyone willing to buy it. The difference between primary source data and CAl is
best explained by how a user can often turn off their device settings which reveal their location
to marketers or third parties but telecommunication providers need to know a phone’s
approximate location to provide wireless service.%® However, data generated from primary
source entities, the same data regulated by the 2015 USA Freedom Act, is increasingly blurred
with other CAIl. Federal Communications Commission filings as of February 2020 allege that
CAI data aggregators used the data feeds from telecommunications primary source entities for
illegal purposes. The FCC alleges these entities violated FCA Section 222 by disclosing real-
time location data. Commercial data brokers do not fall under FCA Section 222. These brokers
monetize all types of consumer data in the form of database commodities available for purchase.
Those databases commodities include cyber technical information such as users’ device models,
operating configurations, historical connected LAN topographies, and locational data, among
other types. Some data fields contain PIl but many are minimized to exclude it.

DOD’s use of PAI/CAI from domestic or foreign data brokers would not be contrary to

the spirit and intent of the 1974 Privacy Act. In this sense, use of the data does not constitute
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government overreach. The US government specifically created the act to mitigate federal
intelligence collection abuse concerns and to restrict the federal government’s use of information
technology systems such as the modern internet to jeopardize citizens’ privacy.”® Federal
regulatory guidelines could be made clearer to obviate the DOD’s need for pre-purchase data
screening prompted by concerns it contains Americans’ PII. Purchases of databases which the
DOD had reason to believe contained information on US persons could be made possible without
prior intelligence oversight compliance evaluation under EO 12333. Benefits of wholesale
acquisition in this manner are realized through the timely and substantive analysis of
information. DOD purchasing entities would be free to purchase CAIl products from any
domestic or foreign data broker at any time for any reason, later evaluating whether use of
specific information within the database could be retained pursuant to relevant legal and
regulatory guidelines. Protecting American civil liberties should begin with more restrictive
domestic US federal data privacy laws that regulate the type of data available on open exchange
markets, not regulating what the government can buy on those markets. Regulating data
collection at its source would eliminate the need for more cumbersome bureaucratic FISA legal
filters because any products on the open market might be considered legally available via
contract law consent. Regardless of whether federal data regulation happens at the collection
source or at the CAI product purchase level, two things are clear. Data broker collection of
PAI/CAI is legal and it is happening through consumer consent and device or software collection
control designs.” Consider the ramifications if this argument is wrong. Imagine a scenario
where the DOD cannot leverage data broker collected PAI/CAI but foreign intelligence services
can. If critics claiming government overreach contend that the DOD cannot legally acquire and,

or, retain PAI/CAL, then US federal consumer privacy and data protection laws inadvertently
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create the largest counter intelligence threat in the history of the United States. Unbounded data
aggregation and re-identification possibilities theoretically enable US GPC adversary precision
targeting of US DOD and other federal personnel on an unprecedented scale by way of the cyber
domain.

4 NOVEL DATA COLLECTION METHODS
4.1 FRAMEWORK AND REQUIREMENTS FOR IMPLEMENTATION

Earlier sections of this analysis established a compelling case for hybrid warfare gray zone
competition as the new normal among low-risk GPC models. Within the hybrid warfare
construct, cyberspace emerges as the preferred operational domain due to its implicit risk-benefit
ratio. Various technical, legal, and geo-spatial advantages also give CO greater data collection
potential, plausible deniability, and operational reach, respectively. Intelligence paradigm
fundamentals also favor passive, low-risk collection methods in non-permissive environments. It
is logical then, to infer that cyber operations will continue to increase in frequency and scale as
GPC evolves within gray zone contact layers. At the GPC level, the PRC formally includes CO
in its planning for future war, a consideration best revealed in Three Warfares and Unrestricted

Warfare (#8BR&). The Russian Federation’s use of the hybrid warfare concept and an emphasis

on non-military methods as part of Russian Chief of General Staff VValeriy Gerasimov’s active
defense strategy favor cyber operations as a preferred way to achieve strategic objectives.”
More than that, two decades worth of PRC and Russian Federation doctrine changes are
examples of how GPC adversaries embrace lateral, instead of linear, thinking to conceive and
adopt innovative solutions which leverage asymmetric advantages to accomplish military end

states.
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The DOD must develop a novel CICO framework to further enable US strategic
cyberspace objectives, particularly within the defending forward and persistent engagement
strategies proposed by the 2018 CYBERCOM Commander’s Vision, 2018 National Cyber
Strategy, and the 2018 National Defense Strategy. These policy documents are the foundation of
future cyber doctrine. The persistent engagement and forward defense concepts they propose are
themselves analogues of Gerasimov’s proactive measures. The framework would be neither
discrete in its partitions nor exclusive from other intelligence disciplines. Rather, employment of
methods within the framework would overlap and could also be useful to SIGINT, IMINT, and
ELINT collection, among other forms. The framework would be based on a synergy of economic
principles and intelligence collection practices in addition to the legal basis of individual consent
or even witting participation to some degree. The title of the framework might be something to

the effect of the Joint Data
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Figure 3: The Joint Data Collection Efficient Frontier (JDCEF)

efficient frontier is a set of investment portfolios that offer the highest expected return for a

defined level of risk or, conversely, the lowest risk for an estimated level of expected return.”
The framework would fully leverage public-private-partnerships (PPP) on a collective

(company) or individual private citizen level to exploit the eroding monopoly the US

government traditionally maintained over intelligence data collection and analysis. The rise of
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private corporations such as intelligence firms, defense security contractors, and commercial data
brokers have already either deliberately or through multi-use product designs privatized vast
segments of the national defense industry. For wealthier nations, these private corporations are
often de-facto proxies for the states they represent.”* Incorporating these companies into a
formal framework would take little in the way of establishing new relationships as many PPPs
already exist within the US defense industrial complex. The JDCEF framework might exist as
broad echelons comprising four categories of data acquisition: open market (OM), data broker
(DB), PPP (USG contractor), DOD CO. The categories overlap and exist on a scale
characterized by operational precision on the Y-axis and operational scalability on the X-axis.
The two variables, precision and scalability, are inversely proportional. Echelon subcategories
may further divide the main data acquisition categories and may also be templated on the X-axis.
Collectively, these distinctions would not be mutually exclusive. The same APT target can first
be assessed through PAI/CAI available on the open market, refined through data broker
information aggregation, further tracked through PPPs, and finally exploited through
CYBERCOM executed CICO.

CICO within this model would naturally gravitate towards the most passive, non-
invasive, and broad scope forms, particularly those forms which are legal through explicit host
system user authorization. In the JDCEF framework, these forms exist within the open market
where crowdsourcing is the superlative example. Crowdsourcing is colloquially defined as the
utilization of the general public to complete a project, usually without compensation.”™ For the
purpose of this analysis, crowdsourcing includes compensation as a financial incentive within

various crowd sourcing models. As a means of intelligence collection, crowd sourcing



Dugan 34

cyberspace or SIGINT technical data relies on a type of distributed collection principle to be
valid.

Basis for distributed methods span a wide range of industries including data analysis, data
storage, data brokerage (a combined form of collection and analysis), logistics, and land
management, to name only a few. For distributed data analysis, the University of California
Search for Extraterrestrial Intelligence (SETI) at Home program, known as SETI@home, is a
method for academic researchers to send large amounts of radio telescope data to mainly
personal computers across the world for data analysis. The many, many personal computers
function as a virtual super computer which enables UC Berkley researchers to analyze far greater
data than their own resources would allow. The program provides no financial incentive to
participants and instead relies on their altruistic and ideological motivations to provide free
computing power to complete the SETI@home program goals. Nevertheless, SETI@home is
over twenty years old and has a total of 1.7 million total users.”® It serves as one of the oldest
proven models of crowdsourced data analysis in that it successfully and globally recruits
individuals to allow their personal digital devices to analyze information in support of a
secondary effort.

Cryptocurrency mining is a newer version of consumer distributed analysis which relies
on the same technical principles as SETI@home but provides financial incentive to its
participants. Cryptocurrency miners are private individuals or companies that provide use of
their computers’ processing power to analyze data. These entities are issued a certain number of
cryptocurrency units of value in exchange for their computing power provided.”” Some publicly
available evidence substantiating the economic incentive for such systems projects the overall

value of the cryptocurrency market to reach $1.4 billion US dollars by the year 2024.”® The
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significant of both SETI@home and the cryptocurrency market is plainly evident. People are
willing to allow their personal devices to be used for secondary analytics. The same is true for
information and collection on behalf on the US government, albeit on a smaller and less direct
scale.

The US Government directly crowdsources data analysis, design, and collection through
a variety of approaches. These include the Presidential Innovation Fellows Program and various
citizen science programs in which individuals share and contribute to data monitoring and
collection.” Indirectly, the US government routinely purchases information from data brokers
and credit bureaus. In 2013 the US Treasury Department began using consumer credit bureau
Equifax’s ‘The Work Number’ database as part of a Treasury Department ‘Do Not Pay Business
Center’ pilot program aimed at enhancing the department’s ability to combat fraud and other
improper government payments. The Work Number database contained 54 million active salary
and employment records and 175 million historical records collected from more than 2,500 US
employers.8 DOD direct collection of the same information contained in The Work Number
database would be prohibited under current EO 12333 intelligence oversight regulations and
Title 10, 18, or 50 authorities. The worry here is that the DOD’s or DOJ’s routine and
unwarranted use of the information would constitute government overreach and violate
American civil liberties.

Direct versions of crowd sourcing via distributed data collection exist on a reactive basis
within the cybersecurity industry itself. Private corporations regularly provide cyber threat
intelligence information to the USG on a voluntary and informal basis. Entire organizations such
as the Office of the Director of National Intelligence (ODNI) Cyber Threat Intelligence

Integration Center (CTIIC) are dedicated to the aggregation and socialization of cyber threat
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information across the USG and non-government (private) entities.®* The primary shortcoming
of this process lies in the unsystematic and convoluted manner in which it occurs. CTIIC itself
lacks direct liaisons with the private sector. Instead, it works through other government agencies
that do have liaison relationships and helps downgrade information and analysis those agencies
have for sharing.82 Well intended as they may be, these systems fail to realize a higher potential
for synchronized government-private sector data collection potential because the systems do not
provide financial incentive to private entities whose participation is ultimately non-compulsory.
4.2 DATA ACQUISITION VIA OPEN MARKET

The DOD, and US government writ large, would benefit by financially incentivizing crowd
sourced technical cyber data collection through the use of contemporary data commoditization
strategies. Strong economics research data indicates distributed intelligence collection via crowd
sourcing would be both viable and, in the context of an efficient frontier model, incur the lowest
risk by way of obtaining certain types of technical cyber intelligence data. In 2003, the Defense
Advanced Research Projects Agency (DARPA) canceled a program which would have created a
Policy Analysis Market allowing traders to negotiate various forms of geo-political risk.2® The
program aimed to investigate whether trading in geo-political futures contracts might accurately
predict future geo-political events and discover how traders perceived connections between on-
going events, thereby indirectly crowdsourcing various forms of OSINT analysis and intelligence
collection related to the events in question. DARPA canceled the program due to critics’ claims
the program provided a system of “terrorism futures.” However, the program’s concept was
sound and based on the concept of information aggregation, a relatively new form of financial
market often known as a prediction market but which also goes by the name financial market or

event futures.®* While this analysis is not on prediction markets per say, these markets provide
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sufficient basis for crowdsourcing cyber intelligence information and the utility of aggregating
information from broad quantitative and qualitative sources of that information. The wisdom of
crowds is alternatively expressed as the idea that assessing large groups of people yields results
collectively more accurate than individual experts when it comes to problem-solving, decision
making, innovating and predicting.®®> One key difference among crowdsourcing and prediction
markets is that prediction markets rely on people betting on their beliefs about current or future
events because they have a financial incentive to bet correctly on the future outcome, while other
mechanisms like crowdsourcing do not exploit this.

Twenty first century sensor proliferation makes possible mechanisms which provide
financial incentive for individuals or corporations to collect cyber information collection
operational data and either wittingly or unwittingly provide that data to the USG. For example, a
USG or defense contractor affiliated smart phone or personal computer application could be
made commercially available and provided to the public. The USG could pay users of this
application a fee which might vary based on the individual’s pattern of life and access to certain
geographic or virtual areas of interest. Application functions would vary by device but could
generally perform functions like the automatic mapping of wide area network (WAN)
connections using a variety of network mapping tools upon router or server connection. Other
application functions might use SDR to repurpose the device’s antennae for sensing 2-5%"
generation telecommunication carrier cellular network frequencies, 802.11, 802.15, and other
wireless sensor networks (WSN) resonant with the antennae bandwidth but not necessarily
utilized by the device antennae under native system configurations.2® The application would also
automatically run in the background of the user’s device, continually mapping and sensing,

requiring no action on behalf of the user. Payment might be based on the qualitative, type of
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WAN, or quantitative, amount of local area networks (LAN), mapped in a given period of time
or on a singular basis: WAN = $1; LAN = $.01. Even a fixed $5 payment might fund 8,800
users to each continuously run the program for a month, or 720 run-time hours. Total cost to the
DOD in that scenario would be $44,000 or the publicly reported cost to operate an F-35 Joint
Strike Fighter for one hour.®” Crowdsourcing technical CICO via this method would advance
US CO in a passive, non-escalatory manner.

The financial incentive yield curve and the technical possibilities of the software are
potentially endless. The concept, however, remains the same. Foreign nationals across the
world would be paid to passively run a background application on their smart phone or computer
which would not collect the content of their personal communications but the wired and wireless
electromagnetic information about the operational environment in which they live. This
information would be funneled to NSA databases for evaluation and further analysis. Vast
segments of the service sector would have implicit financial incentive use the software. Taxi and
bus drivers, truck drivers, rail operators or other individuals with regular and widespread area
access might be early adopters of the software. Recursive methods might even be used to
provide a higher payment to individuals with better access to and pattern of life in areas of
interest, further incentivizing their use of the software while they go about their regular activities.

Beyond the network mapping potential, the DOD provided software could make full use
of an individuals’ smart phone or personal computer sensors, using locational data to push the
user notifications to take pictures of areas of interest within their pattern of life. Software
camera modifications might be used to provide ground level spectral imagery of areas previously
only accessible by advanced National Reconnaissance Organization assets.2® Smart phone

barometer, compass, accelerometer, and proximity sensor might be used to assess route
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navigability and traffic patterns. This kind of extensive intelligence sweep would mean US
intelligence operations would no longer waste time and assume operational risk in non-
permissive areas by gathering basic PE intelligence information.

Critics of this method will counter with a variety of arguments: adversaries would
become inadvertently sensitized to cyber or physical environment areas of interest which would
compromise intelligence operational objectives, adversaries might spoof or falsify data with
deception countermeasures, individuals would game the payment system and network multiple
and nearly identical personally carried devices to receive higher payments (think of users
carrying multiple devices to multiply their gain during the same geographic or digital trip). A
variety of counter tampering technological measures could be used to ensure data integrity,
secure certificates and end-to-end encryption come to the forefront as two obvious choices.
Even beyond technical counter tampering measures, the economic analysis provided above
indicates that, although tampering may happen, the data mean would be largely accurate.
Mathematical analysis may support this assertion through the long-tail mean. Advocates of
Chris Anderson’s Long Tail Effect contend, “The long tail is a statistical pattern of distribution
that occurs when a larger share of occurrences occur farther away from the center or head of
distribution. This means that a long tail distribution includes many values that are far away from
the mean value.”®® Throwing out the short tail or, likely tampered data, and then averaging the
mean of the long tail, or the second mean, would likely provide an accurate value. Crowed
sourced HUMINT collection methods proposed through power law and long-tailed distribution
modeling suggest that many separate (one time source) HUMINT reports collected from larger
relative populations exceed the value of the same quantitative amount of HUMINT reports

collected from smaller relative populations.®
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Finally, if decision makers think the decision politically unviable or technically
unfeasible in the hands of foreign nationals, the program might be provided to government
personnel in the following order determined by descending intelligence collection legal
authorities: DOD or interagency personnel operating under USC Title 50 authorities, DOD
electronic warfare (EW) personnel operating under USC Title 10 authorities, all DOD personnel
operating under Title 10 authorities, all federally employed personnel. Restricting program
distribution would limit OE saturation but still provide continuous persistent survey data for
areas of active DOD operation.

4.3 DATA ACQUISITION VIA DATA BROKER AND OSINT (PAI/CAI)

The USG should co-opt existing commercial data brokers by sensitizing them to operational
environment technical collection requirements via the federal government bidding process. The
commercial data broker industry currently provides the most revealing example of distributed
indirect data collection. Commercial data brokers are companies that collect, analyze, and
package consumer sensitive and personal information and then sell it to other companies for a
variety of purposes.®* Consumer data collection is not new; companies have been gathering
individuals’ personal information for decades. Some industry experts date this systemic
collection back to early consumer credit scores in the 1950s.%2 Though originally developed for
the consumer credit industry, the data (information) brokerage industry has expanded to serve a
wide variety of other industries, compiling information from an even wider variety of sources.
These sources include:

* Retailers and merchants via Cooperative Databases; sales and customer lists

« Financial sector non-credit information (PayDay loan, etc.)

* Financial sector credit information (Equifax, Transunion, Experian, etc.)

 Multi-Channel direct response

* Survey data
« Catalog orders (phone and online)
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» Warranty card or rebate registrations

* Social media interactions (dependent on data broker interactions/agreements)

* Loyalty card data (retailers)

* Public record information

* Medical records

» Web site interactions (via ISPs, search engines, internet browsing software, etc.)

» Lifestyle information (Fitness, health, wellness centers, etc.)

* Non-profit organizations’ member or donor lists

« Subscriptions (online or offline content)®

Data broker individual dossiers begin with information referred to as personally
identifiable information (P1I) such as an individual’s name, social security number, date of birth,
telephone numbers, etc. The information dossiers then expand to include a wider variety of
sensitive personal information (SP1). SPI includes information about individuals” demographic,
employment history, court and public records, social media data, financial data, travel data,
purchase history, real estate or vehicle ownership, professional licensures, legal judgements,
court records, marriages, divorces, workers compensation claims, etc.** Even non-personally
identifiable medical records, stripped of PlI, can be sold to data brokers. When combined with
as little as three or four data points from other databases, medical records can be conclusively
linked to a specific individual. A well-known example of this occurred in 1997 when William
Weld, a former governor of Cambridge, Massachusetts, supported the commercial release of
135,000 P11 stripped state employee health records along with those of their families covered
under the same state medical insurance program by the Massachusetts Group Insurance
Commission (GIC) for the purpose of improving healthcare and controlling costs.*® Then
Massachusetts Institute of Technology student, now Harvard University privacy professor,
Latanya Sweeney, cross referenced the GIC records with Cambridge, Massachusetts voter

records and she was able to identify William Weld medical records. Adding a bit of theatrics to

her discovery, Dr. Sweeney mailed Governor Weld’s medical records to his office. Dr. Sweeney
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later went on to show that about 87% of US citizens could be uniquely identified by three facts:
zip code, date of birth, gender.®® This process has become known as re-identification. Re-
identification critics claim instances like Governor Welds are limited to high profile public
figures but re-identification advocates have proven that high profile and low profile personal re-
identification is only a function of data points. More data points make identification easier.
A recent Issues in Information Systems data brokerage exploratory literature review

tallied the total world-wide data brokers at over 4,000 world-wide with an estimate of 2,500-
4,000 firms in the US alone. The review further cited that:

As of April 2017, there were an estimated 3.8 billion Internet users (Kemp, 2017). Each

of these Internet users generates a vast amount and variety of digital data each day.

According to Forbes, “More data has been created in the past two years than in the entire

previous history of the human race” (Marr, 2016, para. 4). It has been estimated that 1.7

megabytes of new information will be created each second of the day for every human on

the planet by the year 2020 (Marr, 2016).%’

In 2012, the data broker industry generated 150 billion dollars in revenue which was

twice the size of the entire intelligence budget for the U.S. Government.®
Heretofore, much of the data broker industry focused business models on personal consumer data
collection to reap the financial reward this type of information has to offer through targeting
advertising and marketing value. The DOD still has use for this kind of information for
precision targeting efforts required to find and fix individual high value targets (HVI), i.e., GPC
foreign adversary individual Advanced Persistent Threat (APT) group members. There is cyber
activity attribution value associated with tracking the whereabouts and activities of APT
members. However, it is only a matter of time before data brokers recognize the market
potential globally proliferated sensors and raw technical collection data capabilities they provide.
Advances in mobile information technology (IT) hardware which increase telecommunication

network data carrying capacity will enable a future technical intelligence data collection boom

and the data brokers will capitalize the IT infrastructures newfound data capacity. Through
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supporting a higher data transmission content and throughput rate, technologies like 5"
generation (5G) telecommunications networks advance connectivity concepts like the Internet of
Things (IoT), which “...foresees the interconnection of billions of things by extending the
interaction between humans and applications to a new dimension of communication with
things.”®® Hyper-connectivity, an IT industry term which includes the 10T, Web of Things, and
Internet of Everything, will integrate multi-layer digital networks with all aspects of society and
industry in the years to come.'®

Data brokers leveraging these technologies and data collection concepts will also be a
windfall to CICO supporting JIPOE in Joint Operations Phase 0. Entire areas of adversaries
wired and wireless cyber networks might already be mapped by witting or unwitting foreign
nationals who inadvertently collected the raw data through the course of their everyday lives by
using of software applications whose publishers have existing data broker relationships. The
data brokers need only identify this requirement to software publishers who then would re-write
how the device applications use existing hardware sensors to collect technical data.
Theoretically, this process could be completed in a device software update push.

Data brokers are able to execute cyberspace information collection operations in all three
layers of cyberspace. In the physical layer the collection involves raw sensor data and unique
device identifiers. From an antennae standpoint this is the radio frequencies and their received
signal strength indicators (RSSI) decibel values at a given geographic location over time and
space. From device standpoint this might be any information in the OSI physical, data link, or
network layers such as a media access control (MAC) address identifier assigned to a network
interface controller (NIC). In the logical layer, data brokers would record information such as IP

address connectivity history, browser site history, cross site tracking via cookies and information
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in other similar categories. The user layer is less relevant to technical data collection but would
involve individual analysis of consumer habits and preferences in addition to travel and location
history in much the same way the advertising industry conducts targeted advertising. Users in a
specific geographic areas of interest might be influenced to adopt certain data broker affiliated
applications.

These are simply the existing ‘products’ available on the open commercial market. There
are scenarios in which a DOD contractor or the DOD itself could create a contract with specific
requirements tailored to intelligence collection pertinent to specific aspects of each layer or
interrelations and combinations of each. The ease and speed with which software developers
could develop solutions for these requirements is enabled by SDR and SDN. The most important
aspect of this idea is that it is all voluntary or indirect. The consumer consents at some level to
the use of their device for collecting said data. The DOD is a customer and is not tasking the
consumer to go certain places or complete specific functions. Rather, the consumer is offered a
higher premium or a free service, e.g. Facebook, on a revolving and periodic basis based on their
digital and geographic lifestyle characteristics. In this manner, DOD or its affiliates exert control
based on the premium rate or level of service provided.

4.4 DATA ACQUISITION VIA PUBLIC PRIVATE PARTNERSHIP (PPP)

Farther along the JDCEF curve is technical cyber data collection via USG contractors
specifically employed to collect information on adversaries’ cyber infrastructure through CO.
This way of CICO seems to be an existing strength within the proposed DOD JDCEF. USG-
contractor analysis shows that contractors play critical roles in intelligence/reconnaissance and
planning/mission support.®* Different from DOD cyber information or SIGINT collection

operations conducted by Joint Service personnel, DOD civilians, or even tasked HUMINT



Dugan 45

sources, and cyber operations contractors are currently employed by the USG and exist
somewhere between private military companies and private security companies. Cyber
operations contractors have been an integral part of developing US cyber capabilities and will
continue to be for the foreseeable future. Open source Omnibus contract solicitation records ...
provide the most detailed insight publicly available to date about the contractual relationship
between (the USG) and private cybersecurity contractors regarding offensive cyber operations in
a military context.”2%2 In April 2015, CYBERCOM solicited proposals to award $475 million
worth of contracts to outside private corporations to “...assist in the deliberate planning,
coordination, and synchronization of Offensive Cyber Operations (OCO), Defensive Cyber
Operations (DCO), and operation of the DODIN (Department of Defense Information
Networks... Additionally, the contractor shall assist in providing maneuver, fires and effects
through the application of capabilities in and through the cyber domain.”'% A few years later in
2017, estimates for the cyber threat intelligence market were as high as USD 1 billion.1%

A presumption with USG contractors assisting CYBERCOM with CO is that the
contractors are also actively conducting CICO and thereby collecting and sharing intelligence
information regarding adversary networks. ManTech is a possible example of this. The USG
awarded ManTech a USD $250 million contract in 2015 to assist in training cyber operations
personnel.1® In front of a picture of uniformed (presumably Air Force) personnel, ManTech’s
website advertises a cyber focus area as “Cyber: Tackling rising cyber threats with offense-
informed defense. ManTech empowers networks and personnel with solutions and training that
make cyber-attacks ‘dead on arrival.””'% ManTech’s website previously stated ManTech
(provides) “...intelligence and operations, counterintelligence, information operations, and

cyber-warfare.”'%” Complimenting ManTech’s CNO assistance with C-OPE, C-ISR, and CNE
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type functions are companies like Endgame which identifies targetable computer systems in
foreign countries. More precise descriptions of Endgame’s role describe it as not conducting
CNA but “...the intelligence it provides can give clients the information they need to carry out
their own strikes.”'® This is exactly the type of function filled by CICO and CNE.

4.5 DATA ACQUISITION VIA CYBER OPERATIONS

The NSA, CIA, CYBERCOM, and the Joint Force maintain high functioning means of collecting
cyber data via government owned and operated CO platforms. These platforms are policy
makers’ preferred weapon of choice when it comes to most OCO. The chief shortcoming of
these means is that they are narrow in focus and often take months of high level bureaucratic
approval prior to execution. PE, including the C-ISR and C-OPE necessary to execute CNE
operations, often takes months or years to complete and requires more relative risk compared to
the more passive broad scope approaches proposed above. This is true for both remote and local
CNE operations. Entities executing local CNE operations in a physical domain are often limited
in their geographic reach when operating in non-permissive or semi-permissive environments.
Furthermore, there is a lack of coordinated effort among USG components to track the APT
groups cybersecurity experts expect to fill a dominant role in GPC over the next decade. Private
cybersecurity firms arguably maintain better public APT profiles than does the USG. A 2019
threat intelligence report from private cybersecurity firm FireEye even goes so far as to suggest
that APT 41 is a Chinese state-backed espionage group which also tracks targeted individuals
and conducts physical domain surveillance to obtain intelligence information which supports CO
through CNE.2% In this example, multi-domain intelligence collection operations are used to

support CICO.
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The Joint Force would be wise to more fully implement a combined intelligence
approach to CO. In a May, 2019 meeting between the CTIIC directors, intelligence community
members, and industry leaders on the topic of cyber deterrence, the Federal Bureau of
Investigation (FBI) Cyber Division Deputy Assistant Director advocated a holistic intelligence
attribution approach using (primarily) cyber domain derived intelligence data and only from data
analysis versus a collection perspective.!*® Conducting effective JIPOE and supporting CICO
will require a coordinated intelligence collection approach for the Joint Force to remain left of
bang on CA and espionage timelines. Combined, inter-agency coordinated multi-source
intelligence collection supporting C-ISR and C-OPE will provide invaluable indications and
warnings related to an adversary’s operational posture which may indicate likelihood hostile
cyber activity. Intelligence professionals assert that timeliness and specificity of attack
prediction and, by extrapolation, attribution are increasingly difficult in the modern OE.*!* This
difficulty has some intelligence practitioners advocating beyond multi-disciplined intelligence
analysis or mixed collection'? for what is proposed as combined intelligence collection doctrine,
an adaptation of combined arms in maneuver warfare.!*® This is aptly described as coordinated
and mutually enabling multi source intelligence collection activities, i.e., each collection activity
is designed to linearly enable subsequent activities and laterally enable associated activities.
Collectively, combined intelligence collection information related to a single APT would be
more effective than simply analyzing multi-source disaggregated threat information collected in
an uncoordinated or haphazard manner. Consider the 2018 DOJ indictment against members of
the Russian Federation Main Intelligence Directorate (GRU), case 18-263, US v. Aleksei
Sergeyevich Morenets. The US federally charged Russian GRU officers with international

hacking and executing associated influence and disinformation operations. The indictment
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alleges that Russian GRU “close access” hacking teams traveled to various target foreign
locations to compromise computer networks used by anti-doping and sporting officials in
addition to networks of organizations investigating Russia’s use of chemical weapons.''*
Language from the indictment reads,
When the conspirators’ remote hacking efforts failed to capture log-in credentials, or if
the accounts that were successfully compromised did not have the necessary access
privileges for the sought-after information, teams of GRU technical intelligence officers,
including Morenets, Serebriakov, Sotnikov, and Minin, traveled to locations around the
world where targets were physically located. Using specialized equipment, and with the
remote support of conspirators in Russia, including Yermakov, these close access teams
hacked computer networks used by victim organizations or their personnel through Wi-Fi
connections, including hotel Wi-Fi networks. After a successful hacking operation, the
close access team transferred such access to conspirators in Russia for exploitation.**®
This Russian GRU operation is a superlative example of combined intelligence and CICO
used to support information operations as part of a broader hybrid warfare strategy; Russian
GRU operatives later manipulated and publicly released information obtained in the hacks to
undermine legitimacy of the World Anti-Doping Agency (WADA). In this example, the Russian
team represents an APT. DOD combined intelligence collection operations targeting the APT
might have provided indications and warnings about the APT’s operational posture. More
importantly, the operations would have answered key questions: What can changes in that
posture indicate about the likelihood of hostile activity? Secondarily, how can that information
enable CICO which provide digital threat information on APT activities? Lastly, how can US
decision makers use APT indications and warnings to conduct OCO, denying APT maneuver
space in the cyber domain? In the Russian example, combined intelligence collection operations
might have monitored the movement of the Russian GRU operatives and tracked their activities

for indicators of target selection. Sensitized targets might have been alerted and prepared for any

variety of DCO. A multi-disciplined intelligence entity such as a threat aligned Joint Interagency



Dugan 49

Task Force (JIATF) dedicated to filling US cyber adversary posture intelligence gaps and
executing subsequent CNE operations against APTs in Joint Force Phase 0 would effectively
integrate combined intelligence collection and analysis principles with the maneuver warfare
combined arms concept. For example, JIATF-41, named after APT-41, would be a tit for tat
USG entity specifically charged with using JDCEF intelligence information to execute precision
operations to deter, deny, or defeat APT-41 in a holistic manner, outside of cyberspace domain
confines. Broad scope JDCEF data would be critical for a JIATF of this proposed size to
maintain requisite agility and operational reach to counter or provide flexible response options
against an APT.
5 CONCLUSION
There are various monikers of the now ubiquitous data broker aphorism, ‘If you’re not paying for
a service or product, chances are that you’re the product’. Contemporary data broker industry
experts debate who originally coined the saying and the accuracy of its meaning but the message
seems intuitive. Consumers generate data. Data is worth money. Private corporations have
figured out a way to commoditize consumer data into commercially viable forms. Lastly, data
commoditization has created a multi-billion dollar industry which is expected to grow for years
to come. The Joint Force and intelligence community should heed this industry trend and
harness it through a novel approach to conducting JIPOE in phase 0, particularly via the
incorporation of Big Data, discussed through this paper as PAI/CAL.

The argument for the DOD's increased and systematic use of PAI/CAI begins with
conclusions about the contemporary operational environment. Within today’s environment, GPC
hybrid warfare concepts bias US GPC adversaries towards exploiting asymmetric advantages

inherent to CO executed in the gray zone. Evidence for this is apparent in the aforementioned
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examples of Chinese and Russian doctrine. Empirical data also substantiate this assessment and
seem to support CO as a low risk form of engagement which consistently prove to be non-
escalatory in nature. It is evident that DOD CICO needs to systemically leverage broader
sources of information and collection avenues given these conclusions and commercial industry
experts’ prognostications for how emerging technologies will expand access into the cyber
domain. The JDCEF proposed in this paper illustrates a possible solution to what systematic
gray zone CICO might look like.

The open market and data broker (PAI/CAI) echelons within the JDCEF model provide
for both low risk and distributed collection approaches as a ways to execute broad scope CICO
within contested areas of the cyber domain. More importantly, these CICO approaches are
passive while involving private industry, consumer consent, and an implicit, non-escalatory
nature. As a data collection framework, the JDCEF is founded upon sound economic principles.
Use of JDCEF open market and data broker echelons to conduct CICO provides economy of
scale and allows for the more efficient tasking of potential combined intelligence CNE enabling
entities such as JIATF-41 to track and, or, combat a wide variety of APTSs.

The JDCEF proposed in this paper provides a start to answering two of CYBERCOM’s
2018 Cyber Symposium questions highlighted at the beginning of this paper. Ultimately, the
principle hurdle to JDCEF implementation in its proposed form will need surmounted in a legal
forum. DOD CO practitioners and the judge advocate lawyers advising them must view
PAI/CAI as consensually released or published information. Vague and out of date consumer
data privacy laws provide ways to leverage Big Data under current restrictions imposed by The
Data Privacy Act of 1974 and The USA Freedom Act of 2015. DOD’s use of PAI/CAI to

conduct CICO in this regard would not be considered government overreach. Here, itis
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important to consider a transactional ‘purchase’ as being unequivocally different from
government ‘collection’. This concept is summarized in one statement, ‘I Agree.’, the
colloquially phrased consent consumers give to software applications’ publishers for use of a
software platform. That consent is the explicit permission users’ give for their device software to
access their device sensors to collect information from the users on behalf of the software
publisher. Consent is the ultimate reason why government owned and operated platforms
directly conducting Phase 0 CICO should become a marginalized activity during future hybrid

conflict. The private sector is already legally providing the information or the means to obtain it.
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Glossary

Advanced Persistent Threat (APT). A broad term describing a computer network threat actor
that gains unauthorized access to a computer network; APTs often targets the same adversary(s)
in multiple attacks over time and space and remain undetected for an extended periods; APTs
may be nation state, state-sponsored, or non-state sponsored groups.

Commercially Available Information (CAl). There is no common definition for CAl across
the IC. Per the US Attorney General guidelines for the FBI regarding PAI, CAl is inferred to be
any information available to the public by subscription or purchase. (ODNI Civil Liberties and
Privacy Guidance for Intelligence Community Professionals: Properly Obtaining and using
Publicly Available Information, July 2011) (Approved for public release by DNI Pre-Pub
20140708)

cyberspace exploitation. Actions taken in cyberspace to gain intelligence, maneuver, collect
information, or perform other enabling actions required to prepare for future military operations.
(JP 3-12, June 2018)

Computer Network Attack (CNA). Actions taken through the use of computer networks to
disrupt, deny, degrade, or destroy information resident in computers and computer networks, or
the computers and networks themselves. (JP 1-02, March 2012) CNE has since been removed
from JP 1-02, February 2016 and JP 3-13, November, 2014. DOD Doctrine now encompasses
CNA in OCO.

Computer Network Defense (CND). Actions taken to protect, monitor, analyze, detect, and
respond to unauthorized activity within the Department of Defense information systems and
computer networks. (JP 1-02, March 2012) CNE has since been removed from JP 1-02, February
2016 and JP 3-13, November, 2014. DOD Doctrine now encompasses CND in DCO.

Computer Network Exploitation (CNE). Actions taken through the use of computer networks
to disrupt, deny, degrade, or destroy information resident in computers and computer networks,
or the computers and networks themselves. (JP 1-02, March 2012) CNE has since been removed
from JP 1-02, February 2016 and JP 3-13, November, 2014. DOD Doctrine now refers to CNE
as cyberspace exploitation.

Cyber Information Collection. Actions that facilitate cyberspace operations primarily through
deliberate network reconnaissance and surveillance or other enabling activities in and through
cyberspace; activities in cyberspace conducted to gather intelligence from target and adversary
systems; enabling activities conducted to plan and prepare for follow-on operations. (US Army
War College Strategic Cyberspace Operations Guide, June 2016)

Cyber Information Collection Operations (CICO). Planned, coordinated, and sequenced
activities conducted in support of Cyber Information Collection.
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Cyber Intelligence Surveillance Reconnaissance (C-ISR). Cyber intelligence actions
conducted to gather intelligence, integrate and synchronize the planning and implementation of:
sensors and assets, processing systems, exploitation systems, and dissemination systems. (US
Army War College Strategic Cyberspace Operations Guide, June 2016)

Cyber Operations (CO). All DOD operations conducted in and, or, through cyberspace
regardless of their intended or actual effect.

Cyber Preparation of the Environment (C-OPE). Cyber activities conducted to gain and
maintain access to systems and processes; to identify data and software, system configurations,
network configurations; to position capabilities for follow-on actions. (US Army War College
Strategic Cyberspace Operations Guide, June 2016)

Offensive Cyber Operations (OCO). Missions intended to project power in and through
cyberspace. (JP 3-12, June 2018)

Defensive Cyber Operations (DCO). Missions to preserve the ability to utilize blue cyberspace
capabilities and protect data, networks, cyberspace-enabled devices, and other designated
systems by defeating on-going or imminent malicious cyberspace activity. Also called DCO. (JP
3-12, June 2018)

Irregular Warfare (IW). A violent struggle among state and non-state actors for legitimacy and
influence over the relevant population(s). (JP 1, March 2013)

Hybrid Warfare. There is no hybrid warfare definition in Joint Doctrine. For this paper, hybrid
warfare is generally multi-domain, Kinetic, non-kinetic, conventional and irregular threats
coordinated across a conflict continuum spanning war through peace.

Gray Zone. There is no gray zone definition in Joint Doctrine. For this paper the gray zone is a
conceptual space where adversaries compete or fight with each other under the precepts of
plausible deniability, ambiguous legal standards, or irregular, non-normalized methods.

Joint Data Collection Efficient Frontier (JDCEF). The JDCEF is a novel term proposed in
this paper as an Intelligence Collection method modeled after the 1952 Nobel Laureate Harry
Markowitz’s Efficient Frontier economic model that relates asset risk to investment return.

Joint Intelligence Preparation of the Environment (JIPOE). The analytical process used by
joint intelligence organizations to produce intelligence estimates and other intelligence products
in support of the joint force commander’s decision-making process. ((JP 1-02, February 2016; JP
3-05)

Preparation of the Environment (PE). An umbrella term for operations and activities
conducted by selectively trained special operations forces to develop an environment for
potential future special operations. Also called PE. (JP 3-05)
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Publicly Available Information (PAI). There is no common definition for PAI across the IC.
The US Attorney General guidelines for the FBI defines PAI as information that has been
published or broadcast for public consumption, is accessible on-line or otherwise to the public, is
available to the public by subscription or purchase, could be seen or heard by any casual
observer, is made available at a meeting open to the public, or is obtained by visiting any place
or attending any event that is open to the public. (ODNI Civil Liberties and Privacy Guidance for
Intelligence Community Professionals: Properly Obtaining and using Publicly Available
Information, July 2011) (Approved for public release by DNI Pre-Pub 20140708)
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