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Executive Summary

Title: Modernizing US Nuclear Deterrence: Improving Coordination of the Nuclear Weapons
Community

Author: Major James J. Kavanagh, United States Marine Corps

Thesis: In the era of great power competition, the US needs to revitalize its strategic nuclear
deterrence due to the growing security threats from China and Russia by improving its outdated
coordination capabilities for nuclear planning and provide the Joint Staff with properly trained
and experienced personnel. The Joint Staff nuclear personnel need to coalesce under a single
directorate to reconcile the distinct and incongruent units in the nuclear weapons community.
The Department of Defense and the new directorate also require an empowered advocate to
overcome parochialism and provide guidance and resolution for the various competing
organizations in the nuclear weapons community.

Discussion: The various members of the US nuclear weapons community currently lack
sufficient coordination and leadership. The nuclear-capable combatant commands have different
operational understanding and procedures from each other and the Joint Staff. As the DoD’s
number one priority, nuclear deterrence requires a sufficient number of qualified service
members to clearly understand nuclear planning and policy to fulfill their responsibility to advise
the President properly. Most of these experts are currently spread out among combatant
command and Joint Staff directorates. Establishing a Joint Staff directorate for nuclear planning
is required to facilitate the appropriate training of personnel on the functions of Nuclear
Command and Control (NC2).

Conclusion: To improve the effectiveness and capability of the multiple stakeholders in the US
nuclear weapons community to deter the increasing threat from nuclear-capable great powers,
the organizational structure the Joint Staff that deal with nuclear matters needs updating. The
units of the US government responsible for our nuclear deterrence have developed internal plans
and procedures that lack coordination, and the Joint Staff personnel charged with providing this
much-needed coordination are too few. Furthermore, most of these personnel are drawn from
non-nuclear occupations and lack the proper training and experience to properly advise and plan
US nuclear operations. The creation of a J10, Directorate for Nuclear Planning, is consistent
with previous historical precedents when the DoD established new agencies and realigned staffs
due to changing threat environments. A new Director for Nuclear Planning on the Joint Staff can
also provide the required nuclear enterprise leadership and advocacy and employ the proper staff
to coordinate, train, and standardize procedures for the US nuclear community.



DISCLAIMER

THE OPINIONS AND CONCLUSIONS EXPRESSED HEREIN ARE THOSE OF THE
INDIVIDUAL STUDENT AUTHOR AND DO NOT NECESSARILY REPRESENT THE
VIEWS OF EITHER THE MARINE CORPS COMMAND AND STAFF COLLEGE OR ANY
OTHER GOVERNMENTAL AGENCY. REFERENCES TO THIS STUDY SHOULD
INCLUDE THE FOREGOING STATEMENT.

QUOTATION FROM, ABSTRACTION FROM, OR REPRODUCTION OF ALL OR ANY

PART OF THIS DOCUMENT IS PERMITTED PROVIDED PROPER
ACKNOWLEDGEMENT IS MADE.



Table of Contents

TITLE PAGE ...ttt et s 1
EXECUTIVE SUMMARY ..ottt e i
DISCLAIMER ....coiiiiiie ettt e st i1
TABLE OF CONTENTS ... e v
PREFACE ...ttt s \%
. INTRODUCTION ...ccciiiiiiiiiiiieteeecteee ettt s 1
II. VULNERABILITIES IN THE STATUS QUO ...cccioiiiiiiiiinieeeeeeeeeeeee, 5

III. STRENGTHENING COORDINATION AND EXPERTISE IN THE US
NUCLEAR WEAPONS COMMUNITY ...ooooiiiiiiiiiiiiiiiiicecicecieeee 10
IV CONCLUSION ...ttt s 19
GLOSSARY .o 22
ENDNOTES ...ttt ettt et 23
BIBLIOGRAPHY ...ttt e 27



Preface

I am an Air Command and Control Officer by trade, and while assigned to the Joint Staff, I
earned my certification as an Assistant Deputy Director for Operations and Presidential Strike
Advisor for nuclear warfare. I worked alongside all services and met many great individuals
who performed the nuclear mission at the highest caliber; however, the majority of us on the
Operations Teams performing this highly important no-fail mission did not have a nuclear
related background or formal nuclear operations training.

My command and control background and digital interoperability experience led me to seek
more information about the nuclear community. While off-duty, I enrolled in nuclear training,
formally studied nuclear weapons, read National Military Command Center historical
documents, examined the continuous changes in Chairman's procedures, and developed aspects
of how the nuclear enterprise operates. This experience led to my desire to learn more about the
nuclear enterprise and provided me with the knowledge for researching the nuclear mission.

The great power competition resurgence caused me to be more concerned about adversarial
nuclear states and the US’s need to maintain a credible and reliable nuclear deterrence. I saw a
need for the military’s nuclear community to have an advocate on the Joint Staff which
coincided with the Secretary Jim Mattis’s first line of effort, prioritizing “a safe and secure
nuclear deterrent.” A Joint Staff nuclear directorate could establish formal nuclear training and
improved coordination between commands leading to a more efficient and capable nuclear
deterrent.

I want to thank Dr. Jorge Benitez for providing guidance and research assistance on this
project. Col Matthew Neumeyer, your experience and knowledge were invaluable, but mostly I
appreciated your pragmatic views to contextualize unclear ideas. Brandy Lyn G. Brown, PH.D.
and Andrea Hamlen-Ridgely, M.ED, I want to thank both of you for your never-ending feedback
and proper English lessons. To my wife, Ticita, I would not have completed this without you.



I. INTRODUCTION

As countries like China and Russia continue to increase nuclear stockpiles and improve
delivery systems, the US must adapt its nuclear forces to this evolving threat environment.! US
nuclear forces are the backbone of the strategic deterrence of the US and its allies. According to
the Department of Defense’s (DoD) Joint Publication 3-0 Operations, “Deterrence prevents
adversary action through the presentation of a credible threat of unacceptable counteraction and
belief that the cost of the action outweighs the perceived benefits.... Deterrence stems from an
adversary’s belief that the opponent’s actions have created or can create an unacceptable risk to
the adversary’s achievement of objectives.”?

Senior leadership acknowledges the adversarial Chinese and Russian threat closing the
military gap on the US nuclear forces. During a talk at the Brookings Institution about the
importance to the military of changes in technology, Chairman of the Joint Chiefs of Staff (JCS)
General Mark A. Milley stated, “what's important to know and recognize as a fact is the gaps
between us and potential adversaries — say China or Russia, for example — those have
shortened and closed a little bit over the last 10, 15, 20 years."> The senior civilian and military
leadership identified this reduction in the US military’s advantage over these nuclear capable
great powers. China and Russia’s technological advancements over a short period have
decreased the US military’s advantage to such a degree that the advancements are a real threat to
the US projection of military power, and therefore its global hegemony hangs in the balance.*
This new near-peer military threat has reinforced the DoD’s enduring mission to provide security
for the nation and to deter war.” To sustain the DoD’s enduring mission, it must improve
Nuclear Command, Control and Computers (NC3) coordination and capabilities for US military

nuclear forces. A strategic understanding of how nuclear weapons are employed requires a



senior military leader with expertise in nuclear weapons and the organizations responsible for
maintaining them as our key strategic deterrence. The transference of nuclear responsibilities
can be cost neutral for a new Joint Staff director. Cost neutral means no additional costs are
incurred by the government for the movement of personnel. The prioritization of nuclear
deterrence and all the Joint Staff nuclear responsivities can be overseen by a single director,
improving information flow across the nuclear forces.

The US has already begun updating the hardware, our nuclear weapons and their delivery
systems. But unfortunately, the DoD has not begun updating the nuclear planning, policy,
procedures, and key personnel in the nuclear weapons community. The complete modernization
of our nuclear capabilities is necessary because many nation-states are increasing their
development for nuclear delivery vehicles and uranium enrichment programs, while the US has
reduced its nuclear stockpiles or stagnated in its capabilities.® The different units in the US
nuclear weapons community currently lack sufficient coordination and top-down leadership to
facilitate this adaptation. During joint exercises, the personnel from the different nuclear
weapons units are likely to misunderstand one another’s vernacular and possibly, procedures,
and fail to coordinate properly. These various units are also likely to disagree over which
information is briefed to the senior leaders and the President. Complete understanding of the
information briefed to senior leaders, and the President is required by each nuclear command
center within the Nuclear Operations Command Center (NOCC) devolution architecture. A
NOCC has the ability to advise the President on nuclear options and the authorities and
capability to verify and transmit orders to the nuclear forces.” Isolated and disjointed procedures

and segmented perspectives are a direct result of a lack of centralized initial training.



The lack of centralized initial training results from the Joint Staff not advocating and
implementing Nuclear Command, Control, and Communications (NC3) training. Centralized
initial training for joint nuclear personnel would provide a fundamental and universal
understanding of nuclear planning, operations, and responsibilities of all nuclear organizations.
One of the responsibilities of the Joint Staff J7 Directorate for Joint Force Development is to
assist in developing training for the joint warfighter. The Joint Staff nuclear personnel can
submit a request to the J7 to development formal NC3 training. The assigned joint personnel
from non-nuclear fields require NC3 training to conduct nuclear planning. Too few Joint Staff
personnel coordinate nuclear planning, and those who do often lack sufficient background and
expertise on the subject matter. From the President’s military aides to the tactical nuclear
operator, the nuclear chain of command must have trained and experienced personnel for
persistent and survivable national command authority lines to execute a no-fail mission. In a
2017 memorandum to all Department of Defense (DoD) personnel, the Secretary of Defense
gave specific guidance that his first line of effort “prioritizes a safe and secure nuclear
deterrent....”® Even with the Secretary of Defense’s prioritization of our nuclear deterrent, the
Pentagon has been slow to modernize the training and organization of the key personnel
responsible for the success of the command and control architecture of our nuclear weapons
community. In order to maintain a safe and secure nuclear deterrent, the chain of command must
have the ability to communicate throughout the relevant units in the nuclear community at a
moment’s notice.

As DoD’s first priority, nuclear deterrence requires a sufficient number of qualified
service members that clearly understand nuclear policy and operations to fulfill the responsibility

to advise the President properly. Most of these experts are currently spread out among different



Joint Staff directorates (e.g., J3 - Operations, J5 - Strategic, Plans and Policy, and J6 - Command,
Control, Communications, & Computers/Cyber), NOCCs, and smaller US military nuclear units.
The Joint Staff needs more personnel with the required experience and training to maintain an
efficient and effective nuclear enterprise and improve its outdated capability to coordinate
nuclear planning. Currently, the majority of the joint personnel selected for these joint billets do
not come from command and control or nuclear fields. A new directorate in the Joint Staff with
the proper nuclear expertise is necessary to integrate and collaborate with the US military’s
distinct nuclear units.

The Joint Staff nuclear personnel need to coalesce under a single directorate to reconcile
the US military’s distinct and incongruent nuclear units. Establishing a new Joint Staff
directorate is not unprecedented. Similar DoD reforms were implemented in the past due to the
changing threats and security environments. In 2012, the Joint Staff reestablished the J6
Directorate, and in 2018, US Cyber Command became a CCMD because of the importance of
internet technology and the need to protect the US from the emerging cyber threats.’
Furthermore, in 2019 the President established the US Space Force due to the increased Chinese
and Russian orbiting capabilities and counter-space weapons.'® In light of the establishment of
these directorates, creating a nuclear directorate is not only feasible, but overdue.

The Joint Staff needs a nuclear directorate to advise, assist, and properly coordinate our
nuclear forces. This vulnerability exists because currently the nuclear-capable CCMD and the
Joint Staff nuclear personnel have different operational understanding and procedures from one

another.



II.  Vulnerabilities in the Status Quo

The 2018 Nuclear Posture Review (NPR) identified the US’s requirement to modernize
the Nuclear Command, Control, and Communications (NC3) systems.'! NC3 provides five
functions exercising Nuclear Command and Control (NC2) authorities from the President to the
nuclear forces by: force management, planning, situation monitoring, decision making, and force
direction.'? The nuclear personnel entrusted to manage and operate the nuclear forces presents a
modernization problem within NC3 because of the lack of official nuclear training for the joint
forces and oversight of that training. The modernization and replacement of aging equipment is
currently being addressed and funded by Congress, but the manpower and organization of the
nuclear forces have not been addressed.!? The Joint Staff nuclear directorate proposed in this
paper would be a significant step towards modernizing and addressing the manpower and
organization of the US nuclear community.

The DoD must continue assessing modernization and coordination to improve efficiency
of the US nuclear community. Further substantiating this point, the US Government
Accountability Office states that, “DOD and the military services have taken steps to improve
oversight of the nuclear enterprise in response to the 2014 reviews but lack clear roles and
responsibilities and methods for collaboration.”'* Unfortunately, the current system of nuclear
planning, policy and procedures lack leadership, advocacy and focus.

Acquiring appropriately trained and experienced personnel to support the directorate's
mission is a challenge because the pool of available personnel for these roles is limited.
The Operations, Training, and Standardization Division (OTSD) lacks the staff to proficiently
and efficiently conduct its tasked mission. OTSD is located within the J36 on the Joint Staff and

is mandated to conduct the training and certification of the Joint Staff personnel conducting the



nuclear mission. This division is also tasked with a myriad of briefings and training for the
White House, Congress, the Office of the Secretary of Defense, the Chairman of the Joint Chiefs
of Staff (CJCS), and nuclear planning and procedures personnel. This division also conducts all
the staff and command evaluations for NC3 certifications to enable NOCCs to operate. The
manning of the division does not meet the necessary manpower requirements to conduct the
required mission essential tasks in accordance with CJSI, and this is only compounded by the
understaffing of existing billets and a high turnover rate of personnel. During high turnover
windows, the operations teams must move certified personnel to keep each team at minimum
manning to maintain operation status.

The personnel performing OTSD nuclear mission tasks come from the Operations Teams.
Operations Teams are comprised of military personnel from varying branches and military
occupational skills. Consequently, OTSD is comprised of personnel that may meet some level of
training requirements, nevertheless lack the knowledge and experience for a division entrusted to
oversee training and certification of all NC2 personnel. In other words, OTSD may have a few
personnel from the nuclear specialties, but they are not enough to provide adequate training or
the ability to meet all tasks. These NC3 weaknesses were identified in 2014 by a US
Government Accountability Office review of NC3 modernization efforts, and the problems
continue today.!> The modernization effort for NC3 in 2020 is again identified as an aging
system and a “legacy of the Cold War,” but maintains its absolute necessity for national
command authority.!® The problem is becoming more concerning with the emerging threats
from great power competitors who have been modernizing their nuclear capabilities for years.!”
Commanders should not be asked to operate with a limited certified staff, one person deep per

position without having redundancy in manning and certifications. The no fail mission should



have a higher standard for training and certification, but as a result of no advocacy, funding is
not available to support the creation and training material or supporting the manpower necessary
to facilitate the training.

It is a persistent and key vulnerability that most of the Joint Staff personnel who conduct
the nuclear mission are staffed by non-nuclear experts from all the Armed Services. This lack of
expertise for a no-fail mission is slightly mitigated by the seniority of the service members
selected to fill these positions, and required tasks are mandated by the Chairman of the Joint
Chiefs of Staff Instruction 3520.01, NC2 Joint Mission Essential Task and Computer Based
Training.'® The limited training is conducted while on the job by inexperienced personnel. It is
not safe or effective that these nuclear mission personnel are entrusted to survey global situations
and conduct the highest levels of advisement without any formal nuclear training. Formal
training is sometimes cost prohibitive, but the majority of the concepts are already developed and
the funding for the nuclear weapons community is available.

The Congressional Budget Office planned for 326 billion dollars for the DoD nuclear
forces from 2019 through 2028 and 16 billion of that is allocated for other support services. "’
The problem is how to appropriate some of these funds to address neglected training of the
nuclear personnel. These Joint Staff nuclear personnel operate within the CJCS Current
Operations Center and the Emergency Actions (EA) cell. These personnel are assigned to the
J36 as nuclear operations officers, and they are dual assigned to perform missions for the J33.
Each member is assigned to one of five Operations Teams led by a 1-star flag officer Deputy
Director for Operations (DDO). This flag officer is the CJCS representative for daily global

operations and nuclear operations. The dual-assigned missions tasked to the DDO are led by the



2-star deputy directors of the J33 Current Operations (COPS) and J36 Nuclear and Homeland
Defense Operations.

OTSD is usually led by an Air Force colonel that guides the training and procedures and
provides the standardization for the Operations Teams. Depending on the current global
situation, one mission or procedure may take precedence over the other. The Operations Teams
are then left to decide which order or procedure they must follow, guided by the DDO. Usually,
the five Operations Teams’ DDO cannot agree to how each Operations Team will perform, so
each Operations Team has its own set of operating procedures it abides by. This self-imposed
friction is a problem that cannot be overlooked and must be addressed at the highest levels of
military leadership. When OTSD provides the SOPs and certifies the capability of the five
Operations Teams that are led by a 1-star or 2-star flag officer, then rank becomes an issue
between a colonel and a flag officer.

The team members' lack of knowledge contributes to the difference in nomenclature and
procedures of the NOCCs personnel. These differences in procedures are evident every day with
miscommunication between the Operations Teams. Even the slightest miscommunication or
misunderstanding between teams can lead to prohibitive delays. Such miscommunication
inhibits the time-critical mission and diminishes the mission focus and determination of the team
members. At the very least, these delays will lead to an embarrassing ineptitude and, at the
worst, a catastrophic failure to provide time-critical nuclear orders. The Joint Staff must better
train its nuclear personnel on the importance of how to perform the nuclear mission in this new
threat environment.

Training to realism is one of the means effectiveness that can be measured.?! Improving the

technology and interoperability of NC3 is evolutionary in some respects, but training to the



standards and adapting to the environment must be incorporated into the modernization of our
nuclear forces. Training realism has three components: the task performed, how the task
standard is met, and the how task conditions are expected to be performed.?? The first two tasks
are easily performed and measured tasks, but how task conditions are expected to be performed
within a degraded environment are often waved for NC2 to ensure that the first two training
components are met. The NC2 robustness and redundancy anticipate a degraded environment
but training the adaptability of the joint forces in a degraded NC2 environment will prove the
validity of the nuclear forces' personnel's ability to perform the mission.?

The lack of training and experience of the Joint Staff nuclear personnel coupled with the
misunderstanding of the systems or NC3 prevents an effective and reliable command
environment. The nuclear mission is not an organizational priority due to the current operations
tasks and the lack of understanding of the subject matter. Prioritizing nuclear deterrence and
NC2 is identified by the President and Secretary of Defense, and therefore a focused and
knowledgeable military senior leader is needed to guide the Operations Teams.?* Without this
senior leadership, the proper training and motivation within the community will continue to lag.
A line of effort for NC3 is to maintain senior leadership's secure and robust communications to
conduct all-domain operations at any time.?> With the current threat environment from China
and Russia, and the habitually noted aging NC3, a senior military leader is required to assemble
proper strategies and reviews for committees and congressional hearings to amplify the

requirements for updating and prioritizing nuclear matters.



III.  Strengthening Coordination and Expertise in the US Nuclear Weapons Community

In the era of great power competition and growing security threats, the US needs to
improve the outdated organization of its nuclear weapons community to better coordinate nuclear
planning in the DoD. The Joint Staff could solve this issue with the standing up a dedicated
directorate for nuclear plans and coordination. To do this, the Joint Staff needs more service
members from the nuclear forces with the necessary experience to help manage the multiple
elements of the US nuclear community. The additional Joint Staff personnel assigned to perform
the nuclear mission within this new directorate must receive the dedicated and proper nuclear
training. Only a staff with proper nuclear training and experience combined with the
experienced staff can provide a sustained level of efficient and effective direction for the nuclear
forces.

In 2018, then CJCS General Joseph Dunford addressed the Joint Staff during a town hall
about global integration and maintaining the competitive military advantage. He stated,

What I’m suggesting to you is because the strategic landscape has changed in such

fundamental ways — again, great power competition, competitive advantage had eroded,

relative inventory of capabilities compared to what capacities we need, and then the
character of war changing. What I’m suggesting to you is that the implications for how
we make decisions, how we prioritize and allocate the force, how we do planning, and
how we develop the force today and design the force for tomorrow, all has to change

because the consequences of not changing are a lack of competitive advantage in the
future.®

During his talk, General Dunford emphasized a few key ideas. First, the idea of the great power
competition from two major powers, China and Russia. Since the end of the Cold War, the US
has not had a peer competitor to worry about and the NDS identifies some fundamental changes
required to maintain a military edge. Secondly, the US competitive military advantage brought
about a period of isolation and lack of reform and innovation from the US military. The ability
for the US military to operate uncontested in all-domains was supported by the destruction of the

10



Iraqi Army and quick victory in Operation Desert Storm. Also, during this time, the US did not
perceive China or Russia as significant military threats. Lastly, Gen Dunford discussed the need
for the US military not to repeat these mistakes and instead adapt the current forces and prioritize
the future forces. The President, Secretary of Defense, and CJCS through the NSS, NDS, and
NMS have all identified the importance of deterrence and the need for a modernized nuclear
force investment in new personnel, ideas, and equipment.?’ Codifying the Joint Staff’s nuclear
personnel within a single directorate begins the nuclear community’s evolution from the Cold
War environment into the new era of Great Power Competition, as directed by the US’s senior
civilian and military leadership.

Establishing a J10 Directorate for Nuclear Planning consolidates nuclear subject matter
experts into a single entity to improve the nuclear forces' coordination, communication, and
efficiency. This directorate can be cost neutral if accomplished with existing Joint Staff
personnel and resources. Most of the nuclear and support personal required to establish a
directorate are currently located within the Joint Staff’s other directorates. Restructuring the
nuclear mission from the J3 to a dedicated nuclear directorate similarly yielded positive results
for the US Air Force.?® The Task Force on DoD Nuclear Weapons Management found serious
issues with senior leadership supervision in the nuclear mission expertise, resources, and
readiness.?’ The US Air Force decided to implement a strategic plan in manpower management,
established the Air Staff A10 Nuclear Matters, and aligned its strategic deterrence and nuclear
operations training and education.*® The A10 and the US Air Force training pipeline continue to
support the nuclear forces. Like the US Air Force, the Joint Staff has shown a diminished
contribution to the nuclear deterrence process leading to decreased NC2 capabilities.>! While the

US Air Force has shown a progression in its nuclear forces training, capabilities, and deterrence,

11



the Joint Staff nuclear personnel have stagnated again without any increase in manpower,
dedicated joint nuclear training, or beneficial reorganization of Joint Staff.

If the nuclear mission is moved to the J10, then the Joint Staff nuclear billets will move
from their current directorates to the J10 and be more efficiently organized to fulfill the nuclear
mission. These subject matter experts have the knowledge and experience that can allow for
nuclear matter stakeholders easy collaboration and advocacy. The nuclear expertise also allows
for proper training of NC2 personnel. Established training parameters for all NC2 personnel will
give them a better understanding of the mission, and confidence to perform a no-fail mission.

It is important to remember that establishing a new command or directorate is not
unprecedented. This re-organization is similar to the Joint Staff J6 movement a decade ago.
Secretary of Defense Gates briefed the Pentagon press corps on the downsizing stating, “This
agenda is not about cutting the department’s budget. It is about reforming and reshaping
priorities to ensure that, in tough budgetary and economic times, we can focus defense resources
where they belong: in America's fighting forces, investment in future capabilities and, most
important, on our men and women in uniform."*? As the security threat within the cyber domain
increased, a more capable unit in US Cyber Command was required and the Joint Staff J6 was
deemed unnecessary.* But within a short two years, C4 and cyber became a requirement for all
levels of commands, including the joint forces leadership and doctrinal guidance. Therefore, the
J6 was reestablished in 2012 with a focus on the transforming IT as a data fusion enterprise for
all aspects of DoD communications and the ability to protect the networks. This reestablishment
was led by the increased dependence on network-centric DoD systems and the rapidly increasing
and changing communications and cyber threats.** The continued evolution epitomizes the

essential and adaptive nature of the military to the changing security environment.
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The successful creation of a new J6 Directorate for C4/Cyber illustrates that the type of
Joint Staff reform advocated in this study has been done before and it worked. The Joint Staff
adapted its organization and personnel to a new security environment and made US national
security stronger. The Joint Staff’s IT personnel migrated under the J6 directorate due to the
additional IT and cyber missions at no cost to the government. Similarly for the proposed J10,
nuclear personnel and support staff will come from the existing Joint Staff structure so the new
directorate does not require additional government funding.*> The reestablishment of the J6
directorate due to the changing security and threat environments is a direct corollary to the
changes seen today within national security and nuclear deterrence. Another important example
is the establishment of US Space Command due to changes in US national security and the threat
environment in space.

A parallel exists between establishing a new space organizations and establishing new
nuclear organizations due to the overlap of NC3 early warning and communication space assets.
US Space Command was originally established in 1985 as a sub-unified combatant command to
operate US military space assets. It was then disbanded in 2002 when the security environment
changed again after the events of 9/11, and the DoD transitioned its focus to counter-terrorism
operations.>® But, the increased complexity of the space environment and the multi-domain
effects on national military power prompted the US Government to lay the foundation for two
new space organizations: US Space Command and US Space Force.?” The US Space
Command’s reestablishment was necessary due to the increasing reliance on space capabilities
for national security and homeland defense during this era of great power competition with
China and Russia.*® The Chinese and Russian space weaponization and counterspace

technological advancements threaten US and allied space-based assets and reduce military

13



effectiveness.®” Vital US national interests tied to the space domain and strategic nuclear
deterrence require security, surety, and superiority of our space-based assets.*’ The constant
changes in the space environments’ security led to the establishment, disbandment, and
reestablishment of US Space Command over 18 years, which is another example of the
flexibility needed by the US to remain competitive with China Russia.

The current functions under the J3/J36 within the Operation, Training, and
Standardization Division (OTSD) and the other nuclear divisions are planning and force design
responsibilities that would be consolidated under the new directorate. The current OTSD has the
mandate to train and certify all NOCC personnel within the Nuclear Command and Control
System (NCCS). The NCCS is a system of systems that includes providing attack warnings and
assessments, disseminating messages, managing forces, and maintaining survivable
communications with the President and the nuclear operators.*! OTSD is understaffed and
cannot perform all required CJCS duties, as evidenced by the “standardization” responsibilities
tasked to the individual Operations’ Teams. OTSD can be split between multiple deputy
directorates within the J10 for operations, training, and standardization and can provide
certifications for personnel across the NCCS. This transition of personnel is in line with the
NDAA for Fiscal Year 2017 (NDAA 17), authorizing the CJCS to allocate resources and forces
to address emerging threats.*> On many occasions, the CJCS has noted that the idea of great
power competition, notably from China and Russia, has shown that the US must adapt to these
near-peer militaries in the strategic environment by properly training and allocating personnel.*?

The past decade has shown China and Russia quickly advancing in military technology,
testing possible nuclear deliver systems, and increasing their own nuclear stockpiles. The Joint

Staff cannot wait any longer to align its nuclear staff, develop a professional joint nuclear
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training program, and provide the nuclear forces a more efficient means for plans, policy, and
direction. The Nuclear Matters Handbook 2020 references a third nuclear era, identified in the
2018 NPR, with China and Russia building their nuclear capabilities - ““...acknowledging the
return to Great Power competition and the enduring need for the US nuclear deterrent to be
effective in the face of an increasingly complex and dangerous strategic environment. The
United States cannot project power against nuclear-armed adversaries without effective, reliable
nuclear forces.”** The power and value of the US nuclear deterrence is based on the trained
personnel responsible for its mission.

The reorganized deputy directorates in the J10 should also develop a training program in
concert with the NOCCs and the J7 Directorate for Joint Force Development. The CJCSs global
integration responsibilities for training joint personnel to protect national interests in the most
compelling strategic environment is mandated by Title 10.*° Since nuclear deterrence is the
DoD’s priority line of effort and covers four of the five 2018 NMS mission areas, the CJCS via
the J7 director has a joint training imperative to mandate training for the nuclear forces.*® These
nuclear courses will provide the necessary education and basic understanding of nuclear
operations. Presently, a different course is required for each certification and required tasks must
be performed successfully before the certification written and performance tests are
administered. All NOCC personnel should be required to attend each course provided at every
NOCC location by trained personnel. The joint nuclear training will ensure that all nuclear
operators can communicate with the same level of understanding. This training is necessary for
a no-fail mission, but it also reinforces the need for a J10 director to collaborate with the J7

director and coordinate with the NOCCs for joint training and readiness requirements.*’
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The NC3 and the strategies to counter adversary nuclear threats are required for the US to
maintain its competitive nuclear advantage.* NC3 gives the President the ability to exercise
command over nuclear weapons through “facilities, equipment, communications, procedures,
and personnel....”* General Hyten’s testimony before Congress was fortified by the 2018
unclassified National Defense Strategy (NDS) stating, "Without sustained and predictable
investment to restore readiness and modernize our military to make it fit for our time, we will
rapidly lose our military advantage, resulting in a Joint Force that has legacy systems irrelevant
to the defense of our people.">’

In addition to the need for a J10 with sufficient personnel trained in NC2, addressing the
DoD’s vulnerabilities in coordination also requires a flag officer of sufficient rank to overcome
parochialism and help resolve the various competing plans and procedures and training within
the US nuclear community. Nuclear planning, procedures and training are unique tasks that
require a broad understanding to focus and coordinate nuclear force development. This expertise
necessitates senior-level leadership congruent with the other Joint Staff directorates. A senior
flag officer from the nuclear field will understand the field's nuances and help overcome the
current system of various uncoordinated plans and procedures for the US nuclear mission. This
nuclear expert would be an advocate for the multiple units in the joint nuclear force. This senior
leader would help improve coordination and collaboration between these nuclear units, as well as
with civilian leadership and agencies.

This type of subject matter expert senior leadership providing advocacy for technical
fields is also seen in the Joint Staff J6 Command, Control, Communication, and
Computers/Cyber (C4/Cyber) director, a career Command and Control (C2) officer and

C4/Cyber senior leader.’’ Lieutenant General Dennis Crall’s diverse and expert background has
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led to his selection as the director for the Joint Staff J6, and he is the driving force behind the
implementation of the Joint All-Domain Command Control (JADC2) approach and strategy.

The JADC?2 is currently reforming and restructuring how the joint forces C2 operates and
qualitatively improves decision-making ability.’> He has also facilitated the Army and Air
Force’s signing of a Memorandum of Understanding to coordinate acquisitions and
interoperability of C2 systems for integration into the joint forces.*> LtGen Crall understands the
importance of strategy and posture reviews when engaging congress for funding the JADC2
approach. This is an example of the type of advocacy and expertise that the nuclear forces
require to maintain relevance for nuclear deterrence.>*

A J10 director will help coordinate the various US nuclear forces and provide the
necessary experience and informed advice on nuclear matters needed by the CJCS, NOCCs, and
senior civilian leadership. It is necessary to reform nuclear planning and procedures and develop
training through this new directorate to simplify and properly coordinate the actions required
from the nuclear forces and agencies. The director will advocate for nuclear guidance and
coordinate the training and readiness standards for the required functional areas. Mutual
understanding and matching execution are essential due to the possibility of Operations Team’s
personnel moving to another team. These procedures provide the team members a seamless
transition for the no-fail mission requirements. The director can also help guide the entirety of
the military nuclear force’s future requirements by coordinating with the CCMD’s, military
services, agencies, and senior civilian leadership.

The Secretary of Defense has recognized that emerging global threats and the increasing
complexity of the security environment are critical challenges to US national security.>® The

strategic approach noted in the unclassified NDS says that the US must be “strategically
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predictable, but operationally unpredictable.”® US deterrence is strategic because it is built
upon its nuclear capabilities and willingness to use those capabilities. The unpredictability stems
from how the US will employ these capabilities. The strategic understanding of how nuclear
weapons are employed requires a senior leader with the expertise and focus on nuclear
operations and deterrence to lead a nuclear directorate in this new environment. The CJCS
emphasized the importance of the Joint Force throughout the 2011 National Military Strategy,
stating that, "... we will maintain a whole, Joint Force that retains quality people, sustains and
develops the right capabilities, and maintains a sustainable tempo to effectively mitigate
operational, institutional, force management, and future challenges risk.">” The nuclear
responsibilities from the other Joint Staff deputy directors is a cost neutral and a justifiable
realignment of personnel. The coordination of nuclear matters between military leadership and

civilian leadership will require a formalized strategy for approval in the NDAA.

The Vice Chairman of the Joint Chiefs of Staff (VCJCS) is the current Committee of
Principals invitee to multiple nuclear matters subcommittees and working groups. The nuclear
matters committees and working groups were directed by the National Security Presidential
Directive 28 (NSPD-28) and are comprised of individuals from the ten NCCS departments.>®
These committees manage and review key matters such as NC2, survivability of systems,
intelligence, surety, and incident response.’® NSPD-28 also directs the two-tier flag level
management to implement senior management oversight of safety and security of NC2.%° The
new J10 director can take responsibility for the subcommittee and working groups and provide
the attention and expert advice for the senior leadership. The Joint Requirements Oversight
Council (JROC) is a statutory council chaired by the VCICS to assist the CJCS in assessing and

developing joint military capabilities and identifying any capability and performance gaps.
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Currently no member of the JROC is an advocate for nuclear issues other than the VCICS, who
is also a member of the Nuclear Weapons Council (NWC). The NWC is also a statute council

most recently updated in the NDAA 17.9!

IV. CONCLUSION

The personnel managing the command and control of US nuclear forces are
inexperienced, under-resourced, and uncoordinated. The NOCCs and the Joint Staff nuclear
personnel have different operating procedures, leading to misunderstandings between Operating
Teams and command centers. The Joint Staff personnel coordinating nuclear operations require
better training in nuclear matters. The nuclear chain of command is required to provide the
President with the ability to conduct a nuclear strike at anytime from anywhere in the world, but
the modernization of the NC3 and functions of the staff have been severely lacking for decades.
The US can no longer operate freely within all domains, and the Secretary of Defense identified
nuclear deterrent as the DoD’s number one priority.®* Like C4, cyber, and space, the nuclear
forces must adapt to the evolving threat and security environment as countries like China, Russia
and North Korea continue to modernize nuclear systems and weapons.®

The combination of great power competition and new security threats is producing an
element of risk the US cannot afford to remain lax upon. It requires updated capabilities to
coordinate and plan for the conduct of nuclear operations. NC3 updates are urgently needed for
the communications equipment and the personnel that operate the equipment. Proper training is
a necessity to plan for and execute a no-fail mission. The Joint Staff needs more people
properly trained in the nuclear mission and consolidate sufficient number of such trained

personnel into a single directorate can truly coordinate the various elements of the nuclear
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community. This proposed J10 directorate would provide the nuclear forces and civilian
leadership a single point of contact for coordination and reform. Reforming the Joint Staff to
adapt to changing threats is a necessary evolution of the military and is consistent with previous
re-organizations of the Joint Staff. For example, the Joint Staff reestablished the J6 Directorate,
and US Cyber Command became a CCMD because of the emerging C4 and cyber threats.** Due
to the space threats, US Space Command and US Space Force were established by the

t.% All of these commands required a 3 or 4-star flag officer leader.

Presiden

The director of the nuclear planning directorate would be the senior military leader with
the subject matter expertise, experience, and knowledge to perform this nuclear mission. This
equivalent rank to the other Joint Staff directors provides advocacy for the nuclear forces and
coordinates nuclear matters. This expert can apply the years of experience and knowledge to the
new threat and near-peer adversary militaries to continue to provide a capable deterrence.®® This
strategic understanding of nuclear weapons employment requires a senior military leader with
the nuclear expertise. The majority of the personnel transferred to the new directorate is cost
neutral, and the director position could be as well.

The lack of modernization of the NC3 system is a serious vulnerability for US national
security. Authorization and funding for improving the personnel responsible for NC3 is urgently
needed. The lack of training and expertise of the nuclear personnel continue to be an issue for
maintaining the NC2, but this is a problem that can be solved quickly if the right reforms are
approved. The key reform needed is a reorganization of nuclear operations into a single
directorate in the Joint Staff to properly coordinate the different members of the US nuclear

weapons community. China, Russia, and other nuclear adversaries are modernizing their nuclear

programs and their strategic functions. The US needs to protect its nuclear deterrence by
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reforming and improving the human element in the command, control, and communications of

its nuclear weapons.
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Glossary

Coordinate

To advance systematically an analysis and exchange of information among principals who have
or may have a need to know certain information to carry out specific incident or accident
management responsibilities.®’

Nuclear command and control (NC2)

Exercise of authority and direction by the President, as commander in chief through established
command lines over nuclear weapon operations of military forces, as chief executive over all
government activities that support those operations, and as head of state over required
multinational actions that support those operations.

Nuclear Command and Control System (NCCS)

Collection of activities, processes, and procedures performed by appropriate commanders and
support personnel who, through the chain of command, allow for senior-level decisions on
nuclear weapons employment to be made based on relevant information and subsequently allow
for those decisions to be communicated to forces for execution.®

Nuclear command, control, and communications (NC3)
Facilities, equipment, communications, procedures, and personnel that enable presidential
nuclear direction to be carried out.”®

Nuclear Component

The part of a nuclear weapon composed of fissionable or fusionable materials that contribute
substantially to nuclear energy released during detonation. Nuclear components include
radioactive boosting materials.”!

Nuclear deterrent
A desired strategic effect of the US nuclear enterprise that protects the US homeland, assures
allies, and dissuades adversaries by maintaining a safe, secure, effective, and reliable nuclear

weapons program.’?

Nuclear enterprise

Composite of DoD US nuclear forces and elements, to include the deterrent forces of Air Force
nuclear-capable bombers and fighters and associated nuclear weapons, as well as ICBMs and
cruise missiles; the Navy’s ballistic missile submarines and associated nuclear SLBMs; the
nuclear infrastructure to build, maintain, and sustain the nuclear forces; US nuclear-capable
bases and scientific facilities; nuclear command and control; and military personnel, civilians,
and contractors performing the nuclear mission.”
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